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[Applyl 200y O LET,



3. [Security] > [SSID Manager] Zi#iRL ., WPA 2 THEA TS L L Service Set
Identifier ( SSID ) Z4#ER L £, [Authentication Methods Accepted] I ') 7 ® [Network
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ap#show running-config
Building configuration...

aaa new-model !--- This command reinitializes the
authentication, !--- authorization and accounting
functions. ! ! aaa group server radius rad_eap

server 10.0.0.1 auth-port 1812 acct-port 1813

!--- A server group for RADIUS is created called
"rad_eap" !--- that uses the server at 10.0.0.1 on ports
1812 and 1813. . . . aaa authentication login
eap_methods group rad_eap

!--- Authentication [user validation] is to be done for
!--— users in a group called "eap methods" who use
server group "rad eap". . . . ! bridge irb ! interface
DotllRadio0 no ip address no ip route-cache !




encryption vlan 1 key 1 size 128bit
12345678901234567890123456 transmit-key
!---This step 1is optional !--- This value seeds the
initial key for use with !--- broadcast
[255.255.255.255] traffic. If more than one VLAN is !---
used, then keys must be set for each VLAN. encryption
vlan 1 mode wep mandatory
!--- This defines the policy for the use of Wired
Equivalent Privacy (WEP). !--- If more than one VLAN is
used, !--- the policy must be set to mandatory for each
VLAN. broadcast-key vlan 1 change 300
!--- You can also enable Broadcast Key Rotation for

each vlan and Specify the time after which Brodacst key
is changed. If it is disabled Broadcast Key is still
used but not changed. ssid cisco vlan 1

!--- Create a SSID Assign a vlan to this SSID
authentication open eap eap_methods

authentication network-eap eap_methods

!--- Expect that users who attach to SSID "cisco" !---
request authentication with the type 128 Open EAP and

Network EAP authentication !--- bit set in the headers
of those requests, and group those users into !--- a
group called "eap_methods." ! speed basic-1.0 basic-2.0

basic-5.5 basic-11.0 rts threshold 2312 channel 2437
station-role root bridge-group 1 bridge-group 1
subscriber-loop-control bridge-group 1 block-unknown-
source no bridge-group 1 source-learning no bridge-group
1 unicast-flooding bridge-group 1 spanning-disabled
interface FastEthernet0 no ip address no ip route-
cache duplex auto speed auto bridge-group 1 no bridge-
group 1 source-learning bridge-group 1 spanning-disabled
! interface BVI1l ip address 10.0.0.1 255.255.255.0 /---

The address of this unit. no ip route-cache ! ip
default-gateway 10.77.244.194 ip http server ip http
help-path

http://www.cisco.com/warp/public/779/smbiz/prodconfig/he
lp/eag/ivory/1100 ip radius source-interface BVI1 snmp-
server community cable RO snmp-server enable traps tty
radius-server local
! --- Engages the Local RADIUS Server feature. nas
10.0.0.1 key shared secret
!--- Identifies itself as a RADIUS server, reiterates !-
-- "localness" and defines the key between the server
(itself) and the access point(itself). ! group testuser
!--- Groups are optional. ! user userl nthash passwordl
group testuser
!--- Individual user user user2 nthash password2 group
testuser
!-—- Individual user !--- These individual users
comprise the Local Database ! radius-server host
10.0.0.1 auth-port 1812 acct-port

1813 key shared_secret
!--- Defines where the RADIUS server 1is and the key
between !--- the access point (itself) and the server.
radius-server retransmit 3 radius-server attribute 32
include-in-access-req format %h radius-server
authorization permit missing Service-Type radius-server
vsa send accounting bridge 1 route ip ! ! line con 0

line vty 5 15 ! end
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Profile Settings
Profie Name: |WPA2
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Metwaark Mames

5siD1: |WPAZ2

ssiD2: |

55ID3: |

oK Cancel

2. [Security] 27 %# 21 v L., [WPA/WPA2/CCKM] 242 v oL T, [WPA/WPA2/CCKM
EAP Type] X—1—/H S [LEAP] ZBIRLET, cOFT I3 IC&kV), WPA £k WPA
20OWThA (AP ICRELEED ) M1 ZR—TIICHYET,
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General Secuity | Advanced |
— Set Secunty Dptions

(= WPAMPA2/CCKM @WT}M [LEaP )

' WPAMPAZ Passphrase

" 802.1x 802 1% EAP Type: |:_E,r_:' :I
" Pre-Shated Key [Static WEP)
" Mone
Configure.. IE jIJ,::F.IIL an ko M iwed Cells
Group Policy Delay: [60 =] sec

oK Cancel

3. [Configure] 22 1) Y U LT LEAP REZEEL £,

4. EHICRARUTEYEI—HYEEIT/NAT—ROFEZERL, OK|ZVUYILET,
C DFRETIE, [Automatically Prompt for User Name and Password] F7°2 3> %&IRL &
To cOFT>aAVICKY), LEAP REINRTENLEEIL, I—HFEBRP/NAT—R%E
FRANTEDLSICAYET,



IV Ahway: Resume the Secure Session

— Uzemame and Password Sethings

— (% Usge Temporary zer Mame and Pazsword e

{ Ufw
% automatically Prompt for Uszer Mame and Pazswor

" Manually Prompt Tor Ozer Hame and Password

—{" Usze Saved Uzer Mame and Password —

Uzer Hame:;

Fassword:

Cattirm Pazsward:

Lrarmair

I Include Windows Logon Domain with User Name
¥ Mo Metwork Connection Unless User |z Logged In

Authentication Timeout Value (in seconds) 30 _:I

] 4 Cancel

5.[0K] 22 1) vy 2 L T [Profile Management] 7 1 > RO ZBALUE T,
6. [Activate] 2O UYL T, 95A4F U NTE72Ecco707 74284 Z—7)ICL
9,
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Action Options  Help

Current Status  Profile Management | Diagnastics |

Crefault

MoSecunty
u WPA

Metwark. Type:
Security Mode:
Metwark Mame 1 [SSIDT)
Metwark Mame 2 [SSID2])
Metwark Mame 3 [SSID3)

™ Auto

Infraztructure
LEAP
WPAZ
Lemplys
Lemplys

Hew...
Modify...

= Ty

Impart..

Export...

Scan...

Order Profiles. ..

3 : Microsoft Wireless Zero Configuration(WZC) 2R LTI SA T NTE TR EZRET
5BE. T7AIINTREWZCTRWPA2EFEATEE A, TOLEH, WZCEZAZX—T )
CULEITSATRNTWPA2 2@ 2 =52, Microsoft Windows XP D7RY N 74 v
DREAVAN=INTBIUENFHVET, 1 AM—)LICEAL TE, Microsoft Download
Center - Update for Windows XP (KB893357) 2SR L T<KEeW, RY N T4V IO R%&EA

YAR=ILThE, WZC TWPA2 ZRRETEE T,

i 2

CCTR, RENERICHEELTLIHESHEBAELET.
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Enter Wireless Network Password x|
Fleaze enter your LEAP username and pazsword to log on to the wirgless
riebwaark,
Uszer Mame : Liser]
Fazzwiord : B
Log on b
Card Mame : Cizco Arronet 302,11 a0/ g Wireless &dapter
Prafile Marme : WA
ak. Cancel
BALET, IRD

74 > R7J& [LEAP Authentication Status] T3, c® 7 I—XTlk, 1—HDILF>:
v )LAO—AJ) RADIUS H—NICBREEhEF T,
2. [Status] TU 7 CRRELRZRFELE T,

2| =10

LEAP Authentication Status El

Card Name: Cisco Ainonet B02.112/b/g Wireless Adapter
Profile Hames: ‘wPA2

Cteps

1. Starting LEAP Authertication Success
2. Checking Link. Status Success
3. Renewing IP address Success
4. Detecting IF Frame Type Success
5. Finding Domain Controller Success

[ Show mirimized nest ime

AL L EBER. VAT MEDA VYL ALAN CEELERT,

3.ADU NBREDMREZFIVYILT, 974 F7> MY AES BES{LE LEAP RBREZ AL TV
BPEEHAELET, COBITIEE. WLAN T LEAP FRFLE AES BES{LZ2ERA T2 WPA2
FEETIATVWBREZRLTVET,
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Ackion Options  Help
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Lirk Status: Authenticated

Wirelezs Mode: 2.4 GHz 54 Mbpz IP &ddresz: 10002
Metwark. Tupe: Infraztructure Current Channel: ¢
@ed Auythentcation, LEAF D ata Encyphion: AES
Signal Strength: |lllllllllll. Good
Advanced
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