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CISCO MONITOR  WLANE CONTROLLER  WIRELESS SECURITY MANAGEHENT C{OMHANDL  HELP FEEDHACK
WLANS WLAMNSs > Edit 'FlexOEAP_TEST
- lﬂ:'l.l.!.::- | Gemeral | Security | QoS | Policy-Mapping | Advanced
¥ Advanced HBO Stabe TS based CAC Peliy Ensbled
Ol Channsel Scanning Deler Radius Client Pralilng
Lean Daler Pricsrity 013 FA45 67 DHEP Profiling
)
EmEan HTTF Profing
Scan Deler Tome{imsecs) 500 Letal Client Pradiling
FlenComnect DHEP Profing
Flext: ol HTTP Prolikng
SR Ensbled
wkcharg PRMEP
FlenConmect Local Auth 14 Enssl e PHIP Hobshty Type
Learn Clart BF Address 3 Enabled BMIP NAT Type Hexadenmal v
visn besed Central
Swkcheg L1 Enabled PMIP Profile tishe W
Contral DHCP Processing Enabied FHIF Realm
el DRS Enakled Iiniversal AF Admin Suppsrt
HAT-PAT Ensbded Unitverssl AP Ldmun
Central Rssor Enakied 11w BSS Tranibhss Sugport

ATY T2APTIIN—T#ERLET. [WLANS]Z 7T, WLAN SSID%ERIRL., [Add|2T Y Y
L TWLANZEML E T, [APs]Z 7 ([CBEL . [FlexConnect OEAP]ZEML £,

afraln
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK
WLANs Ap Groups > Edit 'FlexOEAP_Group’
s | General | WLANs | RF Profile | APs | 802.11u | Location | Ports/Medule | Intelligent Capture
= Advanced
AF Eroups
Add Mew pr—
WLAN SSID [FlexDEAP_TEST{17) ~] I
"y
Interface
fInterface | management w| 1
Group(G)

SNMP NAC State M

WLAN ID  WLAN S51p(215) Interface/Interface Group(G) SNMP NAC State

FONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'FlexOEAP_Group’
B | General | WLANs | RFProfile  APs | 802.11u | Location = Ports/Module | Intelligent Capture
WILANS
* Advanced
AP Groups APs currently in the Group Remave APS Add APs 1o the Group
[ AP Mame Ethernet MALL | | AP Mame Group Mame
M| API120_4C.ETTC cd:f7:dS AT o
[0 ar3g00_E1.3EB8 T0:db: %8 el:Je:b8

AP DEE

APZ%ZFlexConnectE— RO NO—S ICEEM T, OEAPELTHERETEET,



ATY T1TAPAWLCICHINA L 7=, APE— R%ZFlexConnecticZEL . [ApplylZ2 VUYL ET

o

CISCO

HONITOR WLANs CONTROLLER WIRELESS

SECURITY

MMANAGEMENT

Wireless

= Access Polnts

All APs
Durect APg

+ Fadios
802.11a/nSscax
802, 11h/g/nfax

Diuad-Band Radios
Duad-5G Radsos
Global Configuration

F Advanced
Mesh
¥ AP Group NTP
¥ ATF
RF Profiles
FlexConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templates

Network Lists
F B02.11afnSac ax

All APs > Details for AP3800_E1.3EBB

COMMANDS

HELP

FEEDBACK

General | Credentials | Interfaces | High Availability | Inventory | Advanced | Intelligent Capture

General
LB Name | &paman_g1. 3688
Locaticn | depault locstson

AP MAC Addrass
Base Radio MAC
Admin Status

TOsdb:58: el:3e:bs
00=37:23:35:5a:60

[Enable |

AP Mode
AP Sub Mede
Qperational Status | monstor
Port Mumber E‘_r,d;;
e Erou FlexsBrdge .
S SE-Conmect | :
Verue Type Urisoecihied ¥
Vemse

Languasge Name

Hebanrk Specinam

Trtarfars Ky 3ID1TEIAOFFFCEB2FIT4ASEFSOSFBLDFE

Versions

Prmary Software Version
Backup Software Vension
Predewnload Status
Predownloaded Versicn
Predownioad Mext Retry Time
Predewnload Retry Count
Beat Verson

105 Version

Mini 106G Version

P Canlig

CAPNAR Preferred Hade
DHCF [pva address
Static IF (EpedTpvl)

Fahric

8.10.130.0
,10.120.0
Haong

Mone

P&,

[T

i.1.2.4
8.10.130.0
0.0.0.0

Ipwd (Gicbal Condig)
192.163.100.12

AT Y 72:[High Availability] ¥ 7 THB< £ TS A I UWLCAREEThTVWD L #BALF

ERD

MONTTOR

WLANs SECURITY

MAMAGEMENT

COMMANDS = HELP

EEEDRACE

Wireless

* Access Polnts

Al &Py
Darect AP

= Radipz
802118 nSac s
B02.11h'p nlax
Dual-Band Radios
Duial-56 Rades
Globha! Conhguration

¢ Advanced
Mish
b AP Group NTP
¥ ATF
RF Profiles
FlaxConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templates

Alabusael §icic

| General | Credentisls | Interfaces

CONTROLLER WIRELESS

All APs > Details for APB120_4C ETTC

High Availability

M e

Inventory | FloxConnect | Advanced | Intefligont Capture |

Hanagement [P Address{ [pwd/Ipvi)

Prnmary Controller

[s3504-01

(s

108,114

5 ]

Terbary Conbraller |

AP Fadower Prionty | Low o

AT Y 7°3:[FlexConnect] 2 7 I_¥E L. [Enable OfficeExtend AP1F I Y VRY VRZEF/ICLF

ERD



cisco MONITOR WLAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  FEEDBACK
Wireless All APs = Details for AF3800_E1.3EBS
e i | General | Credentials | Interfaces | High Availability | Inventory dvanced | Intelligent Copture
Drrect AFs
= Radios

B0Z.11a/n/ acfax
B02.11h'g mfan

Cual-Bard Radios R | Haks ViAH AP Specific IE'
Dual-5G Radas
filiigfs
Global Cordguration I_e_:i tance Group-Specific
* Advanced FewConnect dafaat-fex-ofoup
Mesh Group Name -
- YLAM AT
¥ AP Growp NTF [T
¥ ATF ViL&N Template Name none
RF Profiles WiLAN Neme 1d Mepgings
FlexConnect Groups
¢ FlexConnect ACLS PreAuthenticalion Access Contral Lists
FlexConnect VILAN Extaenal Websthartoaton &C)
Templates
: L) Sebi ACLE
Metwork Lists
pavgl DHID O ey
F B02.11afnfacax
barvecd SLRE

kF B0E11bfgSn ax

¥ Media Stream OfficeExtand AP
Application Visibility
¥ And Control Enabie OHiceExtend AP

Lyne Server Enable Least Latency Conkroler Join
Country [ Reset Personal 510 |
Timers Tunmel Gateway List

¢ Netflow

F OoS Tatal

DTLST—ZBEB{LiE. APDOfficeExtendE— RZEBMIC TR EBBNICEMICRYET, 1F
L., BEDAPICX L TDTLST—RBESILZEME LIEFEMICTERT, EMCTBHICIE., [Al
APs] > [Details for [selected AP] > [Advanced]X 7 T[Data Encryption] ¥ T ¥ 9 RY Y A& F>
(BYM) TEEF7 (BM)ICLET,

MONITOR ~ WILANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

Wireless All APs > Details for AP9120_4C.E77C
i | Genersl | Credentials | Interfaces | Wigh Availability | Inventory | FlexConnect mnm_ || Inteltigent Capture |
e . : .
el Regulatory Damains 802.11bg:-4 E02.11a:-B Power Over Ethernet Settings
fafiox Country Code [US (United States) v | PoE Status Full Power
Eﬂ:gac‘l':“:ﬂ:‘l% D frotuo = Pre-standard §02.3af switches [
Global Configuration AR Croup Name Power Injector State O
¥ Advanced Statistics Timer 30 AP Core Dump
. ::5: [::::::::::: AP Core Dump [ Enabled
roup NTP . AP Retransmit Config Parameters

- 2 Teinet Glebal Config ¥}

e 2 seq W: 0 AP Rettanm?t Count 5 ::

FlexConnect Groups NP Focte S Iisbat Contp - UL:: ::"ansmm e J .
b EthanartAlTs TCP adjust MSS (IPvd: 536 - 1363, IPv6: 1220 - 1331) 1250 : i

TCP M55 is Globally Enabled VLAN Tagging ] Enabled

?!:;Ef;::zd Nuan LED State D_E"“'e i NTP Server Status

s LED Brightlevel P[l-s) e bavia
b BD2.11a/nfacfax LED Flash stats st i1:zs0nlacconds TrustSec
b B02.11b/g/nfax ':_-_:[ndeﬁnite TrustSec Config
¢ Media Stream bl CMX Services

. 2 = USE Module 1D USE Module

b :ﬁ:lgjﬁ't‘::l\"'ﬂbulw s O Services Sub-Services CMX Server Ip

Lync Server USE Module Status

- - L [ [ e ——

¥ : TelnetB KT'SSHT7 7 Ak, APDOfficeExtendE— RZBERIC T2 & BEHIICERIC
BYET, EEL, BEDAPICKL CTelnetE I ESSH7 VLA Z BN R LEFEIICTE
£9, TOLEHIZIE, [All APs] > [Details for [selected AP] > [Advanced]X 7 T[Telnet]E /=
K[SSHIF I Y IRY DREAELEGEAIICLET,



X : APOOfficeExtend E— RZBMICTRD &, U VEBENBBHNICEMCEYET, L
L. BEQAPO D VBEZBMELBFBMITAIENTEEXRT, TOLEDHIZE. [Al
APs] > [Details for [selected AP] > [Advanced]Z 7 M[Enable Link Latency]F T ¥ 2Ry I &
EAY (BR®) ELEREAT7 (B )ICLET,

ATV 73 [Apply| ZiBIRULE T, [Apply|ZiBIRTD &, APHFUO—REhET,
ATY T4APHWLCICBIES L =%, APIKOEAPE—RICKYET,
X FUENEAPE FAWLCICHATES &KSIC, APIIAEF I VT 14 ( —MRICAPKRL

S—TER ) ERETDICEEZHRBLET, O—HDIITEMIRIAHAF(LSCAPTOED 3
VU ERBERAIBEETEERT,

AT Y 75 FlexConnect7 VA hO—ILUARNACL)ZERK L., FRTAASYFITTSBH
574V 0 (ER)EA—ANTRAYFUOITERNT T4V D (FA ) ZE&ELET,
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EEEMELTLET,
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AT Y 7°6:FlexConnectZ JL—7"%#4ERK L. [ACL Mapping]l—#& L. [WLAN-ACL Mapping](c %
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CIsCo

MONITOR  WLANs CONTROLLER ~ W]IRELESS FRITY

MANAGEMENT COMMANDS HELP FEEDAACK

Wireless
&

Dapl-3G
Global Corbigurabsom

¥ Advamced
Hesh
¥ AP Group NTP
¥ ATF
RF Profiles
FleeConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templales

Habwirk Lists
k BD2.116 R 6c ax

FlexConnect Groups > Edit °FlexConnect_OEAP_Group’

Goneral | Local Authentication | Image Upgrade || ACL Mapping || Contral DHCP | WLAN VLAN mapping | WLAN AVC mapping
-

| ARA VLAN-ACL mapping [ WLAN-ACL mapping |

web Auth ACL Mapping

WLAN Id a

Webhuth P4 ACL | none »
Webluth [PeE ACL | none v

(aéd]

WLAM  WILAN Profile

WaebAuth 194
(E] Mame ACL

WaebAuth IPVE
ACL

-
Local Split ACL Mapping

WLAN Id o

Local Spit ACL |Flex OBaP_afL v |

SLAN Frofisy AT

M Id

N

AT Y 7T:FlexConnectZ L—7IZCAPZEBML £ T,

Wirsler

= Kezmas Points

i Pl

» A
Hesh
b AP Group NTP

HITP-Froxy

L 1 dddrossllpe e |
W Pealiben —

Erapie &8 Loge Syhencagand

SECURITY  MANAGEMENT

cisco

MONITOR

WlAN:  CONTROULER
Wiredess FlexConnect Group AF List

v Acoeis Polats

i Fleatasned_GE48_Crme
aleanllie

Vhentannedt Als cisco

COMMANDS  HELP

prvs
FhexConme VLAN i
Temiplatac Barvar i dibdreas e
Watvecek LiiEs P v Advanced
B BO23Lafn/sc/an e o
» s
B2 A1k 8l fa ot et Secsell| P AP Groms MTP
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FERDRACK

HONITOR,  Wikks COMTROLLOR  WIRELESS  SECURITY  MANAGEWINT

FlexConmect Group AP List
Giroug ame

Fanlaneact OFAF_Grivo

FlexConnect APy

o Add AP

Salnca Al iram curvan cosmrier

Enemet Has
States A e Trve
. e - Myt
475 sassrated Ersciennat My

ol it P

1. FlexConnect ACLO AT —R AL ERZHIELET,

c3504-01) >show flexconnect acl summary

ACL Narme St atus

Fl ex _OEAP_ACL Applied

(c3504-01) >show flexconnect acl detailed Flex OEAP_ACL

Source Destination Source Port Dest Port

I ndex | P Address/ Netmask | P Address/ Net mask Prot Range Range DSCP Acti on

192.168. 1. 0/ 255. 255. 255. 0 Any 0- 65535 0-65535 Any Permit
0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Deny



2. FlexConnectd—HINAA Y FUOIONEMICHE >TVWDR I E2BELET,

(c3504-01) >show wlan 17

17
Fl exCEAP_TEST
Fl exCEAP_TEST

StatUS. . ot Enabl ed
Interface. . ... ... . managenent
FlexConnect Local Switching....cccceeeeeeccees Disabled
FI exConnect Central Association............... Di sabl ed
fl exconnect Central Dhcp Flag................. Di sabl ed
fl exconnect nat-pat Flag...................... Di sabl ed
fl exconnect Dns Override Flag................. Di sabl ed
fl exconnect PPPoE pass-through................ Di sabl ed
fl exconnect |ocal-switching |P-source-guar.... Disabled

Fl exConnect M an based Central Switching ..... Di sabl ed

FI exConnect Local Authentication.............. Di sabl ed

FI exConnect Learn |P Address.................. Enabl ed

Post-Auth IPv4 ACL................
Post-Auth IPv6 ACL................

Fl exconnect
Fl exconnect

Unconfi gured
Unconfi gured

Split Tunnel Configuration

Split Tunnel .. ... ... .. . . . . . . . Di sabl ed
Call SnoopiNg. . ... ... e Di sabl ed
Roaned Call Re-Anchor Policy..................... Di sabl ed

3. FlexConnect )Ll —7 DR E=ZHERL X T,

(c3504-01) >show flexconnect group summary
Fl exConnect Group Summary: Count: 2
G oup Nane # Aps

Fl exConnect _OEAP_G oup 2
defaul t-flex-group 0

(c3504-01) >show flexconnect group detail FlexConnect_OEAP_Group
Nurmber of AP's in G oup: 2

AP Et hernet MAC Nane Status Mde Type Conflict with PnP

70:db:98:el:3e:b8 AP3800_E1l.3EB8 Joined Flexconnect Manual No
c4:£7:d5:4c:e7:7c AP9120_4C.E77C Joined Flexconnect Manual No

Efficient AP Inage Upgrade ..... Di sabl ed
Efficient AP Image Join ........ Di sabl ed
Aut o ApType Conversion........ Di sabl ed

Mast er - AP- Mac Mast er - AP- Nane Mbdel Manual



Group Radius Servers Settings:

Type Server Address Port

Primary Unconfigured Unconfi gured
Secondary Unconfigured Unconfi gured

Group Radius/Local Auth Parameters :
Radius Retransmit Count......................... 3 (default)
Active Radius Timeout........................... 5 (default)

Group Radius AP Settings:

AP RADI US server............ Di sabl ed
EAP- FAST Auth............... Di sabl ed
LEAP Auth................... Di sabl ed
EAP-TLS Auth................ Di sabl ed
EAP- TLS CERT Downl oad. ... ... Di sabl ed
PEAP Auth................... Di sabl ed
Server Key Auto Cenerated... No

Server Key.................. <hi dden>
Authority ID ............... 436973636f 0000000000000000000000
Authority Info.............. Cisco AID
PAC Timeout................. 0
HTTP-Proxy |Ip Address.......

HTTP-Proxy Port............. 0

Mul ti cast on Overridden interface config: Disabled
DHCP Broadcast Overridden interface config: D sabled
Nurmber of User's in Goup: O

Fl exConnect M an-name to |Id Tenpl ate nane: none
Group-Specific FlexConnect Local-Split ACLs :

W.AN | D SSI D ACL

17 FlexOEAP_TEST Flex OEAP_ACL
G oup- Speci fic WVl an Config:

Vian Mode. . .................. Enabl ed
Native Mlan.................. 100
Override AP Config........... Di sabl ed

G oup- Speci fic Fl exConnect Wan-Vl an Mappi ng:

W.AN ID VIan ID

WLAN I D SSID Central -Dhcp Dns-Override Nat - Pat

APA U B—TJIAATKRS T4V 0FYTFYL T, RSZTA4YINAPTREIEhTWVWSRC

LB TEERT,

EN:RNSTILD2—FTF4TDODENT, DTLSES{LZEMIZL T, capwapRTH7 =

WMEENETF—ERT 74V J2ERTEXT,

RONTY RE+7F* Ok, WLCIZE S N=ACL Tdeny, AF—R XY M —BT 57—
ARNZT74v o0&, APTAO—HNIIZAAYFITENACL "permity AT—RM XV MZI—HT

BT—RANT T4V I%RLTVERT,



£ “Ethernet_yellowlable

Fie Edit Weew Go Capture Amahee  Sististes  Telephoey Wireless Took  Help

Al e TRE qenET EAEEaaaen

LI

Mo, Deita Source Destinabion Lergth  Info Ext Tag Hussber

* 28859 9.819533 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo (ping) request 1d-Ewod@l, seq-213/545-

— 20888 0.005956 152, 168.1.14,8.8.8.8 192, 168.1.95,152. 168.1.1%9 142 Echo (ping) reply  ideicd00l, seqe213/5485_
Pl @.954274 192,168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 150 Echa (ping) request Id=Dudidl, seq=214/547_
20913 B.B18616 192.168.1.14,2.8.8.8 192.168.1.99,192.168.1.139 142 Echo (ping) reply 1d=Bx0eal, seq=214/547_
28961 8. 936005 192, 168.1.99,192.168.1.139 192,168.1.14,8.5.8.8 150 Echo (ping) request id=dudddl, seqe215/558.
20962 2.818343 192.168.1,14,5.8.8.8 192.168.1.99,192.168.1.139 142 Echo (ping) reply  1d-BwdB@l, seqe215/558_
21887 B. 084777 102, 168.1.99,192.168.1.139 192,.168.1.14,5.5.8.8 158 Echo (ping) request idsdxd0dl, seqsdlf 852
21eE @.9k83e9 192.168.1.14,8.8.8.8 192.168.1.99,192, 168, 1, 139 142 Echa (ping) reply 1d=EwbRdl, seq-216/552-
21467 5.477613 192.168.1.53 192, 168.1.254 74 Echo [ping) request idefhodBdl, seqe217/555.
21468 0. 000638 192,168.1,254 192,168.1.99 74 Echo (ping) reply id=uiihl, $eq=217/555-
21511 1.803331 152.158.1.53 192.168.1.254 74 Echo (ping) request 1d-BuB@l, seqe21Bf552-
21512 2. 000192 192, 168.1,254 192,168.1.99 74 Echa (ping) reply ideicdl, seqeX1B 558,
21572 1.8€9272 192.168.1.99 192.168.1.254 74 Echa (plng) request 1d-BwdBdl, seq=219/568_
2187y £.005008 152, 168.1.254 192, 188.1.95 74 Bcho (ping) reply  ideBcd0Ol, seqe218/SE0
21621 L.092280 192,168.1.99 192,.168.1.254 74 Echa (ping) request 1d=0adR0l, seq=2200563-
21622 B.BSAITS 152.168.1.354 192.168.1.99 74 Echo [ping) reply  id=fcdBdl, seqe228,/563.

» Frame 20E59: 158 bytes on wire (1280 bits), 158 bytes captured (1288 bits) on interface @

* Ethermet II, Src: Cisco_el:Be:bB (#:db:98:el:de:b8), Dst: Cisco_14:84:b8 (cciTdied:1d:84:b8)

Internet Protocel Version 4, Sec: 192.168.1.99, Dst: 192.168.1.14

* User Datagram Protocol, Src Port: 5264, Ost Port: 5247

» Ceatral And Provisioning of Wireless Access Polnts - Data

» IEEE 88%.11 Data, Flags: .......T

* Logicsl-Link Control

Internet Protocel Version 4, Sec: 192.168.1.139, Dst: B.B.5.8

» Intermet Control Message Protocol

A “Ethemnet_yellowCable

File Edit WView Go Caplure Analyze Stabatics Telephony Wineless Tools Help

imge | EREQes=TiEEaaqn

[ W [iame

Na. Ddts Souroe Destnation Lergh Info Ext Tag Humb
20859 9.819533 192.168.1.99,192.168.1.13% 192.168.1.14,5.5.8.8 158 Echo (ping) request 1de8wB@Bl, seqe213/545_
20868 B.01955E 192.168.1.14,8.8.8.8 1592, 188.1.99,192.168.1.133 142 Echo {ping) reply id=fnB0dl, seqelll 545
212 8. 954274 192, 168.1.99,192,.168.1.138 192, 168.1.14,85.8.8.8 158 Eche {ping) request idefuwlddl, seqelldaf547.
1a913 B.R1BE1E 192.068.1.14,8.8.8.8 193,168, 1,909,102, 168.1. 139 142 Eche (ping) reply id=RaRRRl, seq=214/547-
19961 B.986005 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo {ping) request 1d=@wB@Bl, seqs=215/558_
20962 2.808343 192.168.1.14,8.8.8.5 192.168.1.59,192,166.1.139 142 Echo {ping) reply  id=BxBodl, seqeZl5/558-
2147 @, 054777 192.168.1.99,192,165.1.130 192,168, 1.14,8.8.8.8 158 Eche {ping) request id=0ucdddl, seqe216/552.
2108 2.@18320% 192.168.1.14,8.8.8.8 192,168, 1,9%9,102.168.1. 139 142 Eche (pimg) reply 1d=fuBdbl, seq=116/552-

4= 21457 9.477613 192.168.1.99 192.168.1.254 74 Echo {ping) request 1d=EwB08l, seqe217/555-

Wi 21458 0000638 193,168, 1.254 152, 188.1.59 74 Echo {ping) reply  id=Bu0081, seqel17?/SS5_
21511 1.003330 192.168.1.99 192,168, 1,254 74 Eche (ping) reqeest ideOu@ddl, seqe21B/558.
21512 20000192 192.168.1.254 182,168, 1.99 74 Eche {ping) reply 1d=BuBOBl, seq-118/558-
21572 1.8@9272 192.168.1.99 192.168.1.254 74 Echo {ping) request 1d=EwB@8l, seqsl19/568_
21573 2.090000 192,168, 1.254 192.168.1.59 74 Echo {ping) reply  id=Bxdo@l, seqeZl9/S&d.
21621 1002260 192.168.1.99 192,168, 1,254 74 Eche (ping) reqeest id-Oul@dl, seqe220/563.
F1ER2 2.000374 192.168.1.254 192,168, 1,99 74 Eche {ping) reply ld=puBBl, seq-120/563-

Frame 21467: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on imterface @

Ethernet II, Src: Cizco el:3e:bB (M:dboS98zed:de:bB), Dst: ThomsonT_T73:cS:1ld (@d:26:44:73zc5:1d)
Internet Protecel Version 4, Srec: 192.168.1.99, Dst: 1921.168.1.254
Internet Comtrol Message Protocol

X BEOIFVUATRE, VAT TRYNIFAT1ARY RD—DICEBL, K—L4A
F7AAOO—HANFNA AN ITAT NG TRY NIEETRHEEZRBLEVED,
APREO—ANTRAYFUIENBRNZTAVIDRY NIT—IOTF RLAZEBRLET,
AP, O—NIKR—LFAT A ADYT XY NTERBENEIPT RLAZERALT, V54
TR 74y O0ZBHBUET,

APHNATZRTL I & 2R T D ICIF. APIRAKRICELL .

REFRITLEXT. fl:

AP3800_E1. 3EB8#show ip nat translations

TCP NAT upstreamtransl ations:

(192.168.1. 139
gw_h/nat/from.inet_tcp: 0]

1223,

192.168. 1.2, 5000)
i 0 exp42949165

=> (192.168.1.99

1223,

192.168.1.2, 5000) [*O

"show ip nat translations, 1< >



(192.168.1.139, 1095, 192.168.1.2, 5000) => (192.168.1.99, 1095, 192.168.1.2, 5000) [*O
gw_h/nat/from.inet_tcp:0] i0 exp85699

TCP NAT downstream transl ations:

(192.168.1.2, 5000, 192.168.1.99, 1223) => (192.168.1.2, 5000, 192.168.1.139, 1223)
[gw_h/nat/to_inet_tcp:0 *0] i0 exp42949165

(192.168.1.2, 5000, 192.168.1.99, 1207) => (192.168.1.2, 5000, 192.168.1.139, 1207)
[gw_h/nat/to_inet_tcp:0 *0] i0 exp85654

ATVY KRNI RV TRBIBRTDE, IXNTORTTAY INFWLCTHRTRASYF o IEh
£9. XDOHFE, capwap N RILKHD192.168.1.2EANDA X —F Y MNIHX Y +—2 70
NI (CMP)ZRL TWET,

‘ Capturing frem Ethemet_ye!lowtable

File Edit View Go Capture Amalyze Statistics Telephony Wireless Tools Help

Am g REQes=Z=F L5 EQaQan

[ [icmel

Ha, Delta Source Destination Length Info ExtTag Mumber  Paylad Type

—= 188 8.800890 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0x8081, seq=129/338. MsDU

- 109 8.080046 192.165.1.14,192.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply id=0x8801, seq=129/338. M5DU
127 1.090716 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=@x@eel, seq=13@/332. MsDU
128 9.880266 192.168.1.14,192.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply id=exBe8l, seq=138/332. MsDU
142 1.805783 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=8x%8001, seq=131/335. MsDU
143 9.800130 192.168.1.14,192.168.1.2 192.168.1.82,192.168.1.139 142 Echo (ping) reply id=@xeesl, seqe131/335. MSDU
165 1.898894 192.168.1.82,192.168.1.139 192.158.1.14,192_168.1.2 158 Echo (ping) request id-8x8001, seq=132/337. MsDU
166 8.060133 192.165.1.14,192.168.1.2 192.166.1.82;192.168.1.139 142 Echo (ping) reply id=8xeeel, seq=132/337. MsDU

» Frameé 1@8: 150 bytes on wire (1280 bits), 158 bytes captured (1200 bits) on interface @
* Ethernet II, Src: Cisco_dc:e7:7c (c4:f7:d5:4c:e7:7c), Dst: Cisco_14:84:b@ (cc:78:ed:14:84:b8)
> Internet Protocol Version 4, Src: 182.168.1.82, Dst: 192.168.1.14
User Datagram Protocol, Src Port: 5251, Dst Port: 5247
» Control And Provisioning of Wireless Access Points - Data
» IEEE 8@2.11 Data, Flags: ....... 1T
* Leogical-Link Contrel
Internet Protocol Version 4, Src: 192.168.1.139, Dst: 192.168.1.2
» Internet Control Message Protocol
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