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1. VLAN ACL

VLAN ACLIFH®& —MMICERAZENBDACLT., VLANICHAW TR IZATRNRNT 74V %l
BTEET,

ACLIE, HICRT KD, [Wireless-Flexconnect Groups] > [ACL mapping] > [AAA VLAN-ACL
mapping] D[AAA VLAN-ACL mapping]tz¥ < 3> Z A ¥ Sflexconnect/ L —FZE ICERRETE
=7,

Wireless FlexConnect Groups > Edit 'Flex_Group'

» Access Points
All APs I General | Local Authentication | Image Upgrade ACL Mapping | Central DHCP | WLAN VLAN mapping |
« Radios " -
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

|RMVLAN-ACI. mapping I WLAN-ACL mapping l Policies

» Advanced AAA VLAN ACL Mapping
Hicen Vian Id 0
» ATF

Ingress ACL | ACL_1

RE Eveiins Egress ACL | ACL_1

FlexConnect Groups Add
FlexConnect ACLs
FlexConnect VLAN

Templates Vian Id Ingress ACL Egress ACL

OEAP ACLs 1 ACL_1 : ACL_1 [~

Network Lists 10 localswitch_acl 4 localswitch_acl & [~
» 802.11a/n/ac 21 Policy_ ACL % none

APLARINICISUTRET D EETEE T, [Wireless] > [All AP’s] > [AP name] >
[Flexconnect] 2 7 (CEBE L, [VLAN mappings] 29> a>Z9VvOLEd, 22T, BRI
VLANEREAPZHRETADLENf HVET, TOR, RICTITELSIC., APLAXJLOVLAN-ACLY Y
EJZIBETEET,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COM

Wireless All APs > AP-3B021 > VLAN Mappings
* Access Points
All APs AP Name AP=-38021
+» Radios
802.11a/n/ac ﬁ:’; Radio 18:80:90:21:e3:40
B02.11bfan
Dual-Band Radios )
Gic Dﬂl {:gnﬂguranﬂn WLAH ‘I-'LAN Mappll‘lg
¢ Advanced Make AP Specific Go
Mesh
WLAN VLAN NAT-
¥ ATF Id S5ID ID PAT Inheritance
RF Profiles 1 cwa 1 no AP-specific
FlexConnect Groups 2 Flex_Local i0 no Group-specifi
FlexConnect ACLs 3 Flex_Test 21 no Group-specifi
FlexConnect VLAN
Tempiates 4 Policyacl 1 no ApP-specific
OEAP ACLs < webauth [ no Group-specifi
MNetwork Lists

P BD2.1l1la/nfac
¥ BOZ.11b/g/n

Centrally switched Wlans

WLAN VLAN
¢ Media Stream Id 5310 1
5 Split acl MN/A

Application Visibility
And Control

AP level VLAN ACL Mapping
Lync Server

Vian Id Ingress ACL Egress ACL
Country 1 ACL_1 s none s
Timers
ACL®D 58]
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VLAN ACLZFER T %541k, flexconnect APOVLANNY YE > JICETRANOEEBEERIEMRT
BCEELEETT,

- VLANAFlexConnectZ/' )L —7" &AL TEREES N TWSIHE. FlexConnectZ IL—7IZ5&E
TNTVABRHRISTHACLY BRAENET,

- VLANAFlexConnect7 JL—7 EAPOEF ICEREE N TWVWRIHEE (APEEDOREE LT ).,
AP ACLOFRENBEENET,

. APEIEDACLA nonelCBREET N TWVWBIBE., ACLREBRAEhEE A,

. AAAS 5B E NEVLANFAPIZEEL A WSS, 95472 MED 4 ¥ L ALAN(WLAN) 58
EENET7AIRNVLANIC 7 2=)ILNXY O L, TOTF7 ) NVLANICYYE>TEn -
ACLINBERENET,

ACLFAPICERAZT ATV L ESHEERETS
CCTl, RENERICHEEL TVIAESIHEERLET,
1.79T—J2AP

Wave 2 APTl&. show flexconnectvian-acl V> RZFEAL T, ACLAEREICAPIC7' Y 1&
NEAESHERETEET, CZTlR, BACLOBB/NT Y NERENTY NOBEHERTE
£9,

AP- 3802l #show f | exconnect vl an-acl
FI exconnect VLAN-ACL nepping-- ingress vlian — ----- Listing ACL's in ingress direction
ACL enabl ed on ingress vlan

vlian_id: 10

ACL rul es:

0: deny true and dst 10.1.1.0 mask 255.255. 255.0,

1. deny true and dst 10.1.10.1 mask 255. 255. 255. 255,
2: allowtrue,

t he nunber of passed packets: 4

t he nunber of dropped packets: 0O

FI exconnect VLAN-ACL nepping-- egress vlian —  ----- Listing ACL's in egress direction
ACL enabl ed on egress vl an

vlian_id: 21

ACL rul es:

0: allow true and dst 10.106. 34.13 nmask 255. 255. 255. 255,
1. allow true and src 10.106. 34. 13 nask 255. 255. 255. 255,
2: deny true,

t he nunmber of passed packets: 1

t he nunber of dropped packets: 4

2. Cisco I0OS® AP
APLARI Tk, ACLERENRMD2DODAETAPIZ T Y 1ENEAESH EEIATEET,

. show access-lists IN¥ > RZEFRALET, COON Rk, FXTOVLAN ACLAAPICERE
TN TVWBAAESHZERLET,



AP- 3702#sh access-lists

Extended | P access list Policy_ACL
10 permt ip any host 10.106.34.13
20 permit ip host 10.106.34.13 any
30 pernit udp any range 0 65535 any eq boot pc
40 permit udp any eq bootps any range 0 65535
50 deny ip any any

£, BACLTRETZT7ITAETA%ZERL., TOACLOFMEDZFIYvILT, &1T0
EYRNDIDORNEHRBIDEETEET,

AP- 3702#sh access-lists Policy_ACL
Extended | P access |list Policy_ACL
10 permt ip any host 10.106.34.13
20 pernmit ip host 10.106.34.13 any
30 pernmit udp any range 0 65535 any eq bootpc (6 matches) ------------- Shows the hit count
40 permit udp any eq bootpc any range 0 65535
50 deny ip any any (78 natches)

- VLANACLRFHEY RA2B—T T4 AIZEREhD 2, ACLHANELLKBEARAZEZIhTLS
DRESHERRETEET, RICRTELIIE, HTAVE2—TIAAOEHEBRELET,

AP- 3702#sh run interface G gabitEthernet0. 10
Bui | di ng configuration...

Current configuration : 219 bytes
!

interface G gabitEthernet0. 10
encapsul ati on dot 1Q 10

i p access-group localswitch_acl in -------- Specifies that |ocal switch_acl has been applied in
ingress direction
i p access-group |local switch_acl out ------- Specifies that |ocal switch_acl has been applied in

egress direction
bri dge-group 6
bri dge-group 6 spanning-di sabl ed
no bridge-group 6 source-|earning

2. Webauth ACL

Webauth ACLI&, FlexconnectA—AIL ALY FUINFBEMICHE>TVS
Webauth/Webpassthrough Service Set Identifier(SSID)DZEICFEAENE T, < hIFEBFIFRE
ACLELTEARE N, UAALIRNT—NNDITFATRNRNTZ T4V OZFILET, ')94
Lo2aHxET7L, 95472 M RUNREBIZA D &, ACLERELELTEMICAY ET,

Webauth ACLI&, WLANL X)L, APLXRJL, EiEflexconnectI I —7 LRI TEATEET,
/WE%@M1®754ZU?4QEE%<\MANM1®734ZU?4H%%E<KU$?O
IDITXNTHERAETNTVWSREES, APEENf BEE ., TORICFlex ACLA #E., RIZWLANY
O—N)LBEEBACLHHZEEXT,

1D DAPICHRAR16MDWebFRiEACLZFRETE X T,
ICRT&KSIZ, FlexconnectZ IL—7 LRI THEATE, [Wireless] > [Flexconnect Groups] >

[Select the group you want configure] > [ACL mapping] > [WLAN-ACL mapping] > [Web Auth ACL
Mapping]c BEIL £ 7,



MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Wireless FlexConnect Groups > Edit 'Flex_ Group'

+ Access Points

All APs J General I Local Authentication l Image Upgrade ] ACL l;lapﬁllng
= Radios
e e | AAA VLAN-ACL mapping = WLAN-ACL mapping | Policies |
802.11b/g/n St :

Dual-Band Radios
Global Configuration

¢ Advanced Web Auth ACL Mapping Loc:
i WLAN 1d 0 wi
b ATF
WebAuth ACL | ACL_1 ; Lo
FlexConnect Groups
FlexConnect ACLs WLAN Id WLAN Profile Name WebAuth ACL WL
FlexConnect VLAN
Templates [+ webauth webauth_acl = ﬂ 5
OEAP ACLs

ACLEAPL AL THEATEE T, RICRTELSIC. [Wireless] > [All AP’s] > [AP name] >
[Flexconnect] & 7> [External WebAuthentication ACLs] > [WLAN ACL]ICcBEBIL &7

MONITOR WLANs CONTROLLER WIRELESS SECURITY MA

Wireless All APs > AP-38021 >External WebAuth ACL Mappings
+ Access Points
All APs AP Name AP-38021
+ Radios
802.11a/n/ac :1’: Radio 18:80:90:21:e3:40

B0Z.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

¢ Advanced

WLAN Id 0
Mesh

WebAuth ACL | ACL_1 :

¢ ATF
Add

RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name WebAuth ACL
FlexC t VLAN
T:;pf;;;c 6 webauth webauth_acl &3

ACLEWLANL X)L TEBATEE T, RIZRT&SIC, [WLAN] > WLAN_ID] > [Layer 3] >
[WebAuth FlexAcl]ic BBIL £,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANs WLANs > Edit "webauth’

- PIANS | Eanml_] Security LQuSJ Pnlﬁcr-llipplnni Advanced
WLANS . i - Teni s L = v Ny

¢ Advanced Layer 2 Layer 3 l AAA Servers |

Layer 3 Security  Web Policy 5
O Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Filter failure2

Preauthentication ACL IPv4 | None IPvG | None s WebAuth FlexAcl | Policy_ACL H
Sleeping Client Enable
Over-ride Global Config22 Enable

Cisco IOS® APTlE, ACLA'OZA T NCHERAETNEDAESH EERTEXRT, RICTRTLS
(=, show controllers dot11radio O client ( 754 7> MAABRIZEHRL TVWRESE1) OES
ZHRELET,

AP- 3702#show control | er dot11lradi 00 client

---Clients O AID VLAN Status:S/1/B/A Age TxQ R(A) Mbde Enc Key Rate Mask Tx Rx

BVI Split-ACL dient-ACL WebAuth-ACL L2- ACL

€850. 8b64. 4f 45 1 4 30 40064 000 OFE 299 0-0 (0) 13BO 200 0-10 1EFFFFFFO0000000000 O020F
030 - - - webauth_acl S Specifies the nane of the ACL that was applied

3. Web7R U= —ACL

WebPolicy ACLIE, &HRHEWebUS AL I KN, ATTYS21R=IWebUXALIK, HLT
RRWebsBRED> F U FICERAE NI T,

Flex ACLZ £ L 7zWebPolicy WLANT X, RD2DODHREE—RZEATEXT,

1. FlexconnectZ JL—7°

FlexConnectZ L —7"HD T XTDAPIE, BRESNEACLZEZELEFET, hnlk, [Wireless-
Flexconnect Groups] > [Select the group you want configure] > [ACL mapping] > [Policies](C # &)
L. HIERTELSICARUS—ACLOBRIZEMT D EZICHRETEET,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS

Wireless FlexConnect Groups > Edit 'Flex Group'

+* Access Points

:”;ps . General | Local Authentication = Image Upgrade = ACL Mapping | Central DHC|
= Radios

BO2.11a/n/ac -

802.11bfa/n ~ AAA VLAN-ACL mapping = WLAN-ACL mapping  Policies

Dual-Band Radios
Global Configuration

¢ Advanced Policies
Mesh
b ATF
RF Profiles
FlexConnect Groups Policy Access Control Lists

FlexConnect ACLs Pali ACH B
FlexConnect VLAN o

Templates

Policy ACL | ACL_1 E
Add

2. APEAE

REZETOILAPRACLEZELE TN, MOAPREEEZITEEA. Nk, [Wireless] > [All
APs] > [AP name] >

ICRT LS IC, [Flexconnect]® 7> [External WebAuthentication ACLs] > [Policies] Zi®R L £ ¢

o



MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless All APs > AP-3802I >External WebAuth ACL Mappings
» Access Points
All APs AP Name AP=-38021
= Hadios i
802.11a/n/ac af‘g Radio 18:80:90:21:e3:40

B02.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping
¢ Advanced

WLAN Id 0
Mesh
WebAuth ACL | ACL_1 ¥
F ATF
Add
RF Profiles
FlexConnect Groups WLAN Id WLAN Profile Name WebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates Policies
OEAP ACLs
Network Lists Policy ACL | ACL_1 :
¢ BO2.11la/nfac Aed

¢ 802.11b/g/n Policy Access Control Lists

* Media Stream ACL_1 |

L2FREEA" I L 7=, radiust —/\A'redirect-acl AVR7 TACLEZXET D L. CThiFAPLED
DSAT > NCEEBERAENET, 7547 MRUNRREIZED E, IXTOISATRBN
Z74vOFO—AINICARAYF oI h, APRACLOBRZELELET,

1D DAPICHR R T2 F 32D WebPolicy ACLZERETE Y, 16 DAPEEH LKV 16ED
FlexConnectZ IL—7BEETT,

427y bR IACL

AZUYRNKRZRUDIACLE, 94T RNRNZ 749 00—820—HILICEETDHEN
HIBEIZ, FRTRAAYF o ITENBSSIDEEEICFERAENET, ATUYRNRNI R TH
gElk, AZVY MM RIACLO—BELTEEENELESSDEOIZAT N ( TV AR,

)E—RNLANAR—RNEOEHRNS> >, FLEEN=VYFISSIDLOERET/INA A ) AOA—HILxY
NDO—20 EOFINA AL BEREEE TZ % Office Extend Access Point(OEAP)ZRED O DEEET T,

A7VY RN ZRDZIACLIE, FlexconnectZ IL—7FLARIIZHESD TRRETEET, RICTT &
S (2. Wireless-Flexconnect Groups > Select the group you want configure > ACL mapping >
WLAN-ACL mapping > Local Split ACL Mappingic BEIL £ 3



MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT (COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit "Flax_Group’

= Access Points

- | General | Local Authentication I hlntlnmdl| ACL Mapping | Central DHCP IMMM[ 'WLAN AVC map
- BSOS
;M_t]:’l,;.f AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies

Dual-Band Rades
Glabal Configuration

b Advanced Web Auth ACL Mapping Local Split ACL Mapping
S WLANE D WLAN I o
F ATF
Wehuth ACL | ACL_1 Local Spi ACL | ACL_1
RF FIﬂﬂ'H Add Add
FlexConnect Groups
FlexConnect AlLs WLANId  WLAN Profile Nameo WaebAuth ACL LAN Id WLAN Profile Name LocaiSplit ACL
FlexConnect VAN
Templazes & webauth webauth_ad 0 Split acl ACL_1 -
QEAP ACLs

CNSIFAPLARIITERET S ZEETEET. Wireless > All AP’'s > AP name > Flexconnect tab >
Local Split ACLsIcBEIL T, RICRT &S (Cflexconnect ACLO BRI ZBML £,

MONITOR WLANs CONTROLLER WIRELESS SECURITY M

Wireless All APs > AP-38021 > Local Split ACL Mappings
= Access Points
All APs AP Name AP-38021
= Radios di
802.11a/n/ac EHE P 18:80:90:21:e3:40

MAC
802.11b/g/n

Dual-Band Radios
Global Configuration WLAN ACL Mapping
¢ Advanced

WLAN Id 0
Mesh
Local-Split ACL | ACL_1 =
b ATF
Add
RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name Local-Split ACL
FlexConnect VLAN - =
Templates 5 Split acl ACL 1 B H

ATDVYRNRRUIACLTR., YIUMFFYANTO—RFYANNT 74y 0%0O0—-HILT
TVYSFRERTEFELEA, YIWFFYANTO—RFYANNT T4V T,
FlexConnect ACLE — T 2H/BETE, FRTARAAMYFUIENET,

NZ7L1—h

RE, CORECHIDIREORNS TN 1—TFT 1V IBREHIEE A,
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