FreeRadius & WLC 8.3 Z#FH L 7= 802.1x -
PEAP DERE

&

BE

Bl $R St

EZ#®
FEAIBZAVR—F b
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axXE

ZYRI—=UK

httpd Y —/V& MariaDB Q4 > A=)l
CentOS7AD PHP7 DA A=)
FreeRADIUS DA A=)l

FreeRADIUS

FreeRADIUSTQFREE., FF0]. PHITA VI AAAIFATRELTOWLC
WLC E®DRADIUSH—/Y& L TDOFreeRADIUS
WLAN

freeRADIUS F*— XX —ZAND 1 —H DB
freeRADIUS QEERAE

IR FINAADEE
FreeRADIUSEFFHE D 14 > 7R — b

WLANZ'OZ7 7 4L DYERK

JJ
WCL TOEIZ7O0tEA
KZ>7)a—b
BE

CHORFIXDPNTIEE, 802.1xtzF 1 ') 7 4 & Protected Extensible Authentication
Protocol(PEAP) %Z Extensible Authentication Protocol(EAP)& UL TEAT2 A4 VYL AO—HIIL T
DF7EY RD—OWLAN)ZEY N7 Y7 $2FEICOVWTHBALET, FreeRADIUS (&5 E8
Remote Authentication Dial-In User Service ( RADIUS ) H—/N& U TERAENET,

B &R4F

=4
ROEBICETH2ERANBHBAERENET,
. Linux

. VimITF 1 &
. Aire0S7 4 ¥ L ALANTI> kO—3S (WLC)



;35 D RFIXDKNE, PEAP-MS-CHAPV2RZRE - freeRADIUSH — /N TRAE X ERTE D H

ZHRBILTRICEZANELTVET, CORFIXY NIEHENTWS freeRADIUS
—NORERF., FRTTARBEATHY, FHEIATVRIESY ICHETHZENMHBALT
W& 9, Cisco Technical Assistance Center ( TAC ) I& freeRADIUS H—/\BREZ HKR— K~
LTWEEA,

FHITAIR—FB
CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—=2aVICEITVTVET,

. CentOS7 % /= l&Red Hat Enterprise Linux 7(RHEL7) ( #2221 GB RAM# &k T*20 GB HDD )

- WLC 5508 v8.3

- MariaDB ( MySQL )

- FreeRADIUS

- PHP 7

CORFIXDNDOERE. ﬁm0)77l'f—iﬁt._26%>7/\’f7xt_g’3 WTHEREhELE, COR
FIAIXVRNTEATZDZINTOTFNA R, I (F7#ILDN ) REOREL SEBLTVET
o IRDEY NT—UNRBBPTHRIEEICIE., EOLSBIOANRICODVTE, TOHEEN
BEEIIODVTHREIIERZEL TEYXENHYET,

AR TE
XY ND—UH
freeRADIUS WLC v8.3
0.00000,

-‘

=
Etlient

httpd —/Y& MariaDB 1 > A M=)l

ATY 7T 1:ROOAI > RZEFETL T httpd H—/V& MariaDB #2414 > AR—I)LLE T,



[root @ac-nxwi rel ess ~]# yum -y update
[root @ac-nxwirel ess ~]# yum -y groupinstall "Devel opnent Tool s"
[root@ac-nxwirel ess ~]# yum -y install httpd httpd-devel mariadb-server mariadb

AT Y7 2: httpd ( Apache ) & MariaDB H#—/NZ#REL. BMZLET,

[root @ac-nxwirel ess ~]# systentt!| enable httpd
[root @ac-nxwirel ess ~]# systenct|l start httpd
[root @ac-nxwirel ess ~]# systenctt| start mariadb
[root @ac-nxwirel ess ~]# systentt| enable mariadb

AT Y7 3: MariaDB O EZTV., O DB ZRELET,

[root @ac-nxwi rel ess ~] #mysql_secure_installation

X:CORIUTROIRTOBHERGTLEY. REBBRETEATITINTO
MariaDB# —/NIC#EE h&E ¥, SFIEETIRSBATILEEL,

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be bl ank,

so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, mnoving on...

Setting the root password ensures that nobody can log into the MariaDB
root user w thout the proper authorisation.

Set root password? [Y/n] Y New password: Re-enter new password: Password updated successfully!
Rel oading privilege tables.. ... Success! By default, a MariaDB installation has an anonynous
user, allow ng anyone to |log into MariaDB wi thout having to have a user account created for
them This is intended only for testing, and to nake the installation go a bit snpother. You
shoul d renove them before noving into a production environnent. Renbve anonynous users? [Y/n] y
Success! Normally, root should only be allowed to connect from'local host'. This ensures
t hat someone cannot guess at the root password fromthe network. Disallow root login renotely?
[Y/n] y ... Success! By default, MariaDB cones with a database named 'test' that anyone can
access. This is also intended only for testing, and should be rempoved before noving into a
production environment. Renove test database and access to it? [Y/n] y - Dropping test

dat abase... ... Success! - Renoving privileges on test database... ... Success! Reloading the
privilege tables will ensure that all changes made so far will take effect imedi ately. Rel oad
privilege tables now? [Y/n] y ... Success! Cleaning up... Al done! If you' ve conpleted all of

t he above steps, your MariaDB installation should now be secure. Thanks for using MariaDB!
AT Y77 4:freeRADIUS DF—ZR—AZRELET (ATYT I TRELENRAD—REME
ALZET ).

[root @ac-nxwirel ess ~]# nysql -u root -p -e "CREATE DATABASE radi us"

[root @ac-nxwirel ess ~]# nysql -u root -p -e "show dat abases”

[root@ac-nxwirel ess ~]# nysql -u root -p

Mari aDB [ (none)] > GRANT ALL ON radius.* TO radi us@ocal host | DENTI FI ED BY "radi uspassword";
Mari aDB [ (none)]> FLUSH PRI VI LEGES; MariaDB [(none)]> \q

Bye

CentOS7AD PHP7 DA 2 A=)l

ATY7 1 ROOAN REEITUTPHP7 Z CentOS7 IZA 2 AR—=J)LLET,



[root @ac-nxwirel ess ~]# cd ~

[root@ac-nxwirel ess ~]# curl '"https://setup.ius.io/' -0 setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo bash setup-ius.sh

[root @ac-nxwi rel ess ~]# sudo yum renove php-cli nod_php php-comobn

[root @ac-nxwirel ess ~]# sudo yum -y install mod_php70u php70u-cli php70u-nysql nd php70u- devel
php70u- gd php70u-ncrypt php70u- nbstring php70u-xm php70u- pear

[root @ac-nxwi rel ess ~]# sudo apachect| restart

FreeRADIUS A1 > A M=)l

ATY71: ROON RZEE{TL T, FreeRADIUS Z4 2 ARN—I)LLET,

[root@ac-nxwireless ~]# yum -y install freeradius freeradius-utils freeradius-mnmysql freeradius-
sqlite

AT Y 7' 2:mariadb.service D # (Zradius.serviceZ BAIR L £ 7,

RO RERITLERT,

[root@ac-nxwirel ess ~]# vim/etc/systend/ system mul ti-user.target.wants/radi usd. service

tonit] 2321 7EBMUET,

After=mari adb. service

[Unit 29232 BRDESICREESNTVIHBEN B KT,

[Unit] Description=FreeRADI US hi gh performance RADI US server. After=syslog.target network.target
After=mari adb. servi ce

AT Y7 3: freeradius ZFKBL . BEIBICHABTEDELSICLET,

[root @ac-nxwi rel ess ~]# systenctt!| start radiusd. service
[root @ac-nxwi rel ess ~]# systenct| enabl e radi usd. service

ATV 4 :2F21 )T 140 firewald ZBERICLET,

[root @ac-nxwirel ess ~]# systenct| enable firewalld
[root @ac-nxwirel ess ~]# systenctt!l start firewalld
[root @ac-nxwirel ess ~]# systenct| status firewalld

AT Y7 5: http, https, &KV radius Y—ERAZFA TR KENEIL—ILETTHILN V=2
CEMULERT,

[root@ac-mkwirel ess ~]# firewall-cnd --get-services | egrep 'http|https|radi us'
[root@ac-mkwirel ess ~]# firewal | -cnd --add-service={http, https, radi us} --permanent success

ATV 6: EEZBEMCTA, firewaldZUO—RULET,

[root@ac-nxwirel ess ~]# firewal |l -cnd --rel oad

FreeRADIUS

MariaDB Z A T2 &S IC FreeRADIUS ZRETAICIE. XOFIEICHWVET,


https://setup.ius.io/

AT Y 71 RADIUST— AR —ARF—LZAVR—KML T, RADIUST—EXR—AZANLET

o

[root@ac-nxwirel ess ~]# nysql -u root -p radius < /etc/raddb/ nods-
confi g/ sql/ main/ nysql / schena. sq

AT Y 7°2:/etc/raddb/mods-enabled ® T I~ Structured Query Language(SQL)ADY 7 NU > D %
ERLET,

[root@ac-nxwireless ~]# In -s /etc/raddb/ nods-avai |l abl e/ sql /etc/raddb/ nods- enabl ed/
AT Y7 3:8QL EZ 1—JL /raddb/mods-available/sql ZF&EL., CHEADREICEDETT—
IR—ABEHENTA—ZZEELFT,

[root@ac-nxwirel ess ~]# vim/etc/raddb/ nods-avail abl e/ sq

SQALEVZa>RBRDKRSICKEYET,

sql {

driver = "rlmsgql _nysqgl"
di al ect = "nysqgl"

# Connection info:

server = "local host"
port = 3306
login = "radi us"
password = "radpass" # Database table configuration for everything except Oracle radius_db =

"radius" } # Set to ‘yes’ to read radius clients fromthe database (‘nas’ table) # Cients wll
ONLY be read on server startup. read_clients = yes # Table to keep radius client info
client_table = “nas”

AT Y 7 4 : Jetc/raddb/mods-enabled/sql @ )L —7#EBR % radiusd CZEEL £ T,

[root @ac-nxwirel ess ~]# chgrp -h radiusd /etc/raddb/ nods-enabl ed/ sq

FreeRADIUSTDOEEEE, BFAl, FHIYTA VI (AANIZA T RELTOWLC

ATFYT1:WLC DREF—%RET S =%, /etc/raddb/clients.conf ZiREL 7,

[root @ac-nxwirel ess ~]# vim/etc/raddb/clients. conf

ATY72: TEIC, A MAO—ZFOIPPRLAEHBEF—ZEMLET,

client{ secret = shortnane =}

WLC E®DRADIUSH—/Y& L T MHFreeRADIUS

GUI :



25 Y 71WLCHGUIERIZE . RIZRF &> (Z[SECURITY] > [RADIUS] > [Authentication] >
[New]lZBEL £ 7,

ullhlllu wfiguration  Ping  Logout  Refl
CISCO MONMITOR — WLAMs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMAMDS HELF FEEDBACK (]
Security RADIUS Authentication Servers Apply
| e Auth Called Station ID Type |AD MAC Address:SSID v|
General

w AL Use AES Key Wira

¥ P || (Designed for FIPS customers and requires a key wrap compliant RADIUS server]
AT MAC Dalimitar [Hyphen ]
Fallback
DNE Frarned MTU 1300

ATY 72 RIZRTLSIC, RADIUSH—/NEHRZA DL ET,

RADIUS Authentication Servers > New

Server Index [(Priarit

Shared Secret Farmat

Shared Secret TTTII I |

Confirrn Shared Secret |--vu--u-. |

by Wrap

[ (Cesigned far FIPS custorners and requires a key wrap compliant RADIUS server)

Port Murmber 1812

Server Status |Enab|ed Vl
Support for Cof Dizabled -
Server Timeout seconds
Metwork User Enable
Managerment Ernable
Managernent Retransmit
Timeout seconds
IPSec [l Enable
CLI :

config radius auth add <i ndex> <radi us-i p-address> 1812 ascii <shared-key>
config radius auth disable <index>
config radius auth retransmt-tineout <index> <tineout-seconds>

>
>
>
> config radius auth enabl e <index>

WLAN

GUI :

ATY7T1TWLCOGUIZRZE. RICTRT KD IC[WLANSs] > [Create New] > [Goas]ICcBEIL £ T,

vl
CISCO MOMITOR  WLANS TROLLER  WIRELE JRITY  MAMAGEMENT MMANDS  HELP FEEDBE

Current Filter: ~ Mene [£hange Filter] [Zlear Filter] Create Mew -

» Advanced




ATV T2 H—ERLY FEBIFSSID)EZ7O774ILOEZFZERL T, RICRTKSIC

[ApplylZ2 2 U Y O L&E T,

WLANS > New

Type

Profile Mame

profile-name

S5I0 S8I0-name

CLI :

> config wan create <id> <profil e-nane> <ssi d- nane>

AT Y7 3:WLAN I RADIUS H—/N\NZEIV) HTET,

CLI :

> config w an radius_server auth add <wl an-i d> <radi us-i ndex>

GUI :

[Security] > [AAA Servers]icBEI L. BH ORADIUSH —/VZIBIRL
JLET,

KD kS IC[Apply]2 o) v

WLANSs > Edit ‘ise-prof'

| QoS | Policy-Mapping | Advanced |

< Back |

i Apply
E—

Layer 2 | Layer 3 |IAAA Servers I

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Ouerwrite interface DEnabIed

Authentication Servers

Accounting Servers EAP Parameters

Enabled
server1 [IPi172.16.15.8, Porti1giz | -

Enabled

None - |

Enable [ ]

RADIUS Server Accounting

Server 2 | Mone ~ | |Mone '-'|
Server 3 | Mone B Mane ._,|
Server 4 [ Mone -':lNDI‘IE |
Server 3 | Mone -':|Nnne |
Server & | Mane -':|Nnne |

Interim Update

Interirn Interval (0 Seconds W




ATYVT4: 7230 TEYIIVREEEPLET,

CLI :

> config w an session-tineout <w an-i d> <session-ti meout-seconds>

GUI :

KIZ7RF K SIZ. [Advanced] > [Enable Session Timeout]icBEIL . [Apply|22 Y I LET,

WLANS > Edit 'ise-prof’ < Back
| General | Security | Qo5 | Policy-Mapping Advanced
My
Allow Aat Sverride Enabled DHCP
Coverage Hole > DHCP Server [ cveride
Cretection = Enabled
Enable Session [z2200 | DHCP Addr
s B A
I JTirnsout % Specion Timpnll(secsj Assignment [ Required
Aironet IE *Enabled OEAP
Diagnostic Channel — -
ig —Enabled Split Tunnel __ Enabled
Ouerride Interface 1 IPue
IPvd |Mone - TP :
ACL Mone - | Management Frame Protection (MFP)
Layerz Acl Mone -
URL ACL Mone MFP Cliert Protection 4 | Optional -
P2P Blocking Action | Dizabled | DTIM Period (in beacon intervals)
Client Exclusion Ei o I:I|E.|:|
nable -
Timeout Yalue (secs) 802.11afn (1 - 255) 1
Maxirmurn Allowed |:EI e g (. © #eh) |2
Clients 8 WAL
Static IP Tunneling - MaC State [ Mane | ¥
< »
— -] e, —
ATY 7 5: WLAN Z2B®ICLET.
CLI :
> config W an enabl e <w an-id>
GUI :
RIZRT &SIC, [General] > [Status] > [Tick Enabled] > [Apply]2 2 )Y VL& T,
WLANS > Edit “ssid-name’ = Back | I Apply I
Security QoS Paolicy-Mapping Advanced
Profile Namig bi=E L]
Typa WILAN
51D 4554 nsmE

—

freeRADIUS T*—ZXR—AADOI1—H DB

T7AILRTRE, 95472 NEPEAP ORI ZFEALETH, freeRadius T EDMLNDS



REYR—BNLTVWET (ZDOHA RTRHALELEA ).

ATY 7T 1: 77 4) letc/raddblusers ZiREL £,

[root @ac-nxwi rel ess ~]# nano /etc/raddb/users

ATYT2: 77ANOTEHICI—EHREEMLET, COHITE, userlld1—HF,
Cisco123l /N AT — R T,

userl Cl eart ext-Password : = <Ci sco0l23>

AT Y7 3: FreeRadius #BEEBL £,

[root @ac-nxwi rel ess ~]# systenct| restart radiusd. service

freeRADIUS DREFA R

FreeRADIUSICIE., 77 # )L M OFREL/(CA)GEBAE & . /N A/etc/raddb/certsICRFEEN TV F
NAAGERAENFTBELTVWE T, ChSDEIBFZEDE L. ca.pem&server.pemTT,
server.pemid, 7547 > NNFERELY EItZEJEJ_B“%M‘:éL%E@“%)nEHHET?O EAP FREE(C
BERDAPELE) LTIV EN HD5EF. ChSOIIAEZHIBRL., FLUVIIAEZERIC
ﬁU%ﬁﬁ'@lﬁU/Yltlﬁﬁﬂ'ét'ﬁ"(“ﬁiiﬂ'o

IR FNAADEE

802.1x F2&E & PEAP/MS-CHAP ( Microsoft @ Challenge Handshake Authentication Protocol ) /\
—23v 2z FEALTSSIDICERTDELSIC, FYTRNY T Windows N2V ZRELET,

WindowsY > TWLANZ' O 7 7 A I ZERTBICIE, RO2OO0OF 7> a>FHIET,
1. RS2 ETTD1, freeRADIUS H—/NORIEIS LVEHICHERAITH2ECEBRIIHEEV
SUWCATARN=ILLET,
2. RADIUS H—/NDORREEZ /N1 /NAL ., BEAEOETICHEA TS ITNXTH RADIUS H—/N%&1{5
BMLET (ChEEFIVT A ORBBEL LD TEMI BB, HEZhFHA ), Ch

SOFA7IAVOREICODVTE., TIVRFNAADIERE : WLANZ’'OT7 7 A ILOIERK .
ESBLTLSEETV,

FreeRADIUSSEEE B D 1 > R— b

freeRADIUS ICA 2V AR=ILENTWVWBTF 7 ) NIAEEZFERTIHEE. KXOFIEICHEL,
freeRADIUS H—/N\A ST R F/NA4 AIC EAP SIFAE R A V7 R— KL E T,

AT Y7 1:FreeRadius N SEIBAEZHNBLE T,

[root @ac-mkwirel ess ~]# cat /etc/raddb/certs/ca. pem



----- BEG N CERTI FI CATE- - - - -

M | EATCCA8ngAwW BAgl JAKLnmHn4eZLj BMAOGCSqGSI b3DQEBBQUAM GTMQswCQYD
VQQGEWI GUj EPMAOGALUECBMGUTFk aXVz MRl wEAYDVQQHEW Th211 d2hl cmUxFTAT
BgNVBAOTDEV4AYWLWb GUg SW6j Lj EgVB4GCSqGSI b3DQEJARYRYWRt aWb AZXhhbXBs
ZS5j b20xJj AkBgNVBAMIHUVA YWLwh GUg Q2VydGE maViNhd GUg QXV0a &y aXR5MB4 X
DTE3MDMz MTEXMTI X NI o XDTE3MDUz MDEXMTT XNl owgZIMk Cz AJ BgNVBAYTAK ZSMBwW
DQYDVQQ EWZSYWRpd XK Ej AQBgNVBAC TCVNY bW/3aGVy ZTEVVBMGALUEChMVRXhh
bXBsZSBJbnmVuMSAWHg YJKoZI hvcNAQkBFhFhZGLlpbkBl eGFt ¢ Gxl LniNvb TENMMCQG
ALUEAX MIRXhhbXBs ZSBDZXJ0aWZpY2F0ZSBBd XRob3JpdHkwggEi MAOGCSqGSI b3
DQEBAQUAA4| BDWAWggEKA0I BAQCOVJI53NN7J9vhpKhcB3BOOXLpe QFW gol QOBIF
/ 8Lh2Hax2r zb9wx O 1 MOy XR+k N22H7 RNWUHET8Vdy GUs AACdZWiy zI| 8sKi 5HA2CU
Eu6GDWLYJvhHn4r VC360OZU/ Nbaxj 0eR8ZQA0JGse4f t QKLf ckkvCOS5QGn4X1lel RS
oFe27HRF+pTDHd+nzbaDvhYW Foe6i A270Qd7AY/ sDuo/ ti | IWadnmBocPz3+01 i FC
ay6dt Gb5YQOHx KaswH7/ HIkLs KWhS4YnXLgJ XCeeJqooqr +TEwy CDEaFai X835Jp
gWNNZ7X5USOFcj uuC pJJ3hf (BK6uUXj EWPCk DEODANgp4/ n9AgMBAAG ggEOM | B
MDAd BgNVHQ4 EFgQUY s FNRZKpAl ¢ FCEgwd OPVGVOwaL EwgcgGAL1Ud| wSBwDCBv YAU
ysFNRZKpAl ¢ FCEgwd OPVGVOwaL GhgZnkgZYwgZMk Cz AJ BgNVBAYTAK ZSMBWDQYD
VQQ EWZSYWRpd XMk Ej AQBgNVBAC TCVNvbW/3aGvy ZTEVVBMGALUEChMVRXhhbXBs
ZSBJIbmVuMsAWHG YIKoZI hvec NAQkBFhFhZGlpbkBl eGFt ¢ GxI Limi\v b TEMMCQGALUE
AxMIRXhhbXBs ZSBDZXJ0aWZpY2F0ZSBBdXRob3JpdHMCCQCH 5h5+HmS4wTAMBgNV
HRVEBTADAQH MDYGAL Ud HWQv MCOWKBE Apo Ce GIWhOdHAGBLY 93d3cuZXhhbXBs ZS5j

b20vZXhhbXBsZV9j YS5j cmmwDQYJKoZl hvc NAQEFBQADggEBACs PR2j i OFXnTsK4
lwnrr Myl ZZb12gDugK+zKELox 2zl DMVK83t BsL8yj kv70KezZn821I zf Tr Tf vhzV
nj X6HgaW YyM YYYSw i Eu2JsAt QdpvC3di 10nGWPH zbozPdov8cZt Ch21ynfY
Z6¢cN x8+aYQ csRI ygAll XMOBWM X0141TOnoODdgf X951 poLwgkt RLkvI 7Y7owsz
ChYDO++H71 ewsxx5pQF mb6dA2cNr | TWw My Vi Ky X7d pwl bBOxgkLi FI5+GFbf Lh
a0HBHZWATKVT f br 62nmkbf j CUf JUAT3xgY9z Fwi wT+Bet CIgAGy8CT/ qrmO+NJERO
RUvDhf E=

----- END CERTI FI CATE- - - - -

ATYT7 2:BIOATY7TOHNZIE—L, TFAN 77 AILICEEY T, H5RFZ ot (D
ZTELET,

ATYT3: 774N EZTIIY)Y UL, [Install Certificate...] ZBIRLET, RICRTELDIZ



_— ]

| Geners | Detals | Cernicason Pash

m Certificate Informaton

This CA Beol certificale is nol trusted. To enable trust,
install this certificate i the Trusted Root Certifcation
Agthonbes shore.

Isswmed lor  Evamgle Certificate AuShority

Isswed by: Example Certificale Auarity

Vald from 3/ 31/ 217 e 5 30/ 2047

e Cortcate..

LEdT mone ahoud Der R e

ATY T4 RICRT&KSIC, SEBAE % Trusted Root Certification Authorites AN TP 14 > A K —
ILLET,



Certificate Import Wizard

Cerlificate Slore
Certificate stores are system aneas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automabically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificabe shore:

htu-rr-tﬂtt Certificaton Authorithes
| Trusted Pubkchers
= | Invbrnsctnd Carbfieabe

L T —
|| show physical stores

Lo ][ Cancd |

1

WLANZ'O7 7 1 L DER

ATYT1RIERTELSIC, [RE—NTA4OVZH2UY L, [AY MO-ILNZIL)ZER
LET,



Programs. and Features
iability Cenber

Power Oplions

Everd Virwer

System

D Manager
metwork Connectsons

Disk Manapement

Compauter hManadgpement

Command Promgt

Command Proamgd (Acmin)

Task Manager
Conbrod Panel
File Expriorir
Search

R

Skt doam or sign out

F LT . il = T L5

ATY 72 RICRTKSIC, [Network and Internet] > [Network and Sharing Center] > [Set up a
new connection or network] 2 2 )Y 2L £ 9,

& Metwork and Sharing Center

A v ”T‘I-"J-“ * Control Panel * Metwork and Internet * MNetwork and Sharing {enterl

View your basic network information and set up connections

Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing cisco.com Access type: Internet

settings Damain network Connections: « Ethernet

Tatal

5. Set up a new connection or netwark

Set up a broadband, dial-up, or VPN gonnection; or set up a router or access point.

- Troubleshoot prablems

Diagnose and repair network problems, or get troubleshooting information.

AT Y 7°3:[Manually connect to a wireless network] 2R L. RICR T [Nextas]Z2 VY ILET

o



'5* S0t Uip a Connction or Metwork

Choose a connection option

Q Connect to the Intemet

;.Sctuparmmi

LR Y OO FECT B0 3 WAnBR L NeTworc

Connect 1 3 hidden notwerk of croate a now winsless profile

& Connest to a workplace

| MNext | Cancel

ATY7T4SSIDOEZEFEEF 1) T 1 21 TWPA2-EnterpriseDEHRZEANL, RICRTELSIC
INext|Z2 Y O LET,

d= e biaraally Connel 10 & wereheid Stk

enter information for the wirdhess nebwork you want 1o ada

Natmork rame SSID-name
Sacurity type WWFAD Ertespeis

Encryption type AES

—

| Traim e comrep R ulara ey

[ ] Cormect ever i the networs s not brosdeastng

Warmeng 1 you telect Thit oplion, your domputer prmscy msght be 8% risk

ATFVT5: RICRTEKSICWLANZO7 7 A I DEREREHAZIA XTSI, [Change
connection settings] 2R L £ 7,



!-" Manually conrect Bo a winshess network

Successfully added ise-ssid

=+ Change connection settings
Open the connection properties 5o that | can change the settings

AFY 76 RICRTLSIC, [(EF1UTFA|ZTCBBLREIZIUY ILET,



Ise-ssid Wireless Metwork Properties bt

Connection  Security

Security type: WPAZ-Enterprise

Encryption type: AES

Choose a network authentication method:

Microsoft: Protected EAP (PEAF) h

[-~| Remember my credentials for this connection each
time I'm logged on

Advanced settings

Ok Cancel

ATY 7 7:RADIUS H—NABHICBE>TVWRHALVEBELVABRLET,

LT 215 & (& [Verify the server's identity by validating the certificate] Z8%C L, [Trusted
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Z M. [Configure]Zi®iR L. [Automatically use my Windows logon name and password...] % #&
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Protected EAP Properties X

When connecting:
|| Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;. *\ srvd).com):

Trusted Root Certification Authorities:
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Notifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ’
[] Enable Fast Reconnect

[ ] Disconnect if server does not present cryptobinding TLV
[ ] Enable Identity Privacy

EAP PMSCHAPWZ Properties >

When connecting:

Automatically use my Windows logon name and
L]
password (and domain if any).
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ise-ssid Wireless Mebtwork Properties 4

Connection  Security

Seciafity ype: WRAZ-Enterprise

Encryption type: AES

Chiodse a network authentication method:

Microsolt: Protected EAP (PEAR) “  Settings
[+] Remember my credentials for this connection each
tiene I'm logged on




Advanced setlings 4

B02.1x settings 502,11 settings

[+] Specify authentication mode:

User authenthcation

Dedete crasdentials lor all users

[ Enable single sign on for this netwaork
Perform iImmediately before user logan
Peronm immadiately atter wser Kdgon
10 =

Aliove add@tional dialogs 10 be displaysd during $inghe
shgn on

Thies network uses separale virlwal LANS for maching
aml wser suthenlication

Windows Security

Save credentials

Saving your credentials allows your computer to connect to the network

when you're not logged on (for example, to download updates).

user

OK

Cancel
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> debug client <mac-add-client>
> debug dot 1x event enabl e
> debug dot 1x aaa enabl e
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https://cway.cisco.com/tools/WirelessDebugAnalyzer/
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