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conf t

snmp-server community V2Community RW
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conf t

snmp-server group V3Group v3 auth read V3Read write V3Write

snmp-server user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.234.170 version 3 auth V3User

snmp-server enable traps
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AA Y FTDHOGUI SNMP v3DERE(Denali 16.x)




Welcome cisco

e .Icllls.lcloh Cisco Cat3k Switch 22K:) [m]EN
Denali 16.1.2
(<) Monitoring Apply
- SNMP
t4| Configure
General Communities SNMP V3 Users SNMP Host
1 Services -
User Name ~ | Group ~ | Auth. Protocol ~  Auth.Password ~  Priv. Protocol ~ | Priv. Password v
General Settings ] v3User V3Group SHA e AES12B. e
Commands
1 0 v o

DH(

Logs

HTTP/HTTPS

SNMP

A4 Y F(Denali 16.x) THOCLI SNMP v3DEE

RODIX REAALET,

conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps

Prime 1> 75ARNZVF+

SNMP v2

* SNMP Parameters

* General v Version | v2c

* SNMP Retries | 2
v

* SNMP Timeout \ 10

* SNMP Port | 161
Telnet’'SSH v/
* Read Community | ,.........

HTTP/HTTPS * Confirm Read Community | ..........

Write Community | ..........

Civic Location Confirm Write Community | ,.........

m ‘ Verify Credentials ‘ ‘ Cancel ‘
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* SNMP Parameters

* General v Version | v3

* SNMP Retries [ 2

v
* SNMP Timeout [ 10

*SNMP Port | 161
TelnetSSH v/
*Username vaUser
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RDIAN REAADLET,

5760- 79b#show snmp community

Community nane: V2Conmunity

Community I ndex: V2Conmunity

Comunity SecurityNane: V2Conmunity
storage-type: nonvol atile active

A4 ¥ FTDHOSNMP v3DEETE(Cisco |0S-XE)

RDIANY REAHDLET,

5760- 79b#show snmp user

User nane: V3User

Engi ne I D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cation Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

5760- 79b#show snmp group
groupnane: V3G oup security nodel :v3 auth
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cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite
notifyview <no notifyview specified>

row status: active
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pol ari s- 3850#show snmp community

Community name: v2community
Comunity Index: v2conmmunity
Community SecurityNane: v2conmmunity
storage-type: nonvolatile active

AA Y FTNHSNMP v3DE&TE(Denali 16.x)

RDIANY READLET,

pol ari s- 3850#show snmp user

User nane: v3user

Engi ne 1 D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cati on Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

pol ari s- 3850#show snmp group

groupnane: V3G oup security nodel:v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active
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All Devices Selected 0/ Total 2
=0r +v Admin State ¥ Groups & Sites ¥ Show | Quick Filter v
Reachab... Admin Status Device Name A IP Address DNS Name Device Type Last Inventory Collect... Last Success
AAll Devices
v Device Type
» Unified AP Managed AirMario 10.201.236.100 10.201.236.100 Cisco 2504 Wireless ...  Completed June 10, 2016
» Wireless Controller Un-Managed 10.201.234.36 10.201.234.36 Synchronizing

» Location
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RDIAIY RZEAALET,

polaris-3850#debug snmp packets
Pol ari s- 3850#show logging
ent Physi cal Entry. 7.2042 = G 2/0/1
*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.825: SNMP: Get-bul k request, reqi d 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNWP: Packet sent via UDP to 10.201.236. 107
*Jun 10 15:58:51.927: SNMP. Packet received via UDP from 10. 201. 236. 107 on VI an1105
*Jun 10 15:58:51.928: SNMP: Get-bul k request, reqi d 945449775, nonrptr 0, maxreps 10
ent Physi cal Entry. 7. 2062 = NULL TYPE VALUE
*Jun 10 15:58:51.931: SNMP: Response, reqid 945449775, errstat 0, erridx O
ent Physi cal Entry. 7. 2063 = G 2/ 0/ 22

ent Physi cal Entry. 7. 2064 = G 2/ 0/ 23

ent Physi cal Entry. 7. 2065 = G 2/ 0/ 24

ent Physical Entry. 7.2066 = Switch 2 FRU Uplink Mdule 1

--More-- ent Physi cal Entry. 7. 2067 = G 2/1/1 Cont ai ner

ent Physi cal Entry. 7. 2068 = G 2/1/2 Cont ai ner
ent Physi cal Entry. 7. 2069 = Te2/1/3 Cont ai ner
ent Physi cal Entry. 7. 2070 = Te2/ 1/ 4 Cont ai ner
ent Physical Entry. 8.1 = V01

*Jun 10 15:58:51.951: SNWP: Packet sent via UDP to 10.201.236. 107
*Jun 10 15:58:51.974: SNMP: Packet received via UDP from 10.201. 236. 107 on VI an1105
*Jun 10 15:58:51.975: SNMP: Get-bul k request, reqid 945449777, nonrptr 0, maxreps 10
ci scoEnvMonTenper atureStatusEntry. 3 = NULL TYPE VALUE
*Jun 10 15:58:51.978: SNMP: Response, reqid 945449777, errstat 0, erridx O
ci scoEnvMonTenper at ur eSt at usEntry. 3. 2008 = 28
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ci scoEnvMbnTenper at ur eSt at usEntry. 3. 2009
ci scoEnvMbonTenper at ureSt at usEntry. 3. 2010

ci scoEnvMonTenper at ureSt at usEntry. 6. 2008 = 1

--More-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107
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TN A4 AEOSNMPWALK

RDIAIY RZEAADLET,

Prinel nfrastructurej oker/adm n# shell
Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c¢ -c¢ v2community 10.201.234.36 sysUpTime

DI SMAN- EVENT- M B: : sysUpTi nel nstance = Timeticks: (238833753) 27 days,
v2community = snmp community

10.201.234.36 = WLC IP

reachablity A’ » 2B EDHEREFRXDKISICHVET,

DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks:xx.xxx

15: 25: 37. 53
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