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CORFIXRNOEBERIEFE, ROVTIRNITITFTEN—RIITON—2aVICETVWTVET,

. B&® AP 10S® Y7 RDITF 1)1)—2A152(4)JA1 LD Cisco 3602e =X FIEARA > N, 0T

INA A, WDS AP 8LT'O—AHJL RADIUS H—/N& L THBEL T T,
-BEHEAPIOSYTZRNIIT UIJ—RA15.2(4)JA1 £® Cisco 2602 )V —X TR KA

Vhe COFNA R, WDSOVTZATNAP ELTHBELE T,
CORFIXNOERE., BEOTRREBICHDTNARICETVWTEREhELE, ZOR
FAXNTERATEDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
o RNRDZXY ND—IUNERBRBHRTHIEHEICRE. EOXRSHAT U RIZOVTE, TOHEEN
FECODVTHEICERLU THBENfHBVET,

e

ﬂ{!ll

F:Z0EVDIDTHEASND IV ROFMIC OV TIEE., Command Lookup Tool (&
BI1—YEH)ZFRALTLSEEL,

GUI OR&RE

SSID OEM
COFETE, HLWH—EAEYNID(SSID) ZEKIDFEICODVWTHALKRT,

1. #5TL ) SSID Z4ERX 9 B (Z (&, [Security]> [SSID Manager] BE L., [NEW] 22U Y UL
-

CISCO HIME  METAORK AHSCCIATION WIRELESS  SECURITY  SERVICES  MANAGEMENT SOFTWARE  EMENMT LGS

LI Hosiname HAIRNG L
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2. SSID T Extensible Authentication Protocol ( EAP ) FREEZREL £9 .
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W Use Detauts
CUElming
Frivety 1; | = HOHE = [
Friocely 2 e HOWE = H

Fricely 5« HOME » [=]

Diefine Dafaults

wilh WAL Authenticaton and EAP
wilh MG Autierticaton or EAR

weith Cpticnal EAF
& FRCF DTN = =]

MAC Authamication Servars

D Use Defolts  Diefing Defsuis
sl omipe
Friveby 4 | = NOHE = [=]

Priceiy 2 | = NOME = [

Priorty 5 | < MONE = [=]

. BB ESHLARILZRELET,
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4. [Apply]2 2 )Y O LTERE

ERELET,

5. [Security]> [Encryption Manager] (CBEL .

PEZESILAREZBRLET,




Security

Admin Access
Encryption Manager
551D Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Sarver

Advance Securiby

—

RADIOD-B02.11N? 45H2 E RADIO1-502.11N5G"C ]

Hostname MAIB260Z

Security: Encryption Manager - Radio0-802.11N46H:

Encryption Modes
Mone
WEF Encryption Optional -
Cisce Compliznt TKIP Features: ] Enable Mef
Enable Pe
@ Cipher WEP 128 bit -
[WEP 128 bit '
WEP 40 bt
Encryption Keys g
CMIC
CHIP-CMIC t Key
TEIF + WEP 128 bit
En TKIE + WEP 40 bit
AES COMP

EnAES CCMP + THIP
AES CCMP + TERP + WEF 123 bit
En AES CCMP + TERR + WEF 40 bit

Encryption Key 4:

WDS AP ETHO—HJL RADIUS H—/SDERE

COFIETEE, WDSAP ETO—HJL RADIUS H—NERETADHEICODVTHALET,

1. [Security]> [Server Manager] itBEIL, O0—7JL RADIUS &L T WDS AP 77U v J{R#E 4
VB —T7IALA(BVI)IPZEBNML, XERBEEMLET,
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Current Sarver Lint
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< NEW =
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[P O M0 5 el HARTR O I AR |
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Mgt D a0 Port [opteanad): L LFs 55
AcTruntang Fon |Spuen) Lk FES
Apply | | Concel

2. [Security]> [Local Radius Server] > [General Set-Up] 2 7/ ICBEL 9. #F£/H T3 EAP 7’00
RILEEZLET, <OHITIEE., Light Extensible Authentication Protocol ( LEAP ) 3%

BMIILEY,
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COFIETIE, WDSAP ETWDS ZBEMICTBDHEICODVTHBALET,

1. [Wireless]> [WDS] > [General Set-Up] 27 (CBEIL, [Use this AP as Wireless Domain
Services] FIYVIRY VAZFVICLET, chlZkV) AP ETWDS H—EANERICHE
WET,

2. BO WDS AP A"HBFY NT—D Tk, 77Z4XJWDS ENYOT YT WDS Z#EE
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1. [Wireless]> [AP] icBE L, [Participate in SWAN Infrastructure] ¥ T ¥ VRY A& F I
LE 9., SWAN I&. Structured Wireless-Aware Network DB T,
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2.WDS 7547 AP &, WDSAP ZEEIRHETE XY, £k, [Specified Discovery]T
FANRY IR, V5TV RERAOWDSAP O IP T RLAEFHTANTESY

o

£/, WDS AP ETREEN/zO—HJL RADIUS H—/NTORFAAIC, WDS IZA4T7 > b

DIA—HYBENAT—RZEMIZDEETERT,

CLI O&&E

WDS AP

i, WDS AP OFEBITT,

Current configuration : 2832 bytes

!

I Last configuration change at 05:54:08 UTC Fri Apr 26 2013
version 15.2

no service pad

service tinmestanps debug datetinme nsec
service tinmestanps | og datetine nmsec
servi ce password-encryption

!

host nane MAl B- WDS- AP

!

!

logging rate-limt console 9

enabl e secret 5 $1$EJDD$dAT7YI Kn86GCqnKj Ff 1Sy0
!

aaa new node

!

!

aaa group server radius rad_eap

server nanme Local - Radi us

!

aaa group server radius Infrastructure
server nanme Local - Radi us



!

aaa authentication |login eap_nethods group rad_eap

aaa authentication login method_Infrastructure group Infrastructure
aaa aut horization exec default |oca

aaa session-id comon

no ip routing

no ip cef

!

!

!

!

dot 11 sysl og

!

dot 11 ssid WDS- EAP

aut henti cati on open eap eap_net hods
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenment wpa version 2
guest - node

!

!

dot 11 guest

!

!

!

usernane Ci sco password 7 13261E010803
user nane My3602 privil ege 15 password 7 10430810111F00025D56797F65
!

!

bridge irb

!

!

!

i nterface Dot 11Radi 00

no i p address

no i p route-cache

!

encrypti on node ci phers aes-ccm

!

ssid WDS- EAP

!

antenna gain O

st bc

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
!

interface Dot 11Radi ol

no i p address

no i p route-cache

|

encrypti on node ci phers aes-ccm

|

ssid WDS- EAP

|

antenna gain O



peakdet ect

df s band 3 bl ock

st bc

channel dfs

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro

bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source

no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanning-di sabl ed

no bridge-group 1 source-Iearning

1

interface BVI1

i p address 10.106. 54. 146 255. 255. 255. 192
no i p route-cache

i pv6 address dhcp

i pv6 address autoconfig

i pv6 enabl e

1

ip forward-protocol nd

ip http server

no ip http secure-server

ip http hel p-path http://ww. ci sco.com war p/ public/ 779/ snbi z/ prodconfi g/ hel p/ eag
ip radius source-interface BVI1

1

1

radi us-server | ocal

no aut hentication eapfast

no aut hentication mac

nas 10. 106. 54. 146 key 7 045802150C2E1D1C5A
user WDSClientl1l nthash 7
072E776E682F4D5D35345B5A227E78050D6413004A57452024017B0803712B224A
1

radi us-server attribute 32 include-in-access-req format %
radi us-server vsa send accounting

1

radi us server Local - Radi us

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813
key 7 060506324F41584B56

1

bridge 1 route ip

1

1

w ccp aut hentication-server infrastructure nethod_Infrastructure
w ccp wds priority 254 interface BVI1

1

line con O

line vty 0 4

transport input al

1

end

WDS 954 F~> N AP



hik, WDS 751472~ AP OREHITT,

Current configuration : 2512 bytes

!

I Last configuration change at 00:33:17 UTC Wd May 22 2013
version 15.2

no service pad

service tinestanps debug datetime nsec
service tinmestanps | og datetine nsec

servi ce password-encryption

!

host nane MAlI B-WDS- Cl i ent

!

!

logging rate-limt console 9

enabl e secret 5 $1$vx/ MBgP6DY30TG Xnj vUDVKK;| k/
!

aaa new node

!

!

aaa group server radius rad_eap

server nane WDS- Radi us

!

aaa authentication |login eap_nethods group rad_eap
aaa aut horization exec default |oca

aaa session-id comon

no ip routing

no ip cef

!

!

!

!

dot 11 sysl og

!

dot 11 ssid WDS- EAP

aut henti cati on open eap eap_net hods
aut henti cati on network-eap eap_net hods
aut henti cati on key-managenent wpa version 2
guest - node

!

!

dot 11 guest

!

eap profile WS- AP

net hod | eap

!

!

!

usernane Ci sco password 7 062506324F41
usernane My2602 privil ege 15 password 7 09414F000DOD0O51B5A5ES577E6GA
!

!

bridge irb

!

!

!

i nterface Dot 11Radi 00



no i p address

no i p route-cache

1

encrypti on node ci phers aes-ccm

1

ssi d WDS- EAP

1

antenna gain O

st bc

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanni ng-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
1

interface Dot 11Radi ol

no i p address

no i p route-cache

1

encrypti on node ci phers aes-ccm

1

ssi d WDS- EAP

1

antenna gain O

peakdet ect

df s band 3 bl ock

st bc

channel dfs

station-rol e root

bridge-group 1

bridge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed
bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning
no bridge-group 1 unicast-flooding
1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

bridge-group 1

bri dge-group 1 spanni ng-di sabl ed

no bridge-group 1 source-Iearning

1

interface BVI1

i p address 10.106. 54. 136 255. 255. 255. 192
no i p route-cache

i pv6 address dhcp

i pv6 address autoconfig

i pv6 enabl e

1

ip forward-protocol nd

ip http server

no ip http secure-server

ip http hel p-path http://ww. ci sco.com war p/ public/ 779/ snbi z/ prodconfi g/ hel p/ eag
ip radius source-interface BVI1

1

1

radi us-server attribute 32 include-in-access-req format %

radi us-server vsa send accounting
1



radi us server WDS- Radi us

address ipv4 10.106. 54. 146 auth-port 1812 acct-port 1813
key 7 110A1016141D5A5E57

!

bridge 1 route ip

!

!

w ccp ap usernane WDSCl i ent1 password 7 070C285F4D06485744
W ccp ap wds ip address 10.106. 54. 146

!

line con O

line vty 0 4

transport input all

!

end
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RDOFIEE, WDSAP DREZERITDHEERLTVERT,

MAI B- WDS- AP#sh wlccp wds ap

HOSTNAME MAC- ADDR | P- ADDR | PV6- ADDR STATE
MAI B-WDS-Cl i ent f872. ea24. 40e6 10. 106. 54. 136 :: REGQ STERED

MAI B- WDS- AP#sh wlccp wds statistics

WDS Statistics for last 10:34:13:
Current AP count: 1

Current MN count: O

AAA Auth Attenpt count: 2

AAA Auth Success count: 2

AAA Auth Failure count: O

MAC Spoofing Block count: O

Roam ng wi t hout AAA Auth count: O
Roaming with full AAA Auth count:0
Fast Secured Roaming count: O
MSC Failure count: O

KSC Failure count: O

M C Failure count: O

RN M smatch count: O

WDS 954 F> N AP LT CLI #REEH b

RDFIEE, WS VZA T2 NAP OREZEFITDHEZRLTVET,

MAI B- WDS- Cl i ent #sh wlccp ap
WDS = bcl16. 6516. 62c4, |P: 10.106.54.146 , |PV6:
state = wl ccp_ap_st_registered

IN Aut henticator = | P: 10.106.54. 146 | PV6:
MN Aut henticator = | P: 10.106.54. 146 | Pv6::

NZ7IL231—b

BE, COREICHIIREORNT TN 1—FT 1V IBREHIEE A,
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