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3. [Encryption Modes] ® T~ ® [WEP Encryption]| 22 UYL, 9247 O ROYTED
> XZ1—7H 5 [Mandatory] ZiZIRL £,

AT—23VFMERATAIBESILE—REIROESY TT,
« [Default (No Encryption) ] : 754 7> "R TF—RBES{LEL T AP EBETIHLEN
HYET, CORTERFHERBEIhFELA,

 [Optional] : 7747 MW LTF—2BESILHYELEFBLTAP LBEITRCLZE
FALET, BE, COAT72avi@, DRAOABAOI T AT N5 E WEP itz
TABVISATUN FNAAN 128EY RO WEP BEBIZEFTNhTUVRBAICHER
LET,

« [Mandatory (Full Encryption) ] : 75472 "N AP EDBETTF—2BSLEEAT
PRENFHYVET, FT—RESLZEEALBAVISA T NEBETEERA, O
ESILA72a ik, WAANDEF IV T A ZHERICTRESICHRENET,

4. [Encryption Keys] ® T~ T [TransmitKey] 77> 3> KRR EF2IZL, 10 KD 16 EEF
—ZANLET, [Key Size] # [40 bit] CB/EEThTVWBCEERRELET,
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CLI TWEP 28 ET3ICIEk. COEBOEHRESBL TS EZL,

<{froot>
ap#

show run

Building configuration...

Current configuration : 1794 bytes
!
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname ap
!
!
logging rate-1imit console 9
enabTle secret 5 $1$kxB1$0hRR4QtTUVDUA9GakGDFs1
!
no aaa new-model
ip cef
!
!
!
dotll sysTog
!
dotll ssid wep-config
authentication open
guest-mode
!
!
crypto pki token default removal timeout O
!
!
username Cisco password 7 0802455D0A16
!
!
bridge 1irb
!
!
!
interface DotllRadioO
no ip address
!
encryption key 1 size 40bit 7 447B6D514EB7 transmit-key
encryption mode wep mandatory
!
ssid wep-config
!
antenna gain 0
station-role root
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled



bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
|

interface DotllRadiol

no ip address

!

encryption key 1 size 40bit 7 447B6D514EB7 transmit-key
encryption mode wep mandatory

!

ssid wep-config

!

antenna gain 0

dfs band 3 block

channel dfs

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
!
interface GigabitEthernet0

no ip address

dupTex auto

speed auto

no keepalive

bridge-group 1

bridge-group 1 spanning-disabled

no bridge-group 1 source-learning

!
interface BVI1

ip address dhcp

!
ip forward-protocol nd
ip http server
no ip http secure-server
ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip route 0.0.0.0 0.0.0.0 10.106.127.4
!
bridge 1 route 1ip

!

!

!
Tine con 0
1ine vty 0 4
Togin local
transport input all

!
end
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<#root>

ap#

show dot 11 associ ati ons

802.11 Client Stations on DotllRadioO:
SSID [wep-config]

MAC Address IP address Device Name Parent State
1cb0.94a2.f64c 10.106.127.251 unknown - self Assoc

NS7I>a1—bk
COETR, REONZ TN 2a—FT42TI2VWTEHBLET,

7 :debug AN REFEATZHIC, Tdebug ANV ROEBEXLER 2SRBL TS
Lo

XD debug ARV RiE, REDOKRSZ TN 21—FT 4 JICKRIAIBEET,

- debug dot11 events : IXTD dotIx IR NOTFNY T ZBHMILET,
« debug dot11 packets : IXTD dotix N7 Y ROFNY T 2ZBHZLET,

74T > M WLAN ICEYICEER TS hicKRRZRIOJOHZRICRLET,

*Mar 1 02:24:46.246: %DOT11-6-ASSOC: Interface DotllRadioO, Station
1cb0.94a2.f64c Associated KEY_MGMT[NONE]

VAT RMFELKBVF—ZANTRIE, ROIT—HFRRENEXT,

*Mar 1 02:26:00.741: %DOT11-4-ENCRYPT_MISMATCH: Possible encryption key
mismatch between interface DotllRadio0 and station 1cb0.94a2.f64c

*Mar 1 02:26:21.312: %D0OT11-6-DISASSOC: Interface DotllRadio0O, Deauthenticating
Station 1cb0.94a2.f64c Reason: Sending station has left the BSS

*Mar 1 02:26:21.312: *** Deleting client 1cb0.94a2.f64c
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