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BRELA

Cisco ISR IR E XX EBRZATHBHYETH. JL—2D Cisco I0S® ERBETE2ORDTATT,
EZE, 851W, 857W, 871W., B KV 87TTW L W2 L HS—D ISR DIFE. T4 VL A%
EBILTIE2ATHEHICIE, Telnet/Secure Shell (SSH) 2N L TIL—ZRICTIVEATDH, &F
A)T4 FNAANZR—2F (SDM) 2ERATHIHENHVYET, —H. 861W, 881W,
891W, 1941W, 819W B E MR ISR DHIZIE, DA VLA TIEARIU N (AP) A¥'dH
SHAUBABENTVWDREDHNHY, AP TV YDHEEALEZ—TIAL A (BVI) ZFEALT
(GUI £/zl& Telnet/'SSH Z2FEAL T ) BIRICFT IV ATEET,

L 712 — ISR LIRi4X ISR DAl

ISR 2Bl 92 ICik,. )L—2 T show ip interface brief Y RZANL XY,

AVE—TILAVANIA2VE—TIAAWLAN-APO BRT 18 —7 T4 A WLAN Gig 0
FohE, ThEXERIL—2THY, DI VLAAP FABELATVWET, ChillE,
Telnet/SSH Z2EAL T CLITT7 IV EATRH., KL GUIASTIEATERT,

DOE? Method Status Prot
ocol

FastEthernet( unassigned TES unset up up

FastEthernetl unassigned TES unset doun down
FastEthernetd unassicned TES unset o cdonrn

FastEtLhernet nnasz=igned TES un=et cdown cdown

FastEthernec4 unassigned TES NVEAM adminisztratively down down
Wlanl 10.106.71.185 TESZ DHCP up up

Wlan-GigabitEchernetO unassigned TES unset up up

wlan-apl unassigned TEZ NWELM up up

X : 861W. 881W, 891W., £ 1U4IW DA VR —TIA A VAN A8 —T7 1A
AWLAN-AP O AFRRENATVWEVEE, TOL—2EFDA4/VYLAEYHR—NLTULVEEBA

o

LA —0II—205FE., showipintbrief DX REALTR L, UTHFRREIET,
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ifi=h i p irt br
OE? Method Status

administratively down do
1'|]'

up

up

up

up

administratively doun
1Ly

1.]]:

up down

CCIEBHBKRSIC, LAZ— IL—2DFE, I0S ICEERTENDOEERSI > R—T TS ALK
3TY,

AUE

ISR ZFRETDICE, WS O2DDFENHYET, L—ZFZDIOSHF VA VL AEHR—KNT D5
BILLAY— IL—BEBETDICIE. VLANCEILBVIAVR—TIAATI—REHRET D4
ENfHYET, T, BVIZNLTEBFBA UV EZ—TIAAEVIANAVZ—TIAADT IV
TR 7149 0TVYDIRIRENHYET, EBOY—EAXA Y KNID(SSID) Z2FEHT3
5. £SSIDZ& VLAN ICXYE>JL, EVLANGZBIOBVIA > Z—T7 I A AZBLT—X
NDTVYS FI—7(BG) IR YEITITRIHENHYET,

—FH. AR ISREZRBETIHES. RERFZThEFEBEYETEDEEA, IL—FE AP BDOIEL
ERIAILES, HORZRTOVAP EBLUKSICAP 2B ELET, EHOYT10%2—7
I/ RZHBAEE—DOBVIAR—T I AAN, O SSID & VLAN DEOBEZHR—KL
x99,

R ISR (& Cisco Unified Wireless Manager (CUWM ) 7—F T 0 F v ERHITAH &£ TE
F9, I ZAOAPEZ 21—, D74VYLALANO>NO—Z (WLC) ICEFEhTWD
. Light Weight Access Point Protocol ( LWAPP ) /Control and Provisioning of Wireless Access
Points ( CAPWAP ) E— RIZEMTEE T, < Tlk. Autonomous 8 KUV LWAPP 25 AP £
P11 EBRIBHFEICODVTHALET,

X : 861W Ik LWAPP T— RZHR—KNLEEA,

L #S— ISR OEEH



Wireless LAN Client

Wireless connectivity

Wired
connectivity

Wireless router

COFREHTE, WIFI TRES LTI 2R - BHAEF— (WPAPSK) £F1UT 1 2EA
LTZEhENRZDSSIDICYY7TENIZ2 DD VLAN (VLAN1 R VLAN2 ) ZEAL TL
7.

en
conf t

vlan 2 mapped to GUESTRITS SSID.. Use the vlan
as per the network configuration

dot 11 ssid GUESTRI TS

vlan 2

nmbssi d

aut henti cati on open

aut henti cati on key-nmanagenent wpa
wpa- psk ascii 0 ciscol23

dot 11 ssid | NTERNAL

vlian 1 >> vlan 1 mapped to INTERNAL SSID
aut henti cati on open

nmbssi d

aut henti cati on key-nmanagenent wpa

wpa- psk ascii 0 ciscol23
!

!
bridge irb <<< Enables IRB. Allows bridging of

traffic
|

interface Dot 11Radi 00



no i p address

nbssi d

|

encryption vlian 1 node ciphers tkip << Encryption

!

encryption vlan 2 node ciphers tkip

!

ssid GUESTRI TS

!

ssi d | NTERNAL

!

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0
basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0

station-rol e root
1

interface Dot 11Radi 00. 1 <<< Corresponding Sub Interface
encapsul ati on dot1Q 1 native configuration for Radio
bridge-group 1 <<< Bridging between VLAN 1 and

bri dge-group 1 subscriber-|oop-control Dotll 0.1
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source

no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding
!

interface Dot 11Radi 00. 2 <<< Corresponding Sub Interface
encapsul ati on dot1Q 2 configuration for Radio

bri dge-group 2 <<< Bridging between VLAN 2 and
bri dge-group 2 subscri ber-1oop-control Dotll 0/2

bri dge-group 2 spanni ng-di sabl ed
bri dge-group 2 bl ock-unknown-source
no bridge-group 2 source-|earning

no bridge-group 2 unicast-flooding
!

interface M anl

no i p address

bridge-group 1 <<< Bridging between VLAN 1 and
Dotll 0/1

interface VI an2
no i p address

bri dge-group 2 <<< Bridging between VLAN 2 and
| Dot1l 0.2
interface BVI1 << BVI 1 for VLAN 1

ip address 10.0.0.2 255.255.255.0
!
interface BVI2 << BVI 2 for VLAN 2

ip address 192.168.1.1 255.255.255.0
!

bridge 1 protocol ieee <<< Mandatory Bridging commands
bridge 1 route ip
bridge 2 protocol ieee

bridge 2 route ip
!



RHEA ISR DR EH
RERIL—RERETBICE. ROFIEERTLET,

1. IW—B2THERATEZRIN—A DAY= AVE—TIA A (L3R —7 T4 A WLAN-AP
0)%#@ALT, L—RE APHOERERILET, IPEILHTRICK, COSME2—
TJIAADIP7RLAZFEALET (IPF7RLAZE)HTSA, IPunnumbered VLAN
XAXV REFEHTEET ).

C Tl IPunnumbered VLAN X ReEALEHflERLET,

en
conf t

int wlan-ap 0

ip unnumbered vlan 1
no shut

showipintbr AN RZA DT B E, UTFHFRTENET,

oL, T. 19-800-14

GL.T. 19=-B00-1#=2h ip int b

adiministratively down «

FigabitEthernetl unassigne:

i0.106,71
= QHW—tﬁI

ChIIZKY, APEZ21-)ICOVAVTEET,

2. AP ([COY 1 > 9 % IZ & service module WLAN-ap 0 session X RZAHDLET,

BEGL.T.12-800-1#zervice-module wlan-ap
EGL.T.12-800-1#zervice-module wlan-ap

Trying 10.106.71.182, Z00Z ... Open

Connecting to AP console, enter Ct * followed by x,

then "disconnect™ to return t 1Cer prommpt

apH

ap#
ap#l

ARV RTOY AP ZRETZOICEATBINERAL7OLAEZRTLES. COEN DR
EFICDOVWTIE, TEREHIE TechNotes | A VT Y IAR—TJHESBLTILSEZL,

RBENEIHD VLAN & SSID THERENhTVW3HEES. WLANGIGO /&2 —T7 I 1A%, )


//www.cisco.com/en/US/products/hw/wireless/ps4570/prod_configuration_examples_list.html

— S L THEB VLAN ZFFAID RS2V R—PELTRETILEFBUET,

BGL.T.19-800-1#=sh run int wlan—-gigabitEthernet 0
EBuilding configuration...

Current configuration : 146 by
|

interface Wlan-sigabhitEthernetO
dezcription Internal switch interface connecting to the embedded AP
switchport mode trunk

no ip address

end

Lightweight #* 5 Autonomous A® ISRAP OF7 Y 7JL—R

HNE D AP T AP801-RCVKOWS-M 7x £ M LWAPP 4 X—= ( AP801-RCVK9WS8-M O W8 &
LWAPP £ X—J#RIDICH L. W7 I Autonomous 1 X—J & RT ) ER2TLTVWSEBE
Configt AN RIFMEELEB A, COONY REXRTTSICIE, AP T Autonomous 1 X—2 %
FHTIMVENHYET, COBEZHERT S, Lightweight A5 Autonomous IZ ISR AP %
TYTIL—RIBBENFHYET,

RDIAIY RZEAALET,

Router>en
Rout er #config t
Rout er(confi g t)#service-module wlan-ap0 bootimage autonomous

CNSsOIAXR > REFEALT, APE—REZZETEET, AP T Autonomous £ X—> & [O0—R
LTETITBHES. 8RO IIY> RT Autonomous ZFEALET., AP TLWAPP /1 X—> %[0
—RU, 7— K9 3E4E. Unified ZA 0L T, OOYRTAPZUO—RLET,

Router(config t)#service-module wlan-ap 0 reload
chiZk), AP " Autonomous ICRREENE T, CcOTOLAREEAEDT—AICHIBL E
T, IEEL, BMENfrRELEBEERE. FHOTOLAZFEATEXT,

1. ZEADZY 7Y ZICTFTPA32 Z2HX V> O—RL, 1AM =)LET, AP801 > 1) —
ADBFHDIOS A XA—D#XTVO—-—RLET,

Cisco.com [CBBL F9, EELEZIEL O [Support] X7 &2V 1JUY I LET, [Download

Software] 22 1) Y UV LET, [Wireless] ZiZIRL ., RICREBEO ROV TREUY UARNDES

[Integrated routers and switches] Zi#iRL £, [Router Model] ZiEIRL £, B4 10S

AAXA=DFBIRUET, [124(21a)JY] ( T2k, BELCHUTTIhUR ) Z2BRLET,
2. )N—2HhS5 AP EZ1-)LICOJA> L, ROOAXN RZAHDLET,

AP>enAP#debug capwap console cli OR debug Iwapp console cliAP#configt ( — ®EXE
N RIEEBEET D KRS ICH 2> TVWERT ) AP(config-t)#int GIG 0 or int FA 0AP(config - int)#ip
addresss <address > <mask> (Z Y 7’RY 7 IP P RLAANOEHEN SV, AANFELHT
XY NIHBZ&zZMHRLUET ) AP(config - int)#no shutAP(config - int)#end

3. AP % Autonomous ([Z7 Y 7'J L —R¥BIZIk. archive download commands ZAbUL £

o



AP#archive download-sw /force-reload /overwrite tftp://<TFTP ip address (laptops
IP)>/<Autonomous image.tar>AP#archive download-sw /overwrite /force-reload
tftp://10.0.0.4/ap801-k9w7-tar.124-21a.JY .tar
CNTFEBOREVOELARETTY,

3 : AP 7 Autonomous E— R T, <& LWAPP I[CZ#9 % (Z(&. archive downloads
N> R&EE£EAL T, Autonomous-Cisco Internetwork Operating System (AIOS ) £ X—>®
V) ([C LWAPP Recovery 1 X—I %&IRLE T,

32

RBE, COREICERATESIHIFREH)FLA,

NZ7IL231—b

BE, COREICHITIREORNT TN 1—TFT 1V IBREHIEE A,

BOE1E ]
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