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5 0,995426 0.0.0.0 255,255, 255. 255 B4:78:ac:f0:65:dD oHCP 2462 pHoP piscover - Transaction Lo Oxbazbfoad
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*apf MsConnTask_0: Jun 21 18:55:14.221: 00:40: 96: b7: ab: 5c
Associ ation received fromnobile on BSSID 84:78: ac: f0: 68: dO
1--- This is the Association Request from the wireless client
to the selected AP.

*apf MsConnTask_0: Jun 21 18:55:14.222: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: dO
(status 0) ApVapld 1 Slot O
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!--- This is the Association Response from the AP to the client
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. AP ANDEZNBITIDIEEIL, VAT MNOBEENFORLFLEFIO—ZI2T AR
NCERTZ4DNBEBITL—LAZRBLET, V4T M1 EICTEIT D AP & DELE

VIDDOAPED I DDEFEDHRTT. WLANA VT SARTIFYAOHLVELGOBEEO
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*apf MsConnTask_2: Jun 21 19:02:19.709: 00:40: 96: b7: ab: 5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 90
!--- This is the Reassociation Request from the wireless client
to the selected AP.

*apf MsConnTask_2: Jun 21 19:02:19.710: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 90
(status 0) ApVapld 1 Slot O

!--- This is the Reassociation Response from the AP to the client
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-1- Eutn %"? Ciscn_fo: |'|F| r.||'.l AT rnnp-r I" ah B4 :78:ac:fo:68:d1 B0z, 11 2467 qnf. Data, S&=3H, FM=0l, Flags=.p.-.-.-F.C

FIERTEDIZ, 80211 =T SATALARIABSLUBEEMSFZ7OELANDEIC, WPA4 FE/\
VRIIAONSD 4 D0 EAPOL 7L —A (AP ICK % message-1 THIBL., 75147 NIC
&% message-4 THRT VNBYERIT/NRIIAIOFRITDE, V94T RNETF—RTL—
L (DHCPRE ) DAEZRBLET. COJE. T—27L—LR4AFEN R ITAIHSE
BENEF—TESILENET (DA VLAMAXA=—DAS KNS TAYIDEBROARERA T %
WRETELBZVERTT ),

X EAPOL7L—AWE., APEYSATROBTIRTOF—EEIL—LL
802.1X/EAPRRII 7L — LR E B TEHEETHEHICEAT L, EETF—X27L—LELTE
BEehzxd,

TFNY THAZRROXY E—=DHRRENET,

*apf MsConnTask_0: Jun 21 19:30:05.172: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84:78: ac: f0: 68: dl

*apf MsConnTask_0: Jun 21 19:30:05.173: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78:ac: f0: 68:dl
(status 0) ApVapld 2 Slot 0O

!--- The Association handshake is finished.

*dot IxMsgTask: Jun 21 19:30:05.178: 00:40: 96: b7: ab: 5c
Sendi ng EAPCOL- Key Message to nobile 00:40:96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

!--- Message-1 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-Key from nobil e 00:40: 96: b7: ab: 5c
*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK _START state (nessage 2)
from nobil e 00: 40: 96: b7: ab: 5¢
!--- Message-2 of the WPA/WPA2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.290: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCOL- Key Message to nobile 00:40:96: b7: ab: 5¢
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05. 309: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-Key from nobil e 00:40: 96: b7: ab: 5c
*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05. 310: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG state (nmessage 4)
from nobil e 00: 40: 96: b7: ab: 5¢
1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms
the installation of the derived keys. They can now be used in



order to encrypt data frames with current AP.
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HEhh3EHTT,
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AVLAIZATNOBTEETRBENDTL —LDOHFIZRLTVET,
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L 0.000000 aAlronet_b7iab:5c Clsco _TO:EEIQE iSBL o BEIOE . 2462 authercication, SM=2465, Frn=-0, F
3 D007ES CiscofO:08:d8  Aironet_bsiab:ic B4 7Bcac;f0;68: l:l-B 802, 2462 Authentication, SN=2735

F o LS00 15 = Jabs b 7 02,11 T i . FH=0, Flag
| 30.002573 adronet_b7iab:Sc Cfsco fO:€B:d8  B4:7E:acifO:EB:dE BOZ.LL 2462 association Request. SN=24EE, EN-O
—

5 0. 012140 Cisco_f0:68:d3 Afronet_b7:ab:5c Bd:7Biac:fo:
& 0.052606 Aironet_b7:ab:5c Cisco_fD:68:d8 Bd:TRzac:fo:
7 0.055257 Cisco _f0:68:d8  Aironet_b7:ab:sc 84:7B:ac:To:
8 O.061107 aironet_b7:ab:5¢ cisco_f0:&E-d8 Bd:TE:ac:T0:
9 0. 081402 Cisco_f0:68:d3 Airomet_b7:ab:5c Bd4:7Brac:fo:

2462 Request, Identity

2462 Start

2462 Request, Identity

2452 Response, Tdenpity

2462 Request, Protected EAP [EAP-FPEAR)

Eeage

11 9.145293 Cisco fo:a8:d8 Aironet_byiabisc B4ivEiac:Ton
12 0.167145 ajronet_b7:ab:5¢ cisco_fo:EE:=d8 Bd:7Bac:fO:68:

] 2402 Request, Protectad EAP (EAP-FEAR)
B
13 9.183267 Cisco_fO:68;d8 Aironet_byiabiSc B4 78:ac:T;68:
B
a

2462 Response, Protected EaF [EAP-PEAP)
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2452 pesponse, Protected esF [EAP-FPEAP)
2462 Request, Protected EAP [EAP-PEAR]

14 0.196221 alronet_b7:ab:5¢c cisco_fO:66:d8 Bd:TE2ac:TO:6
15 ©. 200527 Cisco_f0:68;d8 Aironet_h?ab:5c B4 7B:ac:fil; 6

FEEH
55553

I
=

17 0. 220032 Cisco_fO:68:d8 Aironet_b7 ;ab:5%c  B4:7Ezac:F0:68
18 Q. 222784 alronet_b7:ab:5¢ Cisco_fo:EE:d8 Bd:7B:ac:T0:68:
19 0227233 Cisco_F0:68:d8 Airomet_h7iab:%c  B4:TEzac:F0:68

2462 Request, Protected EAP [EAP-PEAR)
2462 pesponse, Protected EaR [EAP-PEAR]
2467 Request , Protected FAP (FAF-PFAFR)

858
5E3%

22 0. 295616 Cisco_fO:68:ds Airomet_b7:ab:5c Bd:7Biac:T0:68:dE EAP 2462 Request, Protectad EAP [EAP-PEAR)
- 230.297766 Alronet_b7:abiSc cisco_f0:6B:d8  B4:7E:ac:fOi88:dE TLSWI 2482 application paca, application pata
24 0. 3666 Cisco FO68:d8 Adronet_b?iabisc B4 VEiac:TOIGEICE EAP 2462 Request, Protected EAP [EAP-PEAR)
25 0.313E17 Cisco_fO:68:d8 afronet_b7:ab:5c B4:7E:ac:fO:68:¢E EaP 2462 Request, Frotected EAP [EAF-PEAR)
[ 26 0.313942 Adronet_bYiabiSc Cisco fOiGB:dd  B4:/B;acifliG8:idE TLavI 000 2462 Application Data, Application Data
27 0.321376 Clsco_f0:68:d8  alrometr_b7:ab:5c B4:78:ac:T0:68:¢E Eap 2462 Request, Frotected EaP (EAF-PEAF)
[ 28 0.323863 Afronet_b7iab:ic Cisco_fO:6B:d8  B4:78:ac:fl:68:66 TLSW1 2462 Application Pata, application Data

29 . 323‘.-'55 1:151:::._1’0 Ea ds A‘Trnnetj:-‘ ah 5C B4 ?B ac: fl:]- EE dB EaP 2452 success
E] is J-68dE B 15 EET

'« 341932 Alronet_DbFiabisc € / WL i 2 5y Lk -
- 3AEE0S Cincn_O:68:d8 Airurwl:_h?:.lh:'n: (TRzac:T0:68:d . 5 Data, 'Er.l—d-:lﬁ J'H-fl- rI L|_:| - ..
« 383200 Alronet_DFiab:i5c C15C0 _TOi&E:dE 84 7B1aCiTO B8 106 2. 2462 05 Data, SH=24B2,

COR|TRE, 7L—LOBAEBRZDCENHYET. ChiZlF, EAP AXOEE, BERELC



KBDBIEE, V4T NOBE (0BT, APHFRIIO IDERZEEELLERICOSAT Y
NA" EAPOL START ZIXfELECELC LD 2HDIDER), FLEBRIZA T NFITICH—
NEFIARERB|LTVWEIHESHBE, BBOBERNFHY ET, 802.1X/EAP FRD=&HIZ
SSIDE RETDE, #4F, JL—L (B ) IELBIED, 9TA4TMF—R 7L —
NDEEEFHBRIDETICRYZSOBENIDAVYVET,

TNV T XY - 0ENZRICRLET,

*apf MsConnTask_0: Jun 21 23:41:19.092: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84:78: ac: f0: 68: d8
*apf MsConnTask_0: Jun 21 23:41:19.094: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d8
(status 0) ApVapld 9 Slot O
!--- The Association handshake is finished.

*dot 1xMsgTask: Jun 21 23:41:19.098: 00:40: 96: b7: ab: 5¢c
Sendi ng EAP- Request/ldentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

!--- The EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.226: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢
!--- The wireless client decides to start the EAP authentication
process, and informs the AP with an EAPOL START data frame.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.227: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

!--- WLC/AP sends another EAP Identity Request to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40:96: b7: ab: 5¢
!--- The client responds with an EAP Identity Response on an EAPOL
frame.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP Id 3)

!--- Once the WLC/AP sends the client response to the Authentication
Server on a RADIUS Access-Request packet, the server responds
with a RADIUS Access-Challenge in order to officially start the
EAP negotiation, handshake, and authentication with the client
(sometimes with mutual authentication, dependent upon the EAP
method). This response received by the WLC/AP is sent to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP Id 3, EAP Type 25)

!--- The client responds with an EAP Response on an EAPOL frame, which
is sent to the Authentication Server on a RADIUS Access-Request
packet. The server responds with another RADIUS Access-Challenge.
This process continues, dependent upon the EAP method (the exchange



of certificates when used, the building of TLS tunnels, validation
of client credentials, client validation of server identity when
applicable). Hence, the next few messages are basically the same on
the WLC/AP side, as this acts as a "proxy" between the client and
the Authentication Server exchanges.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 4)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 375: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 375: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 5)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 5, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.404: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 404: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 6)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 6, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal | enge for nobile 00:40: 96: b7: ab: 5¢



*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 8)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 8, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 9)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 9, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 442: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 442: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 10)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 10, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 11)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 11, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 13)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢



*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 13, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.472: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

!--- The authentication finishes and is successful for this client,
so the RADIUS Server sends a RADIUS Access-Accept to the WLC/AP.
This RADIUS Access-Accept comes with the special attributes
that are assigned to this client (if any are configured on the
Authentication Server for this client). This Access-Accept also
comes with the MSK derived with the client in the EAP
authentication process, so the WLC/AP installs it in order to
initiate the WPA/WPA2 4-Way handshake with the wireless client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The accept/pass of the authentication is sent to the client as
an EAP-Success message.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00
!1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5c
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.487: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.487: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms the
installation of the derived keys. They can now be used in
order to encrypt data frames with the current AP.
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BOERICK>T ) BRI ELBVHEETH>TE, T—R JL—LEZELETZHIC
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*apf MsConnTask_2: Jun 21 23:47:54.872: 00:40: 96: b7: ab: 5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 98

*apf MsConnTask_2: Jun 21 23:47:54.874: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 98
(status 0) ApVapld 9 Slot O

*dot 1xMsgTask: Jun 21 23:47:54.879: 00:40: 96: b7: ab: 5¢c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
dot 1x - novi ng nobil e 00:40: 96: b7: ab: 5¢ i nt o Connecting state

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.922: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.922: 00:40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40:96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢
Processi ng Access- Chal | enge for nobile 00:40:96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢



Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢

Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP 1d 4)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.954: 00:40: 96: b7: ab:

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.954: 00:40: 96: b7: ab:

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.956: 00:40: 96: b7: ab:

5c

5c

5c

Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.957: 00:40: 96: b7: ab:

5c

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP 1d 7)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.976: 00:40: 96: b7: ab:

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.976: 00:40: 96: b7: ab:

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Recei ved EAPOL-key in PTK_START state (nessage 2)
from nmobi | e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_4: Jun 21 23:47:55.005: 00:40:96: b7: ab:

Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

5c

5c

5c

5c

5c

5c

5c

5c

5c



*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:55.005: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nmobi |l e 00: 40: 96: b7: ab: 5¢

802.1X/EAP & K T* WPAWPA2 DEF1UT 1 JL—LD—JOE, CORSICEELET. 7
TDT—=23a P g—EZANBEOO—I2T AXRVRNIKLDEBENEEEZZTREVWLSIZTS
2, WiFi 28Tk, WLAN/SSID TOEF1UTF1AERAEhTVWREENDO—Z2Y 70Ok
AZ2EELITREeZBEL, SETEEEELF1T7 O-IVIARANRARBLTEAENT
WEXT, WIANTELARIL EF21VT1Z2BATHE, APEATO—I2JLBNFSKZ 714V
VEBULBETZIRIC, VAT NIRSOOBENRELE T, CcORREG, ITICHAL L
EOE, EFIVTAOEYRNTYTILLY), EAPRARIOF—EB L —LARBHNIBEEE
hd2&TT,

BEtEFI1T7O—I2JEF, BIZ TWLAN TEFIUTFAARETATVWR EEOO—32Y
TOtAZERILTREHDFXXRAF—LOEAN ) ZIELTERTHEAENTVSIHAETHS
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Mo, Time SOlrce Des.tlnatlm ES5 el Protocel  Channel frequency  Info
100 cah: sTH: : 2462 authentication, =w=351E  Frn=0, Flag

2. 013614 {1500 TOIEEZA3 alromet b7 iabi5c B4IFiiaciTOiB3ic3d EAP 2462 RequestT, Identity
6 0.032754 afronet_B7:ab:5c cisco_fo:68:d3 B4:78:ac:T0:68:d43 EaPOL 2462 start
0042974 adronet_bYcabiSc Cisco_fO:448:d3 B4:T8;ac:fO:68:d3 EAP 2462 Response, Identity
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G 0.054287 Cinco_Ffl:68:d3 airomet_b7:ab:5¢c B4:7R:ac:FO:68:d43 EaAP 2462 Request, Protected AP [(EAR-PEAR)

|10 0.090265 Adronst_bY:ab:5c Cisco f0:68:d3  84:78:ac:fl:G68:d3 TLSW1 = M62Cldent Hello

11 0107247 cisco_fo:6E:d3 afromer_b7iab:5¢c B4:78:ac:fo:68:d3 Eap 2462 Request, Protected EAR [EAR-PEAF)
12 0. 124080 aironet_b?:ab;5c Cisco_fl:68:d3 B4:78 ac:fo:68:d3 EaP 2462 Response, Protected EAP (EAP-PEAP)
13 0.140385 Cisco_fo:66:d3 airomet_b7:ab:5c B4:78:ac:f0:68:d3 Ear 2462 pequest, Protected BAR [EAR-PEAR)
14 0154005 aironet_b7:ab:5c cisco_fO:68:d3 B4:7R:ac:T0:68:d3 EAP 2462 Resporse, Protected EAP (EAP-FEAF)
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[ 16 0.17€ME adronet_b7:ab:5c clisco f0:68:d3  B4:Fa@rac:fO:8:dY TLsvd 0 2462 certificate, client wey Exchange, cl
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18 0. 201648 cisco_fo:6E:-d3 afromer_bT:ab:5¢ B4:78:ac:f0:68:d3 EapP 2462 Request, Protected EAF (EAR-PEAF)

| 20 0. 204860 Adronet_biiabiSc Cisco fibdid3  84:78:ac:f0:68:d3 TLSW1 2462 Applicatiom Data, Application Data |
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24 0. 324589 cisco_fo:66:d3 afromer_b7:ab:5¢ B4:78:ac:fTo0:68:d3 EaP 2462 Request, Protected EAF (EAR-PEAF)
25 0, 332059 Cisco Fi 6B d3 Atronet_b7ab:5c B4:78:ac:fO: 6843 EAP 2462 Request, Protected EAR [EAP-PEAR)
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*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40:96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: d3
1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
CCKM Mbdbile is using CCKM
!--- The WLC/AP finds an Information Element that claims CCKM
support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8
!--- This is the key cache index for this client, which is set temporally.

*apf MsConnTask_0: Jun 25 15:41:41.508: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac:f0: 68:d3
(status 0) ApVapld 4 Slot O

1--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 25 15:41:41.513: 00:40: 96: b7: ab: 5c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

1--- An EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.
Further EAP messages are not described, as they are basically
the same as the ones previously-explained.

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢



(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response packet with mismatching id
(currentid=2, eapid=1) from nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.555: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.555: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 840: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKID Cache entry for station 00:40: 96: b7: ab: 5¢
(RSN 0) <br/ >

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢

Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
CCKM Create a global PMK cache entry
l--- WLC creates a global PMK cache entry for this client,
which is for CCKRM in this case.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The client is informed of the successful EAP authentication.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK( message 1), replay counter 00.00.00.00.00. 00. 00. 00
!1--- Message-1 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢
!--- Message-2 of the initial 4-Way handshake is received
successfully from the client.



*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
CCKM Sendi ng cache add

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_1) information to nobility group

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_2) information to nobility group

!--- The CCKM PMK cache entry for this client is shared with

the WLCs on the mobility group.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢c
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 866: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.866: 00: 40: 96: b7: ab: 5¢ Recei ved
EAPQOL- key in PTKI NI TNEGOTI ATI NG state (nessage 4) from nobile
00: 40: 96: b7: ab: 5c
!1--- Message-4 (final message) of this initial 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.
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*apf MsConnTask_2: Jun 25 15:43:33.749: 00: 40: 96: b7: ab: 5¢
CCKM Recei ved REASSOCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.749: 00: 40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSID
84:78: ac: f0:2a: 93

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00: 40: 96: b7: ab: 5¢
Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5¢

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢



CCKM Mbbile is using CCKM
!--- The Reassociation Request is received from the client,
which provides the CCKM information needed in order to
derive the new keys with a fast-secure roam.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Processi ng REASSCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
!--- WLC computes the MIC used for this CCKM fast-roaming
exchange.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Received a valid REASSCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM Initializing P cache entry with a new PTK
!--- The new PTK is derived.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Creating a PKC PWKID Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 0) on BSSI D 84: 78: ac: f 0: 2a: 93
!--- The new PMKID cache entry is created for this new
AP-to-client association.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
I ncl udi ng CCKM Response | E (length 62) in Assoc Resp to nobile
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 93
(status 0) ApVapld 4 Slot O
!--- The Reassociation Response is sent from the WLC/AP to
the client, which includes the CCKM information required
in order to confirm the new fast-roam and key derivation.

*dot 1xMsgTask: Jun 25 15:43:33.757: 00:40: 96: b7: ab: 5c
Ski ppi ng EAP- Success to nobil e 00: 40: 96: b7: ab: 5¢
!--- EAP is skipped due to the fast roaming, and CCKM does not
require further key handshakes. The client is now ready to
pass encrypted data frames on the new AP.
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SO093H, BV ACOHBRAYINRET ) YA VICERAEThIERNBEI_F ¥ AN
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TORTRHREERDDE, WPA2D 4 AEI/N\ R IA DV ZRITIDELETTT,
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TO—Z2T % ZENTDHOMEIE (802.11r, CORFIXNTHER) ICERYBATWNS

)., COFZERFRATSIaTHY., TXNTOWPA2FNA ATHR—RENTWVWBEDITT

EHYYERBA,

CCOFEICERRICKELRFRNIHYET, BIEITAT > NE, LLENICFRAES K T#ELEL
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COBFERTE. APAORYOEEMRTIE. WLANANOBEOVIERFERETT, CcDBES. K
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o

Mo, Time Source Destiration B35 1d Protocol  Chennel frequen Infa
2482 Authentication, SM=2Z, FH=0, Flags=......

5 0.011957 Cisco_fO-68:d2 Apple_15:39:32 84:78:ac:f0:68:d2 EAP 2482 Regues=t, Identity

6 0.022896 apple_13:39:32 Cisco_fd:68:d2 84 :78:ac:Fl:68:d2 Ear 2462 Re=pon=e, Tdentity

70044470 Cisco_fO:68:d2 Apple_15:39:32 84:78:ac:Fl:68:d2 EaAP 2462 Reguest, Protected EAP (EAP-FEAF]

8 0.069885 apple_13:39:3F Cisco_fd:68:d2 B4 :78:ac:Fd:68:d2 TLEWV 2462 client Hello

G 0.093349 Cisco_fO:-6&:-d2 Apple_15:39:32 B4 :78:ac:Fd:68:d2 EaAP 2462 Reqguest, Protected EAP (EAP-FEAF]
10 0.093916 apple_13:-39:37 Cizco_TF0:68:d2 B4 :78 a0 FO:68:d2 E8F 2462 Re=zponze, Protected EAP [EAP-FEAR)
11 0.112358 Cisco_FfO0:68:-d2 Apple_15:39:32 8478 ac:F:68:d2 EaAP 2462 Request, Protected EAR (EAP-FEAF]
12 0.11611d4 apple_13:39:32 Cizco_TF0:68:d2 B4 :78 a0 FO:68:d2 E8F 2462 Re=zponze, Protected EAP [EAP-FEAR)
13 0.12027 Cisco_FfO0:68:d2 Apple_15:39:32 84 :78:ac:FO:68:d2 EAP 2462 Request, Protected EAR (EAP-FEAF]
14 0.129519 apple_13:39:3F Cizco_Fd:68:d2 B4:78:ac:Td:68:d2 TLSW 2482 Certificate, Client Key Exchange, change
15 0.13915%6 Cisco_TfO0:68:-d2 Apple_15:39:32 8478 ac:FO:608:d2 EAP 2462 Request, Protected EAR [(EAP-FEAF]
16 0.162262 aApple_13:319:312 Cisca_fl:858:d2 84:78:ac:Fd:68:d2 EaAP 2482 Rezponze, Protected EAP [(EAP-PEAP)
17 0.166459 Cisco_TO0:68:-d2 Apple_15:39:32 84 :78:ac:FO:68:d2 EAP 2462 Request, Protected EAR (EAP-FEAF]
18 0.171454 Apple_13:39:3F Cizco_F0:68:d2 B4:78:ac:Fd:68:d2 TLSV1 2482 Application Data
19 0.175710 Cisco_FfO0:68:-d2 Apple_15:39:32 8478 ac:FO:608:d2 EAP 2462 Request, Protected EAR (EAP-FEAF]
20 0,1781E1L Apple_15:39:32 Cizco_fO:68:d2 84:78:ac:FQ:68:d2 TLSVL 2482 aApplication Data
21 0. 182858 Cisco_fO-6E-d2 Apple_15:39:32 8478 a0 FO:68:d2 EAP 2462 Request, Protected EAF (EAP-FEAF)
22 0,187006 Apple_15:39:32 Cizco_fO:68:d2 84:78:ac:FQ:68:d2 TLSVL 2482 aApplication Data
23 0192825 Cisco_fO-6E-d2 Apple_15:39:32 B4 78 a0 FO:68:d2 EAF 2462 Request, Protected EAR (EAP-FEAF)
24 0,197049 z2pple_15:39:32 Cizco_fO:68:d2 84:78:ac:FQ:68:d2 TLSVL 2482 aApplication Data
25 0. 202860 Cisco_fO:6E-d2 Apple_15:39:32 B4 :78 a0 :FO:68:d2 EAF 2462 Request, Protected EAP (EAP-FEAPR)
26 0, 203372 Apple_13:39:3F Cizco_fO:68:d2 84:78:ac:Fd:68:d2 TLEWL 2462 Application Data
27 0.X10762 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Success
32 0.224339 apple_13:39:32 Cisco_fi:d4azdi 84 :78:ac:Fl:68:d2 BO2.11 2482 Qo5 Data, SHe=l, FH=l, Flagss=.p.....TC

FNYITTE, CCTHERATIF—FY VI UIFXRCBAITIHANEMENTEY), ﬂﬂd)Hf
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W, NTY R X=DICRENTVBIEAPRIE 7L —LALBEERITSNATVWD D, DAYXT
KFBEHIZ, FNYITHEADLSEFEEAEDEAPXY E—HNHEHIRENTWVWET,

*apf MsConnTask_0: Jun 22 00:23:15.097: ec: 85: 2f: 15:39: 32
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: d2
1-—-- This is the Association Request from the client.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32
Processing RSN | E type 48, length 20 for nobile ec:85: 2f:15:39: 32
!--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00:23: 15.098: ec: 85: 2f: 15:39: 32
Received RSN IE with O PMKIDs from nobile ec: 85: 2f: 15: 39: 32
1--- Since this is an initial association, the Association
Request comes without any PMKID.



*apf MsConnTask_0: Jun 22 00:23:15.098: ec:85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*apf MsConnTask_0: Jun 22 00:23:15.099: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d2
(status 0) ApVapld 3 Slot O

!--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 22 00: 23:15. 103: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32
(EAP 1d 1)

*Dot 1Xx_NW MsgTask_2: Jun 22 00:23:15.118: ec: 85: 2f:15:39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00:23:15.118: ec: 85: 2f:15:39: 32
Recei ved ldentity Response (count=1) from nobile ec:85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 126: ec: 85: 2f: 15: 39: 32
Processi ng Access-Chal |l enge for nobile ec: 85: 2f:15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 126: ec: 85: 2f: 15: 39: 32
Sendi ng EAP Request from AAA to nobil e ec: 85: 2f:15:39: 32
(EAP Id 2)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 146: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 146: ec: 85: 2f: 15: 39: 32
Recei ved EAP Response from nobil e ec: 85: 2f: 15: 39: 32
(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Processi ng Access-Accept for nobile ec:85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Creating a PKC PMKID Cache entry for station ec:85:2f: 15: 39: 32
(RSN 2)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0O
for station ec:85:2f:15:39:32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274:

New PMKI D: (16)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274:

[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5

!--- WLC creates a PMK cache entry for this client, which is

used for SKC in this case, so the PMKID is computed with
the AP MAC address (BSSID 84:78:ac:£0:68:d2).

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Success to nmobil e ec: 85: 2f: 15: 39: 32
(EAP Id 12)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275:
Including PWKID in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275:



[ 0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5
1--- This is the hashed PMKID.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobil e ec: 85: 2f: 15:39: 32
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPCL-key in PTK_START state (message 2) from nobile
ec: 85: 2f:15:39: 32
1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 285: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobil e ec: 85: 2f: 15:39: 32
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15:39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nmobi |l e ec: 85: 2f: 15: 39: 32
!--- Message-4 (final message) of this initial WPA/WPA2 4-Way
handshake is successfully received from the client, which
confirms the installation of the derived keys. They can

now be used in order to encrypt data frames with the current AP.
CDAERTEE, APEDA VLA VZATNE, BUBAOEF 1T ZEENTO PVK Z2F
YY2ALET, LEANT, ERIZATVREENFEATOBEVWHLVAPCO—Z>T
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WPA2 D 4 FR/N\NY R TIAVERITIBDELETTY,

Mo, Time Source [rectiration BERId Protoce!  Chanrel frequency Infa

70, 026743 ple_15:39:32

X ORI, 94T MY S5OBANDE02MMFA—T 2 AT ARE7 L —ARKRE
TVEEBAN, COTL—LREBIISBETHE LD, REENTVBEIFRICKDENTRESD
WEHA. BRI, ZOHITEOverthe-Air (OTA ; B ) 7L—ALAZAZT77321EHIC

FERENZTREATRELFEDAVLANTY M A=Y TRNIITICK2T, ZOEBED
TL—LHNAAXA=—2ENTVWEBVEHTT, EEL, COBTREBTBENOLEHICCDTL
—LZE L TVWET, Overthe-Air (OTA ; B8R ) NTY MM X—TZRITITBRIC. Ch

NFRETDUEMNIHDEIFELTLKEETY, —BOTL—LBRAAXA—DTRETSH
BEMNBYETH, RBIZEISA T NEAPOBTRTENE T, T5THEVE, D

BlcEO—I>JFBRKBRLER A,

COEREFIT7TO-—I2IBKXOWLC FNYTOENZRIZIRLET,

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Reassoci ation received from nobil e on BSSI D
84:78:ac: f0:68:d2

!--- This is the Reassociation Request from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32
!--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Received RSN IE with 1 PWKIDs from nobil e
ec: 85: 2f: 15: 39: 32
!--- The Reassociation Request from the client comes with
one PMKID.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787

Received PMKID:  (16)
*apf MsConnTask_0: Jun 22 00: 26: 40. 788

[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5
!--- This is the PMKID that is received.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Searching for PMKID in MSCB PWKI D cache for nobile
ec: 85: 2f: 15: 39: 32

!--- WLC searches for a matching PMKID on the database.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f:15:39: 32



*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Found a valid PMKID in the MSCB PWKID cache for nobile
ec: 85: 2f: 15: 39: 32

!--- The WLC validates the PMKID provided by the client,

and confirms that it has a valid PMK cache for this
client-and-AP pair.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Setting active key cache index 1 --->0

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac: f0: 68: d2(status 0) ApVapld 3 Slot 0
!--- The Reassociation Response is sent to the client, which
validates the fast-roam with SKC.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Initiating RSN with existing PMK to nobile
ec: 85: 2f: 15: 39: 32
!--- WLC initiates a Robust Secure Network association with
this client-and-AP pair based on the cached PMK found.
Hence, EAP is avoided as per the next message.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f:15:39: 32

*dot 1xMsgTask: Jun 22 00: 26:40. 795: Including PMKID in ML(16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795:
[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far
that are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 811: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32



Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobil e ec: 85: 2f: 15: 39: 32
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BA LDV, 120 PMK ( BEEY—/NTOHIE D 802.1X/EAP FREENEIC MSK A S EH &
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HETOIXTOLAPICRL TN aJ2#E2TL., EROWLCEATZOPMKERIET 3-8 (2
FEUTFA4TIIN—T%2FERALET, LEN 2T, ZhikAutonomous APIREICK T2 HIBRT T,

COEXTR. PMKID £+ Y324 (SKC) DBE ERE. WLAN ADBEE QBRI
ADYEBEERTERYET, TLTR, F—R JL—LERETHHIC. RIAH— ALﬂ?%
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ko, Time Source Destination B35 [d Frm::ll Chanre frequercy  Info

5 0.107300 Ciscn_fO:EE:d? Adronet_bi:ab:%c B4:FEiac:fD:BE:d? EAP S4B Request, Tdentity
6 0.1X17%% Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:dr Eap 2462 Request, Protected FAP (FAP-FEAR)
I L 2 B g T e T G e L e B e T T e | R
8 0.1F87M0) Cisco_fD:6E:d?  Adronet_b¥:ab:5c Ed:FE:ac:fD:6E:d? Eap 2462 Request, Protected CAP (FAP-RFEAR)
g 0.1920%9 Aironet_b?:ab:5c Cisco_fi:66:d2 Bd:FEac:FfO:6E:d? EaAP 2462 Response, Protected FAP (CAP-PEAR)
10 0. 207860 Cisco fFO:6E:d?  Adronet_b?:ab:5c Ed:FE:ac:fO:6E:d? Eap 2462 Request, Protected CAP (CAP-RFEAR)
11 0. 737 Adronet_b?:ab:%c Cisco_fO:68:d2 Bd:FE:ac:FO:6BE:d? ECAR 2462 Response, Protected CAFP ([CAF-PEAR)
12 0.221517 Cisco_fO:6E:d2 Afronet_b?:ab:5c &Bd:FE:ac:FfO:6E:d2 EaP 2462 Request, Protected EAP (EAP-FEAR)
|13 0.Z42089 Aironet_bliab:Sc Cisco_fOCBE:dd  BdcTEraccfO:6E:d2 TLSWL 2462 Certificate, ©lient Key Exchange, Change
14 0. 23185% Cisco fO:G6E:d2 Afronet_b7:ab:5c Ed:FE:ac:fO:6E:d2 EAP 24E2 Request, Protected EAP [EAP-FEAR)
15 0. 34304 Adronet_b?:ab:%c Cisco_fO:6E:d2 Bd:FE:ac:FO:EE:d? EAF 2462 Response, Protected EAFP (EAF-PEAR)
16 0. 238722 Cisco FO:EE:d2 Afronet_b7:ab:5c &d4:7E:ac:FO:6E:d2 EAP 24E2 Reguest, Protected EAP [EAP-FPEAR)

18 0. 269769 Cisco FO:EE:d2 Afronet_bfrab:Sc E4:7E:ac:FO:BE:d2 EaAP 2482 Requesl, Protecited EAP [EAP-PEAR)

20 0. 276927 Cisco FO:BE:d2 Afronet_bfrab:Sc S4:78:ac:lD:BE:d2 EaP 2482 Requesl, Prolzcled EAP [EAP-PEAR)

|21 0.2B0525 Adronet_b7iabiSe Clsco POCEE:d  B4:TEsaccfDiEE:d2 oTLswl ME2 spplicalion Data, Application pata
22 0.287232 Cisco_f0:6E:d2 Afronel_b7rab:3c S4:7E:ac:f0:6E:d2 EAP 24E2 Requesl, Prulacled EAP (EAP-PEAF)

[ 220.200451 Adronet_b7iabiSe Clsco TOCEE:d2  B4:TEraccfDiEEndr oTLsel MEX spplication Data, Application pata
24 0.302861L Clisco FO:GE:d2 Afronet_bfrab:3c S4:7E:ac:l0:8E:d2 EaAP 2482 Requesl, Prolecled EAP [EAP-PEAR)

|25 0.HIIEL adroner_b7iabiSc Clsco POCEE:d2  Bd:TEsacciDigEndr omesel ME2 spplication pata, application pata
26 0. 337874 ciscn To:EE:d2 Afronel_b7:ab:3C S4:78:ac:f0:6E:d2 EaAP 2482 Sul:n:es.s
27 0. 339484 iE B:d Afroner_b7:ab:5c &d:7E:ac:f0:FE:d? EaPOL 2482 (Me .nqﬁ
FER Cisco_TO:6E:d2 [H
29 0. Aimnet_b.-":ab:ic B :
30 0. Cisco TO:6B: d2 [EH 2462 Key (Meszage 4 of 4)
ELI -15'-‘.133 afroner_ b.- a.b SC proadcast Bde7Erac:fO:6B:d2 S0Z.11 24E2 005 pata, SH=Z437, FM=0, Flags=.p..... TC
312 0.473985% Cisco_fO:6B:dd  afronet_b7:ab:5c B4 7grac:fO:6E:d?2 &02.11 2462 005 Darta, S5H=3l, FN=0. Flags=.p....F.C

FTINY THACE, WLANNDOHEFREIRIC (RICRIELSIC ). CORFIXY RNTHHASH
TLVW3ZTDMOARNEEFNIZEAUEAPRIRLY7 L — AR REh, WLCTHEAEhD F—F+
YIOUTERMIEBIBDIHANEMENATVET, ROFNYTHIEHEARATHY) ., BETZIHER
EHZaRLTVWET,

*apf MsConnTask_0: Jun 21 21:46: 06.515: 00: 40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID
84:78:ac: f0:68:d2

1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 20 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds an Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Received RSN E with O PWKIDs from nobile
00: 40: 96: b7: ab: 5¢

l--- Since this is an initial association, the Association



Request comes without any PMKID.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:68:d2 (status 0) ApVapld 3 Sl ot

!--- The Association Response is sent to the client.

*dot IxMsgTask: Jun 21 21:46:06.522: 00:40:96: b7: ab: 5
Sendi ng EAP- Request/ldentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 614: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 614: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1x_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 843: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKI D Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢

Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0O
for station 00:40:96: b7:ab:5

*Dot 1x_NW MsgTask_4: Jun 21 21:46: 06. 844: New PMKID: (16)

*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:

[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- WLC creates a PMK cache entry for this client, which is
used for OKRC in this case, so the PMKID is computed
with the AP MAC address (BSSID 84:78:ac:£0:68:d2).

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
PMK sent to mobility group



!--- The PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40:96: b7: ab: 5¢c (EAP Id 13)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PWID
cache at index O of station 00:40:96:b7:ab:5

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 844: |ncluding PMKID
in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- This is the hashed PMKID. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far that
are used in order to finish the encryption keys
generation/installation.

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 889: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 890: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobi |l e 00: 40: 96: b7: ab: 5¢

COARTE., TAVYLARAISATURE (TRTOEERKRAP O ) WLC &, BHICHETE

NEtEF175EESFFLS, TO1D2OPMKZF YY1 LET, EXRWIC, D1VLAY
SAT Y N BEDAPICERTZ LI, 9547 MOMACT RL A, APOMACT RL A

( WLAN®DBSSID ), 8 KRV ZNDAPTHIEE hBPMKICETWTPMKIDA/\YZ1&hFET, L
EN2T, OKClE IXTOAP ERBENIZATRNDODESHICEUTPMK Z2Fv¥Y 21951k
H, COVZATRFBOAPIC (B ) BEEFFEIhZBICHLVPMKID Z2/\Y> 19512

HICEFENDER, FILWAPMACT7RLADKTT,

DZAT 2 MFLULVAPAOO—I T 2AKL, BEESHERTL—LZEETDE, v
Y AENEPMKASREF 17O VJILEAEND CEZAPICBHT R HEN HBDES.
94T MEWPA2 RSNBEHREZIZPMKIDZEBMLET, O—=2 4 % DBSSID(AP)D

MACT RLAG T TICRBENTEY ., VTAT VNS OBEEFHTERTHERAE D HL L
PMKIDZ/\Y> 193 HTY. 94T RDSCOEREZZETSHE, APE, TTICRE
LTWRE(FvYv21&hzPMK, 754F7 2RO MACT RLA, SRV HE AP O MAC



TRLAR)#ZFEALTPMKID 2/\v> 1L, PMKID D —H %R T2 RIOBEERFISET
RELERT, Fv Y2 1ENEPMKE, FILVESF—ZEETHLEHIC ( BRTPEAPZAFY
T7EBEHIC), WPA2D4FE/N\ RO TIAVERBITSD—RELTHERATEED,

M L SOurce Llestiratbaan gz 1d Praesscd l'.l'lill'll'h:l1[‘\:‘q-\.ll'l'r"|:|I st

(FRzac:F0:2a:9F E0Z2.11 2437 q.-.:. Data, Sh=4l, Fh=0 1, Elags=.p....F.C
P8zac:fl:faz9r  EBO2.11 2437 QDS Data, SNet 03, Fueld, Flagse.p.....TC

LAEFRR3 Ciscn_fhidaz -'-ID airaner_k7:ah:sc
10 4. 467688 Adronet_bhsab:Sc Cisco_fS:4azd0
] m

T Frame 3: 201 bytes on wire {1808 bits), 201 bytes captured (1608 bits)
;] Rilﬂﬂ'l:-a.r.'l Header w0, Ll‘_l'g'Lh 1E
- IEEE 802,11 meassociation REQUEST, FIag5% .awsewi
Typa/ Ssubrype: Reassociation Baquest (0w07)
@ Frame Control Field: OxXO0o
SO0 0001 S011 1012 = puration: 312 microseconds
receiver address: Clsco F0:2a:92 (R4 78zac:fd:2a:92)
pestination address: Cisco_f0:7az9? {B4:7arac:f0:7a:92)
Transmitter address: Aironct_b/zab:bc (00:30:%h:brrab: 4]
Source addres:s: Afronel_b?iab:Sc (D0:40:95:07 tabz3iC)
pss 1d: cisco for2a:az (&4:78:ac:f0:2a:92)
Fragmant rurber: 0
Sequence number: 2B
@ Frame check sequence: Oxd?08d086 [correcl]
= IEEE 802,11 wireless LAN management frame
i+ Fiwed parameters {10 bytes)
O Tagged parameters {14% bytes)
E Tag: SS5ID paraneber sebl: WPAZ-Caching
F Tag: supgorted paves 1, 2, 5.5, &, 9, 1L, 12, 18, |WbitT/sec]
= Taq: extended sepported rates 24, 3§, 45, 54, [Mbit/sec)
= Tag: RSN Tnfarmation
Tag MWumbier: RSN Information [4E)
Tag length: I8
RaH werston: 1
® Group Cipher Suite: OD-Of-ac (TeeaB0F1) AFS [CCM)
Pairwise Cipher Suite Count: 1
# Pairwise E'ipl'lEl" SUiTe LisT 00-0F-ac [ITeeeBld2l) aEs (CCM)
auth wey Management [asrd suite count: 1
® Auth ey Management (akM) List Od-0Ff-ac (TeeefD? 1) WPA
© RSN Capabilities: Ox0D28
PHKID Count: 1
= PMKLD List

CORTE, 74T SOBRERNTER7L—LFBREh, EEEIhT, 7L—L0D
HHEHRETEET, MACT RLABIRE. 802.11i - WPA2(Z ZEH#L L f=Robust Security
Network (RSN ; BEZEFIVF IRV RND—0 ) OBRERENEENTHY ., COBEENT
CERENBWPAZRECE T A BB TENTLET (RBRTENTVBOR, \Y1e
hi=BA D SEBENEPMKIDTT ),

OKC Z2ERALLBELF1T7 O—I2JFHDWLC FNY TOENZRICRLET,

*apf MsConnTask_2: Jun 21 21:48:50.562: 00:40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSI D
84:78:ac: f0:2a:92

1--- This is the Reassociation Request from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 38 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds and Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Received RSN IE with 1 PMKIDs from nobil e
00: 40: 96: b7: ab: 5c
1--- The Reassociation Request from the client comes with
one PMKID.



*apf MsConnTask_2: Jun 21 21:48:50.563:
Received PMKID:  (16)

*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Searching for PMKID in MSCB PWKI D cache for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
No valid PMKID found in the MSCB PMKI D cache for nobile
00: 40: 96: b7: ab: 5
!--- As the client has never authenticated with this new AP,
the WLC cannot find a valid PMKID to match the one provided
by the client. However, since the client performs OKC
and not SKC (as per the following messages), the WLC computes
a new PMKID based on the information gathered (the cached PMK,
the client MAC address, and the new AP MAC address).

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Trying to conpute a PMKID from MSCB PMK cache for nobile
00: 40: 96: b7: ab: 5¢

*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: BSSID = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0O 2a 90
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: real AA = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: PMKID = (16)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM AA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM SPA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac: f0:2a:92 to PMKID cache at
index O for station 00:40:96: b7: ab: 5¢
*apf MsConnTask_2: Jun 21 21:48:50.563:
New PMWKI D: (16)
*apf MsConnTask_2: Jun 21 21:48:50.563:

[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Conputed a valid PWID from MSCB PN cache for nobile

00: 40: 96: b7: ab: 5¢
!--- The new PMKID is computed and validated to match the
one provided by the client, which is also computed with
the same information. Hence, the fast-secure roam is
possible.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 0

*apf MsConnTask_2: Jun 21 21:48:50.564: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 92



(status 0) ApVvapld 3 Slot
!--- The Reassociation response is sent to the client, which
validates the fast-roam with OKC.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Initiating RSN with existing PMK to nobile
00: 40: 96: b7: ab: 5c
!--- WLC initiates a Robust Secure Network association with
this client-and AP pair with the cached PMK found.
Hence, EAP is avoided, as per the the next message.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Ski ppi ng EAP- Success to nobile 00: 40: 96: b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in
PMKI D cache at index O of station 00:40:96:b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570:
Including PWKID in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 21 21:48:50.570:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far,
which are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_4: Jun 21 21:48:50.589: 00:40:96: b7:ab:5
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.590: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobil e 00: 40: 96: b7: ab: 5¢

FNYITHADTRDICRITKSIC, 9FAFT NI SOBT7YII—23a ERNZESNLEE
T. PMKID A"STEE N3 BENHYET, Chik, PMKID Z2RITZET, Frvvidh
EPMK A" WPA24 D4 N R IAVICERAEN, BSLF—NFERESh, 8FEF217 O
— SN RTUECE#BBITHEOICHKEERYET, FNANYITDOCCKMI N AEEBRL
BOVTLEEV, chlE, GIIRLELDSIC, CCKMTREABELKOKCEZERTIAEOICHERATNET
o CCTMHCCKM &, HOBICWLC IC& > THEAETNZDBHICTET, PMKID 251E T3 1=
HICEZNIBTIHEENDZBIHDLSBENTT,



FlexConnect T ® Opportunistic Key Caching ® {&Ff

RN YR—RENRTVET, ChiZlF, O—ALBREFFROTF—RASYF TN
EFEhET, APHELFlexConnectZ IL—7"O—THBDHE. aEZtEF2170—-I2T1F
APICE 2 TIThbh, ThUADEE, aRtEF170—-I2J I MNO—-FIC&K2TITD
nE7,

X COREWR. APARELUFlexConnectZ IL—7 EICEVWBESICHEEELE TN, HRFLE
HR—NEIhTVBIRETEHYFEA,

. Flex Local Authentication "/ R—RENTVWE T, BET—RTE., Frv > 1EFAPA S
v hO—ZICBAE N, RICFlexConnectd IL—7 HADEY) DAPICEGFEhET,

ARV RTAOVE—RAYR—RENET, FYYIIANITTILAPLICEETSDHEE (UE
NDERFBICLD ), BREFIT7O—IINHELET, AZRTZOVE—ROFLLER
TR, EFEF21T7O-—IJFYR—KhEhELA,

Opportunistic Key Caching @ &t

CODAVYLAIDZATUREWLAN A VT SARNTOF ¥ iE, B8O PMKID 258832 H4E
Fix<, WLAN ANDIERIEAS 1 2O TOPMK 2F v+ v 192 E T TEAET, TN
% AEREFIT7O-IJ0RIEZTSES, FAPOEF 1 7HBEEMITICHKELR, &
17 PMKID ( BEEMTERICFERAETND ) Z2B/\V21T2HENf HYET,

T, DAVYLAIZATRE, ILWAPAOEREREF2T7 O—Z2J %, (SKC
EFIE-2T)ZTDOAP ICBHERNFENEZENBVWBAETE, ELU WLAN/SSID TRITLE
To VAT RDODO—I2TRERDTRNTOAP DPMK F v v 1 nBEhdEHRR
NEACK>TEEENATVEAPOLVT D 1 DI L THE D 802.1X/EAP BRI % 1T 2
TVWhiE, 954728k, COWLAN TOTAT7R2ALDEDBET, 26N EFRIALZE
ET5HBEBEEFHYFTEA,

Opportunistic Key Caching ® f&Fit

cCcOBFRE, EFEOIRE, D2FY, V5478 EY23 NS5 12080 PMK ZF v
VAL THETZREZEBSASHAOEEFE (WLAN O MO—FHKE ) DTFICTXT
D AP FENPNBDREBICOKBEAECNET, LEN 2T, COARNK, BEE AP OREIC
BREENhET,

COARNICEHAES NS FZEIE, 80211 A TREREXLREENTVERLBA, LENF DT,
BR—NETFNARZEICKELSERYET, ICELMDDHST, COARKE. 802.11r DEIH
FTICLBHZ<EAETATVLETD,

MProactive Key Cachings &WS ARICDOWT

Proactive Key Caching(PKC)l& OKC(Opportunistic Key Caching) £ FEIE N TH V), < D2DO D HFE
F. CCTHATIRAULZZHATIRICAUEBERTEAETAE T, LLAL, CORER.
2001 FOBERATERLLEVF YYD THRAOBRTEAENTLRL A, 802.11i %
BIEICKY), TEFREL (BEtEF170-IJ0—E, ZICBBEHALET ) 0EHL
WHSEBERTHEAENDKSICAVYEL K, PKC & OKC ( Opportunistic Key Caching ) & €&
REAEEERBYETH, XBABETEREND PKC . BERNICIIEFRIATIEE< OKC %15
LTVET,



FHFRAEFEALTOEREF2 7 O—Z27

COARE, IEEE 802.11 BERIKD 802.11i EF 1 VF A BERTRERREENLEENDTHD 1D
. WPA2 TEFMELET., LAL., COFRIE. CiscoWLAN A 7T ARNTIOF ¥ HAHR—bN
LTVWEVE—OEEREF17 O—IJ9AKTT, LEN 2T, CCTR, HOE2EREITHE
BIZHBIZOHRELET,

ERRIAZEFESE, DA VLAITATUNE, BED AP ICBEEMITShI-RET, 1 EICE
BWOAP ADRIANTEET, CHNRETREE, VSAT NG, REELETO AP IC EAP
R 7L —LZEELETHS. COEAPRRRI7L—LDREEE. 74T NN EFRRIAETH
ot?é@@(iﬁi#u@ﬁw)AP( —IVIROBRBER)SDIERD AP) TT, BE
DAP I, ChsDT7L—L%, PHATLENLTE—TYNAPICEFELET, LWL AP
l&. RADIUS % — ALﬁng®774l/h@w&@é%&ﬁUi?o%ﬂL&erWMK
FLWEAPRRRE N R IAONFRTL, COFLWAP K, A—tE>F145—20%E =R
ELET,

EZHF, 9SATMFEBO AP ICO—I T 2T5HIIC, TSSO AP TORE PMK &
HEETITRDEVSEDTT, LEN2T, O—ZI2T%2ETITBHEEICRK. 9547 MET
TICRIEENITHY, PMKE, APEYVTATRNOBEOZOFLWEEHBEEMSTOLED, T
TILFYY2AENTVET, LENT, 9547 NFYEOBEENFERZAXAEL 2
&, APE 9SAT RN ARENRIADRTSETT, @RO—IINTEET,

BRRAOHR— 27 RNZAXFBRSNIE7 1 — )L RERTAPE—TIV OEFZRICKL
Y (hF, BRFREANAYR—RFEAhTVEVWZ L ZHFEL 1zCisco APOENDTT ),

(2384 BITS) on interface O

W Radiolap Header vO, Lenglh 26
7l IECE BOZ.11 Bracen frame, Flags: ........C
< TEfE AOZ.11 wireless Lan mamagement frame
E Flxed garameters (12 byTes)
F Tagyed paramelers [232 I'.l:.rL-::uJ
Tag: SSID paramcter set: Notmrixed
= Tag: supporTed @arTes Flf-:’:l 9, 17(R), 18, 24(8), 36, 48, =, [whiti=zer]
= Taq: Trattic ndication Map (TIM): DTIM O of O DiTmap
A Tag: Counley Informalion: Counbey Code U5, Emvicormenl Ary
Tag: QESS Load Clement H02.11e CCA Wersion
=) Tag: Power Constrainr: 2
5 Taq: HT capagdliTies (892,110 od,10)
Sl Tag: RSN Infurmalion
Tag kumber: REN Information (45)
raq lengrh: M
Ry version: 1
A Graup Cipher Suile:; GI-0M-ac (Tee=B021]) AE5 [CCN)
Pairwise Cipher Suite Count: 1
y Palrwise cipher suite List OD-OF-ar (Teea&NZ1} ACS (COM)
AUTh ey Management {akM)} suiTe count) 1
A Aulh Eey Managenenl (aER] LisL (00-0T-al (TeeeB021) PS5
| REN Capabilitios: OxCUIE
tear eien ave- ... = BEN Pre-suth rapabiliTies: TransmitTer coes not support pre-authencicarian
BN N RSY WO Palriise Capabl MTies: Transeitier can SUpport WER feTault Key O simditaneous ly with Fairwise ey

sose 1. = RSN PTHSA Replay Counler Copabililies: 2 replay counlers per PTESA GTESA/STaKeysa (0x0002)
. ..10 .... = REN GTKEA Replay Counter capabilities: & replay counters per PTESA/GTHSASSTAKeySA {UxUonZ)
ve 2. ... = ManagemEnt Frame ProTectian Required: False
B e HMAMTAGRMENT Frame ProTection Capahle: =alse
coal siie wewe o= J0P0L MUTLi-band RSNA: False
= .. = Peerkey Enabled: False

= Tag: HT “Irfarnarion mn? 11n .11

= Tag: RM Enabled capabiliTies (5 ocTers)

1l Tag: Cisce OOl CKIF + Oevice Wame
Tag: Wendor Specific: Aironet: Aironct DTPC Power Tewvel UxUy
Tag: wendeor Specific: micrassf: eMMAME: Paraneter Elensnc

- Tag: wendor specitic: alroneT: afranet unknown (1) (1)

= Tag: wender Spedilfic: airomel: aironel Cox version = 5

| Tag: Wendor Specific: Aironet: airanct Unknown {113} {11}

o Tag: wender Specific: airenet: airanet Clienmt pEp cnabled

B RRED KA

PMKIE, AP & V54T hNEDREBEENT 1 D2IED2E1 DFELET, O &R, AP
AHBZZTTF—HABEINEEE, EF1VT A LORRERBITZENTERT (Tt



DAPICREATEEREA ), LEL, COEFIUTALEORKRE, WAANAZTZARNTY
FriZiY, HOFXECHEWTERERBFETHISENATVET,

ERIEBRLD ST PT

-PMKIE AP &1 DFDOTHDESD, I9TFA4T7 2 M RIETEDEFRIALARER AP OB
NHERBRENET,

cOTAT R HLUVAP EQEFRRRIZTDS ETNC EAP RO RBA1Th N B 128,
XY RND—=D T —NNOERHIKEL BN ET,
CCOARRBEYRAETATOEVED (OKC DESHE<L<FEATATVET ), FEAL
DIOANLAITZAT NI COFREZYHR—NLTVERA,

802.11r ZEALTH®EEF1IF7 O—Z27

802 MMr S ERICEI<KBEEF 17 O—I2JFE (802.11 BERETHIERB ML EE BSS
#8417, BI& FT) [&. IEEE A" AP ( Basic Service Set (BSS ) ) MO EEBITEEITITHLHDY
1)1—232&0LT802.11 RIETHHT (2008 F ) ERICHERBLAEFARXNTHY ., WLAN TH—
ZREHRVPF YV 132BRICEAENDT—HBEZHABICERLTVET, LEL, TOK
AEHEVEATLVEEA, TEERHREB, SEBTHIRRICLEREEICEATREAY 1 -
AV, TTILRPICEHBDCETT (CORFIXNTITIEHEALEAROVThAD
VOWLAN EATHOFERAKE ), BE (2013 FET ). ASHAOFT AT arvaHR—KNLT
WBFINARRILKDETT,

COFERF. FHLWEZX, EREXETNA A (RENBRBDIETNAA)THFyv>ach
5 PMK DEBOLAVYHFEAEZHTVRENS, HOAXKABIEMRICEVERT, iz
BEEFIT O-I2T0ESBIFTIAVERBLET, LEAN 2T, 2OARIEOVT
., FRORBEFEAARBET TSIV EHSIBAFEERBHNICETEDHET,

802.11r [&. SKC LT OKC E XD RN ERZVET,

N\RIIAD XV tE—22% (PMKID, ANonce, & T SNonce DXL ) (&, BES
BT 7L—ATREL, 802 MBI L —LFTERETV3> J7L—ATITHNET,
PMKID ¥+ Y2 I0FREGFERY, (B) BERTXYE—CORBRICETENDEIR
DA4FBA/NRIIAD J7I—AGFEBEIAET, FLLWAPICELDF— N\ RIIAMDE
IOTATRIEBDFHLULVAPAOO—ZI VI EEREBERTATLICTONDEICEHE
EThET,
L EBERO-ZVINRIIADICE, ARBHEDES AT ADS)BHD2DODFENAES
nNTLVET,
- 802 11r &k, F—HREOLAVHFMEOARXKIY BB >TVET,
. CO7ORINGE, 9FA4AT M O—I2T35BICF—BEOLEOD 4 FE/\ R T
AO%BBTED (CONRIIAVEVBEEBTICHLVBESF— (PTKBLVP GTK) %
£RTB ) s, RBEEIC 802.1X/EAP AT HEEE T THEL, PSK #FEA TS WPA2 &
YRTYFICEBRITZDCENTEET, CchiCkY), ChSOEAP XKL 4 FE/N\N RS
IA OB TOLIABVWEY RT7Y TR, O—I2INEsICgRbehET,
COBARTR, DTAVLAITATURE, WLANA VT SARTSIF YIS B HERREE =
B0 AP ANDQEHEN BTN EEEIC1RAETFIT2T, BUFTEEUT A4 RXADO AP
TO—X277275BICEREXF1T7 O0—Z2002RITLET,

FTEEUT A4 RXA R, HILLWEIZD 1 DT, EXRWICIE., AL SSID #FHAT2EHD



AP ( Extended Service Set ¥/zlE ESS EFEFENET ) T, AU FTF—ZFERHITIENDZEIELF
T, chid, ChETICHALEMOFRXEUTVERT, APHAFTEEUT 1 RXAS 2 F—%0E
ITRHZEEF., BE. WCREEUT AN —TREQHRREFBEY NTY TS ICEDVTVET
o XL, COFERAutonomous APIRIBEICERETEET,

F-REOBMEZRICRLET,

-MSK &, 22TE, 94T N HTUAY NEREY—/NIZDOVT, #1E0D 802.1X/EAP
W7 I—AhsBHEWET (RIAFRBTHE, RAT—N\rSHF—t2F1T7—%&
(WLC) ICERIEENET ). <O MSK E, O AXDBEEREK, FTF—RBENI—RE
LTERAEThET, EAPRIEAR TSR WPA2-PSK 2T 28BS, EEAMIC PSK EC
M MSK T3,

RTIALAXANAZ— F—RO(PMK-RO) l&, FTF¥F—REBEORADLARILOF—TH>
MSK A5 E8HENET, 0O PMK-RO DF— KRILA—E, WLC EIVFATFTRTT,

L2BHOLRILOF—F, R7ITAL X NAZ— F—R1 (PMK-R1) EFFN, PMK-RO A
SBHENET, cOF— OFRILEF—E&, 9F4T7 >, PMK-ROZFEDWLC ICK2T
EEEhd AP TY,

FTHF—REBO 3EFBEN DRELARILOF—E, PTKTT., chik, 80211 I-F ¥ AFD
TF—R JL—LEBETDLEHICERAEND2BRENEF—TT (WPATKIP £l
WPA2/AES 2T 2N FRERETT ). <O PTKIE, FT Tk, PMK-R1 A58 H&
nNEdT, F—FRILEF—. 94T R, WLICIZK>TEEEND AP TY,

FEWLANR D A — & REDFRTE ( Autonomous AP, FlexConnect, X ¥ 217 & ) ICBUT
 WANT 2V 7S ARSOFYREBDFAETF—ZHEEBLVOCNETEERT, F—FRILKX
—DREEZEFITDCEETATERTN, CECORFIXNOEEAATHS 2D, B
ROF—EBOBENICE I[N ROERIERYET, EVWE, YVINIITOREEZRY
FTREDICAVTZARTZIFY FNAA(BLVPO—R) ZFHLLS N T B ENER

ICHABETHEVRY, ZBICE. 7O0CROBERICEThEEEELEREA,

Over-the-Air T®O ®iE BSS B1T

CODARTIE, AP’\G)EﬂJJODBEJ_fHﬂIWLAN'\G)E.%0)*)]@ RS CTT, cDFE. XOBEEA
X=DIZRTEDIC, F—R2TL—LNFEEETNDEIC, BIEEHY—/NICX T 5802.1X/EAPFRELE
REeF—4EROEODIFmmIN I*‘:/Ifr'?b“'%iﬁ“%u%gb‘“&ﬂ) £7,



Mo,  Time Source Drestinaticn 355 Id Fratocol Chennel freguency  Info

e[ R
£32 sSBEIACITUIBE: '. 2462 authentication, SN=278&, Fn=D, Fla
L]

5K App 13003
3 0. 003228 Apple_15:39:32 i SCD_'FEI GB:d Bd:7B:ac:fO:68:db BO2.11 2462 Association R&queﬂ SN—_':E FH—ﬂ, |

5 0, 1783 Cisco_fo:o8:dd Apple_1%:39:32 Bd:/Biac:TOi08:d6 EAP 2462 Request, Identity
6 0.040994 apple_15:353:32 cisco_fo:EE=dé Bd:7B:ac:f0:68:d6 EAP 2452 Response, Idencity
F 00BN Cisco_f0:68;di Apple_1%:39:32 B 7Brac:fl: 6806 EAP 24062 Request, Protectad EAP [EAP-PEAR)

0, 132004 Cisco_fO:68;d6 Apple_1%;:39:32
0.136062 apple_15:39:32 cisco_fo:6E:déE

9 - 2402 Request, Protected EAP (EAP-PEAF)
o Bd:7

1 0,151652 Cisco_fO:68;d6 Apple_15%:39:32 B4 ?B ac: fﬂ 68 dh

2 Bd:7

3 B 7

2462 Response, Protected Ear [EAP-PEAP)
2462 Request, Protected EAF (EAP-PEAF]
2452 pesponse, Protected ear [EAP-FPEAF)
2462 Request, Protected EAP [EAP-PEAR)

B ac: fﬂ UL

0.154937 apple_15:39:32 cisco_f0:6E:dé
0,159064 Cisco_fO:68.;d6 Apple_15:39:32

EEEER

Boac F0: 68,06

15 0, 180451 Cisco_fO:68;d6  Apple_13:30:32 B4 7Ezac:T0; 08606 EAP 2462 Request, Protected EAF (EAP-PEAF)
16 %, 90B749 apple_15:33:32 cisco_fo:6E:dE Bd:7Brac:f0:68:06 Eap 2452 pesponse, Frotected ear [EAF-PEAF]
17 3, 96050 Cisco_fO:68:d6 Apple_15:39:32 B4 7Bzac:fO:68:d6 EAP 2467 Request, Protected EAP [EAF-PEAF)

20 3, 956529 Cisco_fO:68:d6 Apple_15:39:32 Bd:7Brac:f0:68:46 EAP 2462 pequest, Protectad EAP [EAR-PEAR]

22 3,966771 {isco_f0:68:d6  apple_15:39:32 Bd:TBrac:TO:65:d6 EapP 2462 Request, Protected EAP [EAP-PEAR)

24 3,97851% {isco_fo:e8:d6 Apple 15:39:32 Bd:7Brac:TO:65:46 EapP 2462 Request, Protectad EAP (EAP-PEAR]

. 9B799E Cisco_f0:68:d6 Apple_15:39:32 Bd:7B:ac:f0:68:06 EAP 2462 SUCCess
. 980754 Cisco_rO:68:d6 Apple_15:3%:32 Bd:T7R-ac:T0:6E:db EAPOL 2462 n!'y I'IllE!.E.ngE 1 al 4)

R 139 Cisco_fo:gBE:de 17Bzac:TO:6E:46 )]
.I:I‘.I.:II'EI-i-1 .J.ppll:__S 39:32 IPvEmMCAST_ D000 0B TR a0 BE G ED2.11 2 E? QoS Data, EM-:I.". Fh=0, Flags=.p...

= Tag: BSN Irtormation
Tag Mumber:; RS Information (48]
rag length: 20
RSK Wersion: 1
+ aroup cipher sulte: 00-0F-ac {LeeeB02l) ass (ComM}
Pairwise Cipher Swite Count: 1
+ palrwise Clpher Suite List 00-0f-ac (leeeB0ZLl) aes (CCW)
auth Eey Management (ak®) suite Count: 1
o AUTH Key Management {akd) L1sT 00-0T-ac (leseB02ZL1) FIT ower Leee S02.1X
T RSN Capabilitdies: Oxd00c

EFBEVRROEHVYTT,

CREF—EEBXOSI—2a N BED WPAIWPA2 EIEFETRELZ S, FT Z2HR—KNT
DWLANA VT SARTZIFYAOBEERFATOAZEEIL, COXRDA I -3 T
SEOOEMBERNFIERENETT, RICRITERSIC, 94T MDSOBEERNTERTL
—ALNERE N, RNSEBRERODAKMT 1 —)L RFEFARRENT, COISAT KD
802.1X/EAPRRH TCFTZRITIBMENHBD & Z2RLET,

Eh, BEUT A RXAUBEREER (FTO—3) ERENhTVET, COES,

Capability and Policy 7 4 — )L Ri&. @EAO—X 2 JBICEEBSSHITA Over-the-AirE 1z l&
Over-the-DS‘C"E—ET LEAESHZRLET (DR TEOver-the-Air2 RLTVWET ),

- FT SUURICFTR F.E/ TUOAZRTIDDICHEREREZF DHOBHRER (<D
I<‘=\’—:L>(/ NTHRTD SEBSSBITELEFTIE) EBMENTVWET,

CF BB, F—ERNFEBYVET, TOLYD, FTO4FA/N R IAOR
WPA/WPA2 O 4 FEI/N\NY R IAVERTVETH, ERICERNBFETFELEVET,

FNY T Tk, (RASHEELEESY ) WLANA QISR . EXANICH0ARERLU
EAPERRE7 L —ARBA RENETAH, WLCTHEAET B F—F+ v 0 IARNICETHHDNY
EMEhTVET, LEANS2T, ROFNAYTHOE, BERBOAZRTIDLEOHICAHY hE
nTLET,

*apf MsConnTask_0: Jun 27 19: 25:23.426: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSID
84:78: ac: f0:68: d6

I1-—-- This is the Association request from the client.

*apf MsConnTask_0: Jun 27 19:25:23.427: ec: 85: 2f:15:39: 32



Marking this nobile as TG capabl e.
!--- WLC recognizes that the client is 802.llr-capable.

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f: 15: 39: 32
!--- The WLC/AP finds an Information Element that claims FT
support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 27 19: 25: 23. 427:
Sendi ng assoc-resp station: ec: 85: 2f: 15: 39: 32
AP: 84: 78: ac: f0: 68: d0- 00 t hread: 144be808
*apf MsConnTask_0: Jun 27 19: 25: 23. 427:
Adding MDIE, IDis:O0OxaafO
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to nobile
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng ROKH I D as:-84.30.6.-3
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng R1KH I D as 3c:ce: 73:d8: 02: 00
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Including FT IE (length 98) in Initial Assoc Resp to nobile
*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d6
(status 0) ApVapld 7 Slot O
!--- The Association Response is sent to the client once the
FT information is computed (as per the previous messages),
so this is included in the response.

*dot IxMsgTask: Jun 27 19: 25:23.432: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32
(EAP Id 1)
!--- EAP begins, and follows the same exchange explained so far.

*apf MsConnTask_0: Jun 27 19: 25:23.436: ec: 85: 2f: 15: 39: 32
Got action frame fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 449: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 449: ec: 85: 2f: 15: 39: 32
Recei ved ldentity Response (count=1) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 456: ec: 85: 2f: 15: 39: 32
Processi ng Access-Chal |l enge for nobil e ec: 85: 2f:15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 456: ec: 85: 2f: 15: 39: 32
Sendi ng EAP Request from AAA to nobil e ec: 85: 2f:15:39: 32
(EAP Id 2)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85: 2f: 15: 39: 32
Recei ved EAP Response from nobil e ec: 85: 2f: 15: 39: 32
(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Processi ng Access-Accept for mobile ec:85:2f:15:39: 32

!--- The client is validated/authenticated by the RADIUS Server.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32



Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32

Setting active key cache index 8 ---> 8
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d6 to PMKID cache at index O
for station ec:85:2f:15:39:32
*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.628: New PMKID: (16)
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 628:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9
*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 629: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM 802. 1x ec: 85: 2f: 15: 39: 32
!--- WLC creates a PMK cache entry for this client, which is
used for FT with 802.1X in this case, so the PMKID is
computed with the AP MAC address (BSSID 84:78:ac:£0:68:d6).

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 629:
ec: 85: 2f: 15: 39: 32 ROKH- I D: 172. 30. 6. 253
R1KH- | D: 3c: ce: 73: d8: 02: 00 MSK Len: 48 pnkVal i dTi me: 1807
!--- The ROKH-ID and R1KH-ID are defined, as well as the PMK
cache validity period.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
PMK sent to mobility group
!--- The FT PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Success to nobile ec:85:2f:15:39:32 (EAP Id 12)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PWKID
cache at index O of station ec:85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.630: Including PMKID in
ML (16)
!--- The hashed PMKID is included on the Message-1 of the
initial FT 4-Way handshake.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 630:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mpobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.0
!1--- Message-1 of the FT 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32
!1--- Message-2 of the FT 4-Way handshake is received
successfully from the client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane
!--- The PMKROName is calculated.



*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
DOT11R: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.639: Addi ng M E,

IDis:Oxaaf0
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds

*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1807
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 640: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!--- After the MDIE, TIE for reassociation deadtime, and TIE
for ROKey-Data valid time are calculated, the Message-3
of this FT 4-Way handshake is sent from the WLC/AP to the
client with this information.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nmobi |l e ec: 85: 2f: 15: 39: 32
!1--- Message-4 (final message) of this initial FT 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.

F:COAREFNYILT, ST RTEMDE02.11/FTH A ICEET (21, debug
cient EEICEBMOTFTNY T Z2BMILET, Zhiddebug ft events enableT 3,

802.1X/EAPAF X Tk <, WPA2-PSKZEA L TFTZEITL I=1HE OWLANA O ¥ Hi BEEF (F
DAA=DEFNYTZRIZRLUET, < ZTlk, Fast BSS Transition Information Element ( 3
FART) ZRRTDEHIC, APH S DAssociation Response(CRR) 7 L — AN BIRENTVWET
s FTOABBNY RIS VERTIDEDIIHBEERDF— BFBHRO—BPERETNTVET,



Me.  Time Source Diestination BSS[-:I Protocol Charnel frequency  Info
HilH 2462 Authentication, SH-Z, FuW-0, Flags=...

2462 AUTREenTication, SN-268, FH-0, Flags-.

4 0. 00050 Cisco_FO-68:dd apple_15:3%: Ed:7R:ac:FO:68:dd 802.11 MG Ansociation Response, She}69, Fiel, F
3 0,038 1 i B4 5 4

6 0,024019 A B ;7

lE ] Ba: )

g 0. 035810 A = B4z 2 Koy (Message £ of 4)

90, 047700 AppTe_15:39;32 TPvhmcast_FF:15%:30Ba 78 ac;FH:68:dd  B(2.11 MG? QoS Data, SH=2, FH=(, Flags=.p.....TC

El I

H Frame 4: 249 bytes on wire (1992 bits), 249 bytes captured {1992 hits)
+ Radiotap weader w0, Length L8
@ IEEE E02.11 associarion Resporse, Flags: __......C
= TEEE BD2.11 wireless LAN management frame

= Fized parameters (6§ bytes)

+ capabilities rnformacion: 0x043L
Sratus code: successful (Ox0000)
Lo0n 0000 G000 ] = Asmociation To: Oe0003
= Tagged parameters (147 bytas)
+ Tag: sSupported rRates L{B}, 2{B), 5. 5{(8), LL{8), &, 9, 12, 13, [Mbit sec]

Tag: Extended supported rates 24, 36, 48, 54, [Mbit/sec)
Tayg: HT capabilities (802.11n pl. 103
Tag: HT Irformation (802, 11n 0L, 103
Tag: wvendor Specific: Microsof: wd WME:D Parameter Element
Tag: Mobility pomalin

Tag Numier: Mability Domain (34}

Tag lemgth: 3

Hobility Domain Identifier: Dxfoaa

ET Lapahﬂity amd Poldcy: 000
Fast BSS Tramsition ower DS: O0x00
Resource Request Protocol Capabd Tity: Ol
> Transition
I FAsT Bh5 Iramsition
-]
MIC Cormbrol: 0000
DO00 GO veen = Element {ourt: 0
MIC: mnnnuumnnnuumuuuuumu
anonce: D000000302000000000000000322000000023200000032000, . .
SHonce @ 00000033300 0000020000000330 0000003200 0000033000. . .
Subalement Th: PRE-RO kay holder ddentifier (ROKH-TD) (3]
Length: 4
FaK-RO key holder fdentifier (ROER-LD): “254%036%0064373
subelement ID: FEE-RL key holder fdentitier {(RlkH-ID) (1)
Length: &
FrE-RL key holder ddentifier (RLIER-ID): 3cces3d802o0

[ el bl

*apf MsConnTask_0: Jun 27 19:29:09. 136: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSI D
84:78:ac:f0:68:d4

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f:15:39: 32

*apf MsConnTask_0: Jun 27 19:29:09. 137: Sendi hg assoc-resp
station: ec:85:2f:15:39:32 AP: 84: 78: ac: f0: 68: d0- 00
t hread: 144be808

*apf MsConnTask_0: Jun 27 19:29:09. 137: Addi ng M E,
I D is:Oxaaf0

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in Initial

assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Sendi ng ROKH- I D as:-84.30.6.-3

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Sendi ng R1KH I D as 3c: ce: 73:d8: 02: 00

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32



Including FT IE (length 98) in Initial Assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 138: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d4
(status 0) ApVapld 5 Slot O

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac: f0:68:d4 to PMKID cache at
index O for station ec:85:2f:15:39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: New PWID: (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Creating global PW cache for this TG client

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM PSK
ec: 85: 2f: 15: 39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
ROKH- 1 D: 172. 30. 6. 253 R1KH- | D: 3c: ce: 73: d8: 02: 00
MBK Len: 48 prkVal i dTi ne: 1813

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Initiating RSN PSK to nobil e ec: 85: 2f: 15: 39: 32

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d4 in
PMKI D cache at index O of station ec:85:2f:15:39:32

*dot IxMsgTask: Jun 27 19:29:09. 142: Incl udi ng PWKI D
in M (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot 1xMsgTask: Jun 27 19:29:09. 143: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobil e ec: 85: 2f: 15:39: 32
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

*apf MsConnTask_0: Jun 27 19:29:09. 144: ec: 85: 2f: 15: 39: 32
Got action frame fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 152: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32



*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: Addi ng Ml E,
IDis:Oxaaf0

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1813

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 154: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobil e ec: 85: 2f: 15: 39: 32

802.11r Tlk, OEEELF 17 O—Z2JAROBEEREKIC, WLAN NOHE BEE (T4,

COFETHEATNIR—AF—OEHICEAThDIERICEYYET, EBREVGE., 9514T7>
NAO—Z2J%ZBBRITBIBRICEUET, FTIE., 802AX/EAPZFEALBEWVWEITTHRL, #HO®

802 MA—T VI AT ARIMEBEENS T 7L —A (APEOO—IVIJBICEICERABRTMSE
) BEAEDE T, FTIERERRL, 450/\ RIIAVODRDY) ICHFLVBHHESF—2EH

B89%, KYMNRWBZEO—ZIITHEZEEITLET,

ROEIE, 802.AX/EAPEF 1) T 1 ZE L /=Fast BSS Transition Over-the-Air® E1TAFIZ X2
TENd7L—LZRLTVET, FTOF— XA I -3 2RBRIDEHICHXEZRFT 77O
ONEREZARRIDED, 94T RS APADAF—T > SATFLRIA 7L —L%EER
LTWET, chik, ILWAP TOFHL VW PTK # (PMK-R1 ICEDWT ) BHT 3= IZFEH
LET, COUVSATUNNERDZFA -T2 SATARIATREBELSEEBSS BITEEITL TV
BB RTES, BATFIOVALEZERT 74 —I)LREBFARRLTVET,



Mo, Time Spurce Destination B35 Id Frotowol Channel Frequency  [nfo
10, l'.'IGICII:II:II:I Apple_13:39: 32 |:|'.r.|:|_rl'.'|- 2.1 a6 Bd4:78:ac-fO:2a:968 ED2.11 .E-Hr Aul.herl.r.lf..ilmrl. SN=1058, Fu=0, F'I..J.g

Bd:7E! i-.TI:I!...'-‘i.:EE EQZ2.11
0008478 ac:-T0:2a:86 802,11

L m

# Frame 1: 138 bytes om wire {1584 bits), 198 bytes captured (1584 bits)
@ Radiotap Header w0, Length 18
& IEEE BDZ,11 sethentication, F1ags: ....-a..L
= IEEE BDZ.11 wireless Lad management frame
= Fixed parameters (& bytaes)
suthentication algorithm: Fast BESS Transition (2}
suthentication SEQ: DxO00]
status code:r successTul (QmDDOO0d
= Tagged parameters (146 byTes)
= Tag: RSM Informalion
Taq Mumber: RSN Tnformation (487
Tag lengrh: 38
REH wversion: 1
® Group Cipher swite: 00-07-ac (TeesBEOZ1) AES ([CCM)
Pairwise Cipher Swite Cownt: 1
k Pairwise Cipher Swite List 00-0f-ac (IeeeB0ZL1) AES (COM)
auth ey Mmanagement [aks) suite count: 1
F aulh Eey Management [AKM) List 00-00-ac (IeeeS021) FT ower IEEE 802.1x
E RSN CapabiTities: Dx0(dc
PMEIC CovnT: 1
F FMELD LisT
PMEID: 35339<828T032580cbat 08 280554647
Tag: Mobility Romain
Tag Humber: Mobility Domain [543
raq length: 3
mobi ity Domain Identifier: Oxfoaa
FT Capability and Policy: Oxid
sean weeD = Fast BSS Transition over 05) Ox0O
cavn oD = REsOUrce rReguest Protocol capabildTy: O=00
= Tag: Fast BSS Transition
Tag Mumber: Fast BSS Transition {55%)

Tag length: &4
MIL Control: 0xoD00
OO0 Q000 ... .... = Element counc: 0

MTC: ﬂ&ﬁﬂnﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁnﬂﬂﬂﬂﬂﬂﬂﬁﬂnﬂ

ANonCe ) DODOC DO OO DD O OO D0 TR0 D00, . .
SHonce: EFLETOCOBG0LE013fecddd30E66f 5907 9FBECICIecheZtldZ, ..
subelement Ipd =ME-r0 key holder fdentifier (RORM-1D) (33
Length: 2

FMK-R( key holder ddentifier (ROMH-TDI: 2545036000375

COFTO—32Y AR MY 802AX/EAP OERBICHELEEEED WLC ASOT/NY T H
HERICRLET,

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng preauth for this client over the Ar
1--- WLC begins FT fast-secure roaming over-the-Air with
this client and performs a type of preauthentication,
because the client asks for this with FT on the Authentication
frame that is sent to the new AP over-the-Air
(before the Reassociation Request).

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address
84:78: ac: f0: 2a: 96

1--- WLC performs the local roaming event with the new AP to

which the client roams.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Got 1 AKMs in RSN E
*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
RSNl E AKM mat ches wi th PMK cache entry :0x3
!l--- WLC receives one PMK from this client (known as AKM here),
which matches the PMK cache entry hold for this client.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a: 96

*apf MsConnTask_2: Jun 27 19:25:48.751: Addi ng M E,
IDis:0Oxaaf0



!--- WLC creates a new preauth entry for this AP-and-Client pair,
and adds the MDIE information.

*apf MsConnTask_2: Jun 27 19: 25:48.763: Processi ng assoc-req
station: ec: 85:2f: 15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hread: 144bef 38
*apf MsConnTask_2: Jun 27 19: 25:48.763: ec:85: 2f: 15: 39: 32
Reassoci ation received from nobile on BSSID
84:78: ac: f0: 2a: 96
!--- Once the client receives the Authentication frame reply from the
WLC/AP, the Reassociation request is sent, which is received at
the new AP to which the client roams.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19: 25:48. 765: ec: 85: 2f: 15: 39: 32
Roam ng succeed for this client.
l--- WLC confirms that the FT fast-secure roaming is successful
for this client.

*apf MsConnTask_2: Jun 27 19: 25:48. 765: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84:78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19: 25:48. 766: Addi ng MDI E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Including FT Mbility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 96
(status 0) ApVapld 7 Slot O

!--- The Reassociation response is sent to the client, which

includes the FT Mobility Domain IE.

*dot IxMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32
Fi ni shing FT roaning for nobile ec:85:2f:15: 39: 32
!--- FT roaming finishes and EAP is skipped (as well as any
other key management handshake), so the client is ready
to pass encrypted data frames with the current AP.

*dot 1xMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32
Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32

RXOEIE, WPA2-PSKtEF+ 1) 7« Z#EH L /=Fast BSS Transition Over-the-Air2 "L TVWE T
o COFTRINFMERRIDLEDHIC. APHESITAT Y MM OBRNEBREENTIEE
(RR)\ZL—LNBERENTVWET,



Mo.  Time Source Destination B35 Id Protocol Channel frequency  Info
Cisco_f0:2a:94

Cisco_r0:2a:94 T0:2a: 5
apple_15:39:32 . 2437 Reass(

'] m

= IEEE 802.11 wireless LAN manaéement frame
® Fixed parameters (6 bytes)
= Tagged parameters (274 bytes)
Tag: Supported Rates 1(8), 2(B), 5.5(B), 11(B), &, 9, 12, 18, [Mbit/sec]
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: HT capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: vendor Specific: microsof: wMM/WME: Parameter Element
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
# Group Cipher suite: 00-0f-ac (IeeeB021) AES (CCM)
Pairwise Cipher Suite Count: 1
@ Pairwise Cipher Suite List 00-0f-ac (IeeeB021) AES (CCM)
auth Key Management (AKM) Suite Count: 1
# auth Key Management (AKM) List 00-0f-ac (Ieee8021) FT using PSK
@ RSN Capabilities: Ox0028
PMKID Count: 1
= PMKID List
PMKID: 7e370d965e054df50819b135Febc3424
= Tag: mMobility Domain
Tag Number: Mobility pomain (54)
Tag length: 3
Mobility Domain Identifier: Oxfoaa
FT Capability and Policy: 0x00
...0 = Fast BSS Transition over DS: 0x00
«... ..0. = Resource Request Protocol Capability: 0x00
E Tag: Fast BSS Transition
Tag Number: Fast B55 Transition (55)
Tag length: 133
MIC Control: Ox0300
o000 0011 .... .... = Element Count: 3
MIC: ldebabd4b84d8283e16950Tea00bl1256b
ANonce: b6eddf22092867178d96aeeEfadbey3f21bc2258e5c95Fd7r. ..
SNonce: 776c4c9a365e%al65e940b5fb5Feadl7017a0bd342cbd343. ..
subelement ID: PME-RL key holder identifier (RikH-ID) (1)
Length: &
PMK-R1 key holder identifier (RLKH-ID): 3ccer3ds0z200
subelement ID: PMK-RO key holder [ddentifier (ROKH-ID) (32)
Length: 4
PMK-RO key holder didentifier (ROKH-ID): %254%036%006%375
subelement ID: GTK subelement (2)
Length: 35
Key Info: 0x0002
vass sess sass 2210 = Key ID: 2
Key Length: 0x10
RSC: 0000000000000000
GTK: 64B7bB55Fc7dcl6749e3b73c487cbl130d0fcif234albessl

DEEE®BEH

COFTOO—I T ARNDPSKDFERABICRELEEEODFNYITHDZERICRLET
o ., 802.1X/EAP ZEAL EBZENDFNY ITHHERETT,

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doing preauth for this client over the Air

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address



84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Got 1 AKMs in RSNIE

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
RSNI E AKM mat ches with PMK cache entry :0x4

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a:94

*apf MsConnTask_2: Jun 27 19:29:29.854: Addi ng MDIE,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.867: Processing assoc-req
station: ec: 85:2f:15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.867: ec:85: 2f: 15:39: 32
Reassoci ation received from nobile on BSSID
84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Roam ng succeed for this client.

*apf MsConnTask_2: Jun 27 19:29:29.869: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84: 78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.869: Addi ng Ml E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19:29:29.870: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:2a:94 (status 0) ApVapld 5 Slot O

*dot 1xMsgTask: Jun 27 19:29:29.874: ec:85: 2f: 15: 39: 32
Fi ni shing FT roaning for nobile ec:85:2f: 15: 39: 32

KIZTRT KD, WLANNQOHHBEN (T ICFast BSSBITHA XIS I —hEhad e, O—=2
TJIEABROBEBADDTIL—L(VFAT U NDSOFA—=T2V AT ALRRIE. APASDF
— 7 VAT LR, BEERTER, BLUCBEEMRFBSE )N, FILLPTK(IZF ¥ AN
E5tF— ) BLRUOGTK (NILFF ¥ ANTO—RFYARNEFLE— ) ZREBITILEHOFT
ABRB/N\NRDIAVELTEERNICEASTNET,

chlE, BEFECIhSOTVL—LORBRIZRETS 4HAM/N\NRIIATORDYICKEYET
o CNENTL—ATHOFTOARARBLTF— RO I—2a vk, EtF2UF14/5RELT
802.1X/IEAP £k PSK VT hEMFEATIHEETE, BEEANICALTY, RICRT LI,
AKM7 4 =)L RAEBZIEWVWT, 9547 MHPSKEEIEB02.IXTFTZERITTEINEDH ZHER
LET, LEN2T, F—Fd2I—23a>0Eb0Z02A470EF1 )T 115HIE. BEC
NS 4207 L—ALILEFATVWAEVWCEICEETDHENHYET, COBERIE., 802.11r



EITENTVWBRBEICIVTAT R FTO—S 2T 2752 0AEEN, FEEEMSITORE
L_'774_’“/I\<‘:WLAN4/777\I\77?110)F'EJ'C?:I/I Rehxrd,

Over-the-DS T &% BSS B1T

802.11r Tk, BEBSS BITORINREKEAEETT, V74T MNIELD HFLWLWAPADOFTO
—\/'77'3‘ Over-the-Air Tl % < Over-the-DS ( YR ATAL) TIONBRETT, cDF

F—FRODI—2a>0RRICE. =72 PATARMTIL—ALATRELS FTF79>3a>
7b LANFFERENET,

BEAERWIC, 947> M, K VETZAPIC VIUTEDEHMTARE, O—ZJRIICHE
E?&ﬁbf\,\éfcd)APEFT7793‘/¥5ﬁ7L/ A’EJJ.:.L?B'O VAT NE, FTO—X
S hEBRBR—SYNAP DBSSID (MACTRLA)ZRLET, TOAPR., COFTFY
JAVERTIL—LEZDBIATL (BRERIERAVIZANZIFY ) ZNALTER—TY b
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