GGSN T "H#d—)l RUS—ER, 2 EHAT
DBENDDNS H—EANTFXA—RICHATINX
ANTSO0T74 R

&

=

B8 : GGSNTHIBRA—INARI S —ERZEAITZBEDDNSH —EANTX—ZDRE
BRI &

MR RV —EREOEE

SGSN T® GGSN DERFEE

EH|

B=

O RF*1 X NT, Gateway General Packet Radio Service ( GPRS ) Support

Node ( GGSN ) & L TH#&ET B Cisco Aggregated Services Router ( ASR ) 5x00 > 1) —X TH4E
T2, HRA—IIN RV—EENFRRITZZFVAFCOVT, LY —EAHHZEETS -
DIZRXALY X—L ZATL (DNS)RY RND—VDORFRICEREIDLEN HDEESEIC
DWTHHALET,

£# :CiscoTAC I~ 7 Parthasarathy M & & T Anthony Fajri

B : GGSNTHRI—IINRV>—ERZHERATSHESNODNSY
—EANTXA—ZDORE

GGSNYI7RIITOFTYTIL—RAFIZ, YTRIZANANOH—EROFEERITH-0HI(C

FRIO-IML RV —EER%Z GGSN ILBATS CEAMMRBIEE>TVWET, fiRI-IL KU

— (2% 2 T Serving GPRS Support Node ( SGSN ) A"RICERTAEAR GGSN ICRNT 7 1 v U %X
BDLENBEENET,

LAL, TOEBYIZBESBVWEEEHYET, FIRI—IL RV —EENfBEES V) (CHEE
. FIEETYTIL—RIBEEILH—ERABTHIRETDCENHBYET,

FRR 73 &
#RI—) RUS—EFOBHE

AR RV —EEHN GGSN KBRAEhD &,

[l ocal ] ASR5K_LAB# newcal | policy ggsn-service all reject

WML<BEETS. FAFEAVY—-RAOBEWNTY N F—2 7OR3JJL (PDP ) AV TFA K



ERER (CPC-R) A" GGSN ICK 2 THEBENE T, 5L T SGSN FRICEA TR GGSN
ZEBRTE, TYTIJL—RRFREFOT—EATMIRZRIRICHWASNET,

MR- RIS —EBEODTRER
SGSN F&E :

Z O HITIE, newcall policy reject ' GGSN1ICEAEhET, JI—IINFBEETDE. SGSNIF
CPCEXRZGGSNTIZIEE L. RIZSGSNIFEXR%ZIEABL . GGSN2IZEELE T,

EFEZRAYTROSAN RL—ADOH D :

===>GPRS Mbbhi |l i ty/ Sessi on Managenment Message (2 Bytes)
Protocol Discrimnator : GW nessage
Message : Attach Conplete

I NBOUND>>>>> 05: 34: 35: 320 Eventi d: 88112(0)
===>GPRS Mbbi |l i ty/ Sessi on Managenent Message (34 Bytes)
Protocol Discrimnator : SM nessage
Message : Activate PDP Context Request
Request ed NSAPI
Requested LLC SAP
Request ed Qos
Length of Qos: 14
Request ed PDP address
Length : 2
Access Point Nane
Length: 10

<<<<QUTBOUND 05: 34: 35: 323 Eventi d: 116004( 3)
GTPC Tx PDU, from 192.168.2.2:19002 to 192.168.2.1:2123 (110)
TEI D. 0x00000000, Message type: GIP_CREATE_PDP_CONTEXT_REQ MSG (0x10) >>>>>>>>>> to GGSNL
Sequence Nunber:: 0x00CC (204)
GIP HEADER FOLLOWS:
Versi on nunber: 1
Protocol type: 1 (GIP T U
Ext ended header flag: Not present
Sequence nunber flag: Present
NPDU nunber flag: Not present
Message Type: 0x10 ( GTP_CREATE_PDP_CONTEXT_REQ MsG)
Message Length: 0x0066 (102)
Tunnel | D: 0x00000000
Sequence Nunber: 0x00CC (204)
GIP HEADER ENDS
I NFORMATI ON ELEMENTS FOLLOW
I MSI: 123450040000000
Recovery: 0x09 (9)
Sel ection Mode: 0x0 (MS or network provided APN, subscribed verified (Subscribed))
Tunnel ID Data |: 0x8000C002
Tunnel 1D Control |: 0x8000C002
NSAPI : 0x05 (5)
END USER ADDRESS FOLLOWS:
PDP Type Organisation: |ETF
PDP Type Nunber: |Pv4
Address: Enmpty
END USER ADDRESS ENDS
Access Point Name: sittl.com
GSN Address |: 0xC0A80202 (192.168.2.2)



GSN Address |1:

0xC0A80203

(192. 168. 2. 3)

VBl SDN:  128612345678901
0x0223421F72967373440DFFFFO0

QS Profile:
COWON FLAGS FOLLOW

Prohi bit Payl oad Conpression:
MBMS Service Type:

no

RAN Procedures Ready: no
MBMS Counting Information: no
No QoS negotiation: no

NRSN:  yes

Upgr ade QoS Supported: no
Dual Address Bearer Flag: no

COVMON FLAGS END.
Radi o Access Technol ogy:
MS Time Zone:
Dayl i ght Savi ng Ti ne:
| NFORVATI ON ELEMENTS END.

CGERAN
-4:00
+1 hour

Mul ti cast Service

| NBOUND>>>>>  05: 34: 35: 326 Eventi d: 116003( 3)
GIPC Rx PDU, from 192.168.2.1:2123 to 192.168. 2. 2: 19002 (14)

TEI D: 0x80000002, Message type:

Sequence Number:: 0x00CC (204)

GIP HEADER FOLLOWE:
Ver si on nunber:
Prot ocol type:
Ext ended header fl ag:
Sequence nunber fl ag:
NPDU nunber fl ag:
Message Type:
Message Lengt h:
Tunnel |D:
Sequence Number:
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
Cause:
| NFORVATI ON ELEMENTS END.

1

1 (GIP d V)
Not present
Present

Not present

GTP_CREATE_PDP_CONTEXT _RES MSG (0x11)

0x11 ( GTP_CREATE PDP_CONTEXT RES MSG)

0x0006 (6)
0x80000002

0x00CC (204)

0xC7 (GTP_NO RESOURCES AVAI LABLE)

<<<<QUTBOUND 05: 34: 35: 327 Eventi d: 116004( 3)
GTPC Tx PDU, from 192.168.2.2:19002 to 192.168.2.128: 2123 (110)

TEI D: 0x00000000, Message type:

Sequence Number:: 0x00CD (205)

GIP HEADER FOLLOWE:
Ver si on nunber:
Prot ocol type:
Ext ended header fl ag:
Sequence nunber fl ag:
NPDU nunber fl ag:
Message Type:
Message Lengt h:
Tunnel |D:
Sequence Number:
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
| MBI :
Recovery:
Sel ecti on Mode:
Tunnel |ID Data |I:
Tunnel ID Control 1I:
NSAPI :
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Nunber:

1

1 (GIP dU)
Not present
Present

Not present

GTP_CREATE_PDP_CONTEXT_REQ _MSG ( 0x10) >>>>>>>>>> GGSN2

0x10 ( GTP_CREATE PDP_CONTEXT REQ MSG)
0x0066 (102)

0x00000000

0x00CD ( 205)

123450040000000

0x09 (9)
0x0 (Ms or
0x80000002
0x80000002
0x05 (5)

| ETF
| Pv4

net work provi ded APN, subscribed verified (Subscribed))



Addr ess:

END USER ADDRESS ENDS.
Access Point Nane:
GSN Address |: Ox
GSN Address 11: 0Ox
MSI SDN: 12
QS Profile: Ox

COVMON FLAGS FOLLOW

Prohi bit Payl oad Conpression:
MBMS Service Type:
RAN Procedures Ready:
MBMS Counting | nformation:
No QoS negoti ation:
NRSN:
Upgr ade QoS Support ed:
Dual Address Bearer Fl ag:

S

n

Enpty

ittl.com

C0A80202 (192.168.2.2)
C0A80203 (192.168.2.3)
8612345678901
0223421F72967373440DFFFF00

0]
Mul ticast Service
no

no

no

yes

no

no

COVMON FLAGS END.
Radi o Access Technol ogy:
MS Time Zone:
Dayl i ght Savi ng Ti ne:
| NFORVATI ON ELEMENTS END.

| NBOUND>>>>>
GTPC Rx PDU,

Sequence Number::
GIP HEADER FOLLOWE:
Ver si on nunber:
Prot ocol type:
Ext ended header fl ag:
Sequence nunber fl ag:
NPDU nunber fl ag:
Message Type:
Message Lengt h:
Tunnel |D:
Sequence Number:
GTP HEADER ENDS.
| NFORVATI ON ELEMENTS FOLLOW
Cause:
Reor der Requi r ed:
Tunnel |ID Data |:
Tunnel ID Control 1I:
Charging | D:
END USER ADDRESS FOLLOWS:
PDP Type Organisation:
PDP Type Nunber:
| Pv4 Address:
END USER ADDRESS ENDS.
GSN Address |:
GSN Address I1:

QS Profile:
| NFORVATI ON ELEMENTS END.

CGERAN
-4:00
+1 hour

05: 34: 35: 337 Eventid: 116003( 3)
from 192.168. 2. 128: 2123 to 192.168. 2. 2: 19002 (72)
TEI D: 0x80000002, Message type:
0x00CD (205)

GTP_CREATE_PDP_CONTEXT _RES MSG (0x11)

1

1 (GIP dU)

Not present

Present

Not present

0x11 ( GTP_CREATE_PDP_CONTEXT_RES_MSG)
0x0040 (64)

0x8000C002

0x00CD (205)

0x80 ( GIP_REQUEST_ACCEPTED)
0x0 (Not present)
OxOFFFFFF8

OxOFFFFFF8

0x00000007

| ETF
| Pv4
12.0.0.6

0xC0A80280 (192.168. 2.128)
0xCOA80280 (192.168. 2.128)
0x0222421F7296D1FE460DO3FEO04A4A

SGSN T® GGSN DOER G &%

apn-profile ZE ® T IZN > R apn-resolve-dns-query snaptrsnaptr A& V) £9,

apn-resolve-dns-query snaptr [ epc-ue | hon-epc-ue ]
BEJVWTSNAPTR A 74 ILEZVIULET,

J—HH#28 (UE ) ® EPC #EE(C cOINV R%Z



FRTDE, EPCHTROVT2a> w2EB3IGHTAITA/NICETS APN #RAIC
SNAPTR 24 7°DNS VT UNBRICHEYNET, COT—RDREICKY), APN THOZ DHEE
HEHFBRBICHEYET,

REICEESDF—T—REEFNTVEVESE. §XTO UE (EPC M UE & EPC IER IS
UE OlA ) IC S-NAPTR VT UANBAEhERT, F7FINTE., COBEFEMICE 2TV
FH A,

DFEV), GGSN %Zi#IRT 3 -8 (2 SGSN A" Name Authority Pointer ( NAPTR ) =
( sitt1.com.apn.epc.mnc090.mcc262.3gppnetwork.org ) TDNS VT U ZEELF T,

NAPTR Z TN KBU BEE, SGSN AV I XA 7 A (sitt1.mnc045.mcc123.gprs ) 127
=NV OLT, GGSND IP 7 RLAZHEBLET,

SRER -

SGSN FRE :

apn-profile default

apn-resolve-dns-query snaptr

T2 70O0RJL ML—R

*** \erbosity Level ( 2) ***
*** \erbosity Level ( 3) ***
<<<<OQUTBOUND 05: 42: 24: 667 Eventi d: 5957(3)

DNS PDU Tx
from: 192.168.2.1 : 49351
to 1 192.168.1.254 : 53
bytes : 76
Query ID . 6366
Type : Query
Question : NAPTR ? sittl. com apn. epc. nc045. ntc123. 3gppnet wor k. or g.
Addi ti onal :
Name Do
Ext - RCODE 0
Type . OPT
UDPsi ze : 4096

I NBOUND>>>>> 05:42: 24: 750 Eventi d: 5956( 3)

DNS PDU Rx
from: 192.168.1.254 : 53
to 1 192.168.2.1 @ 49351
bytes : 76
Query ID . 6366
Type . Response
Aut horitative Answer : No
Response code : ServFai l
Question : NAPTR ? sittl. com apn. epc. nc045. ntc123. 3gppnet wor k. or g.
Addi ti onal :
Name Do
Ext - RCODE 0
Type . OPT

UDPsi ze . 4096



<<<<QUTBOUND

DNS PDU Tx
from:
to

bytes :

Query ID
Type
Question
Addi t i onal
Nane
Ext - RCODE
Type
UDPsi ze

| NBOUND>>>>>

DNS PDU Rx
from:
to

bytes :

Query ID
Type
Aut horitative
Response code
Question
Addi t i onal
Nane
Ext - RCODE
Type
UDPsi ze

EH

05:42: 24: 752 Eventid: 5957( 3)

192.168.2.1 :
192.168. 1. 254 :
57

51619
53

16777

Query
A? sittl. com MNC0O45. MCC123. GPRS

4096

05:42: 24: 781 Eventid: 5956( 3)

192.168.1. 254 : 53
192.168.2.1 : 51619
57
16777
Response
Answer No
Success

A? sittl.com MNCO45. MCC123. GPRS

4096

RDY—EANTAX—ZTDNS ZREL LHE :

Fl ags: A

Service: x-3gpp- pgw: x- s5-gt p: x-s8- gt p: x-gn: x-gp

Evolved Packet Core ( EPC ) JEXtfi> UE # i Z2i &4 B &, DNS ISEH—ER R/ FICEDSV
T, SGSNHAATIVICTA=INYITIHLESHZERELET,

LTI, W22 0PlERLET,

SGSN A" DNS W& H—ER &4 7 Z#&EL THF—"J— KR x-3gpp-ggsn:x-gn & x-3gpp-ggsn:x-gp
FROPSBVWEEE., SGSNIFA VI RATIZTA=ILNYIOLET,

Query Name: sittl.com apn. epc. mc045. ncc123. 3gppnet wor k. org

Answer :
Order: 10 Preference: 10
Fl ags: A Service: Xx-3gpp-pgw X-s5- gt p: x-s8- gt p: Xx-gn: X-gp
Regul ar Expressi on:

Repl acenent: TOPON. S5. GGSN1. NODES. EPC. MNC090. MCC262. 3GPPNETWORK. ORG

Query Name: sittl. mc045. nccl23. gprs
Query Type: A TTL: 48993 seconds
Answer :

| P Address: 192.168.2.1



EZE. DNSHOALO—RICHLT 12O GGSNIP 7 RLAE T ZEEL =384, SGSN
(ERICEHATEESE GGSN ICUR ALV RNTERVWED, BRELTH—EANKRTLET,

SGSN EEBENHA RICKD L :

Gn SGSN TI&. Evolved Packet Core ( EPC ) Xj& UE ADRERIUBPATICEREE Nhiz/NT Y N T —
XEYNIT—2 (PDN) S —KRDIA (P-GW)/GGSN /—RZEIRTE, H—ERXA /N X—
2 x-3gpp-pgw:x-gn / x-3gpp-pgw:x-gp ® APN T2 {E8i RX 4 >& ( FQDN ) ® DNS
Straightforward NAPTR ( SNAPTR ) LY 9T Y7 ZRITLET, £, H—EANTX—F x-

3gpp-ggsn:x-gn 8 KT x-3gpp-ggsn:x-gp AN A > X —T T4 Alk, AR RF7O> GGSN %&i#E
RIBEHICEFAETNET,

TD/=H, DNSLIO—RZFRFATIRICE. ROLSBH—EANTA—REZEHBZENT
XY,

Fl ags: A Servi ce: Xx-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Z M. DNS & EPC 355 UE OEBROS— R I I A (GW) P RLAZEBRLEHET,

Query Nanme: sittl.com apn. epc. mc045. ntcl123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 40 Preference: 40
Fl ags: A Servi ce: Xx-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expr essi on:
Repl acenent : TOPON. S5. GGSNO3. NODES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Nanme: sittl.com apn. epc. mc045. ntcl123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 10 Preference: 10
Fl ags: A Servi ce: Xx-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expr essi on:
Repl acenent : TOPON. S5. GGSNO2. NODES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Nanme: sittl.com apn. epc. mc045. ntcl123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 20 Preference: 20
Fl ags: A Servi ce: Xx-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expr essi on:
Repl acenent : TOPON. S5. GGSNO5. NODES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Nanme: sittl.com apn. epc. mc045. ntcl123. 3gppnet wor k. or g

Query Type: NAPTR TTL: 42755 seconds
Answer :
O der: 30 Preference: 30
Fl ags: A Servi ce: Xx-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x- gp: X- 3gpp- ggsn: x- gn: x- gp

Regul ar Expr essi on:
Repl acenent : TOPON. S5. GGSNO4. NODES. EPC. mc045. ntc123. 3GPPNETWORK. ORG

Query Nane: TOPON. S5. GGSNO4. NODES. EPC. mc045. ntc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168. 2. 22



Query Name: TOPON. S5. GGSNO3. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168.2.18

Query Name: TOPON. S5. GGSNO5. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168. 2. 23

Query Name: TOPON. S5. GGSNO2. NODES. EPC. mc045. ncc123. 3GPPNETWORK. ORG
Query Type: NAPTR TTL: 48993 seconds

Answer :

| P Address: 192.168.2.21

ENTHE, HENTREZYR—NITELEHICEHRD GGSN 2FEA T2 580 —EAHK%E
B T3 (C (., DNS Z x-3gpp-pgw:x-s5-gtp:x-s8-gtp:x-gn:x-gp:x-3gpp-ggsn:x-gn:x-gp M & S (L&
EBLTLKEZW,
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