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Source Destination | PrntncullLengtklInfn User-Name
10.62.148.1058 1@8.48.17.14 RADIUS 378 Access-Request(l) (id=9, 1= anonymous
16.48.17.14 18.62.148.109 RADIUS BE Access-Reject(3) (id=9, 1=4
10.62.148.1059 10.48.17.14 RADIUS 301 Access-Request(l) (id=30, 1 anonymous
160.48.17 .14 18.62.148.109 RADIUS 193 Access-Challenge(ll) (id=30

148,169 A8.17 .14 RADIUS 510 Access-Request(l) (id=31, 1 anonymous

Length: 138
Type: Flexible Authentication wia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0@x01
“ Secure Sockets Layer
= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 [(0x0301)
Length: 127
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 123
Version: TLS 1.0 [(0xG301)
[* Random

Session ID Length: 32

Session ID: 9a344ae351082ecbdbafhB509¢c fO0bdfabe4b74be272 876 . . .
Cipher Suites Length: 52

[* Cipher Suites (26 suites)
Compression Methods Length: 1

[* Compression Methods (1 method)

AT—=MLA (PACKR—R)

A—YIR>VFRAE PAC ZEAL T, E7 ORIOFEAS FTHADREBAIREEIET,

D54 TF > MIOBRIE, RFC4507 ICEDVWTWVWET, Y—N\HNFTF—2ZF+v+ VI 1T2HE
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Source Destination | PrctcccllLengtflInfo User-Name

23 10.62.148.1089 10.48.17.14 RADIUS 301 Access-Reguest(l) (id=91, 1=259) anonymous
Z4 10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(11l) (id=81, 1=151)

.148.1069 .48, RADIUS Access-Request(1l) (id=92, 1=624) anonymous
Z26 10.48.17.14 10.62.148.109 RADIUS 311 Access-Challenge(1l) (id=892, 1=269)
27 10.62.148.109 10.48.17.14 RADIUS 437 Access-Reguest(l) (id=93, 1=395) anonymous
Z8 10.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(11l) (id=893, 1=184)
29 10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest(l) (id=94, 1=426) anonymous
30 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=84, 1=216)
31 10.62.148.109 10.48.17.14 RADIUS 516 Access-Reguest(l) (id=95, 1=474) anonymous
32 10.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(11l) (id=85, 1=216)
33 10.62.148.109 10.48.17.14 RADIUS 452 Access-Reguest(l) (id=96, 1=410) anonymous

e A T T = (==

= TLSv]l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (Ox0381)
Length: 281
" Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Length: 277
Version: TLS 1.0 (0Gx0301)
[ Random

Session ID Length: @
Cipher Suites Length: 52
[* Cipher Suites (26 suites)
Compression Methods Length: 1
[* Compression Methods (1 method)
Extensions Length: 184
= Extension: SessionTicket TLS

o

Type: SessionTicket TLS (G
Length: 180
Data (180 bytes)
[* AVP: 1=18 t=Message-Authenticator(80): Gch2477c0762a96d3balb024526291a8
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I—XM1ETI—R2THF—EZERLEERNFEATAET, 512, £51 D20 TLV AEM
ThFET, ThE, HiLLWEy> a2 (BERI—YH) ZHAKITS EAPRAO—RTT,
RADIUS H—/N (ISE) A"BEBNA VT 420D TLVIREEZZELTETNERIETDE, UTO
XY= HFO7ICEFREN, KO EAP AR ( BERI—YRIANF TR ) FRAITEIhET,

12126 EAP- FAST cryptobi nding verification passed

B NA 2 TA 2V TRIANRETDE, EAP Y IV2BHFABMLULET, BIAOSE5ED 1D
FRELUEZETE, TOR Jtliﬁxb‘(?o LEA>T, ISETR. EEBENEROFI—2K
REHRETE ﬁ'd'o Zhid, FREEIRAE [NetworkAccess: EapChainingResult] ICE S W TRETE
F9,
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User and machine both succeeded
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E B E =

User succeeded and machine failed
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o\ © # w = 4\Network Access Manager\system\* * & -

+ Name Bt Size Date Attr + Name Bd Size Date Attr
[Tl [$Recydle_Bin] <DIR> 07/02/2015 15:14—hs el <DIR> 06/30/2015 17-31—
)] <DIR> 10/16/2014 16:40— || configuration xml 9,853 06/30/2015 17-25a—
[@ [Documents and Settings] <LNK> 07/14/2009 07:08hs |Z|intermnalConfiguration xml 4.108 07/03/2015 10:31a—

_g Lister - [c\ProgramData' Cisco\Cisco AnyConnect Secure Mobility Client\MNetwork Access Manager'systeminternalConfiguratio... | = || = @
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<?xml version=""1.8" encoding=""UTF-8"7> »
<internalConfigurationData>
<group>
<groupHame>Local networks</groupHame>
<network>
<networkHame>eap-fast-pac</networkHame>
{credentials>
<credential>B10808008088d08c?ddf9115d1118c7aBBc B4Fc297ebB1000000bd FB1F2976F 154bafdyB
479941b9d82040000000300000062006Cc BA6FHB620000001065600000001000020000080bB86e31525
Fb11b1a5cd?726dc3c35Fef803b1655a09e40bcB99cF6828033bakninnon000e30000000020000200
00008828e48323bf8a33Fd5892F40dF77D2b935040b3%ee63841545602192064a23033500100000e63
F22ae6b5a05071218b6b3371F7b5825chbdFBbY6B15da6bBe9978612F5eB8F57054CF9296e7d1a8a89
28b721871deab9%eed?ce993abec?2dr 4689 FbASFEB2F3dd93d270e32F494b24C63b93999 00 D65 403
ed7dB828706F8926e951ebf B1beco598d201417742003Cchb30F69005048656b6e73e77d52d69d8F 97D
26af48d27eb1831a79c39383aF66dbda?baldc66cdyd7282b038F185F43095F8803a8b69728F5a15a1
dd1acb86246d0515b59868eb10205d7438F58d7bb7 F3a2c6d2CFF972acd1d39986de3472a16b0e288
48710e85536583a6a37699e72aac27d%aedl327d038499390ddasf1557a4c9176eeababe8c603IB68BDA
bBcbhb2969fee9d5e? FdS5F7c22319bbF06F84a293caedecAF1726Ca743be97%eef10977e7ee1b8559493
3286a7b8O214cB7925831F5982bbecoef8F9575e8F643ccalPefca9fbb?2bd954dd?abA62e230b8BYCY
3FfodefdbBf2c5663caeunnoooonantalel 0c49F1e7247751cc2d8254bb12e1024db9392C1FfC4213D
0518617864dfcac2e518a2120eBeyd0id7892d2dec9F3beS0866eceB62a%a18542ec8cF75CcFB113d7
1aBu</credential’
<credential>B10000008d08c?ddf80115d1118c7a00c BUFc297ebB10000004bdFE1F2976F154bafdud
479941b9dB20400000003 00000062 006C BA6FOB62000000106600000001000020000000ed324918b3
354db14525Fd19908da305813920c82662Fd859ba76bf976Ccacaalaninoinnoonel 0000000020000200
gepBe2b8ate?5%9adad88cddadb77F23aa219ady71185626Fa5170e86eel4abB78a661ac 801000066CC
00055adFoed?47748Fa%2bdab740Fabc9bi2F681271a3a476dbF1085a2cae120884d4a3F6523e50e12
826084b3535fcBa7FF238e3a344?2edy144dd0a2530b024F23166383d8604d3503716891Fdb3dFu153

965d34750e1eacefA4b27c750acdBee B394 4116d68613 dee3feeafBadabfbef
6a2febf10297bddafe3d3f196d2d771ab29a8ab3fb50fc11 h99483chb21chBadid

95ad6df14e7830ddbde555e526551 014F5che 1861 46F 0d 9dceaddcfe5h837351 -
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Eﬁ AnyConnect Profile Editor - Metwork Sccess Manager EI {=]
File Help

. Metwork Access Manager : MNetworks
40 Clignt Poli : P
82 dlen b _ Prefile: C:\sersiciscelDocumentsicenfiguration.xml
Authentication Palicy
Lo Mekworks ! Media Type
PAC files ’
-ﬁ: Hebwork Groups Security Level
Connection Type
Machine Auth
Certificates
PaC Files
Credentials
User Auth
Certificat
Password protected Remove mllE
PALC Files
Credentials

COHEEZHIBRTZHAESH DRER. CSCufd1422 LT CSCual3140 ICETEFT,

$i
ZYRND—UR

INXNTOBE, ROFRY RT—0 MARODZFEALTTAREAE L, ChFDA VL AZE
AT25&8ICEERAEAET,

Active
Directory

e

G1/0/2 61/0/6
3750%

ISE 1.4

Windows 7
AnyConnect 3.1

A—HELVTNS > PAC Z2ERAL Iz EAP F T —2X L @ EAP-Fast

F7A)INTE, EAPFI—2WE ISE TERICE>TVWET, L. Y2 PAC £33
PAC ZE®, O IXNTOAT a2 R@FEMCHE>TVWET, HYTUAVNCIE, TTICEND
BYZPACERNRILPACAHA®HYYET, COT7O—TIE, N EI—HERED 2 D
DOFRIEENEBIZITHhN, ISELOFTNEFNELZDOJICREEENET, ISENOTICEERTSHE
BATYZTRUTOESBY T, RYDOREE (X))


https://tools.cisco.com/bugsearch/bug/CSCuf31422
https://tools.cisco.com/bugsearch/bug/CSCua13140

- HTUA MRS PAC #E - TLS Client Hello Z3EL £ 9,
- H—N\HNT PAC ZRRFEL, TLS RO RIIZBIAILET (FEABRFEAEThELA )
- B—=N\HNXZ 2 PAC ZRREEL . Active Directory TP AN IV OTFT Y 7%1T\VN, AFAE
REZAFYTLET,

12102 Extracted EAP-Response contai ni ng EAP- FAST chal | enge-response and accepti ng EAP- FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12174 Recei ved Machi ne PAC

12805 Extracted TLS dientHell o nessage

12806 Prepared TLS ServerHel |l o nmessage

12801 Prepared TLS ChangeC pher Spec nessage

12816 TLS handshake succeeded
12132 EAP- FAST built PAC based tunnel for purpose of authentication

24351 Account validation succeeded

24420 User's Attributes retrieval from Active Directory succeeded - exanpl e.com
22037 Aut hentication Passed

12124 EAP- FAST i nner nethod ski pped

11503 Prepared EAP-Success
11002 Returned RADI US Access- Accept

2 @E@wun ( j-_-'f )

HTUA KRR XRIL PAC #8871 TLS Client Hello Z3%{EL £ 3,
- H—=/\NPAC ZRRFEL., TLS R RIZHBIALET (FEHERFFEAEZhELA )
B A MIEEREE PAC AW, AES N (EAP-MSCHAP ) ARREEICHERAEhET

[o]

12102 Extracted EAP-Response contai ni ng EAP- FAST chal | enge-response and accepti ng EAP-FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12175 Recei ved Tunnel PAC

12805 Extracted TLS dientHell o nessage

12806 Prepared TLS ServerHel | o nmessage

12801 Prepared TLS ChangeC pher Spec nessage

12816 TLS handshake succeeded

12132 EAP- FAST built PAC based tunnel for purpose of authentication

12125 EAP- FAST inner nethod started

11806 Prepared EAP-Request for inner nmethod proposing EAP- MSCHAP with chal | enge

24402 User authentication against Active Directory succeeded - exanple.com
22037 Aut hentication Passed

11503 Prepared EAP-Success
11002 Returned RADI US Access- Accept

ISE MFFML 7R— b @ [Other Attributes] 0232, I—HYRIAEND VRAIICHBL TUT
DRI TENET,

EapChai ni ngResul t: No chai ni ng

PAC BiEBEHREZERL - EAP F 1 —2(C & EAP-Fast

CcO70—Tlk, YZ7UANCIEITICHBEMERNXRILPAC ICINZR, I—HEXST D OFRRE



PAC A& V) & T,

- HTUAY KRR FRI PAC 288 = TLS Client Hello 22L& 9,

- H—=/\NPAC ZRRFEL., TLS R RIZHBIALET (FEHERFFEAEZhELA )

- ISENEAP FI—2ZBBL, YTUAVKNF TLS RORIRTTLY ZFEALTI—HH
KUY OFREE PAC ZEBMLET,

- ISE A"FREE PAC Z#&R3EL ( ABBEREARE ). 7H 2 MA Active Directory RICTFET %
CEEBRLT (EBMOREIALZL ), RIXYE—2FZRUET,

12102 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response and accepting EAP-FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12175 Recei ved Tunnel PAC

12805 Extracted TLS CientHell o nessage

12806 Prepared TLS ServerHel | o nessage

12801 Prepared TLS ChangeC pher Spec nessage

12816 TLS handshake succeeded

12132 EAP- FAST built PAC- based tunnel for purpose of authentication
12209 Starting EAP chai ning

12210 Recei ved User Authorization PAC

12211 Recei ved Machi ne Authorization PAC

24420 User's Attributes retrieval fromActive Directory succeeded - exanple.com
22037 Aut henti cati on Passed

24439 Machi ne Attributes retrieval fromActive Directory succeeded - exanple.com
22037 Aut henti cati on Passed

11503 Pr epared EAP- Success
11002 Ret ur ned RADI US Access- Accept

ISE MFfML 7R— b @ [Other Attributes] 023> Iil, UATOHERNF REhET,

EapChai ni ngResul t: EAP Chai ni ng
TSI, AW IOLFUIYILERSD Y JLFUOYIIOmAEN, UTOXRSICALUOTAICR
FgEhET,

EapChai ni ngResul t: EAP Chai ni ng

PAC ZfAL & \\ EAP ¥ T —2/(C& % EAP-Fast

CO70—TE., NAM A" PAC ZERALBVKLSICEREEZ N, ISEE PAC ZEALBEVLSIC
REENET (LEL, EAPTFI—2REALET ),

- HTVAY DRI PAC &L T TLS Client Hello Z32E L £ 9,

=N TLSHAHAZEELRVIAAZTERORAMO—RTRELET,

CHTUA NI —NEHEZEEIIVEN HYVET, YTVA N IS4 T7 > NEH
EREETDCEBL (FHAERMO—RAEO)., TLS RO RIHFBEIEhET,

CASENDTSATUNIABAED TLVERZ TLS MRIATEESLETY., Y7UAHY
NEIZDEREEBLELA (ChREETIDLEHDICHETEDYELA )

- MSCHAPV2 Z2EECAEBARXZFEAL T, I—HICRULTEAP FI—2ZBHKBLET,

- MSCHAPV2 BRI CHHBAERZFEAL T VR ZHKTLET,

.PACRKZOEZaZ>IdEhnEzHA,



12102 Extract ed EAP- Response contai ni ng EAP- FAST chal | enge-response and accepti ng EAP- FAST
as negoti at ed

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS CientHell o nmessage

12806 Prepared TLS ServerHel | o nessage

12807 Prepared TLS Certificate nessage

12809 Prepared TLS CertificateRequest nessage

12811 Extracted TLS Certificate nmessage containing client certificate

12812 Extracted TLS d i ent KeyExchange nessage

12816 TLS handshake succeeded

12207 Client certificate was requested but not received during tunnel establishnent. WII
renegoti ate and request client certificate inside the tunnel.

12226 Started renegoti ated TLS handshake

12104 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response

12811 Extracted TLS Certificate nmessage containing client certificate

12812 Extracted TLS d i ent KeyExchange nessage

12804 Extracted TLS Fi ni shed nmessage

12801 Prepared TLS ChangeC pher Spec nessage

12802 Prepared TLS Fi ni shed nessage

12226 Started renegoti ated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. WII continue
with inner method.

12176 EAP- FAST PAC-1 ess full handshake finished successfully

12209 Starting EAP chai ning

12218 Sel ected identity type 'User'

11806 Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge
24402 User authentication against Active Directory succeeded - exanpl e.com
22037 Aut henti cati on Passed

12219 Sel ected identity type ' Machine'

11806 Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge
24470 Machi ne aut henticati on agai nst Active Directory is successful - exanple.com
22037 Aut henti cati on Passed

11503 Pr epared EAP- Success

11002 Ret urned RADI US Access- Accept

BURE PAC A k3L TWA|/E D EAP F I —>IC &% EAP-Fast

CO70-TE, Y7UAYMIBMBE RN RILPACA'HY) &I, FBEL PAC OB XHIR G ]
nTVET,

cHTUAY MR ZRIL PAC ZE 8 7= TLS Client Hello ZAfE L 9,

CH—)\A PAC ZRIEL. TLS RV ZLERULET (AEREFERENELA ).

. ISENEAP FI—2%FBL., YZT7UAKRATLS ROXRIKHNTTLY Z2FEAL T —HYH
KUY ORI PAC ZBMLET,

-PACFEXAMLTVWA LS, 1IN 0mABIENL THEE X (EAP-MSCHAP ) 4B
BENET,

-HAAEORAEF KT HDE, I—HEXIUVAAORIEPAC F7OED3a - JEhET,

12102 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response and accepting EAP-FAST as



negoti at ed

12800 Extracted first TLS record; TLS handshake started
12175 Recei ved Tunnel PAC

12805 Extracted TLS CientHell o nmessage

12806 Prepared TLS ServerHel | o nessage

12801 Prepared TLS ChangeC pher Spec nessage

12816 TLS handshake succeeded

12132 EAP- FAST bui lt PAC-based tunnel for purpose of authentication
12209 Starting EAP chai ni ng

12227 User Authorization PAC has expired - will run inner method
12228 Machi ne Aut hori zation PAC has expired - will run inner method
12218 Sel ected identity type 'User'

11806 Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge

24402 User authentication against Active Directory succeeded - exanpl e.com
22037 Aut henti cati on Passed

12219 Sel ected identity type ' Machine'

24470 Machi ne aut henticati on against Active Directory is successful - exanple.com
22037 Aut henti cati on Passed

12171 Successful ly finished EAP- FAST user authorization PAC provi sioni ng/ updat e
12179 Successful ly finished EAP- FAST nachi ne aut hori zati on PAC provi si oni ng/ updat e

11503 Pr epar ed EAP- Success
11002 Ret urned RADI US Access- Accept

N> 2 PAC AL TWBIZEED EAP F I —>IC &5 EAP-Fast

CO70—Tl, BB RILPACHBEVWES, ABAREFEAL TS AE TLS X2 I—
23 JI—ANRELET,

- HT7UHARMFRNZILPAC 5L T TLS Client Hello Z3(EL £ 9,

= NH TLSAAES LVOLEAZTERORSAMO—RTRHELET,

CHTVAV NI —NEHEZEEIDIMVENHYVET, YT UA RIS T NS
EZREEITBD LB (FEHERAMO—RAEO)., TLS RRIANBIENET,

CISENVDTSATURNIABAED TLV ER%Z TLS MRIATEELETH, Y7TUHY
RNEZTDEREEFLELBA (CNEBETIBZLEHICHBETREHYELA )

- MSCHAPV2 FRSETCAHAE LR EFEAL T, I—FICKHULTEAP FI—2ZRABLET,

- MSCHAPV2 BRECAHAH AR ZFEAL TN VB ZHFEITLE T,

CIXNTOPACHEREICTOED I ZJENET (ISERETEMICE>TVWET ),

12102 Extract ed EAP- Response contai ni ng EAP- FAST chal | enge-response and accepting EAP- FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS CientHell o nmessage

12806 Prepared TLS ServerHel | o nessage

12807 Prepared TLS Certificate nessage

12809 Prepared TLS CertificateRequest nessage

12105 Prepared EAP- Request with anot her EAP-FAST chal | enge

11006 Ret urned RADI US Access- Chal | enge

11001 Recei ved RADI US Access- Request

12816 TLS handshake succeeded
12207 Client certificate was requested but not received during tunnel establishnent. WII
renegotiate and request client certificate inside the tunnel.



12226 Started renegoti ated TLS handshake

12104 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response

12811 Extracted TLS Certificate nmessage containing client certificate

12812 Extracted TLS d i ent KeyExchange nessage

12804 Extracted TLS Fi ni shed nmessage

12801 Prepared TLS ChangeC pher Spec nessage

12802 Prepared TLS Fi ni shed nessage

12226 Started renegoti ated TLS handshake

12205 Client certificate was requested but not received inside the tunnel. WII continue with
i nner nethod.

12149 EAP- FAST bui It authenticated tunnel for purpose of PAC provisioning

12105 Prepared EAP- Request with anot her EAP-FAST chal | enge

11006 Ret urned RADI US Access- Chal | enge

11001 Recei ved RADI US Access- Request

11018 RADI US is re-using an existing session

12104 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response

12209 Starting EAP chai ni ng

12218 Sel ected identity type 'User'

11806 Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge

24402 User authentication against Active Directory succeeded - exanpl e.com
22037 Aut henti cati on Passed

12126 EAP- FAST cryptobi nding verification passed

12200 Approved EAP-FAST client Tunnel PAC request

12202 Approved EAP-FAST client Authorization PAC request
12219 Sel ected identity type ' Machine'

11806 Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge

24470 Machi ne aut henticati on agai nst Active Directory is successful - exanple.com
22037 Aut henti cati on Passed

12169 Successful ly finished EAP- FAST tunnel PAC provi si oni ng/ update

12171 Successful ly finished EAP- FAST user authorization PAC provi sioni ng/ updat e
12170 Successful ly finished EAP- FAST nachi ne PAC provi si oni ng/ updat e

12179 Successful Iy finished EAP- FAST nachi ne aut horizati on PAC provi si oni ng/ updat e

11503 Pr epar ed EAP- Success
11002 Ret urned RADI US Access- Accept

EAP FI—VBRUESR TLS M XL PAC 7OES 3= J(C &% EAP-Fast

CO70—TE, ISE & NAM OERE TLS R XILHF PAC7OEZ I Z 2V JRHICREENET
(PAC7’'OEZaZ>JICHL T, ISEDFREEEH TLS R RILFEMIZAKYET ), PACT
A2 aZ>J8RE., ROKSIZEVYET,

CHTVAY M EBROESAA— K& L T TLS Client Hello Z#AEL £ 9,

. B —/\A" TLS Server Hello & &K T* TLS E#& Diffie Hellman BE5 A4/ — K ( L&z,
TLS_DH_anon WITH_AES 128 CBC_SHA ) THEL £,

CHTUAVR TN EZHAN, BB TLS MURIABIAUETIAET (FIAERIB|EIAEL
Ao

- MSCHAPV2 Z2EECTAEBARXZFEAL T, I—HICRULTEAP FI—2ZBBLET,

- MSCHAPV2 BRI THAH AR ZERA L TN VR ZHLITLET,

BB TLS RURIDNBIEATWVWD S, REEPAC FEFETENELR A,

CHTUADRNCERR(7O0ED23a Y%k PAC Z#H ) 295 28 (C. Radius



Reject "IRE h&E T,

12102

Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response and accepti ng EAP- FAST

as negoti at ed

12800
12805
12806
12808
12810

12812
12804
12801
12802
12816
12131

12209
12218

11806

24402
22037

12162

Extracted first TLS record; TLS handshake started
Extracted TLS CientHell o nessage

Prepared TLS ServerHell o nessage

Prepared TLS Server KeyExchange nessage

Prepared TLS ServerDone message

Extracted TLS d i ent KeyExchange nessage

Extracted TLS Fi ni shed nessage

Prepared TLS ChangeC pher Spec nessage

Prepared TLS Fi ni shed nessage

TLS handshake succeeded

EAP- FAST bui lt anonymous tunnel for purpose of PAC provisioning

Starting EAP chai ni ng
Sel ected identity type ' User'

Prepared EAP- Request for inner method proposi ng EAP- MSCHAP with chal | enge

User authentication against Active Directory succeeded - exanple.com
Aut henti cati on Passed

Cannot provision Authorization PAC on anonynous provisioning. Authorization PAC can be

provi sioned only on authenticated provisioning

12200
12219

24470
22037

12162

Approved EAP-FAST client Tunnel PAC request
Sel ected identity type ' Machine'

Machi ne aut henticati on against Active Directory is successful - exanple.com
Aut henti cati on Passed

Cannot provision Authorization PAC on anonynous provisioning. Authorization PAC can be

provi sioned only on authenticated provisioning

12169
12170

11504
11003

Successfully finished EAP-FAST tunnel PAC provi sioni ng/ updat e
Successfully finished EAP- FAST machi ne PAC provi sioni ng/ updat e

Prepared EAP-Failure
Ret urned RADI US Access- Rej ect

EBEZ TLS hRIN XTI —>3>20O Wireshartk NTY N F¥7F Y REUTOESBY T,



Source Destination | Prutucul|Lengtr|Infn User-Name

10.62.148.109 10.48.17.14 RADIUS 301 Access-Request(l) (id=190, anonymous

10.48.17.14 10.62.148.109 RADIUS 193 Access-Challenge(1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 498 Access-Reguest(l) (id=181, " anonymous
.148.109 RADIUS Access-Challenge(l1l) (id=19

16.62.148.108 10.48.17.14 RADIUS 706 Access-Reguest(l) (id=1582, " anonymous

160.48.17.14 10.62.148.109 RADIUS 232 Access-Challenge(ll) (id=19

16.62.148.109 10.48.17.14 RADIUS 378 Access-Reguest(l) (id=193, " anonymous

160.48.17.14 10.62.148.109 RADIUS 226 Access-Challenge(ll) (id=19

10.62.148.109 10.48.17.14 RADIUS 468 Access-Reguest (1) (id=194, " anonymous

160.48.17.14 10.62.148.109 RADIUS 258 Access-Challenge(ll) (id=19

Code: Reguest (1)

Id: 161
Length: 622

Type: Flexible Authentication wvia Secure Tunneling EAP (EAP-FAST) (43)
[* EAP-TLS Flags: 0x01
= Secure Sockets Layer
— TLSvl Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x0301)
Length: 74
=~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 70
Version: TLS 1.0 (0x0301)
[* Random

Session ID Length: 32
Session ID: 4laeebdb@E85f48165c56144aa8dccdc 9367167 fhaeBB6383., ..

Cipher Suite: TLS_DH_anon WITH_AES 128 CBC_SHA (0x0034)
Compression Method: null (0Q)
— TLSvl Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)

A—YREED &K D EAP F I —>/(C &S EAP-Fast

<M 70—TIl&. AnyConnect NAM (C EAP-FAST & 1—%F83E ( EAP-TLS ) 8 K U'N > FREE
(EAP-TLS ) "SBREENTVE T, Windows PC FEBIEhETH, 1—F JLF>vIE
RtehEFBA, A4V FHF82Ax v avzlBL. NAMARELEFAERYEEAN
A=Y IOLFUIYINFREBENRATVEVES (I ARNTERVPIARBICEERLETIEA
TEELA )., I—YFRAERFERITD—FH., YO UFMERBILET, DFEVY., ISE RILRE
[Network Access: EapChainingResult EQUALS User failed and machine succeeded] IC&ZZH L &
T, TOHR, I—HFHFOTA 2 L THOREANHAKBR TR E, I—FEXT D OMA ORIAEN KD
LET,

- HTUA MRS PAC #E - TLS Client Hello 3 AEL £ 9,

. B —/\#" TLS Change Cipher Spec THZEL £ T, TN PAC ICEDWT, EIBEIC TLS b
XD EIAIENET,

- ISENfEAP FI—2ZFKBL, 1—IDZEZhET,



CHTUAVRERDYICRS D ID ZRHL (I —TRELERITETVEVLOT),
EAP-TLS A#ARZKTLET,
CSEANI—HID ZBESREITHN. YTUANEEhERHETEEREA,
CISENFEBERERYN (I—HYFEENF KK ) ELIETVLZEEBLET,

- ISE " BRIEHIC EAP RIIX Y £—2 &IBLET, DFV) ., ISE IRRE [Network Access:
EapChainingResult EQUALS User failed and machine succeeded] ICZH L& T,

12102 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response and accepting EAP-FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12174 Recei ved Machi ne PAC

12805 Extracted TLS CientHell o nessage
12806 Prepared TLS ServerHel |l o nessage
12801 Prepared TLS ChangeC pher Spec nessage
12802 Prepared TLS Fi ni shed nessage

12816 TLS handshake succeeded
12132 EAP- FAST built PAC- based tunnel for purpose of authentication

12209 Starting EAP chai ning
12218 Sel ected identity type 'User

12213 Identity type provided by client is not equal to requested type
12215 Client suggested 'Machine' identity type instead

12104 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response
12523 Extract ed EAP-Response/ NAK for inner nethod requesting to use EAP-TLS instead

12805 Extracted TLS CientHell o nessage
12806 Prepared TLS ServerHel | o nessage
12807 Prepared TLS Certificate nessage
12809 Prepared TLS CertificateRequest nessage

12816 TLS handshake succeeded
12509 EAP-TLS full handshake fini shed successfully

22070 Identity nane is taken fromcertificate attribute
15013 Sel ected Identity Source - Test-AD
24323 Identity resolution detected single matching account

22037 Aut henti cati on Passed

12202 Approved EAP-FAST client Authorization PAC request

12218 Sel ected identity type 'User

12213 Identity type provided by client is not equal to requested type
12216 Identity type provided by client was already used for authentication
12967 Sent EAP Internmediate Result TLV indicating failure

12179 Successful ly finished EAP- FAST nachi ne aut hori zati on PAC provi si oni ng/ updat e
12106 EAP- FAST aut henti cati on phase fini shed successfully

11503 Pr epared EAP- Success

11002 Ret ur ned RADI US Access- Accept

EAP FI—2HBRT—EEOZVER TLS b RILEREIC & D EAP-Fast

CO70O—TE, ISERFPACT7OEZIZVJICESR TLS I\“/?)LT"'H’EE%@'%)J:DLZEEE
ENTVB—FH, NAM BFFBEDEHA TLS R RIILZHEALTVET, CDFE. ISERRUATOK
SICATICRELET,



12102 Extract ed EAP-Response contai ni ng EAP- FAST chal | enge-response and accepting EAP-FAST as
negoti at ed

12800 Extracted first TLS record; TLS handshake started

12805 Extracted TLS CientHell o nmessage

12814 Prepared TLS Al ert message

12817 TLS handshake fail ed

12121 Client didn't provide suitable ciphers for anonymous PAC- provi sioning

11504 Prepared EAP-Failure
11003 Ret urned RADI US Access- Rej ect

CHEEAIRETDOE, NAMABRED TLS BSZEMAL TEEREE A TLS b RILZHIML &
SETRIHFEETT. EBTLS ORI ZFEATEIELSICEREENTVWRISER, Ch5DTLS
BEEZTANTEA (ZETANDOREDHESOATT ),

NSTNY1—F 424
ISE

A0 ZERITHICE. FETSB PSN /— RT Runtime-AAA NV T ZBMICT B HEN
HYET, LATIC, prrt-serverlog ICRBFEEND2ARDHFERLET,

N> PAC MDEEK :

DEBUG, 0x7f d5332f €700, cnt x=0001162745, sesn=ngar car z-
i sel4/ 223983918/ 29245, CPMsessi onl D=0A3E946D00000FE5131F9D26, Cal | i ngSt at i onl D=00- 50- B6- 11- ED-
31, Framedl PAddr ess=10. 0. 13. 127, Using |1 D from PAC request for machi ne, EapFast Tl v. cpp: 1234

DEBUG, 0x7f d5332f €700, cnt x=0001162745, sesn=ngar car z-
i sel4/ 223983918/ 29245, CPMsessi onl D=0A3E946D00000FE5131F9D26, Cal | i ngSt at i onl D=00- 50- B6- 11- ED-
31, Franedl PAddr ess=10. 0. 13. 127, Addi ng PAC of type=Machi ne Authori zati on, EapFast Prot ocol . cpp: 3610

DEBUG, 0x7f d5332f €700, cnt x=0001162745, sesn=ngar car z-

i sel4/ 223983918/ 29245, CPMsessi onl D=0A3E946D00000FE5131F9D26, Cal | i ngSt at i onl D=00- 50- B6- 11- ED-
31, Franmedl PAddr ess=10. 0. 13. 127, Eap- Fast: Generating Pac, |ssued PAC type=Machi ne Aut hori zation
with expiration tine: Fri Jul 3 10:38:30 2015

PAC ER D&EFR :

I NFO , Ox7f d5330f ¢c700, cnt x=0001162745, sesn=ngar car z-

i seld/ 223983918/ 29245, CPMsessi onl D=0A3E946D00000FE5131F9D26, user =host / ngar car z-

pc, Cal I i ngSt ati onl D=00- 50- B6- 11- ED- 31, Fr anedl PAddr ess=10. 0. 13. 127, Eap- Fast: client PAC request
approved for PAC type - Requested PAC type=Machi ne, EapFast Prot ocol . cpp: 955

I NFO , Ox7f d5330f ¢c700, cnt x=0001162745, sesn=ngar car z-

i seld/ 223983918/ 29245, CPMsessi onl D=0A3E946D00000FE5131F9D26, user =host / ngar car z-

pc, Cal I i ngSt ati onl D=00- 50- B6- 11- ED- 31, Fr anedl PAddr ess=10. 0. 13. 127, Eap- Fast: client PAC request
approved for PAC type - Requested PAC type=Machi ne Aut hori zati on, EapFast Prot ocol . cpp: 955

PAC DL :

DEBUG, 0x7f d5330f ¢700, cnt x=0001162499, sesn=ngar car z-
i seld/ 223983918/ 29243, CPMsessi onl D=0A3E946D00000FE5131F9D26, user =anonynous, Cal | i ngSt at i onl D=00-
50- B6- 11- ED- 31, Fr anedl PAddr ess=10. 0. 13. 127, Aut hori zati on PAC i s vali d, EapFast Prot ocol . cpp: 3403



Eap, 2015- 07- 03 09: 34: 39, 208, DEBUG, 0x7f d5330f c700, cnt x=0001162499, sesn=ngar car z-
i seld/ 223983918/ 29243, CPMsessi onl D=0A3E946D00000FE5131F9D26, user =anonynous, Cal | i ngSt at i onl D=00-
50- B6- 11- ED- 31, Fr anedl PAddr ess=10. 0. 13. 127, Aut hori zati on PAC accept ed, EapFast Pr ot ocol . cpp: 3430

PAC A BRI L 158 D ENEROH

DEBUG, 0x7f d5331f d700, cnt x=0001162749, sesn=ngar car z-

i seld/ 223983918/ 29245, CPMBessi onl D=0A3E946D00000FE5131F9D26, user =ci sco, Cal | i ngSt ati onl D=00- 50-
B6- 11- ED- 31, Fr amedl PAddr ess=10. 0. 13. 127, Conversati on sunmmary: Provi sioning. Authenticated. |nner
net hod succeeded. |nner nethod succeeded. Generated PAC of type Tunnel V1A Generated PAC of
type User Authorization. CGenerated PAC of type Machi ne. Generated PAC of type Machine

Aut hori zation. Success

PAC BREIN KL B8 DENBEROHI -

DEBUG, 0x7f d5330f c700, cnt x=0001162503, sesn=ngar car z-

i seld/ 223983918/ 29243, CPMsessi onl D=0A3E946D00000FE5131F9D26, user =host / ngar car z-

pc, Cal I i ngSt ati onl D=00- 50- B6- 11- ED- 31, Fr aned| PAddr ess=10. 0. 13. 127, Conver sati on sunmmary:

Aut henti cation. PAC type Tunnel V1A, PAC is valid. Skip inner nethod. Skip inner method. Success

AnyConnect NAM
NAM (Z& % DART O7C, UTOFMARBRENET,

FEAPFI—2Ev>arilHtd, SRBEGZEALEVWIS VEEREDOHA]

EAP: Identity requested
Aut h[ eap- f ast - pac: machi ne-auth]: Performing full authentication
Aut h[ eap- f ast - pac: machi ne-auth]: Disabling fast reauthentication

BARPACILY OTYTOH (EEAPFI—> £y a>TOIIURL)

Looki ng for matching pac with iid: host/ADM N- PC2
Request ed machi ne pac was sen

MEHX (MSCHAP ) DINTORRER, U TOOJ TRIETEXT,

EAP (0) EAP-MSCHAP-V2: State: 0 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 2 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 1 (eap_auth_mschapv2_c.c 731
EAP (0) EAP-MSCHAP-V2: State: 4 (eap_auth_mschapv2_c.c 73

NAM Tk, HROF > THEEZREL T, IXTOEAP NN Y NEFY¥TF v L, pcap 774
WRETRCENTEET, COMEER, BICOJ/ 2 a0EBBEICRISET (11— O
TAVHICITONBEAETE, EAPNTY MRFFYTFvEanET ), COMEETIT17I(C
TBHICE, TACI S ZFISEBLTLEEW,

sEER

. Cisco AnyConnect Secure Mobility Client EZEEHA K ) 1J—2X 4.0 ® EAP-FAST QO§&TE
. Cisco Identity Services Engine BEEHA K VI)—2X 1.4 ® EAP-FAST (CB§ T 3 #REF
. Cisco |dentity Services Engine 8§t 4 K

- AnyConnect NAM & Cisco ISE Zff L 7= EAP QEiENHA

TOZAhL BHR—bE RFI XN - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b_AnyConnect_Administrator_Guide_4-0/configure-nam.html#ID-1424-0000026d
/content/en/us/td/docs/security/ise/1-4/admin_guide/b_ise_admin_guide_14/b_ise_admin_guide_14_chapter_010011.html#ID489
http://www.cisco.com/c/ja_jp/support/security/identity-services-engine/products-implementation-design-guides-list.html
/content/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_80_eapchaining_deployment.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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