PPP ( CHAP £7=l PAP ) BRREICBIT A NS/
NWo1—F14>70

2

=

=8
N

Z
Fil

£

B
B

Kl

FHIZ I R—F b

a0k

NSNS a—F420 70—F¥—h

JJ—3R T, CHAP RREEE £ lF PAP BREEZE1TLTVWET A,
IL—Z2T, BREELEFEREEO CHAP BEEZETLTVETAH
EECEITZIEETTH
REFYLUODEERFBEOI—HERIFIFANEEBLTI A,
DE—K XS TOEATEELR Cisco L—RTIhH,

RIE CHAP OBEDORZ TN a—F 12T

IL—Z2HF AAA ZFERLALV, FEEO—HI AAA LAFERALABEVEES
— BT —\R—ZAD AAA ICBBIBBBORNS TN a1 —FT12T
B E 1 R

B=

Point-to-Point Protocol ( PPP ) Z2RED B, FAVILT YT U OBEORE —BNEERO®
12TF, CORFIXYNTWE, PPPREAECETDEEONZ /N1 —TFT 1 I FIBEBN
LTWET,

Ei— 3ua

- debug ppp negotiation # & O debug ppp authentication 4 Z—7JLIZLE T,

. PPP F2&E 7 T —X&. Link Control Protocol (LCP; U Z#I7’O0K)L ) 7T —AHNET
LTHA—=TVREIZEDETHARE NEL A, debug ppp negotiation ¥ LCP ¥ F—7">TdH
HCLEFRETBVEES, ZCEDHICCOBMBEEBRIIXENFHYVET,

- PPP L. WMEAITREE N TVWARLENHYET, KEICKHUT, ROOANY RZRITL
£T. REAQOFYLY N RYIA(VREEZORII (CHAP) RBEIERETZB/EE
. B1FDJ)L—3 T ppp authentication chap ZHTL ¥, BFERMEOBEE, FHFHIL—
& T ppp authentication chap callin IV > RZRITLET, PAP BIEDOBESE., MEDIL—
2 T ppp authentication pap ZFTL £9,

ot

2
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A=A IV (FEEO-ALIL—E) : chiFk, BEFNYT vy a>HFRTFEsh
TWBSATATT, HBINL—ZFLSstOIN—RICFNYT v a > zB8HLLEE. §
A=A XIX>2) EVSAHBR., iILlHREB 2 EL—RIIF[ UL THEAEIAET,

CET7 RARNY—RAUBNVODMBEDREEKRLET, LA ST, COFNAA
FO—AIL X TRRBHYELEA. ZEZIE. RouterA T debug ppp negotiation X > R%&

RITTHBE, chHFO—DIL XS &RV, RouterB AFEFICBRYET, L. F/\NY
JOXR%Z RouterB ICEEL =858 1E. RouterB A"O0—AHJ) X227 v), RouterA AET
LBV ET,
E O—DIIEETEVWSHRER., 94T RN —NOBREEKRITZDEDNDTEHY)
FtA, FNNYVT Y IUNECTRITENTVINICE 2T, FAYINA2 94T N
O—AIL X UFRERETICEYET,

BH

ROEBICEIZEMAAN 6D e #HREIET,

. debug ppp negotiation D H N ZFHAE > TEBTEDIHLEN HVFXT, Mk, Tdebug
ppp negotiation HAIC DWW Ty ZZRL T EE L,

FRTRIR—F> b

CORFIXNOABRK, BEDVYIZRIITRN=—RIITON-T32VICREENDED
TRHYEREA

RECE
KF1XY NEROBME, TYRITINNTAYTAOKRE ESBLTL X,
NSNS 2A—TF4>2T 7O0—Fv—b

COXEICRF. NSTNZ1—F 1T IC/BIAIDESIC, WKH2A0O7O0—Fv—RrE28BHLT
WET, RO7O0—F¥—KNIEDIZE, REIOFOFESEIIYILTLIEETL,
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Mote: Flease do not skip any steps in this flowchart

commaon problems encountered in PPP negotiation.

hefore proceeding with this document

Authentication can he done by both, either or neither side afthe connection. Cisco highly recammends using
authentication as a way of securing the network against intrusion. Authentication failures are one ofthe most

Hote: This document assumes that the LCP state is open. Ifthe LCP state is not open, trouhleshoot that issue

Enahle the following debugsdebug ppp negotiation and debug ppp authentication.

[z the router performing

CHAP or PAP authenticatian’?

lick here to deterrmine thi

CHAR

PAP

Y

Checlkwhetheryou see one of the following messages:
BRO:1 PPP: Phase is AUTHENTICATING, by hoth
This indicates that the routers are performing ey
authentication

BREO:1 PPF: Phase is ALTHEMNTICATING, by the peer

or

BRO:1 FPP: Phase iz AUTHEMNTICATIMG, lnthis end

Either one ofthe above messades indicate that the routers are
performing one-way authentication

I it one-way or two-way
authentication?y

Froceed to the router
receiving the call

!

For PAP-related troubleshooting, refer to the
document Configuring and Troubleshooting
PPF Fassword Authentication Profocol
(PAFY

Proceed to hoth routers —r@

I—2T, CHAP REREFE ik PAP BRIZER{TLTVETH,

IL—R T CHAP FRELE 1z 1& PAP FREIAN"RITE TV B A ES A ZH BT S ICIE. debug ppp
negotiation 3 & TF debug ppp authentication D H DX DITERBRE T,

CHAP



AUTHENTICATING 7 T —XT CHAP Z#L £ 9,

*Mar 7 21:16:29.468: BRO:1 PPP: Phase is AUTHENTICATING, by this end
*Mar 7 21:16:29.468: BRO:1 CHAP: O CHALLENGE id 5 len 33 from "maui-soho-03"

PAP

AUTHENTICATING 7 T —XT PAP Z#RL &7,

*Mar 7 21:24:11.980: BR0O:1 PPP: Phase is AUTHENTICATING, by both
*Mar 7 21:24:12.084: BRO:1 PAP: I AUTH-REQ id 1 len 23 from "maui-soho-01"

IL—A2T, BFEAFELEEIREED CHAP BBREZ2 2T LTVETA

debug ppp negotiation DA TRDXAY =S OWTh A ZRLET,

BRO:1 PPP: Phase is AUTHENTICATING, by both
FROXY =D, L—ZAVEREOFAEZETLTVDEZRLTVET,

ROXAY =2, WFhEL— XN BFEOFRAZRITLTVSEZRLTVET,

BRO:1 PPP: Phase is AUTHENTICATING, by the peer

Fil&
BRO:1 PPP: Phase is AUTHENTICATING, by this end

EECHEIZIEETTL




The remote machine is failing authentication of the local ouers
username and password. This could be due to a misconfiguration an
the local router (hy not supplying the usermame/password expected by
the peet) ar on the remate rauter.

5 this an incaoming failure’
Click here to determine this

l‘r‘es
Loak for the following debug outpuot:
BRO:1 CHAP: O CHALLEHNGE id 9 len 33 from "maui-soho-03"
or
BRO:1 CHAP: O RESPONSE id 16 len 33 from*maui-soho-03"
MHote the username in the Qutgoing Challenge or Besponse. In this example that is
rmaui-soho-03

—(

Loak for the cammand ppp chap
hostname =username= wherete
username corresponds to the usemarme
inthe outgoing challengeafresponse. Make
Mo a note ofthe username and passwond
(frarm the ppp chap password
command,

I5 the username included inthe
outgoing Challenge or Eeponse the same as
the router hostname?

Wie will use this informationwten
troubleshooting on the remote router.,

Contact the administrator of the remote
router to verify the username and

M password it expects,

Azl the following gquestions:

I5 the remate
machine a8 Cisco Router
ouU have access ta?

11 wWhat username does the remote
router expect?
Steps to Perform: Lise the command
Yes ppp chap hostname =username= under
the physicalidialer interface.
Mote: this iscase sensife

Maove the debugging session over to

the remote machine. For purposes 20hat password does the remote

of discussion, the "local machine”is rodter expect?

the system the debugging sessionis Steps to Perform: Use the command
currently being run on. ppp chap password =password= under

the physicalidialer interface.
Mote: This is case sensitvwe

BEXYE— termreq £l failure A"ZEENTVEVHAESIHZRAXNET, T FDOXY



= HBEE (incoming ) XY E—THBEEZRLTVET,

BRO:1 LCP: I TERMREQ

=&

BRO:1 CHAP: I FATLURE

BEEICHETZIEER. E7AITO-ANLIIL—F0I—FBENAD—ROFEENTEBA 21
EZBRLTVWET, chlllEk, O—ANL—FFEEVE—HK L-—ZATOREIAR (ETH
FHHELTVWEI-YRBENAD—RAEBEEEABL 2L ) FEXSKET,

REFYLODEEBEREDI—YEEHRAMELRELUTIN,

debug ppp negotiation DA TRDXAY =S OWTh A ZRLET,

BRO:1 CHAP: O CHALLENGE id 9 len 33 from "maui-soho-03"

=/l =

BRO:1 CHAP: O RESPONSE id 16 len 33 from "maui-soho-03"

BEFyYLUODREFBBZOROI—HRIFELTLKEETV, COHITE. ZniEmaui-soho-
03T, RAICFEATRLI—HREENRAT—RHY, UE—HMITEEEThD I—HFREE/NAT—
RE—HLTVWBRZELEZRETSICE. ChZETSVENfHBVERT, e, O—HIL IIL—2X
FEBEETIERLTATHBERLTUAEDOD, EFRAITE B E#BBLTW LS, =ik
ELLfTHhhFEHA,

RBEFrYLODOI—YENFRANZR—LERBUTEWESE., ppp chap hosthame
<username> N> RZFANXNET, c cTCHEHAITDI I —HFRHRIREF YL OOI—HETT,
COI1—HYRZE/NAT—R (pppchap password N> RTEEEATWVWSEN ) ZEXELTL
EEW, ZOB®EE, VE—MIL—Z2OKRSTIL21—FT1I0BICERALET,

DE—HN ISBTFHUEAAEER Cisco L—2TTH,

O—H) L—Z2TEGEENZFEEIATVDLHMTELCEN S, BERETRATEEZETVWS
CENDHYNET, UE—RD Cisco L—RIZTVEATERHBER. TOFNAATRZTIL
2A-—TFTATITVET,

JE—RNIIL—BRICTIVEATERZRVEER. TOIL—XOEBEHICEHZL T, -2 HELT
WBI-—HHRENAT—RZ#ELTLEE L,

ROEBICERATSEEL,

1. UE—BN IL—ZABEL VBRI —HYR2RE3MAHI, WBA OV RX—TIAAFTLERFEFAYZ 1
>~ 3Z—7 I A AT pppchap hostname <username> 11X > R%ZE{TLET, CTlk., VE
—NIL—ZOEBENSEESNEI—HYEZRELET, F: AXFENMXFREEXBIE
hEd,

2. VF—NL—ZFZHFBELTVWBENAT—RE[AHL, VWEA DV R—T I/ ARAFTLEREZTATS
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A4 >R—7 I A AT pppchap password <password> 1X¥ > RZE{TLET. F : KXFL
PIMZRFXBENhET,
FFME. RF 21X DM Tppp chap hostname & & T ppp authentication chap callin N> RZ
AL PPP RSy ZZRL TS EEV,

RECHAP OEEO NS /N2 —F142T
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O,

wehich the Outgaing Failure is seen.

ar
BRO:1 LCF: O TERMREQ [Open] id 22 len 4

[fthe peer detects an incaming failure messade, this means the lacal router has failed to authenticate
the peer and has sent out the message. Hence we must now move troubleshooting to the routeron

The following messages on the local router indicates an outgoing failure:
BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure’

Does the local router use Sener-hased A%,
(Radius/TACACS+H?

Mo, it uses either Mo A8 or
local Al

Choose from one the following errormessages

BRO:1 CHAP: I RESFOMSE D 18 [en 33 from "=usernames="

BRO:1 CHAR: Unable to validate Response. Username =Usemarmes
not found

BRO:1 CHAR: O FAILURE id 18 len 26 msg is "Authentication failue"

BRO:1 PPF: Phase is TERMIMATING [0 sess, O load]

= Mote: The username should be identical iothe

™ BRO:1 PPP: Phase is TERMINATING

BRO:1 CHAF: Username =username= notfund
BRO:1 CHAF: Unahle to authenticate for peer

= Note: The username should be identical tathe

BRO: LCP: O TERMRE [Open]id 22 len 4

o]

BRO:1 CHAP: | RESFOMSE id 16 |en 33 from "=Username="

BRO:1 CHAP: O FAILURE id 16 len 28 msg is "MD/DES compare  ——es

failed"

Caonfigure the username and shared secretfor

the chap challenge
ze the command
Username =username=password =passward=

username in the incoming CHAP message, while
the password should be the comimon secret

Caonfigure the username and shared secretfor
the chap challenge

IIse the command

username =username=password =passward=

username in the incoming CHAP message, while
the password should be the cammon secret

Femove the existing usernameipassword enty
using the command:

No USername =Usernarme=

where =username= matches the oneinthe
CHAP messane

Caonfigure the username and password using the
cammand:

Username =username= password =passward=
The username should be the same asinthe
CHAP message shown above. The password
should match the password on the remote
routetr.

E7ATEEREOXY E—IMREEThEBESRE. O—HAIL IIL—FFETOREIICKKL, C
DAY E—TZEBLIECEZERLTVET, LEANST, REREEFEZREILTVIIL—2%



NZTNDA—FTA2TTRRBENFHBYVET,
O—ANLIL—Z2LORXOXY -2, REREFEZRLTVEXRT,

BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure"

FhE

BRO:1 LCP: O TERMREQ [Open] id 22 len 4

L—35 AAA ZEALBV, FEEO—D)I AAA LAEALBEWVES

IL—RBTH—NR—ADOFEI., FA. BRETHOFT1>9 (AAA) AT LA (Radius 12
l& Tacacs+ ) A"EAET N TVWAWESICEK, L—FTAAM N T2 E<EAThTLVARWVWESGE
 O—AIL AAA DN ERENTVREEENBYET. TNYTHEICROXY =200 TFnd
ARRENTVWBRHLESH, ﬁ%bf(?ﬁéb\o

Unable to Validate Response

Username <username> Not Found

BRO:1 CHAP: I RESPONSE id 18 len 33 from "maui-soho-03"

! -- Incoming CHAP response to our challenge. ! -- The username used in the response 1s maui-
soho-03. BRO:1 CHAP: Unable to validate Response. Username maui-soho-03 not found
! -- The username supplied by the peer is not configured on the router. ! -- We assume the peer
does not have permission to connect. BRO:1 CHAP: O FAILURE id 18 len 26 msg is "Authentication
failure"

! -- Outgoing CHAP failure message. ! -- The peer will see this as an incoming failure. BRO:1
PPP: Phase is TERMINATING [0 sess, 0 load]

A—HEOFR—HF. XRD2 O>OEATRELET.

1.0—HA)L IL—Z2BATHELTVS I —YINFETAILSEETNEZV, E&XIF, RouterA &
WS 1—YEzHSF (3’3&:0 BRE ) LTVWBODIC, EF7HITIE RouterB ZWS BRIZEFEAL
TVWBBETT, ETRNSESNDI—HRENATD—RZRETSH, ET7AORRZ
EULWEDICETIELE Y,
2.0=—HAN NL—RIZI—FEFREENTVEVL, ET7HASEEND IR O0—-HI I
—ZBTHEFELTVEEDE—HITIEHEEE., TOI1I—HRE/NAD—REZERELET,
cOEEK, ET T ppp chap hosthname ANX REZFEAL T, L—RODEKAMERAOI—Y
BERELTVWALECREREICRELET,

1Y > R username <username> password <password> A L £9 ., <username> &, EFE®D
I5— XY tE—HCHD1I—YETRERAET,

Username <username> Not Found

Unable to Authenticate for Peer

BRO:1 CHAP: I CHALLENGE id 17 len 33 from "maui-soho-01"

! —- Incoming challenge from maui-soho-01. ! -- This router must look up the username specified
! -—- in order to create the CHAP response. BR0O:1 CHAP: Username maui-soho-01 not found

! -- The username (maui-soho-01) supplied by the peer is not configured locally. BR0O:1 CHAP:
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Unable to authenticate for peer
! —-- Since this router does not recognize the username ! -- it cannot create the outgoing CHAP
RESPONSE. BR0O:1 PPP: Phase is TERMINATING ! -- Authentication fails.

A—HEOFR—BF. XRO2 O>OERATRELET.

1. 0=AL IL—RATHEL VBRI —HYENFETALISEE BV, LEAE,
RouterA ( BLUERE ) L VSR EFEAL TWVWSBETT, L. EF7ITIE RouterB
EVWSEBHZFEALET, ET7ALNSIESNDI—HFRBENATD—RERETSDH. ET7AH
NDI1—HEEELLVWEDICTY SF—RNLET,
2.0—AL NL—RICI—HEIFRZEENTVELV, ET7HPSESNZI—FEO0—-NIL I
—RAITHELTVEEDE—HTRERRE., TOI—HRENADTD—RZRELEFT,
COEEE, ET T ppp chap hostname Y REZFEAL T, L—FOKAMEAAOI—Y
BERELTVALELCBERECRELET,

1Y > R username <username> password <password> Z{£fA L £9 ., <username> ik, LF®D
IZ5— XY E—PHCHDI—YETRERAET,

MD/DES Compare Failed

BRO:1 CHAP: I RESPONSE id 16 len 33 from "maui-soho-03"
BRO:1 CHAP: O FAILURE id 16 len 25 msg is "MD/DES compare failed"

CODIZ—E, NATD—ROR—HICL>TRELET, chillF. RO2O>OEAHNEZSH
£9,

1. A=A L—Z2ATHFELTVBINADT—RAETHIALSEEATOVWEY, LEXE,
Letmeln EWSNAT—RZHF (BLVPRE ) LTWBDIZ, ETRITIE letmein 2V S
NAT—RZFEALTVREETT, ETRISESND I —HREENAT—RTERET
h, EPRAOI—HERZELVEDICETIELE T,

2. 0—HN L=BICNAD—RHFELLEEENATVEY, ET7AIASESHB/NRAT—R
DANFELVEHERTELESRE., O—NIL IIL—2AZEBRELET,

Jyi—->32

1.ROOXRY REFEAL T, BBFOI—FRENAD—ROIV MY ZHIBRLET,

no username <username>

CC_ T, <username>& LT — XV E—IJTRENTVDI—HRICEEMAETT, CDF
_C"L;\ maui-soho-03 L—_Z:IU ij—o
2. ROINY REFEALT, I—HEBENAD—REZRELET,

username password

COI—HEE, LRROCHAP XY E—CDHIEHZEDERUTHIBEN HYERT,
T, NAT—RBEVE—HF L—ZAONAT—REFULEDTHIBEN BN KT,

— BB —/IX—ZAD AAA CBRI2BEORZ TN 1 —FT 12T
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This section has some simple A% troubleshooting points.
It can be used to troubleshoot both CHAP and PAP authentication

Enahble the following debugs:
debug aaa authentication
and

debug radius

ar

debug tacacs

Hote: For Radius (priorto 12.2%8) | the debug output will need to he decoded. Use the Qutpot Interpreter tool.
In the radiusftacacs debug ootput, check to see ifyou are receiving an Access-Accept from the server. For example;
*Mar 1 05:07:40.310: RADIUS: Received from id 4 172,22

93.201:16845, Access-Accept, len ol

Tes

Checkto see ifyou get a Sendauth failure, which
happens anly for Radios with taoaay
authentication. The following debug showes an
example:

ALAMRTHEMSTART (F7E183141 ) port="BRID:1" list=""

Dovyou see an Access-Accept?

o

™ action=SEMDALTH service=PPP
ALACATHEMSSTART (776155141 using "default” list
ALACATHEMNSSTART (7761551410 Method=radius
[radius)

A0AGALTHEM/SEMDAUTH (7751588141 missing
passvword for maui-sohoTs

Please perform the following general troukhleshooting steps:

11Checkifyou have connectivity with the A%A server (try to
ping the A% server from the local router)

NCheck ifthe &84 server is correctly specified using the
radius-sener host or tacacs-server hostoommand

ACheckifthe secret key used between the local routerand
the AA% serveris carrect (use the command radius-sener
key and tacacs-server key)

$iCheck ifthe local router is correctly identified in the S84
semer configuration

S1Checkifthe username and password that is usedfar
authentication is correctly configured on the AAA semver

Faor more information refer to the RadiusiSecurity Technical
Tips Page

Ao LI THERSSEMDALUTH (7761881417 Failed
zendauthen for maui-sohod1G

AnaALITHER (7761381447 status = FAL

An s ALITHERSSTART (76188141 no methods left to try
AL 8 ALTHEN (77615351417 status = ERROR

Ana AL THERSTART (T7E18581 417 failed to authenticate
BRO: CHAP: Username maui-soho-03; lookup failure

Configure one-way authentication by configuringthe
commandppp authentication chap callin on the
dialout side

¥

[fyou see an Access-Accept and CHAP
authentication still fails, then contact the CiscoTAC
for further troubleshooting

y:
FA. AMADODKRS TN 1—F 42 JICET

o

CEORFIXVNE, AADRZ TN 2—FT 42T )Y —RELTERTZEOTRESH Y

B, KORFIXYNESBL T L&



- AAA Q3B
- RADIUS
- TACACS

B8 . PAP 28 PPP TR EIET D/, MsCHAPv2 TIEXHT S

ACS H—NARIAERZZEFELBA 2, Y2 IUHAKRBMULTACS H—NEFELTER
WHEENHVYET. COEMFEE. Cisco Bug ID CSCee04466 ( BRI —H Dk ) ICiERE ATV
£9, EEERELT, PPPEY> 32 AICRADIUS Y —NZFEALET, L. L—50
TACACS+ H—NZEEBLOENTOAERAL TSEZWL,

B 18 #§

. debug ppp negotiation DHHICD2WT

. PPP CHAP BRI DB & FRE

. ppp chap hostname & & T ppp authentication chap callin AY > R& /A L = PPP BREiE
-PPP NRD—REBEIZ’OBRIN (PAP) ORREE NS TN A—=F 12T
BAVYLBREFP IO RACETRYER—N R—=D

TOZHILYR—BE RFI X - Cisco Systems
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