;58 RADIUS

A&

BE

Bl R SR A

EZ#®
FERAIZIAVR—F b
RELE

B

axX rE
ZYBRI—UK
BREOEER

"

ax  E
B
20\

rSTLT 21—k
RSTLY1—F42F0EHOITY R
S5

Bz

CORFIXYRNTE, AA4VIT YT PPP 254 7F > NDHisk RADIUS DREHZHAL =
T,

LI Sua
BEf

CORFIXNIBEOEHREHY TR A

FATRIR—Fb

CORFIXVNOHRERE. BEDYIRIITRN—RITITON-23VICREENADED
TRHNEEA

REIXYNREOBME, "YRATINILTAYTAORRER) 2BBL I EE,

COEVSIVTRER, CORFIANTHHAITIHREZRETDLOICHLEZBREZRMLT


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

WEd,

F:ZORFIAIXANTHEASATVWAS IOV ROFFEMZEFANSIZIE. Command Lookup
Tool (BEFI—YER ) ZHEAL T<EEL,

XY BMI—IK

CORFIXVRNTR, RORY RD—0 Y NTYTZERALET,

| Async Dial-in

10,115

EUEDFER

FUHRFICEAVIAHFTABDEZERLTIKEETVY, EFLNFERTE, O—HIILBR
A" 1T A 125, Remote Authentication Dial-in User Service ( RADIUS; ') E— RREEX A VIL 1 >
A—HH—ER)ZFICLET, RIC, BIAIOTAMEL T, RADIUS ZBU TEHRS KUV
AITCED L ZMFEL, RIAZTVET,

CORFIXVNTR, ROBREEALET,

- NAS
cDFAT N 774 (H—/NE)
. Users File (on server)

NAS

version 11.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og uptine

servi ce password-encryption

no service udp-small-servers

no service tcp-small-servers

!

host nane nasX

!

aaa new node

aaa authentication login default radius |oca
aaa authentication |login no_radius enable
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aaa aut hentication ppp default if-needed radius

aaa aut horization network radius
aaa accounting exec start-stop radius
aaa accounting network start-stop radius
!
enabl e password cisco
!
usernane cisco password |etnein
i p subnet-zero
no i p domai n-1ookup
i p nane-server 10.6.1.1
async-bootp dns-server 10.1.1.3
async-boot p nbns-server 10.1.1.24
!
interface Ethernet0/0
ip address 10.1.1.21 255.255.255.0
no keepalive

nterface Serial 0/0
no i p address
shut down

nterface Ethernet0/1
no i p address
shut down

nterface Serial 1/0
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/1
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/2
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/3
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O




no cdp enabl e

nterface Serial 1/4
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/5
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/6
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Serial 1/7
physi cal -1 ayer async
no i p address
encapsul ati on ppp
async default routing
async node interactive
di al er in-band

dialer rotary-group O
no cdp enabl e

nterface Dialer0

i p unnunbered Et hernet0/0

i p tcp header-conpressi on passive

encapsul ati on ppp

peer default ip address pool C sco3640-G oup-120
di al er in-band

dialer-group 1

no cdp enabl e

ppp aut hentication pap
!

router rip

version 2

redi stribute connected

network 10.1.1.0

no aut o- sunmary

|
ip local pool G sco3640-G oup-120 10.1.1.80 10.1.1.88
no ip classless
ip http server

|
dialer-list 1 protocol ip permt
dialer-list 1 protocol appletalk permt




|
!--- The following two lines are for the RADIUS server;
the first is for the !--- RADIUS being used for
authentication but not accounting. In the second, !---
accounting information is sent, too, but not
authenticating. !--- If you wish accounting to go to the
first, change the 0 to 1646. ! radi us-server host
10.1.1.3 auth-port 1645 acct-port O radius-server host
10.1.1.5 auth-port 0 acct-port 1646 radi us-server key
cisco! line con O exec-tinmeout 0 O | ogin authentication
no_radius line 17 24 autosel ect during-|ogin autosel ect
ppp nmodem I nQut transport input all stopbits 1 speed
57600 flowcontrol hardware Iine aux O line vty 0 4 exec-
timeout 0 0 end

D94F2NT7A4)L (F—NL)

/--- Note: This assunes Livingston RAD US

# Handshake with router--router needs "radi us-server key
cisco":
10.1.1.21 cisco

Users File (on server)

/--- Note: This assunes Livingston RAD US

# User who can telnet in to configure

admi n Password = "admnin"

User - Servi ce- Type = Logi n- User

# ppp/ chap authentication line 1 - password nust be
cl eartext per chap spec

#

# This user gets an | P address froma pool on the
router.

chapuser Password = "chapuser"”

User - Servi ce- Type = Framed- User

Framed- Prot ocol = PPP

# ppp/ chap authentication line 1 - password nust be
cl eartext per chap spec

#

# This user has a statically assigned | P address
chapadd Password = "chapadd"

User - Servi ce- Type = Framed- User

Fr amed- Pr ot ocol = PPP,

Framed- Address = 10.10. 10. 10

i
B, CORECEATE PRAIMESHY Ft A,
hZ7)L>a1—b

Ot aviE, REORNZ TN 1—FT42TETIBICSBLTSEZ,

RSNV aA—=F4200EHOIAIVR




X :debug ON REFEATSHIIC, Fdebug IV ROEEXER, 23RBL LTV,

- debug ppp negotiation : 754 7> RA'PPPRI I —2a> &2 BLTVWR A ES A ZHF
LET, COONREF, PRLAZXISI—> 3 aBRIdLEIFALET, -

- debug ppp authentication - V54 7> NFRBRIZZITTWVWAH ES D &EFRT. Cisco
IOS(TM) release 11.2 &Y EION—2 3 ZFERAL TVWBE S, debug ppp chap AN R
ZEROVYICEAL TS EEL,

. debug ppp error - PPP QXIS T—a X BECHEIS7ON I I5—H LTI
T—OFHZERRILET,

. debug aaa authentication - 1—H'FRIEZZFTTVRH ESHICEKREL, RIELCERAETH
TW3ER (RADIUS H—NHFA D LTOWAEWERY I RADIUS ) 2R T

. debug aaa authorization - 1—HFERFEEZZ T LA ESH CHERL, ERAELCHERE
nNTLVAAERERT.

- debug aaa accounting - REFOFTHO >V M LI— REER,

- debug radius - Y —/NEeX|E N -1 - OREZER.
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- TOZAHI YR—Bh & RF 21 XM - Cisco Systems
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