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Serial0:x Gsco Ios® isdn incoming-voice modem A BEMILE W TVEVEE, cause i = 0xs0BA
- Bearer capability not avail able & \;‘5‘@%1@#2@’%3 hEd,

E:COOXYREIO—FHOTRE, AR—ALOEHANS2TRICKEENATVET,

Ti me stanp Oig | P address Dest | P address Prot

Rk I G S S R S

* 03 SNOOPER | NFO Snooper is listening on interface "hnel".... *

kkhkkhkhkkkhkkhkkhhkhkhkhhhhhkhkhhhhhdhhhhdhhhhhdhhrhhdhhhhdhhrhhddhdrrddkhrrrddhrxrddxx

14:07: 33. 450567 1-002-1[ 02065] 1-010-1[02129] ITU ISUP. -> | AM (01) Cl C=00062
CDPN=1492169679F CGPN=9678
SLS=14 Pr:0 Ni: NTL

IRk R S O [EI’A' L LRk R S S O O O

ac 62
VESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF_CONNECTI ON 0x06

LENGTH: 0x01 FI XED DATA 0x00

SATELLI TE | ND 0 no_satellite_circuit_in_connection

CONTI NUI TY CHECK | ND 0 Continuity_check_not_required

ECHO SUPPRESSCR | ND 0 out goi ng_hal f _echo_suppressor_not _i ncl uded
FORWARD CALL | ND. 0x07

LENGTH: 0x02 FI XED DATA 0x20 0x01

NATL/ | NTL CALL | ND i ncom ng_national _call

END- TO- END METHOD | ND no_end_t o_end_net hod_avai l abl e

| NTERWORKI NG | ND no_i nt erwor ki ng_encount ered

I SUP | ND.
| SDN PREFERENCE | ND
I SDN ACCESS | ND.

I SUP_used_al | _t he_way
i sdn_up_pref_all _the_way
originating_access_I| SDN

0
0
0
END- TO- END | NFO | ND 0 no_end_to_end_informati on_avail abl e
1
0
1
0

SCCP Met hod
CALLI NG PARTYS CATEGORY 0x09
LENGTH: 0x01 FI XED DATA 0x0A
CALLI NG PARTYS CATEGORY 10 ordi nary_subscri ber_precedence_l evel _1
TRANSM SSI ON MEDI UM REQUI RED  0x02
LENGTH: 0x01 FI XED DATA 0x00
TRANSM SSI ON MEDI UM REQUI RED 0 speech
| NDEX TO CALLED PTY ADDRESS 0x02

no indication

I NDEX TO OPTI ONAL PART O0x0A
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x08 VAR  DATA 0x82 0x90 0x41 0x29 0x61 0x69 0x97 OxOF

ODDY EVEN | ND

NATURE OF ADDRESS | ND
I NTERNAL NETWORK PARM
NUMBERI NG PLAN

1 odd_number _of _digits

0x02 Cal | ed_reserved_for_national _use

1 routing to internal network nunber not all owed
1 | SDN_Tel ephony_Nunberi ng_Pl an

DATS: 1492169679F
EXTENSION DG T F -ST
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS O0x0A
LENGTH: 0x04 OPT. DATA 0x02 0x11 0Ox69 0x87

ODDY EVEN | ND

NATURE OF ADDRESS | ND
NUMBER | NCOVPLETE | ND.
PRESENTATI ON | ND.

0 even_nunber _of _digits

0x02 Cal ling_reserved_for_national _use

0 conplete

0 address_presentation_all owed

SCREENI NG | ND. 1 user_provi ded_passed_networ k_screeni ng
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an

DA TS 9678



RESERVED/ UNKNOAN OPT PARM
LENGTH:
USER SERVI CE | NFO
LENGTH:
EXTENSI ON BI' T
CODI NG STANDARD
BC | NFO TRANSFER CAP
EXTENSI ON BI' T
TRANSFER MCDE
I NFORVATI ON TRANSFER RATE
EXTENSI ON BI' T
USER LAYER | DENTI FI CATI ON
MJLTI PLI ER/ PROTOCOL | D
END OF OPTI ONAL PARAMETERS

0x3D
0x01 OPT. DATA Ox1F
0x1D
0x03 OPT. DATA 0x80 0x90 0xA3
1 last_octet
0 CCI TT_codi ng_st andard
0 transfer_speech
1 last_octet
0 circuit_node
16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_1 protoco
3 A |l aw_speech
0x00

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x ENDO: '\/BG R S O

14:07: 33.607918 1-010-1[02129]

1-002-1[02065] ITU 1SUP. -> | AM (01) Cl C=00001
CDPN=92169679F CGPN=9678
SLS=01 Pr: 0 Ni:NTL

LRk R S S O O I O [EI’AI L Rk S S

ac
MESSAGE TYPE
NATURE_OF CONNECTI ON
LENGTH:
SATELLI TE | ND
CONTI NUI TY CHECK | ND
ECHO SUPPRESSCR | ND
FORWARD CALL | ND.
LENGTH:
NATL/ | NTL CALL | ND
END- TO- END METHOD | ND
| NTERWORKI NG | ND
END- TO- END | NFO | ND
I SUP | ND.
| SDN PREFERENCE | ND
| SDN ACCESS | ND.
SCCP Met hod
CALLI NG PARTYS CATEGORY
LENGTH:
CALLI NG PARTYS CATEGORY
TRANSM SSI ON MEDI UM REQUI RED
LENGTH:

1
0x01 IAM - Initial_Address_Msg
0x06
0x01 FI XED DATA 0x00
0 no_satellite_circuit_in_connection
0 Continuity_check_not_required
0 out goi ng_hal f _echo_suppressor_not _i ncl uded
0x07
0x02 FI XED DATA 0x20 0x01
0 i ncom ng_national _cal
0 no_end_t o_end_net hod_avail abl e
0 no_i nterworki ng_encount ered
0 no_end_to_end_informati on_avail abl e
1 I SUP_used_al | _t he_way
0 isdn_up_pref_all _the_way
1 originating_access_I| SDN
0 no indication
0x09
0x01 FI XED DATA 0x0A
10 ordi nary_subscri ber_precedence_l evel _1
0x02
0x01 FI XED DATA 0x00

TRANSM SSI ON MEDI UM REQUI RED 0 speech

I NDEX TO CALLED PTY ADDRESS
I NDEX TO OPTI ONAL PART
CALLED PARTY NUMBER PARM
LENGTH:
ODDY EVEN | ND
NATURE OF ADDRESS | ND
I NTERNAL NETWORK PARM
NUMBERI NG PLAN
DATS:
EXTENSION DG T
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS
LENGTH:
ODDY EVEN | ND
NATURE OF ADDRESS | ND
NUMBER | NCOVPLETE | ND.
PRESENTATI ON | ND.
SCREENI NG | ND.
NUMBERI NG PLAN

0x02
0x09
0x04
0x07 VAR DATA 0x82 0x90 0x29 0x61 0x69 0x97 OxOF
1 odd_number _of _digits
0x02 Cal | ed_reserved_for_national _use
1 routing to internal network nunber not all owed
1 | SDN_Tel ephony_Nunberi ng_Pl an
92169679F
F -ST

0x0A
0x04 OPT. DATA 0x02 0x11 0x69 0x87
0 even_nunber _of _digits
0x02 Cal ling_reserved_for_national _use
0 conplete
0 address_presentation_all owed
1 user_provi ded_passed_networ k_screeni ng
1 | SDN_Tel ephony_Nunberi ng_Pl an



DATS:
RESERVED/ UNKNOAN OPT PARM
LENGTH:
USER SERVI CE | NFO
LENGTH:
EXTENSI ON BI' T
CODI NG STANDARD
BC | NFO TRANSFER CAP
EXTENSI ON BI' T
TRANSFER MCDE
I NFORVATI ON TRANSFER RATE
EXTENSI ON BI' T
USER LAYER | DENTI FI CATI ON
MJLTI PLI ER/ PROTOCOL | D
END OF OPTI ONAL PARAMETERS

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x

14: 07: 33. 630890 10. 48. 85. 24: 3001

-> SETUP (05)
| E: BEARER CAPAB
| E: CHANNEL | D
| E: CALLI NG_PARTY

| E: CALLED PARTY NB
10.48.85.187:3001

14:07:33.640377

END_OF_MBG

9678

0x3D
0x01 OPT. DATA Ox1F
0x1D
0x03 OPT. DATA 0x80 0x90 OxA3

1 last_octet
0 CCI TT_codi ng_st andard
0 transfer_speech
1 last_octet
0 circuit_node
16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_1 protocol
3 A |l aw_speech
0x00

R S O

10. 48. 85. 187: 3001

PROT: 08 CREF: 0003

(04) 8090a3

(18) 9808381

(6c) 0181 CALLI NG NB: 9678

(70) 81 CALLED NB: 92169679
10.48.85.24:3001

NB

NI2+...... -> REL_COMP (5a) PROT:08 CREF:8003
IE:CAUSE (08) 80ba
Cause 58 = Bearer Cap Not Avail
14:07:33.660505 1-002-1[02065] 1-010-1[02129]
ITU ISUP. -> REL (Oc) CIC=00001 Cause 58 = Bearer Cap Not Avail
SLS=01 Pr:0 Ni:NTL
EE R R R [EI’A' L EE R R I S
cC 1
MESSAGE TYPE 0x0C REL - Release_Msg
| NDEX TO VARI ABLE PART 0x02
| NDEX TO OPTI ONAL PART 0x00
CAUSE | ND 0x12
LENGTH: 0x02 VAR  DATA 0x80 OxBA
EXTENSI ON BI T 1 di agnostic_is_not_included
CODI NG STANDARD 0 CClI TT_standard
GENERAL LOCATI ON 0 User
EXTENSI ON BI T 1 di agnostic_is_not_included
CLASS 3 Service or option not avail abl e
VALUE | N CLASS 10
CAUSE VALUE 58 Bearer capability not presently available
kkhkkhkkkkhkkhkhkhkkkhkhkhkkkk*k END O: IVBG kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k

14:07: 33. 742257 1-010-1[02129]

1- 002- 1[ 02065]

ITU ISUP. -> REL (Oc) CIC=00062 Cause 58 = Bearer Cap Not Available
SLS=14 Pr:0 Ni:NTL
EE R R R R I I I I I [EI’A' L EE T R R R I I R I
clC 62
MESSAGE TYPE 0x0C REL - Release_Msg
| NDEX TO VARI ABLE PART 0x02
| NDEX TO OPTI ONAL PART 0x00
CAUSE | ND 0x12
LENGTH: 0x02 VAR DATA 0x80 OxBA

EXTENSI ON BI' T
CODI NG STANDARD
GENERAL LOCATI ON

1 di agnostic_is_not_included
0 CClI TT_standard
0 User



EXTENSI ON BI T 1 di agnostic_is_not_included

CLASS 3 Service or option not avail abl e
VALUE | N CLASS 10
CAUSE VALUE 58 Bearer capability not presently available
EE I I S I T I ENDG: IVBG EE I I S T I
14: 07: 33. 770574 1-010-1[ 02129] 1- 002- 1[ 02065] ITU 1SUP. -> RLC (10) CIC=00001

SLS=01 Pr:0 Ni: NTL

LR R S O O [EI’A' L LRk R S S O I O

ac 1
VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x ENDO: '\/BG R S O

14:07: 33. 780953 1-002-1[ 02065] 1-010-1[02129] ITU [ISUP. -> RLC (10) Cl C=00062
SLS=14 Pr:0 Ni: NTL

LRk R S S O I O [EI’A' L LRk S S

ac 62

VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg

EE I I S I T I END_O:_'\/BG

3 : Cisco I0S debug 1< > Rdebugisdn q931% #1TL T, EHRi = 0x80BAZERBLET, D
Rk, debugisdn q931 IMIEE I — ROERE VS RFIAX NTHHEATATVWET,

¥ REi = 0x82c1 — RV SHEENF REZATVEVE, XY RNT—JRFI—FHFERLERT
SHEZRMUTEERLEA. CNd Telco BENOEAICEEL TWABENHYET,

ZTOBEAK, SUTILAVER—TIAAIZIN RZEBMLET, debugisdn q931 ZHRITL ,
COBBIFEIZHRERETIHNERLET, BMENSfRETSHESE. debugisdn q931 X K
ERITL, TSICUTO CiscolOS OV REREICEBMLET.

- service timestamps debug datetime msec
- service timestamps log datetime msec
BETANM O—I)LZ%21TL. debugisdnq931 AX> ROH L ZRIELET.

cause i = 0x80BA isdn incoming-voice modem X > RZEML £ T,

May 3 10:31:02.916: |SDN Se0: 15 SC (®31: RX <- SETUP pd = 8 callref = 0x000D
Bearer Capability i = Ox8090A3
Standard = CCITT
Transer Capability = Speech
Transfer Mbde = Circuit
Transfer Rate = 64 kbit/s
Channel 1D i = 0xE980839F
Excl usive, Interface 0, Channel 31
Calling Party Number i = 0x0181, '9678
Pl an: | SDN, Type: Unknown
Called Party Number i = 0x81, '92169679
Pl an: | SDN, Type: Unknown
May 3 10:31:02.936: | SDN Se0:15 SC @®31: TX -> CALL_PROC pd = 8 callref = 0x800D
Channel 1D i = 0xE180839F
Preferred, Interface 0, Channel 31
May 3 10:31:05.300: |ISDN Se0:15 SC ®31: TX -> ALERTING pd = 8 callref = 0x800D
Facility i = Ox9E8100036774640000001B41434D2C0D0A50524E2C6973646E2A2C2C4AE45543
52A2C0D0A0DOA
May 3 10:31:07.088: | SDN Se0:15 SC (®31: TX -> CONNECT pd = 8 callref = 0x800D
May 3 10:31:07.108: | SDN Se0: 15 SC (®31: RX <- CONNECT ACK pd = 8 callref = 0x000D



May 3 10:31:09.672: 9% SDN- 6- CONNECT: Interface Serial 0:30 is now connected to 9678
May 3 10:31:09.672: 9% SDN- 6- DI SCONNECT: |Interface Serial 0:30 disconnected from 9678
, call lasted 2 seconds
May 3 10:31:09.672: |SDN Se0:15 SC ®31: TX -> DISCONNECT pd = 8 callref = 0x800D
Cause i = 0x8090 - Normal call clearing
Facility i = Ox9E8100036774640000001B52454C2C0D0A50524E2C6973646E2A2C2C4E45543
52A2C0D0A0DOA
May 3 10:31:09.824: |SDN Se0:15 SC (®31: RX <- RELEASE pd = 8 callref = 0x000D
May 3 10:31:09.828: |SDN Se0:15 SC ®31: TX -> RELEASE COMP pd = 8 callref = 0x800D

NZTN21—F 12T LRl

BIEANREL £HEE, Cisco 10S 7/XY J QX RD debug isdn q931 & & T Cisco PGW 2200
Message Definition Language (MDL ) RL—AZ#H&EHETSS7T AZ77 NL—AZINLL
7,

Cisco PGW 2200 MDL FL —ADYR £
MDL RL—RAZPRETBDLEHIC, UTOFEICH>TLEEL,
1. A=A 1THnd, FE SS7 SigPath FESF 1= (EF1E TrunkGroup BEFEZHEL TKLEEV

2. lopt/CiscoMGC/bin/log_rotate.sh DAV U7~ ZXTL T, OJZO0—7T—>3 2L TLKE
=L,

3. sta-sc-trc:ss7sigPathB 317U T, MDLNL —A%Z B UL £ 9 | orig trunkgroup number_
N RERETL, BRLET., FHlNBELEFEEE. Man-Machine Language(MML)A* S
help:sta-sc-trc help 1Y > R&ERITLE T,

4. - )LZRELTTANERITLET,

stp-sctrc:all AN > RERITUTMDLNL —REEFELELET,

6. REXI—IIDOI—IID(C:) ZHELET. TAN J—INFTANRETTEITE IS
HE. 1200—)LIDD&AKRTRENET, Ticlk. ./get_trc.sh trace_file_name Z 4T L

EHBELCRTRENDFHHABROMTT,
[ opt/ C scoM3C/ bin
ngcusr @PGN2200% ./get_trc.sh _ss7path_20040116104232.btr
get _trc.sh ca/simsp Trace File Uility Mstral Version 1.2
The ANALYSIS ndo file is: GENERI C_ANALYSI S. ndo
Retrieving _ss7path_20040116104232.btr trace file Call ID s, please wait...
Enter one of the follow ng conmands:

()]

S = Sinprint in less

F =Sinprint with printing of sent and received Fields in |ess
D=Display trc trace in less

G = Display trc trace in |l ess (Generated)
C = Convert to trc trace file

A = Display CAfile in less

N = Move to Next call ID

P = Move to Previous call ID

L =List call IDs in current file

X = Set SP flags

H=Print Help

Q:

Quit get_trc.sh
O just enter the ID of the call you want if you know it
Use (N)ext and (P)revious to nove between the call ID s
_ss7path_20040116104232. btr contains 10 call (s)

==> Working on call 1 1D24 H=Help [SFDGCANPL HQiId]?

F:2hsO77A40LICE,. F¥T7F v HAEBEREOCisco PGW 2200 TITHhniEHEIC, &
<OBEI-ILRL—ANEENTVBAEEIHYET, 774ILOZENL—A L O—



RICEK, BEOLI—R XA T7HFHY, TOLO—RICEETEI 24 7OBERNF LERE
F9, FELO—RICE, BEOI—ILICTOLI—REZEERTZ - IDHIFBHYET,
7.MDL FL—R&EAKEY) AEEBRFERICEHRL £ T, /opt/CiscoMGC/bin 1 LI N IC#EH

. OX > R Jget_trcsh NL—A 77PALBEZRITLET,
8. 7OV7FNTO=)LIDZEANTDE, FEXO-ILOMDL RL=ALD+> T TEET,
9.CHAT>a>v#BRUTIML—ATFAINZEBMLET, T  HRFICUrZERF DT 7ML
(&. Cisco PGW 2200 L —H#BEIC K > TERENBD NI FUKNL—ARAT7AILTYT, 7
7AIEDEEEH S IE Cisco PGW 2200 MML Y > K sta-sc-trc Ii8EE NFE T, Cisco
PGW 2200 FchsD 7 7 AIICEICHER T btr ZBMLET, CAT> IV EFEATHE
7TALNRTEANMERICEREN, 77 MI)LBICHERTF e YEMENE T, ChsD
T77A4NICE., 774 2ERLESZ21L—232 UL ATRERITLE MDO JI— RO
MBTEMORNL—ABHRIEENTVD SO, MDL RL—ANEENFTT,
10. NL—A 7 7 €)L& /opt/CiscoMGC/var/trace ICEANTWET, btr & trc 77 AL D
FERAOLEOHICH—ERERICT7Y 7O—-RLET,
11. Jopt/CiscoMGC/var/log \Z&% % platform.log 77 A )L ZREL ETF, T—ERERZNET
BBIZ, CiscoTIVZAIN BYR—NIODZT7H 5, BEICEET SO platform.log 18
WEREITDRSMBENDEZEN HYET,

ARX—=TISIP-SST AZ77 ML—ADIR#E

cDEDV>aAVUTRR, AZ77 NL—RZRETHILEHOVK DA DEEZBNLET, ENF
EZIBIRT DA k. Cisco Packet Telephony Center Monitoring and Troubleshooting ( PTC-

MT) ZA AR =) EHTHBD, AT AX—NOFWN—DIVZRTLTVBRHICK?
TEBVFET, Cisco Snooper & SS7-SIP 1—JL 7ZO—IC2WTHOERSBREREHLET,

. INTO Solaris 7Z7Y R T7 A —ALTRIZRTERSIZ snoop ANV REZRITLET, UNIX R
A—TEHERET DR, A—/N—I1—HELTOTA>L, RO KERFLET

(o]

snoop -0 snoop.log IP address

Ctrl+C ZAHULUTAX—7&#KTL, snooplog 77 AN ET—ADXAELTFTY7O—KL
T, X: DT 7AINUNIXDsnoop AN REFBALTHF ¥ IFrehiea®zyT—A
J—RTBHALET,

. Cisco Snooper 7 77— 3> &RTLET, CiscoAX—/VEHRZINETSICF. A=/
—J1—H&LTAY 4L, .Jsnooperint INTERFACE PARMS LISTY> RERITS 31,
F k. /snooperERITL TELAHMPAZRRLET,

./snooper int hme'x' ni2+ ss7 > snooper_intl
!-—— Where 'x' 1is the interface number, which you can also find !--- by issuing the ifconfig
-a conmmand.

3 : snooper int1 77 A4\ &ET—A/—RMCF7Yy77O0—RLET,

. PTC-MT Z2Z£TLE T, PTC-MT HBEHRERET DI, A—/N—1—He&lLTAOdq4>L,
Iptemt intINTERFACE PARMS LIST V> RER{TT 35, ./snooper EE1T T ik Fk%
HBERSNhFET,

./ptcmt int hme'x' ni2+ ss7 > snooper_intl
!--- Where 'x' 1is the interface number, which you can also find !--- by issuing the ifconfig
-a conmmand.
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T—ADXEIZ "snooper_int1y 77A4)N%EFY7O0—RLET,

BRE1E

. CiscoPGW 2200 VZ RAAYF TO_AIL /—b

- PGW 2200 D &8z 4l

. EE LT HEMYAR—N

CBEEIA_TFARIZEAZ T3 BT -MEYAR—b
. Cisco IP Telephony ® RS 7N 1 —F142J

- TOZHAINYER—Db - Cisco Systems
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