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- Cisco Unified Communications Manager ( CUCM )

- Cisco Adaptive Security Appliance ( ASA )

- AnyConnect/\—F ¥ L7 T4 RXR— KXY NT—7(VPN)
- CiscoIP 7 #

FERATZIIAR-—KT B

- 8861 14-0-1-0101-145
- ASAv 9.12(2)9



- CUCM 11.5.1.21900-40
CORFIXVNOERE. REDFARELCHAZITNARACETVWTERENELEZ, DR
FIAXRNTEATEZINTOTNA ARG, B (F7FIN ) REOREASBELTVET
o BEEBPORY ND—IUTR., FEOANVRIEL>TRIDAREMI H2EEZ +OoEEL T
ZEW,

BRELHA

CHEREBENDTANREICIE, 8861, ASAv, BKRUCUCM MBLANBENRETH,. CchsOHM
I, EXRTFERBNVI-23UFHVET. FALTVREFRET /LA VPNHEEEZ R —
RLTWVWBZERMERTSICIE, CUCM®D[Phone Feature List| 2R T2 HENf HYET, E;
BWEEVARNEFERHTZICE, 75T TCUCMNT VY ¥ ICFU+EAL, [Cisco Unified
Reporting] > [Unified CM Phone Feature List]cBBILEJ., HLWLAKR—MZERL., ROV
AIHSBEEOTTFIEBERLET, RIZ, RICRTKSIZ, [List Features] o> 3> T
[Virtual Private Network Client]| 2 @& I 2 XENH V) £,

Unified CM Phone Feature List

Provides a complete list of features available to products supported by Unified CM.
Created on Wead Apr 01 09:41:27 EDT 2020

Product: Crsco FO52 e |
Feature: iAII v: [:}
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— List Features
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Cisco 7962 SCCP Security By Default

Cisco F962 SCCP Security Encryption

Cisco 7962  SCCP Shared Line Appearance

Cisea 7962 SCCP Show Speeddial Labals

Cisco 7962 SCCP Single Button Barge

Cisco 7962  SCCP Size Safe on Phone Template

Cisco 7952 SCCP Support CAPF

Cisco 7962 SCCP Trusted Device

Cisco 7962 SCCP Use Generic Icon

Cison 7962  SCCP User Hold

Cisea 7962 SCCP Videa

Ci5co 7962 SCCP Virtual Private Network Chent

Cisco 7962  SIP T515 12-Button Line Expansion Module
Cisco 7362  SIP F915 24-Button Line Expansion Module

Cisco 7962 5[F 7916 12-Button Line Expansion Module
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VPNEFE TlE. ASALCUCMTEYIBGREN VETY, BRMNICEESORBHNSHIBTERT
A CORFIXYNTREAICASAOREICOVTHAL KT,

ASA ORE

FIE1:ASANVPNEFEDAnyConnectZHR— T2 T/ AZRBLTVWSR L Z2BRALET
o ASATshow version 1Y > RZfEHA T3 &. Anyconnect for Cisco VPN Phone X E&iCc& > T
WBZLERDAZARY NTHRBTEET,

[out put omitted]

Li censed features for this platform
Maxi mum VLANs : 50

Inside Hosts : Unlimted

Fai | over : Active/ Standby
Encryption-DES : Enabl ed

Encrypti on- 3DES- AES : Enabl ed

Security Contexts : O

Carrier : Enabled

AnyConnect Prem um Peers : 250
AnyConnect Essentials : Disabled

O her VPN Peers : 250

Total VPN Peers : 250

AnyConnect for Mbile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoi nt Assessnent : Enabl ed
Shared License : D sabled

Total TLS Proxy Sessions : 500

Botnet Traffic Filter : Enabled
Cluster : Disabled

COBBENBMICBE >TVWEVEER., S4B AF—LEBALTHEY RS A AZHET
DRENBHV)ET, ASANVPNEFZHR—RNLTVWBREEZBRELENDT, REZRAKTE
£9,

X BEEIIVOTRIBIANLEINTOERAR, EEARBZENTI, ChsnA
HDREAEFIRENDHDIZFATSRBEND -, BTHEILBD O, Chsotwo>
AVTHEATRIEEM(TIL—TRIS—, RORILITN—TBE ) ZHATHKENEE
T9Y,

ATYT2VPNIZA T RDIPT RLAT =L ZERLET, ik, IPPhonehASAIZ #E#x
THREEIL, COT—IDPSIPTRLAZZETDEVSHT, DHCPT—I)LIZBYlTVWEY, 7
— )Lk, ASATROIAN > RZFEHRAL TERTEET,

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

Tz, BORY NT—VFERYTRY MRV EERATRZHER. ChEZEETHEETE
£¥Y, T—LNEERLES, TJIL—TRI— (ASALIPEFEBOEGEICETZ —ED/NTX—
B)ERETIHENBYVET,

group-policy vpn-phone-policy internal

group-policy vpn-phone-policy/%

split-tunnel-policy tunnelall



vpn-tunnel-protocol ssi-client

AT Y 7 3:AnyConnect A" BRIC B > TOWAWEE R, BUMICTBIXENf HYVET, hZETS
&, AL RZ—T IAAQDBEZH>TVBRUENfHY)ET, BE. COMEX—TI(AA
D& Bl lkoutside ( AZARY MIZRENTVRRSIZ ) TIH, REWETHD -0, BYIEA>
B—TIAANHBDEEZMBELTLKEE, showipZERITLT, 1 VFZ—TISLAADJARNE
KRLET,

scki ewer - ASAv# show i p

System | P Addr esses:

Interface Nanme | P address Subnet mask Met hod

G gabit Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G
Current | P Addresses:

Interface Nanme | P address Subnet mask Met hod

G gabit Et hernet 0/ 0 outside 172.16. 1. 250 255. 255. 255. 0 CONFI G
G gabitEthernet0/1 inside 172.16.100. 250 255. 255. 255. 0 CONFI G

CORETE, AHA>2—T7 T4 ANDRAFIIFoutsideTH B, CnsOINY REFEFDAY
X—7 I A4 ATAnyConnectZ BXIICLE T,

webvpn
ABzADEITD

anyconnect enable

ATY T4 - FHLVWRNZIWITIN—T2RELT, UEICERLETIL—TRIS—%, BED
URLICEHZET D IXNTOITATUNIBERALET, AZARY NO3THE4TEDREIICHERL
FEIPZPRLA7=IETIL—=TRI—OZBEIEFELTLSEEY, IPPRLAT—=ILEFERGY
L—TRI)S—DOEHZLZEELERER. BELAEBRTELEEXBEMAIDIHBEN HYVET

o

tunnel-group vpn-phone-group type remote-access

tunnel-group vpn-phone-group general-attributes
address-pool vpn-phone-pool
default-group-policy vpn-phone-policy

tunnel-group vpn-phone-group webvpn-attributes
FORLREEA

group-url https://asav.sckiewer.lab/phone enable

JI—7URLOBEITIRAEL, IPPRLAZFEATEERY., _hiFBEE. SEENFASAOTEE
iR XA B(FQDN)E R TE BDNSH—NICT IV EATERVERICIThhET, . C
DB TRIEAER—AORAIAFAETNATVWDEEHAETEET, I1—HHE/INAT— RS
EFEATERIN, CORFIAIXNOEHBANATHBIASAICEHITZDIEHNI Z<HYET,

O TlE, DNSH—/NIZAL 10— Rasav.sckiewer.lab - 172.16.1.2504 & ), show ipE 1A 5
outsideE WS BHIND A RA—T7 T4 AIC172.16.1.250 REE T WA EF DAY ETTE,
BERRIOELSICEYET,

crypto ca trustpoint asa-identity-cert

B®tEIL7

subject-name CN=asav.sckiewer.lab



https://asav.sckiewer.lab/phones

crypto ca enroll asa-identity-cert

ssl trust-point asa-identity-cert outside

ABIRERN VWS I2AHYET,

1. asa-identity-cert& WS BRIDFH LW KT ARNKRAS  MERE I, Y7o T O NENERAE
nhELE, ChiZ&kY, ZORTAMRSA UMY SERENEEBRER, EEShEYT
SIVNBEFEALET

2. RIZ. Terypto ca enroll asa-identity-certy AN RZFERATH &, ASAFEZERAAEZ
£ B, TEORMTARNRKRAVNIRETEEXRT

. mEIC, ASABRMNTZARRSAV NNDOAEZ, AEBA U EZ—TIAAICERITZDITNTO
TFNAAICRRLUET

AT Y 75:ASANIP PhoneDEIFAEZEHETEDLDIZ, BEBRNTARMNRSA U M EERLET
o FT.IPT7FUTHEXLTA VAN —ILENZIEHEEMC)ELEO—NI THERSIHE
(LSO ERENTVRALAEDIH ZHRFBIDXLEN HVNVET, F7A2IBKNTE. LSCH1AD
—LENTVWAWRY, IXTOEF#I EF 21 T7EREICMICZFEALET, CUCM 11.5.150
Tl&. [Unified CM Administration] > [Device] > [Phone] T &R ZR{TL T, LSCHF A1 AN—IL&
nNTVWBHLESHERBTEET, —FH. dWN—2320OCUCMTR, SEFHOEFIUT
1REEYENICHERIDIHLENHYET, CUCMIMEATE., 712 ZEMN(FLET7
FIRNTAINZREEE ) THRIVLEBENFHDEIFELTLEE, [LSC Issued By]FICNAK &
FhE3FNA AR, LSCHFA AN =LEh TV VLD, MICEZERALET,
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EFEMAIRTEARTEINTVDELSICERASIEE. ASAHVEFMOIIAEEZ X 1 7ERICK
LTRIETHLEHIC, CUCM/INT U Y ¥+ OCAPFIEBREZASAICT Y 7O— RTDHBEHNH V)
F9, LSCHAVAR=ILENRTVWAEWTNA RAZEATSHEE. Cisco Manufacturing
CertificatesZASAICT Y Z7O— RFBBENHV)ET, hSOMAFRF. CUCMNTUY S v
M [Cisco Unified OS Administration] > [Security] > [Certificate Management]ic & ) £ ¥,

X CNhSOHAED —IHAEHRDOEEARNT ( CallManager-trustd & O'CAPF-trust ) THE
WCTEET, ChSOERBEAZRF DOIMAZEZRRIZIHLEN HDRY ., AIHAEEST Y
YO—RIZDEEANTRERDYEE A,

. Cisco_Root_CA_2048 <MIC SHA-1)L.— &

. Cisco_Manufacturing_CA <MIC SHA-1 [ {xk

. Cisco_Root_CA_M2 <MIC SHA-256/)L— k

. Cisco_Manufacturing_CA_SHA2 <MIC SHA-256 &k
. CUCM/NT' U v < %< LSCAH S DCAPF



Corificats List (I -1afi)

] Find Clear Filer 4] —

Tvos Diatribution lznuad By

CAPF Dl gngrved CAPF:BE1B4612 CAFF-bIL 4512

Gararste Sed-signad Upload CemmosterCartihoate ohsn Genarate CSR Cownload CHR

MICICEEL T, 79xx2 ) —AX99xx> ) —A B EDHFWVEFMET )L TESHA-GIAEF T —
VEFEAL, 88xxY ) —ABEDHL VERFMET I TESHA- 256 EAEF I — Z2FEALET
o BRMNERATIINMHAEFI—2ZASAICTYTO—RIDIVLENHYET,
PDEBZIAAEZAFLES, ROONRTNFARNRS 2V N EERTEERT,
crypto ca trustpoint cert1

BRI R
crypto ca authenticate cert1
EYOOX RIF, cetlEWVWSHEBDORNTARNKRAZ NZHERKL EF T, crypto ca authenticate
YV REFEHATSDE, base64TL A— RENLAHAEFLECLUICEEYF TR EHNTEET, <
NSOONV REF, ASALOBEYIBRRNTZANRA 2 N Z2EB IR O ICHERERLETEITTE
TN, AAECEICHLVRSARRAMNBZFERAL TS EEL,
ATVYT76:ROOXY RZEHFHKTL T, ASAIDIIAENIE—ZWMBLET,

crypto ca export asa-identity-cert identity-certificate

TRV, asa-identity-certE WS BRI DN T ARNRAS Y NOIDIEABENF TV AR—FEIET
o MTHRPEREBL T, ATYTATHERLERNZARNRAMNE—BTBRSICLET,

ASADTEE B TRREZRICRLET,

ip local pool vpn-phone-pool 10.10.1.1-10.10.1.254 mask 255.255.255.0

group-policy vpn-phone-policy interna

group-policy vpn-phone-policy attributes
split-tunnel -policy tunnelal
vpn-tunnel - protocol ssl-client

webvpn
enabl e outside
anyconnect enabl e

tunnel - group vpn-phone-group type renpte-access
tunnel - group vpn-phone-group general -attri butes
addr ess- pool vpn-phone- poo
def aul t - group-pol i cy vpn-phone-policy

tunnel - group vpn-phone-group webvpn-attri butes
authentication certificate

group-url https://asav. scki ewer. | ab/phone enable

ssl trust-point asa-identity-cert outside

CHORRTASANRERFZETLTHY, CUCMOREICEL CEANTEXRT., UKL ZASAGLH
EoIdE—&, RORILITN—TEI2 3V TRELEURLIBETT,



CUCM O

AT Y 71:.CUCMT, [Cisco Unified OS Administration] > [Security] > [Certificate Management](C
BE L. ASASIEAE #Zphone-vpn-truste LTFP Y 7O—RULET,

Certificate List

3l signed L - j n (8] gl
(8, Generate Seit-signed 73 upisad Certificate/Certifiate chain (3], Downesd cTL (1) Generate csR

Status
|V® 1 records found

Certificate List (1-1of1)

Find Certificate List where | Certificate . | begins with .| phane-vpn Find || Clear Filter | dp| =
Certificate - Commeon Name Type
Phone-VEN-trust asav.sckiswerlab Self-signed

Generate Self-signed Upload Certificate/Certificate chain Download CTL Generate CSRE

ATY 72 ChHET LS, [Cisco Unified CM Administration] > [Advanced Features] > [VPN]
> [VPN Profile]icBBIL T, LW O7 7ML ZERLET, <OEIZIAVIZEKELVER
EEEVEDYERA. BSRENDENEZEMIDCENEETT,

1. Enable Auto Network Detect : C DHEEZBMIC T L. BEFEHOBRN T ICBxDE, B
A STFTPH —/NICpingNFEFBENET, ZDpinglcWTHREZZEFETSE. VPN
BMICHEY)ERBA, ZOpinglcWITRIEBEZER/HEN/ ZELBVEEEFE. VPNEERICL
Y, COREZFMCTDE, WN?&?EJ'CEML?&.&@T%&&/»

2./‘1<7\|\IDO)$%. COFIVIRYDAN A DGE, BEHEERET7 7ML
(https://asav.sckiewer.lab/phone & £ ) A 5 VPN URL’E&EL\ RANBEIZIEFQDNA
ASANIRRIDIAFENOHBRCN)FELEFSANI O NI E—HTBREEE2BERLET,

3. BAIANASANDERICEATNBRIAARNOZATEZFHLET, CORFIXKD
REFTE, AAER—ADRIANFHEIATVWET,

4. Password Persistence : DA 7> a A BRMICE>TVWBRHES, OJA 2 ORBAKET
BN, DFAT U RFFETNAD—RZIOVTITBH., EFHENFI)EY RENDBET, 7
AT RODNAD—RFEFRICREENE T,



https://asav.sckiewer.lab/phones

VPN Profile Configuration

B Save x Delete Copy |:I'} Add New

iir VPN Profile Information

Name*  [vpN_profile |

Description | |

Enable Auto Network Detect

-~ Tunnel Parameters

MTU* 1290 |
Fail to Connect™® 30 |

1

[]Enable Host ID Check

— Client Authentication

Client Authentication Method* | Certificate e

|:| Enable Password Persistence

Save Delete Copy Add New

AT Y 73 :RIZ, [Cisco Unified CM Administration] > [Advanced Features] > [VPN] > [VPN
Gateway] IcBEBLET, VPN —KRTIAOURLNASAKREE—BLTWBZEEZREREL, K
ICRTRSIE, GIAEZ—BLORY VAL S—BETORY VALLBBTDIHEN HVET,



VPN Gateway Configuration

FE
- Status
@ Status: Ready

VPN Gateway Information
VPN Gateway Name*  [3sav.sckiewerlab
WPN Gateway Description

I‘-”""'I Gateway URL* :hltns:Hasw.sckiewer.rubfnhnne l

r VPN Gateway Certificates
VPN Certificates in your Truststore

M &

VPN Certificates in this Location® | [ SUBIECT: 2.5.4.5=2130b304144563630334e50454c+ 1,2, 840,11 3540,1,0. 2= 2 1 6047363606065 776572244153417 | |

ATY T4 CThHFREES =5, [Cisco Unified CM Administration] > [Advanced Features] >
[VPN] > [VPN Group]ic BEIL . ERRL 7=%"— ™) I 1 %&[Selected VPN Gateways in this VPN
Group]RY VAICBEBLET,

VPN Group Configuration
o e

—Status

@ Status: Ready

—VPN Group Information

* :
VPN Group Name |as,av.5cknewe rlab |

VPN Group Description | |

~VPN Gateway Information
All Available VPN Gateways

Selected VPN Gateways in this VPN Group

<

AT Y 75 VPNRREANTET L5, [Cisco Unified CM Administration] > [Device] > [Device
Settings] > [Common Phone Profile] i BEBLE¥., ZZT. BEMNOVPNEFETEATS7O77
A1) &2dE—L, BEIZZEL T, VPNITIL—FEVPNZTO7 7ML %EERL, LW OT 7



IIINERTFIBDHBENFHVET,

Common Phone Profile Configuration
Q Save

~Status

@ Status: Ready

—~Common Phone Profile Information
¥

MName \Standard Common Phone Profile - VPN_Auto-0n |

Description 'Standard Cornmon Phane Profile - VPN_Auto-On |

Local Phone Unlock Password | |

DND Option® [Ringer OFf v]
DND Incoming Call Alert*  [Beep Only ]
Feature Control Policy | « None > v
Wi-Fi Hotspot Profile [ < Mone > v | View il

[l Enable End User Access to Phone Background Image Setting

—Secure Shell Information

Secure Shell User I

Secure Shell Password |

—~Phone Personalization Information

Phone Personalization® | Default v |
Always Use Prime Line® | Default ~|
Always Use Prime Line for \loice Message™ | Default v|
Services Provisioning® | Default ~|

F
~VPN Information

VPN Group | VPN_Group_1 v|
VPN Profile | vPN_Profile v]

AFYT6: BEL., COFLWIO7 7ML EBFMBERAL, ABRY NDI—9 LICH 2B
BEULY NTRBEFBYES., Chicky), BFME. ASATHE/\Y > 1PVPN URLAE
Y. COHRLVREEIRNTEETEET,

¥ EFHMETANTZHIC, SEEIC TRETFTPL Y—/\FRETINTVB L &2RER
TRAVENFHYET, ASAREZHEICA TS a3 150%BHLEVES, TFTP IPAZ EB5EH#E
FETRETHIHENHYET,

ATYTTVPNEFEZTARNL, ASAICEREICERL TERRTED L ZHERELE T, show
vpn-sessiondb anyconnectZ AL T, R RIANASATT Y TRETHD L ZBETEET

o



NZ7L21—b
RETBF—5

VPN PhoneDREEZ RS 7N 1—F 14200 F2ICE. AOTF—2HFHERBEIhET,

- ASA Debugs: logging buffered debuglogging debug-tracedebug crypto ca transactions
255debug crypto ca messages 255debug crypto ca 255debug webvpn 255debug webvpn
anyconnect 255

CEBFEIVYV-ILoOJ(FLEREFEFYR—KNLTVWSBEERPRT - FHMlERIE 55)

TNV T 2zBMCLTEEZBRID ., FNYITHICREELC7TIM001FEEND LS, RO
R Rz2FEALTHDZRTRTERT,

show log | i 711001
— iR 7

F:0tEI23DTR, VPNEFELTEAETND K —BRHNEEHESV—-AD1D2TH
210, OJAZARY NIBBB1EFELSNDENTT, MOEFITE, OTJICEBZD XY
t—JZBERACIENTERCELEEZBATHVTLSEZL,

ASAEHC BEIDIEHBOERM

ASA IDFIFAE N EMHEIRN I ZHEIC, FLVWIIAZSZER L TEFTHICT VY 1TI2HEND
WET, VPNERBICHEEZEXTICETIDICE. Xo7O0tAZFHALET,

ATY71  FHUVIDIAEDHFLVWRS AR RS NEERLET,

crypto ca trustpoint asa-identity-cert-2

g®tIL7


http://www.cisco.com/c/ja_jp/support/docs/collaboration-endpoints/ip-phone-8800-series/200770-How-to-Collect-a-Collaboration-Endpoint.html

subject-name CN=asav.sckiewer.lab

crypto ca enroll asa-identity-cert-2

ATYVT2: ZOBAT, ASAOHL VIDIRAEBN ERENETH, EOAVE—TIAATHIE
AEhTVERA, COHLVEHEETIYAR—KL, CUCMIZT Y 70— RK$2RHEHF H V)
£9,

crypto ca export asa-identity-cert-2 identity-certificate

ATY73:#HUWVIDIEHEZEEL =5, Cisco Unified OS Administration > Security >
Certificate Management > Upload Tphone-VPN-trust& UL TCUCM./—ROWThA LT Y 70—
RUET,

¥ : BEDphone-VPN-trustiEBAE &, FRAICT Y 7’O— RENECUCM/ — RICO KIFE

LET (—BOTREO &S50/ — KICEEBHICERENERA ). CUCM/N—T

3> A'CSCuo58506NEE AR Z(T5HEE., U VWASARIRREZ RO/ —RICT7Y 7’ O—R
TEBENHYET,

ATY 74 FHULVIBRENF VZARAOVWTIAD /—RICTY7TO—REhizs5, CUCM
Publisher ¢[Cisco Unified CM Administration] > [Advanced Features] > [VPN] > [VPN Gateway](C
BELEY

ATYVT5 BYBT—RIIAEZERLET,

ATVT76: —BLEORYVATIHHAE (7Y 7O—RLEEAVY OFEREE ) 21 BIRL, TXxH%E
BIRUTTICBBLET (ChiC&Y), TFTPIRZTOIEBHEEVPN PhoneDRET7 7 1 JLIZEM
TEEYT ),

ATYVT7:ZTLES, IXTOVPNEEZZUEYRNLET, 7OELRAOZOEAT. ASAR
TVIIAE#RERTZ LS, EFEHEIELETEEITN,. FILVIBEELHVIHEOHEAEEZED
HLORE7 7ML ZEHELET,

ATFYT8: ZNT, HILLVIAEZASAICEATEE T, ChETSICKEK., ILLRSARR
ARDBREALA DV ER—TIAADBRHABETT, XIZ. COBEHREFEAL XN
REEITLET,

ssl trust-point asa-identity-cert-2 outside

X : 75 Y Twebvpn URLICEBEIL T, ASAA L VIIBAEXIBERTD L 2BEETEE
T AFOEFEEATRLAIZENETSICE. TOT RLANNT VY JICEEAETH
ZHRENHDIESH, PCETRLAICEETEEXT, TOHE, ASAN T SIOHICIRRTSEL
BAEEEIEL., LVAHAETHD L 2R TEET,

ATYT9  HLUVIHEZRA TR LS ICASAZREL 5. TANAOERHREVEY KL,
ASAICEBIL THERTED L ZBRALEY, BEHAEEICERINDE, INTOEFHE
JEY AL, ASAICERL TERTES L ZMIETERT, AMHASTOEER. ASAICERE
TURBEFERREERENLTILRZD LD, COTOEANEREINET, HHNICI1EOEHEH
TAHEOEHNEZTANTDE, RENHENSHOERERICKETD VAIFNEL BT,

BAIOVPNEFEAASAICERTEE VWSS, OEF/ERENCRETORET, T2
—TAVTDEOICEBERLEASAN SOT ZIRETEXRT,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo58506

ATY710 : EFEHEAFHLUVEHASCERL TBRTED CLEBIALLS, HVAHEZ
CUCMA SHIBRTEET,

ASAY 1M th#R(EC)RE 5 2 &R

ASAIF9.4(X) AR THEAMRECESILEZHR—RNLTVS 8, ASAZILAX)BERICTY TIL
—RUAERIC, UEICBEL TV AEVPNER TEENf RETDI LN KL<HYET, hiF.
ASANFIL WEBEKETFTILEDTLS/N\ R I/ VFICECEESZBIRTDEHICKRELET,
BE., BIOASAN— 3 HNECEHR—RNLTVWAA LS, EFENERITZAI2—TI
A ACBEENTSNERSASEHEN HVET, DS T. ASARRECESZBIRLTVWD LY
. BICRSASIAEZFATERVLEY, RSATREAKECTILIVAXATHERTZ—BHEED
BELMPAELAETFHICERLTREEGLET, CO—HBIIBAEEEFHTERETAZVEYD, Bt
FERBULET, hik, 88xxNEFEOT THLRVYBEICHERETEET,

2101 NOT Mar 30 12:23:21.331861 (393:393) VPNC. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2102 NOT Mar 30 12:23:21.331871 (393:393) VPNC. -protocol handl er: new ci pher -> ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256: AES256- SHA: AES128- SHA

BEREBOOTICE,. "THILLES, ITICECESNfN8FhTVS S, ASANCOEHKICHLT
ECREESZBIRLECENREN, ThNEBEICKBLET,

AESZEERL 22T UATR., RDLSICRRENFTT,

2691 NOT Mar 30 12:18:19.016923 (907:907) VPNC. -protocol _handler: current cipher -> ECDHE- RSA-
AES256- GCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

2690 NOT Mar 30 12:18:19.016943 (907:907) VPNC. -protocol _handl er: new ci pher -> AES256-
SHA:AES128-SHA

FMICOWTIE, CSCuu02848ZzBBL TS EEV,

CORBEEMRTBDICE, EFMNF/EATATLS/N—> 3 OASATECESEEMICLET,
EFEETTINIYR—RNTBTLSN—=23 D 0FFMICOVTEE, XOYA MNE2SBLTLSES
Wo

Disable TLS 1.0 and TLS 1.1 Mo
with https for web access®

Selectively Disable TLS cipher MO
suites used by TLS connection

ar handshake™™®

https://www.cisco.com/c/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu02848
/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf

8800-series/white-paper-c11-739097.pdf

REICEETRZTLSN—J3UAbA 2125, ASATROINY RZERFTLT, Thsn/N—32
IVOECESZEMIITEET,

ssl cipher tlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvli.1l custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl cipher tlsvl.2 custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- CCM
SHA256: AES128- SHA256: AES256- SHA"

ssl ci pher dtlsvl custom "AES256- SHA: AES128- SHA: AES256- GCM SHA384: AES256- SHA256: AES128- GCM
SHA256: AES128- SHA256: AES256- SHA"

BfEE T 7 # )L N TDTLS(Datagram Transport Layer Security) % {# F I3 =%, DTLSD
Clpherjlt FABICEETATLSN =23 a2RTIBDLEN BB EICFELTLKEESL, F
. ShSOEERFASATOIO-NILBEETHD S, ChSOTLSN—2 3 z2FEATS
D AnyConnect7 S A4 7 MM & 2 TECEEAN XA TI— R E BV EZBRITDENE
ETT,

DTLSEER O kK

BRICKL 2T, VPNEFEANDTLSZHEAL TASANDERZRIYTEEEA, EBHEHS
DTLSZEAL &S & LN KRMLLBE, EFREDTLSABMTHS L ZRBRELTVWR LY
. DTLSZAEEHITLETET. ChIF8xEFMOOJICRRENET,

3249 ERR Mar 29 15:22:38.949354 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:
fatal:illegal paraneter

3250 NOT Mar 29 15:22:38.951428 (385:385) VPNC. -vpnc_set_notify_netsd : cnd: 0x5 event: 0x40000
status: Ox0 error: 0x0

3251 ERR Mar 29 15:22:38.951462 (385:385) VPNC. -alert_err: DILS wite alert: code 47, illegal
par anet er

3252 ERR Mar 29 15:22:38.951489 (385:385) VPNC. -create_dtls_connection: SSL_connect ret -1,
error 1

3253 ERR Mar 29 15:22:38.951506 (385:385) VPNC. -DTLS: SSL_connect: SSL_ERROR SSL (error 1)
3254 ERR Mar 29 15:22:38.951552 (385:385) VPNC. -DTLS: SSL_connect: error:140920C5: SSL
routines: ssl 3_get_server_hell o: ol d session ci pher not returned

3255 ERR Mar 29 15:22:38.951570 (385:385) VPNC. -create_dtls_connection: DTLS setup failure,

cl eanup

3256 WRN Mar 29 15:22:38.951591 (385:385) VPNC. -dtls_state_ch: DTLSv0.9: wite: alert:

war ni ng: cl ose notify

3257 ERR Mar 29 15:22:38.951661 (385:385) VPNC. -do_dtls_connect: create_dtls_connection failed
3258 ERR Mar 29 15:22:38.951722 (385:385) VPNC:. -protocol _handl er: connect: do_dtls_connect
failed

3259 WRN Mar 29 15:22:38.951739 (385:385) VPNC:. -protocol _handl er: connect : err: SSL success
DTLS fai l

Zhlk. TASA Selecting Elliptic Curve (EC) Cipher, 223> CHBELEOEEUBENRER
THH AEMNH'Y) . DTLSTECESZEMICTHILEN HVET, TOMIZE, DTLSZER
LT, VPNERENFr DY ICTLSZFEATAEIOICTRCEETEEFT, chlFk, IXTORS
74V ONUDPTRELTCPEFEAL TA—/N—AY RAEMTZEE2ERTZ -0, BEN
TRHYEFEA, EEL, —HOFVFTE, REDAHPHNFBEEEL, DTLSIEI’!ETO)F%E‘C
5%)2&272’1‘7&<t%ﬁﬁw'(€%>7’“&5\ CNFBEYBETANTT, ChETANTIEAE.
EENBEEVPNERICEEOIIN—TRUS—%2FERATILEH, FJIL—TKRI— I.//\)L'Cﬁo
DHABJZETT, ChiCkY), OIS AT U NCEEEERATICEEETANTEEXT,



/content/dam/en/us/products/collateral/collaboration-endpoints/unified-ip-phone-8800-series/white-paper-c11-739097.pdf

group-policy vpn-phone-policy/& &
webvpn
anyconnect ssl dtls none

DTLSERDAIZH TR E51700— MU ERENEER., BEFEHIBUBESTILSHE LT
DTLS#E#iZMIUTERZVWEETT. OJDKRREOH

%8886 TLS Ci phers O fered
3905 NOT Apr 01 20:14:22.741838 (362:362) VPNC. -protocol_handl er: new ci pher -> ECDHE- RSA-
AES256- GCCM SHA384: ECDHE- RSA- AES128- GCM SHA256: AES256- SHA: AES128- SHA

%8886 DTLS Ci phers O fered
4455 NOT Apr 01 20: 14: 23. 405417 (362:362) VPNC. -process_connect: x-dtls-ciphersuite: AES128- SHA
4487 NOT Apr 01 20: 14:23.523994 (362:362) VPNC. -create_dtls_connection: cipher list: AES128-SHA

%9880806 DTLS connection failure

4496 WRN Apr 01 20: 14:53.547046 (362:474) VPNC. -vpnc_control: conn timer expired at: 1585772093,
to abort connect

4497 NOT Apr 01 20: 14:53.547104 (362:474) VPNC. -abort_connect: in dtls setup phase

AIRY NOBAIDITTRHE B TLSES ZHETERY, WAITHR-—PERTVIRELER
2RATIIAVHIEBRENATVET (OJICRBRIRTREAFTEAN, OTAZIRY kA 5D
B EEAES256THBEHRTERT ), T, REETNBDTLSESLIFAES128DH TH
BLEEHATEETE T, BIRULTLSHESEDTILSTHEATERZVLZ®, BREFEABLET, C
DFIADEER. ASARETCRIUBS ZTLSELUDTLSICHEATESRDLSICTSHIETT,

AR OEN&, BEMAASACERTERV

# L WASA IDZEBA & Z phone-vpn-trust& UL TCUCMIC 7 Y 77O— R UL T, EFEMN" COF L VEE
BHED/N\Y1EMBTEDELSICTRCENEEICEETT, COZTOCARICRDBEVEERE
. TYTF—REICVPN PhoneAMASAICESH L LS ETDE, SEMICEBETEAVIIHENE
RENDESH, BENSKBMLUET, ASAIHAEOEFH®R, AIHENTEETNTEEFES I
nEWiEd, BEFCEHBERICKRETDUREMEN HYET, ASANEFELISF—TT A
Ta2ZELHETDRERY., VPNRNZRILBGETYTULEEETT., TOES, ASASIRAENf EFHE
hTWVW3E00, HILVWIAIAENRWICCUCMICEEE N TVREVWZ L #EAELEEEEK. X0
2DODATAUNBYNET,

1. HVASA IDEEFAEN F LB THSHEEIE. ASAZHVIIHAEICRL, CORFIXUH
THESNTVSDFIEICH > THHEEZEHLET, HLLVIBAEZITICERKL TV
BEE, HEVEREI IV ERAFYTTEET,

2. HWASA IDFEFRE QO BMHIRNYIN 2B EE. L VWASAZIEAEZCUCMICT Y 7O— R
L, EFEF#EZATRY NTO—TJICRELT, HILLVIIAE/N\Y A TEHEERETI 7ML
EZEIBDVLENfHYVET,

BEM A DNSIEH TASAURLEZBARTEZ W

—HOFIATR., EBENIPPRLATEABSKANEZFEAL TVPNURLZEREL XY,
COMBZITSHE., BREBEERNZIPT RLAICHRTZIZHICDNSY—NZFOXENF HY)
£¥F, COARAIARY NTRE., BFEEN2DODNSH—/\(192.168.1.1&£ 192.168.1.2) TH Bl & fR
LRSELEN, BEEZSELAN 2 ECEFDAVET, 300E, SFEMIC T
DnsLookupErr:y A AT hET



3816 NOT Mar 3 15:38:03.819168 VPNC:. -do_login: URL -> https://asav.sckiewer.|ab/phone
3828 INF Mar 3 15:38:03.834915 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3829 INF Mar 3 15:38:03.835004 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3830 INF Mar 3 15:38:03.835030 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3831 INF Mar 3 15:38:17.845305 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3832 INF Mar 3 15:38:17.845352 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3833 INF Mar 3 15:38:17.845373 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3834 INF Mar 3 15:38:31.854834 dnsnasq[ 322]: query[A] asav.sckiewer.lab from 127.0.0.1
3835 INF Mar 3 15:38:31.854893 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.1
3836 I NF Mar 3 15:38:31.855213 dnsnasq[ 322]: forwarded asav.sckiewer.lab to 192.168.1.2
3837 ERR Mar 3 15:38:32.864376 VPNC. -parse_url: gethostbynane fail ed <asav.sckiewer. | ab>
3838 NOT Mar 3 15:38:32.864435 VPNC: -vpnc_set _notify _netsd : cnd: Ox5 event: 0x40000 status:

0x0 error: 0Ox0

3839 ERR Mar 3 15:38:32.864464 VPNC. -do_l ogin: parse URL failed ->
https://asav. scki ewer. | ab/ phone

3840 NOT Mar 3 15:38:32.864482 VPNC. -vpn_stop: de-activating vpn

3841 NOT Mar 3 15:38:32.864496 VPNC. -vpn_set_auto: auto -> auto

3842 NOT Mar 3 15:38:32.864509 VPNC. -vpn_set_active: activated -> de-activated

3843 NOT Mar 3 15:38:32.864523 VPNC:. -set_login_state: LOGAN 1 (TRYING --> 3 (FAILED)

3844 NOT Mar 3 15:38:32.864538 VPNC: -set_login_state: VPNC : 1 (Loggingln) --> 3 (LoginFail ed)
3845 NOT Mar 3 15:38:32.864561 VPNC. -vpnc_send_notify: notify type: 1 [LoginFail ed]

3846 NOT Mar 3 15:38:32.864580 VPNC. -vpnc_send_notify: notify code: 32 [DnsLookupErr]

3847 NOT Mar 3 15:38:32.864611 VPNC:. -vpnc_send_notify: notify desc: [url hostname | ookup err]

ChIFBE, ROWFhAZRLET,

1. BFEEICEMBEDNSY—NAFHYET
2. EFEMADHCPZHATDONSY —NZ2ZELBA 2 LH. FRTHRETATLAEL
COBBZEMRTDICE. RD2DOFAT>IVHFHYIET,

1. EFFBOREZFTY VLT, ASBODHCPHY —/N\HASDNSH—N2ZETHH. EFHD
DNSH—/NHASARRETHAET B ERZHRTED L 2HFELRY
2.DNSAFREILBEZDELSIC, ASARREECUCMODURLZIPT RLAIZEELET

BERMTVPNIBRCZSEW

CHORFIXNTHIRL ZKSIZ, Auto Network Detect ( BB Y ; BEXY ND—2O%KH
YIC&kY), BEMIETFTPY —/\NIZpingZ E£1TL ., J:'C\‘&’Eﬁﬁwbi?o BEEMIABRY KD —
DI HBBE. VPNELTTFTPY—/NICEETE 28, BEMA PngIC R TEREESETS
t\ VPNRBERICEY FBA, BEEHFIRNBZRY I\'7—7J:L:7:;k,\*%é.\ pingld XTI B =8,

EREEIEVPNEEMICLUTASAICERLET, 97472 MNOFR—LZY NDO—2F, DHCP#&
HTEFICA T aV150ZREHITILDICEREENT, ASAEF 7/ a 150z TERZVE
O, "RETFTP, NVPNEFEOEHFTHB D LICERELTSEZL,

ATk, W<O2ADORZEEFELET,

1. EFFHIFCUCM TFTPH —/NDIPICpingZRITL E T H',

2. nﬁﬁliplngthiT?%BKEﬁ1nbi@'i)‘

3. pinglc I BRNEZZELAVEFEREIVPNEEMICLETH,
;hbd)lﬁﬁ’égd)ll[ﬁffﬁm?%gtb‘ig'(?o SFEHA R EIPICX L TpingZRITL .
WEEZETHIFTVATE., ESFE-EFVPNEEMICLEWES, ASATTFNY T ZEBMICLT
EERFHYERA TEKEW T ZEBFIETED RS, CNS3D2NKRZECDIEFTHRIEL
£9, pinghHkBL. ZTOEVPNAIEBMIZED E, 88XxBFEOTICRDRSICRRENET,



5645 NOT Mar 27 11:32:34.630109 (574:769) JAVA-vpnAutoDetect: ping time out

5647 DEB Mar 27 11:32:34.630776 (710:863) JAVA-configngr MQJThread| ci p. vpn. VpnSt at eHandl er: ? -
VpnSt at eHandl er: handl eVPN_ENABLED STATE()

RERFEREIIhTVIY, BREEERERRTERD

EFEMTREBTFTPAERICAE2>THY ., ELVWTFTPIPAREE N TVWB CEZBERLET,
KRETFTPIZVPNEGZENEHTT, k. ASAN AT a3 150BHTELEVESHTT,

BAE1E ]
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