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expwye, impuhcsc, imsubhcscAFBMMENEL 1=,

£ DNS Name Type
4 i AD . _msdcs
4 | Forward Lookup Zones || [ _sites
b (o) _msdes.fhlab.com || [ tep
J:_, fhlab.com B
b -_J _nl'|sd.:5 | DomainDnsZones
b —I Shes _ ForestDnsZones
& -“: ] (same as parent folder) Start of Authority (SOA)
g _I 4P . i—| (same as parent folder) Mame Server (N5)
b | DomainDnsZone:
b [ ForestDnsZones Q (same as parent folder) Host (A)
4 | Reverse Lookup Zones 'Cl ad Host (A)
= 228.89.10.in-addr.arp|| = cmpubhesc Hast {2)
b ] Trust Points gcmsubhrjr_ Host (A)
¢ | Conditional Forwarders ] cucpubhese Host (A)
b E Global Logs i | cucsubhesc Host (A)
D EXpWyC Haost (A)
D expwye Host (A)
| |imppubhesc Host (A)
| |impsubhesc Host (A)
R4 ZPTR)ILO—R
£ DNS Name Type Data Timestamp
4 i AD £] (same as parent folder) Start of Authority (SOA)  [14], adfhlab.com, hostmasterfhlab.co..  static
4 F:led Lookup Zones || (5] (same as parent folder) Name Server (NS) ad fhlab.com. static
b A msdesfhlabcom | (10,9228, 144 Pointer (PTR) expwychiab.com. static
4 g _T'ﬂh-m 11089228145 Pointer (PTR) expwyeShiab.com. static
b (o msdes E11049228.14 Peinter (PTR) cmpubhesc fhlsb.com. static
b shes 11080228147 Pointes (PTR) emsubhese fhlab.com. static
&= -::: E]10.89.228.148 Pointes (PTR) imppubhcsc.fhiab.com. static
& E “':a o 7o) El108228150 Pointer (PTR) impsubhesc fhiab.com. static
i :: EorestDneZones 1080228151 Pointer (PTR) cucpubhcese fhiab.com. static
_I_' e {£1089.228.153 Pointer (PTR) cucsubhesc.fhlab.com, static
5 'tcp 1089228154 Pointer (PTR) win10.fhlab.com. §/12/2020 10:00:00 AM
4 ) Reverse Lookup Zones || 1104922826 Pointer (PTR) ad fhlab.com. 5/12/2020 11:00:00 AM
] 2889.10in-addr.arp 10802827 Pointer (PTR) winl0ext.fhlab.com. §/7/2020 4:00:00 PM
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- i AD ] _cisco-uds Service Location (3RV) [09[09[8443) emsublcsc fhlab.com. static
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b _skex [7] kesberos Service Location (SRY)  [0][100][22] adfhisk.com. §/12/2020 10:00:00 AM
= ':j: [_]_qum Senvice Location (3RV) [0A[ 100] (454 ) 2 Fhlab.corm. $12/2020 10:00:00 AM
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0 xep
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3 Bachange Signature Only 1 L&, Ky Usage
3 Exchange User 1
Hwsec 1
1 P5ec (Ol reguest) 1
] Merberos Authentication 2
3 ey Recovery Agent 2 Deacrpton of Apphcation Poboes: [[(aad.. || e Riemane
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3 Roct Certification Autherity 1
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File Action View Help
e 2 0=

Tl Certification Authority (Local) MName Intended Purpose
4 gi fhlab-AD-CA 2 ClientServerAuth Server Authentication, Client Authentic..,
- Revoked Certificates 2l Directory Email Replication Directory Service Email Replication
;- Issued Certificates %) Domain Controller Authentication Client Authentication, Server Authentic...
(] Pending Requests 3 Kerberos Authentication Client Authentication, Server Authentic...
‘ Fnile_d Requests — FEFs Recovery Agent File Recovery
] Certificate Te Manage Encrypting File System
: e a— St \ication, Server Authentic...
_ MNew * Ll Certificate Template to Issue ication




CATTHBWeb T, MATICAERL TV 7L — N EERLET,

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #T renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

‘BVERNY/ 9k jhqinpeDzAAN++tolGzBjnvqaTASENN |
Base-84-encoded uﬁlnrilmrun!lﬁvmli’.?iSj'll!?Cl-ﬂH
certificate request OWGFZoLlblbS80z iWTIQEFWEACy56 TDMOQBFRELEN

(CMC or 1oy / IpbobzTdEESw2par K} ¥xechypovstdijlich
PKCS #100r  MH/Ginzo
PKCS #7): ====-EHD CERTIFICATE REQUEST-=---~
Coertificate Template:
[ v user

Basic EFS
Additisnal Attriba  Administrator

EFS Recovery Agent =

Atvibutes:  MebSener

[ Clantservechatn

CUCM, IMP, BXUV'CUCTYILFH—/\CSRIE. CAICLK > TERBLUVBEETENZIMBEN HVE
T, SIAZEN BN FtomcatTH B UENF HVET,

e

r Status

is Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type

rGenerate Certificate Signing Regquest:
Certificate Purpasa*® tomcat vJ

Distribution® Multi- server{SAN) ]
Common Name*

-cmpu bhcsc-ms.fhlab.com
Subject Alternate Mames (SANs)
Auta-papulated Damains

empubhcsc.fhlab.com
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhese. fhlab.cam

Parant Domain Ihilab.com
COther Domains Browse_ | No file selected.
Please import .TXT file only.
Far more information please refer to the notes in the
Help Section
= Add
Key T!;pn’t R5A&
Key Length® (2048 a]
Hash Algorithm* SHAZSE e

| Generate Close

CA)L—REEBEZTomcatSHEICT Y 7O—RL, BRAFELEHEEZtomeatic 7Y 7O— RT3
BENFHYET,
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DESTINATION SERVER
AD fulab com

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Rolles Description

Active Directory Certificate Senaces (AD C5) is used to
create certification authosities and related role services
that allow you to issue and manage certificates used in a
(nstalled vaniety of applications.

I2]

Server Selection

_ l‘ E —llosaidiecarat
i

Features

¢ & K

v Certifeatio utharty b Enrallment
[0 Metwerk Device Enraliment Service
[C] Online Responde

| Active Directory Domain Seraces (Installed =

o Buctive --:"l;'\:‘..". :;_\__.l,r o Cany ceq (Instalied

] Active Directory Lightweight Directory Sendces

] Active Directory Rights Management Services

] Application Server

[] DHCP Server

| DNS Server (Installed

L] Fax Server

b [W] File and Storage Services (2 of 12 installed)

] Hyper-V

] Metwerk Pelicy and Access Senvices

] Print and Document Services =

| <Previous | | Nea> | Install I Cancel I

T8I, chsOY—EREBEALEY, £9. Certificate Authority Certificate Enroliment Policy
Web Service T3, 5200 %EIZA AN =)L LIEER, ThSZREL., Certificate
Enroliment Web Service & Certificate Authority Web EnrollmentZ 4 > ARM—JLLUET, REL F

EE
ISBEEDEMDREY —EAL LT HER, EAKEOA AN —IIFICEEMENET,

BAILKLUT, [TV2—7Z 414 X(Enterprise)|E = k[A X > RO (Standalone)| £ iBIRTE £
E



[CA Type]Tlk. [Root CA]JF /= lI&[Subordinate CA|ZBIRTE £, HBMATERITHOCANMIC
BWEERE. JL—NCAIZBIRLET.



Add Roles Wirard ﬂ

&- Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADCS
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

Resdis

RIZ, CAOMBRF—ZHERLET,

Add Roles Wirard EI
&h Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
e create & new privabe key of use an existing one.,
AD C5 = Create a new private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType 7 Use existing private key
Lise this oplion io ensure continuity with previously Bsued certificates when renstaling & CA.
Cryptography & Selpct a cortificate and use ftx assodated private key
OB Mame :-.:r:-*ir.?h*. Q.\p:-:rn if you hanve |‘|"El||:"\.|".=':!'n': certificabe on this computer or if you want to import a
certificate and use its ascocated private key
clkity Pesiod 7| Select an exdzting private key on B computer
Cartificate Databass Select this oplion if you have retsned private keys from a previous installation of want io use & private
m ms.: EEY WO a0 SN TR DL e
Ruole Services
Confirmaion
Presgress
Results

= Presiaus. ] Maxt > I Instal J Caneel I
ZDFEE, ADFS3% Bl Windows Server 20124 VAN =)L T2 BEICOKIMBETT, CA%Z




BRELES, ISOEREY—ERERETIHLEN HVYET, ik, CATOWebERICHET
T FEAEDADFSORBETIE, IISICEMORENMBETT, 77V5—3a > RAEOTO
ASP.NETZZ UYL TLEEL,

Add Roles Wirard |
ﬁ Select Role Services
Before You Begin Select the role services to install for Wieh Server (T15):
Server Rokes Rl services: Description:
ADCS = ASENET provides aserver side object
S Wb Survar =1 ariented programming environment
Role Servces = [ Common HTTP Features for building Web sitas snd Web
- [] static Content applications using managed code.
e [¥] Defadt Document :fEPHETis not i:np!r 2 n;ml@-n
CA Type 7| Dwectory Browsang .ﬂ.ﬁP‘.H“lﬂﬂ &0 ankir Ihig=
IE HITR E d . architected to provide a highly
Prinvate Kay productive programming experience
= F HTTP Redrection Bated on the MET Framewsrk,
yetography [ wiebowy Publshing ASP.NET provides a rabust
CA Mame = [E Appication Development = mfrllltmmnfnr building web
v ey "'----...____ applications.
Valbdity Period -
[ HET Extersbity
Certificate Database B ase
Web Server (115) L cat
[ Roesevkes | D) Tt
[] 154P1 Fiters
Confirmation ] Server Side Indudes
Progress B 1 Health and Diagriostics
[ HTTP Logging
Resuits E Logging Tocls
l?'_ Rmgueet Marsbor
[ Tracina o |
More about role services

< Prévious I Neaxt > I Insts I Cancsl I

HB—N—XZ—J%v—T, WebH¥—/X\—]>[lISj2oUYUL. BREDODWebT 1 N2HEIIY Y
LET. HTTPICMA THTTPSZFH AT LDICNA 2V RZEETIXREN BV ET, ChiE,
HTTPSZHR—K I B 1OICTHhhET,
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"SI @ Default Web Site Home

Fiter; = W G = (g Shew All | Group by

s & @ e B
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S @ & B b
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T R 9

E Features View L.". Coontent Verw

"NAVTF 4T OMRE EBRUET,

e Default Web Site Home

= W Go = g Show AN | Group by

ASPMET

% ¢ ¢

Explore MET MET Ernce MET NET Profile
L. Compilaticn Paiges Globalization
[Ednt Permigasons...

dd hpphation.. 2 /@ B B

IM'I"I'MI: JETUHWEW

o 5 @ & &

F-lgnlrr.l Providers  Session State SMTP E-mad

Refreih
Remove
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- | R 9 o B
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Internet Information Services (IIS) Manager

¥
— . =
O] & » AD » Sites » Default Web Site »

Q- | |8
&y Stat Page

493 AD (FHLAB\admini

L} Application Pog

4-[@) Sites

b & Default Web

Site Bindings EXES
Type  Host Mame Port P Address Binding Informa...

hittp 80

https
Type IP sddress: Port:
hitps All Unassigned v [-H-i
Host name:

[] Require Server Mame Indication

S5L certificate:
fhlab-AD-CA v[ Select... || Viiw— |
Mot selected

IRFEOINTORENREICA AR —ILENTVS 2%, ADFS3 Active Directory7 T 7L
—> arH—E A (Windows Server 2012)D A > ARN—=)LZHETTEEXT,

H—N—0ORIUCOVTR, [FT—N—XZ—T ¥—]>[EE]> [Y—/\—0&E L BEDEM]IC
BELT. 7SAX—KNLANEOEEZERY NDO—JRICIDPESAVARM=ILTD L, [Active
Directory7 TFL—> 3> H—ER]ZERLET,

o Configure this local server Eare v

2 Add roles and features



Select server roles e aacen
Bafare v, B Selrt ok oF Shldb FOhE B0 RILAN BA Thi lebehed TEreR.
nstalyton Type Boles DChesoripheom

Server SaRCION . w|  Actis Directony Federation Servion
_ 1| hm&lﬁmfmkmhﬁnﬂﬂeﬂémm (AD F5) st
»| Acirve Dwechory Diomssss Sereres [Insialed
Pl | sigrv-on (S50 capabdties. AT F§

inghudies o Federabon Senace thes
erables brosser-based Wes 550

Federston Sensces feataled
] Active Directory Lightweeight Direciony Serviced
] Active Directory Rights Mansgement Servicet

[ Appiation Servae |
] DHCP Sepeer

P ¢ v [Dnrarhoe

5 DNS Sener [Installes
] Fax Serees
¢ (W] Fie snd Stoesge Senvoes (2 of 12 installed)
O wyper-v
O] Metwerk Poicy snd &ore Services
O] Pring and Decument Sanvicer
|:| Famats Riceti

|e| i ']

AVARN=IUHFRETLIES, BRUVN—FLER[ARZR—RXZ1-—"SRKZENTEXT,

Qg File Acton View Window Helg i!l!l"l

+ | B[
o —————————
Overview Add Ralying Party Trust..
A FS peovides sngle-sgnon (550 scces for chent compulern. Add Claieres Brovider Taust..
Leam More Add Astribute Store...
Corfiguing Truat Relabonahips Edit Federation Service Properti.
Corfigung Authertication Pobcies Edit Published Claims
Treubleshasting AD F5 Revoke All Proxes
AD F5 Help View »
Mew Window from Here
|6 Refresh
Help

ADFS3DO#I AR E

COtEI>arTR, HLLVAZRT7O7IFL—2328—NXOA2AR=I)LICDOWVWT
BBLETH., RX/OVNO-FIEAVARN—IILTRHECEFEATEERT

EHI:I

RICRT&LSICADFSEEI Y — )L & R8T 321, [Windows]£:&RL T, TADFS
Managements EAHALET,



[AD FS 3.0 Federation Server Configuration Wizard]#4 7S, 2 > #i8iR L T, ADFSH—/NDERE
ZHABLET, cnSOAY)—2>3avY NE, ADFS3NELUFIEZRL TVWET,

i AD FS 2.0 Federation Server Configuration Wizard x|
Welcome
Steps

s VWelcoma
@ Select Deplopment Type

@ Federshon Service Nams

Welcome to the AD F5 2.0 Federation Server Confiquration Wizard

This wizand helpz pou conhigurs Actve Dreclony Fedeiston Semces [A0 FS] 20 soltwae on ths

computer. which satz up the computer as a fedaiation server. Anirstanca of AD F5S & mleredtoaz a
Fed=iaton S=mce

* Cieale a new Federation Service

Select bus aphon lo s=f up alher a stand-alone Federston server or the frst sesve i & federation
server fam

) Add a tederation server to an existing Federation $ervice

Sedacl i oplion o o this compuler 1o an exsling ledsialion server lam

[ met> | come | e

FLWI7IFL—23> 9 —ERZERTR)EBIRL., [RN\]Z22VYILET,



¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
Welcoma erviranment. ai you can creale 4 lederation seivet in a new farm for load balancing and high avaiatlly

Select Deployrent Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala

) Hew tederation server farm

This option will create a rew Federation Servics with settings for high avaiabity and load balancing.
Resulls The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by
adding more federation seves

[y

it
("]
@ Federahon Service Name
@ Summary

@

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficent permissions in Active Directony b create a contaner abject [for sharng cerificates)
and o et an SFN [for the ssmvice account], such a2 an accound thal is & member of the Domain
Admns group,

(41 Stand-alone federation serves

This optian wil create a rew Federation Servica on this compurer. T his opbion iz recommanded foe
evaustion pupozes or & small production ersranment. |F vou selecl bis ophon, wou wil nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

| L] Dcstl] e

RICRTEDIC, [AZVRFPOV7IFL—2arH—/NN1E8RL. ["ANZVVYILET,




"Fjl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the

@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certiicate.

@ Select Deployment Type
Select the certificate and/ar port, and then click Mest.

@ Federation Service Name

@ Summary S5L certificate: Port

Resul adlla identitylab, us - Wiew, | 4473 -
=] esults

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous I MNewt = I Cancel | Help |

[SSL certificate] T, VARNA S HCERMHAEEZRBRLET., 7IFL—23a H—ERENE
BRICADENET, next] 29U YILET,




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fclowing ssttings wil be configured for AD FS 2.0
@ Welcoms
. = *  Slop AD FS serwer,

@ Select Deplosment Type « \Windows Intemal Databace sarvice wil be staited and 2ot lo auiomanc staihup,

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary * Melwork Service socount wil be gven access to the database, bo the ceilificate prvale keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
=  Start AD FS zarver,

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |

REZHEL., [Nextz2V Y VLTREZEALEXY,




Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Stope The folowing sottings are being configuad
@ ‘Welcome
Camgenent Slatus
@ Seclect Deployment Type
Y Stapthe 8D FS 2.0 ndows Semice Cenfiguration firvshed
@ Federshon Service Name .
E) Instal Windows Irkemal Database Configuration frizhed
@ Surmary . -
S0 Stant the Windows Intemnal Databass servics Configuration finished
Rezull
LBl ) Craze AD FS corfiguiation database Configuration fiished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid
To close thiz wazard, chck Oose

;qul

IXTCOAVR—RMNFERICRETLIECEZHFIL, [Close]2 7Y JLT I 1Y —REK
TU, XMVEBIAVY IRV ET, chiCRBBLLBEANBYET,




ADFSHBMICKEY), PATT4T7147ANA A —(dP)ELTREEND ESICHKVY RKL I,
RIC, EHETZZHAMHAEFNHEE L TCUCMEZEBINT A HENHYYET, ChETOHEIIC, £
CUCM Administration CEREZ TS LENH VYV E T,

0 Required Configuration Incomplote

Bobons o can usn AD FS 2 0o manage 5500 aconas for wntn and perdons, pou st compiate e ke Lask:

“F Beaurad Add a trasted rebang packy

e Learn About:

Conhgunng Claima Prewden or Helnna Party Traata

Addsng Fedetaien Servate be o Fatm and Seting U Lead-Bal shcing
c ina F ion 8 P

Iraubleihooting AD F5 2 0

S

Overview

AD S 20 prowxdes snge-ingrron (550 accsis for oot compubers

s B m b Party Truak

Akl O Prcoacen Toeat,

K] Kl fiw e

8t Falerytion Service Propertes
[k Pubdaled Tlaird
Pt &l Prage

Frirede Feedbach

el

Pl Wirecics feom Here

G Pafiesh

B e

ADFS% £ L -=CUCMT D SSOMN & TE

LDAPRE

92 AR &Active DirectoryE LDAPHEE T2 HEAN H V), ESICEICHTENICLDAPRIIZRET
DHEBENHYET, RICRT&LSIZ, [System]® 7> [LDAP System]iCBEL £,



LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

R, [ATALIZRT>[LDAPTFA4 LI MIICBELET,

LDAP Directory

Eﬁw xnﬂm Gup‘,r b Perform Full Sync Now I:II]iAdde

~ LDAP Directory Information

LDAP Configuration Name® LDAPL

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* eSS NEEEIeNEsEEIIsNSIIIINIIIES

Confirm Password* AN REREsssIsIINRESS

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00




rStandard User Fields To Be

| Chico Unified Communications Manageor User Flalds | LDAF AStributs Cisco Unified Communicaticns Mansger User Fiaic | LDAP Attribute

|User 1D SAMALE GuniNamE Firgt Namss givenName

|Midcie Harme migdiename [ Last Hame s

|Manager 1D manager Department department

| Priane Numiber telepheneMumber E Madl 1D mail

| Tiele tighe Home Mumber hedrphane

| Mobile Mumber mishile Pager Number pager

|pirectary uRt mail B Display Hame displayhiame
LDAP Server Information

Host Name or IP Address for Server®
10.89.228.226

LDAP Port* Use TLS

389
Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

Active Directory 1—H'ZCUCMERHAIL 1=#&. LDAPRRELZRET I LEN BV ET,

aliali.  Ciseo Unified CM Administration
5o For Cmao Unified Coammunications Solulians

Sysem v v  Meda = whlafed ¥ Deview ¥ -_-.' User Manapemesl v Boll Admhalaen T Hep v
=
- SEalus

@am-.mm

~LDWP Authentication ler End Users

B Uise LDAP Authantaaten for End Users

LSAE Hanager Cutrgusshed Name ' [miss samevitrane
LDAP Pagrwond® [
Confirm Pagrword ® [

len-uumdpm-m

Hoat Heme or 1P Addrews for Server” LOAP Port”  Uss TLS

[iospameame b | O

Add Ancther Redurdart LDAP Seroer

CUCMO I RI—HE, BEOTI7EAAY NO—LJII—-T7TZB20I R1I—-¥70O077
AIVCEVHTRRENFN HVYET, ACGREFEECCMA—N—-I1—H¥TT, 1—H&. REOER
HNTEIZS5SSOZTANIBIEOICERAETNET,



End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Confirm MLPF Password [ ] A
MLPP Precedence Authorization Level | Dafault v]

~ CAPF Information
Associated CAPF Profiles |

-

~Permissions Information

Groups | Standard CCM End Users

Standard CCM Super Users Add to A Co 1G ]
Standard CTI Allow Control of All Devices COnSs Contros Smap |
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access |
Standard Admin Rep Tool Admin
Standard CCM Admin Users
Standard CCM End Users
Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |

CUCMX AR F—A
COto>3a>Tlk, CUCMNT VY vyO7O0EA%ZRLET,

BUIDEXEE. URLZZRBIBDHUEN HBHCUCMARTF—RZEIETSH & TT, hitps://<CUCM
Pub FQDN>:8443/ssosp/ws/config/metadata/spZ X V> O— K¥ B A, [System]R 7> [SAML
Single Sign-on]A* 5V A—RTE&ET, chik, /—RFELFITAEZLELICRITTE
T, COUVTARLBEZRTIBEEZHEOLET,

System v CalFmtng v Uesa . Dpia®  User e e -

SAML Single Sign-On

S50 Mode
® Cluster wide (Ong metadats File por clusber Reguires multi-server Tomeat cartificate)
s Per mode (Oee metadsts e per node]

B omatie samn 550 s Expert asuasans awﬁmr- Fox A Disbind Sarvere

- Status
(Dunrnu-ubhdhrm.mmwﬁIﬁhrMnrm
(@) 520 550 aratia

| SAML Single Sign-On {1 - o4} Fows per Fape 50|
Barver hama 33D Sratvs R {mpe qtadets e Matedete (gt npont Hetadats Ll Hetadets Dnpon B30 Tem

crnpubhosc. fhish. com SAML WA Aprd 20, 2020 2190157 PH POT & e April 18, 2020 8105138 PH POT Passed - Aprd 20, 2020 2102115 Bun 550 Test...
P POT

crnsubhse fhlah. ooem saML A 1dp Aprd 20, 2020 2:00:57 FH POT & rie April 18, 2020 8:05:37 PH POT Fassed - Aprd 20, 2020 1:49:45 Bun 550 Test...
™ POT

imppubhese Thlsh com SAML A tap Aped 20, 2000 2:00:57 P POT & rie Apeil 18, 2030 B:05:37 P POT Possed = May 24, 2020 :i::zp:‘gg Bun S50 Test._.

impauihcse. fhlab.oom SAML o rae aprd 30, 3030 2:00:37 PM POT ah e dpril 18, 2030 8:05:37 PM POT Pazsed - May 24, 2030 ‘lepnz'i" Brijn S50 Test..

Dupable SAML 550 Expord ANl Metadats  Upclate [dP Mataciata Filg Fix All Criabded Sarvers

sp_cucmOaxmZ ENEERNDHBDBHTTF—RXZO—NIICRFLET, BTREICAYET,

ADF SR R Fi & O 2

ADFS3.0EEIOVY—IIIZRYET,



G File Actien View Window Help !|!|n

« | 2 B[
L erther h_
b 0 Service
- ' . Ties
a 2 Trust Relationships Device Regatraton Sernce You WS T ummedn adfhish com
" : - At Rughying Party Trut_
21 Chaiens Provider Trusts CUCM Cluster_Wide_Relying_Party st Yes WST.. cmpubbcac fhish com .“’ .
[ -] Rebying Party Trusts . e ————— T Yes WST_ cucpubhes: s com Ad Non-Claima-Awrare Relying..
) Mttrioute Stores | Add Relying Party Trust_ J Yer WET.. sk com-S00D0FE107DTSEST Voo "
p [ Authentication Pobcies| | Add Non-Claims-Aware ey Trust
Ralying Party Fw Viindew frem Here
Wiew r | Refiesh
Hirwe Windiow from Hene =
Refresh i
Help

[Add Relying Party Trust Wizard|2 2 )Y VL&Y,

Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
. This wizard wil help you add a new relying pany trust to the AD FS configuration database, Relying parties
@ S5alact Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Mutifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
party and issues claims to €. You can defing issuance transform rules for issuing claims to the relying party
® u, ml l“-"n H“ after you complete the wizard.

@ Readyio Add Trust
@ Finish

Activate W
£ Previous | Seant ” : l:lﬂ,_J.

TR REEEIVY ILET,

LLEI - R ZF L #=federationmedatada.xmI X R F—ZXMLT7 7 A )L Z8IRL., "XAL &BZOVUY D
LEY,



Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

#FR%& & L TCUCM_Cluster_ Wide_Relying_Party_trustZfEHL . [NexiZ2 Uy O LET,




Enter the display name and any optional notes for this relng party
Diisplay name:

[CuCh_Cluster_wide_Relying_Party_trus|

Notes:

| <Previous | | Nees || Cancal |

BUOOAT>a wEBRL, "TAANL BVUYOILET,



Seps Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there i a match for any of the specfied requiremants.

@ Select Data Source

Requiremeris Users/Groups
Device
Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information. see Configuring Authentication Policies,

| <Previous | | Nedts || Cancel ||

[Permit all users to access this relying party] 28R L, RICRIT LS C[Next]Z20 VY VL KT,



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

@ Choose lssuance
Authorization Rudes

@ Readyto Add Trust
@ Finish

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the intial behavior of this relying party’s issuance authonzation ndes.
(®) Pemit all users to access this relying party
The issuance authorzation rules will be configured to pesmit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

REEEEL, RICRTESIZ[Next]Z V7 UY I LET,



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

party trust has been configured. Ham&nfuhwm and then click Nexd to add the
mmmt&ﬂmﬁDFSwﬂgm

Relying party’s federation metadata URL:

l |

[ ] Monitor relying party

|:| Automatically update relying party
This relying party’s federation metadata data was last checked on:
<never >

This refying party was last updated from federation metadata on:
< never »

[<Proviom | [P YA} [VVGEaa0Y] S

FIVORYDAZAFTICLT, ML) Z2VUYILERT,



Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

RIZRT KRS, NTAOZRARZ>=2ERALT, BRL

The relying party trust was successfully added to the AD FS configuration database.
You can modify this relying party trust by using the Propesties dialog box in the AD FS Management snap-n.

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

L= OBREZmRELET,

CRIAEFAEOFEEZRRL, ER

G File Action View Window Help

e nm B

] ADFS
b [ Service
4 [ 7] Trust Relationships

] Claims Provider Trusts
] Relying Party Trusts

7] Attribute Stores

b ] Authentication Policies

h’t‘"‘!"i“'? Part Y Trusts

I RT &S IC[AddRule]2 2 Uy 2 LET,

Display Name Enabled Type
Device Registration Service Yes WSTM!SAHL!WS—FW
CUCM_Cluster Wide Relving Partv trust  Yes WS SAM
CUC_Cluster_W Update from Federation Metadata... L f'l'h‘S-Fn:Imlim
EqpwyC Edit Claim Rules... L / W5-Federation

Disable

| o i
Delete
Help

wm ms-drs:ad fhiab com

cmpubhcsc fhlab com
cucpubhcsc fhisb com
friab.com-500D0F4107DTEEST




lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

[Send LDAP Attributes as Claims]Zi®iRL, [Next}iZ2V VY I LET,




i Add Transform Claim Rule Wizard | X

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
muitiple claims from a single rule wsing this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
membershi