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. <> Rutils ntp serverlistid, AT ALAICEREENTVWANTPH—NERTRLET,

admin:utils ntp server list

192.0.2.202

192.0.2.

admin:

admin:utils ntp server add 192.0.2.125
124.163.32.44 : added successfully.
lestarting NTP on the server.

admin:

I HUONTPH—N\ZEBMNMTZHE. CUCMY—/NFEMTAEICEZETREEEZETANL
EKBITBRERDIT—HNRRENDCEITEELTLSEZL,

admin:utils ntp server add 1591.0.2.8

191.0.2.81 : [ Inaccessible NTP server. Not added. ]




. utils ntp serverdelete XY REFEATS E, PATARNTIT TICREE N TVWANTPZHIRR
TEET,
admin:utils ntp server
1: 192.0.2.202
7 192.0.2.12
a: all
g: guit

Choice: 2
Restart NTP (y/n): ¥y

72.163.32.44 will be deleted from the list of configured NTP ser

Continue {(yv/n) vy
Y ¥

T2d.163.3£.44 : deleted successfully.

Restarting NTP on the server.
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Fromthe CLI of the publisher run the command "utils network capture port 123"

Wait until you see traffic (this can take a little tinme, or it may be instant) then hit
ctrl+c. Look in the traffic to find where your publisher is comunicating with its NTP
server and the NTP server is communication with the publisher (if the NTP server isn't
replying then it is an issue in the network or with the NTP server). The primary focus of
this output is the NTP version. In CUCM 9 and |ater NTP version 3 (NTPv3) can cause issues
and an NTP source using NTPv4 should be the NTP server for the publisher.

admn:utils network capture size all count 10000000 port 123
Executing conmand wi th opti ons:

si ze=128 count =1000 i nterface=ethO
src=dest = port =123

i p=

16: 08: 43. 199710 | P cucm sub3. hone. | ab. 39417 > cucm 115. hone. | ab. nt p: NTPv4, Client, length 48
16: 08: 43. 199737 | P cucm-115.home.lab.ntp > cucm sub3. hone. | ab. 39417: NTPv4, server, |length 48
16: 08: 43. 199823 | P cucm-sub3.home.lab.39417 > cucm 115. hone. | ab. nt p: NTPv4, client, |length 48
16: 08: 43.199859 | P cucm 115. hone. |l ab. ntp > cucm sub3. hone. | ab. 39417: NTPv4, Server, length 48
16: 09: 01. 640980 | P cucm-115.home.lab.50141 > tinmel. exanple.comntp: NTPv4, cClient, |ength 48
16: 09: 01. 654675 | P tinel. exanpl e.comntp > cucm 115. hone. | ab. 50141: NTPv4, Server, |length 48
16: 09: 01. 654733 | P cucm 115. hone. | ab. 50141 > tinmel. exanple.comntp: NTPv4, Cient, |length 48
16: 09: 01. 667368 | P ti nel. exanpl e.comntp > cucm 115. hone. | ab. 50141: NTPv4, Server, |length 48
16: 09: 01. 668612 | P cucm 115. hone. | ab. 50141 > tinmel. exanple.comntp: NTPv4, Cient, |length 48
16: 09: 01. 681366 | P tinel. exanpl e.comntp > cucm 115. hone. | ab. 50141: NTPv4, Server, |length 48
16: 09: 01. 681518 | P cucm 115. hone. | ab. 50141 > ti nel. google.comntp: NTPv4, Cdient, length 48

16: 09: 01. 694108 | P tinel.google.comntp > cucm 115. hone. | ab. 50141: NTPv4, Server, length 48

16: 09: 01. 875016 | P cucm 115. hone. | ab. 48422 > tinel. google.comntp: NTPv4, Cdient, length 48

16: 09: 01. 884476 | P cucm sub3. hone. | ab. 58072 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 01. 884568 | P cucm 115. hone. | ab. ntp > cucm sub3. hone. | ab. 58072: NTPv4, Server, length 48
16: 09: 01. 884954 | P cucm sub3. hone. | ab. 58072 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 01. 884999 | P cucm 115. hone. | ab. ntp > cucm sub3. hone. | ab. 58072: NTPv4, Server, length 48
16: 09: 01. 885381 | P cucm sub3. hone. | ab. 58072 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 01. 885423 | P cucm 115. hone. | ab. ntp > cucm sub3. hone. | ab. 58072: NTPv4, Server, length 48
16: 09: 01. 886147 | P cucm sub3. hone. | ab. 58072 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 01. 886184 | P cucm 115. hone. |l ab. ntp > cucm sub3. hone. | ab. 58072: NTPv4, Server, length 48
16: 09: 01. 888555 | P tinel.google.comntp > cucm 115. hone. | ab. 48422: NTPv4, Server, |length 48

16: 09: 01. 888642 | P cucm 115. hone. | ab. 48422 > tinel. google.comntp: NTPv4, Cdient, length 48

16: 09: 01. 900926 | P tinel.google.comntp > cucm 115. hone. | ab. 48422: NTPv4, Server, |length 48

16: 09: 01. 901017 | P cucm 115. hone. | ab. 48422 > tinel. google.comntp: NTPv4, Cdient, length 48

16: 09: 01. 913497 | P tinel.google.comntp > cucm 115. hone. | ab. 48422: NTPv4, Server, |length 48

16: 09: 01. 913566 | P cucm 115. hone. | ab. 48422 > tinel. google.comntp: NTPv4, Cdient, length 48

16: 09: 01. 926693 | P tinel. google.comntp > cucm 115. hone. | ab. 48422: NTPv4, Server, |length 48

16: 09: 02. 038981 | P cucm sub2. hone. | ab. 42078 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 02. 039117 | P cucm 115. hone. |l ab. ntp > cucm sub2. hone. | ab. 42078: NTPv4, Server, length 48
16: 09: 02. 039281 | P cucm sub2. hone. | ab. 42078 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 02. 039345 | P cucm 115. hone. |l ab. ntp > cucm sub2. hone. | ab. 42078: NTPv4, Server, length 48
16: 09: 02. 039434 | P cucm sub2. hone. | ab. 42078 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 02. 039535 | P cucm 115. hone. | ab. ntp > cucm sub2. hone. | ab. 42078: NTPv4, Server, length 48
16: 09: 02. 039607 | P cucm sub2. hone. | ab. 42078 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 02. 039814 | P cucm 115. hone. |l ab. ntp > cucm sub2. hone. | ab. 42078: NTPv4, Server, length 48
16: 09: 02. 066544 | P cucm subl. hone. | ab. 46400 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48



16: 09: 02. 066622 | P cucm 115. hone. | ab. ntp > cucm subl. hone. | ab. 46400: NTPv4, Server, |ength 48
16: 09: 02. 066751 | P cucm subl. home. | ab. 46400 > cucm 115. hone. | ab. ntp: NTPv4, Cient, |length 48
16: 09: 02. 066892 | P cucm 115. hone. | ab. ntp > cucm subl. hone. | ab. 46400: NTPv4, Server, |ength 48
16: 09: 02. 066968 | P cucm subl. home. | ab. 46400 > cucm 115. hone. | ab. ntp: NTPv4, Cient, |length 48
16: 09: 02. 067104 | P cucm 115. hone. | ab. ntp > cucm subl. hone. | ab. 46400: NTPv4, Server, |ength 48
16: 09: 02. 067155 | P cucm subl. home. | ab. 46400 > cucm 115. hone. | ab. ntp: NTPv4, Cient, length 48
16: 09: 02. 067189 | P cucm 115. hone. | ab. ntp > cucm subl. hone. | ab. 46400: NTPv4, Server, |ength 48
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No. Time Source Destination Protocol Info
14.. 16:88:01.559665 192 216. NTP NTP Version 4, client
14.. 16:88:81.571555 |216 192. NTP NTP Version 4, server
15.. 16:88:82.184443 |192 192. NTP NTP Version 4, client
15.. 16:88:02.184623 192 192. NTP NTP Version 4, server
15.. 16:88:82.185545 192 192. NTP NTP Version 4, client
15.. 16:88:82.185571 192 192. NTP NTP Version 4, server
15.. 16:88:82.186535 |192 192. NTP NTP Version 4, client
15.. 16:08:02.186557 J192 192, NTP NTP Version 4, server
15.. 16:98:02.187475 192 192. NTP NTP Version 4, client
15.. 16:88:82.187494 |192 192. NTP NTP Version 4, server
15.. 16:88:02.260265 192 192. NTP NTP Version 4, client
15.. 16:08:02.260358 192 192. NTP NTP Version 4, server
15.. 16:85:02.260644 J192 192. NTP NTP Version 4, client
15.. 16:08:82.260685 |192 192. NTP NTP Version 4, server
15.. 16:88:02.260826 |192 192. NTP NTP Version 4, client
15.. 16:08:02.260863 J192 192, NTP NTP Version 4, server
15.. 16:98:02.260969 192 192. NTP NTP Version 4, client
15.. 16:88:82.2616883 |192 192. NTP NTP Version 4, server
15.. 16:88:02.284288 |192 216. NTP NTP Version 4, client

— 15.. 16:08:02.638610 192 192. NTP NTP Version 4, client
15.. 16:88:82.638725 |192 192. NTP NTP Version 4, server
15.. 16:98:82.638989 192 192, NTP NTP Version 4, client
15.. 16:88:082.639030 |192 192. NTP NTP Version 4, server
16.. 16:08:02.639182 192 192, NTP NTP Version 4, client
16.. 16:88:02.639226 J192 192, NTP NTP Version 4, server

CUCMMOCLIHAL Ea1—

utils ntp status output

NOTE: All nodes will show the current time in UTC regardl ess of the time zone of the server



(listed in UTC tine). This nakes it easy to conpare tinmes on the different CUCM nodes.

NOTE: If there is a tine difference of 15 minutes or nore, it is expected that DB replication
wi Il be broken

1) If the publisher is ahead by 15 minutes, this can result in the pub send data to the

sub and the sub would have a delay to process the data because it has not yet reached the tinme
in the tinestanp of the packets fromthe publisher (this is expected behavior in this type of
situation)

2) If the subscriber is ahead by 15 minutes, this would result in the subscriber drop
the data fromthe publisher because the subscriber sees it as old data (15 mi nutes ol d)

admin:utils ntp status
ntpd (pid 28435) is running...

renot e refid st t when poll reach del ay offset jitter

203.0.113.0 . G00G lu 44 64 3 11.724 -0.021 0. 064

unsynchr oni sed
pol Il ing server every 8 s

Current tinme in UTCis : Fri Sep 6 20:54:50 UTC 2019
Current time in America/New York is : Fri Sep 6 16:54:50 EDT 2019
admi n:

BOHNZFMIIHBLTVEIOT, ROBHREFATLEEZ,

The very first colum contains the "tally code" character. Short overview

* the source you are synchroni zed to (syspeer)

# source sel ected, distance exceeds nmaxi mum val ue

o the PPS(Pul se Per Second) source if your ntpd (ppspeer, only if you have a PPS capable
system and refcl ock)

+ candidate, i.e. it is considered a good source
- outlyer, i.e. quality is not good enough
x falseticker, i.e. this one is considered to distribute bad tine

bl ank: source discarded, failed sanity

See the Select field of the Peer status word on the NTP Event Messages and

Status Words page for nore information on the tally codes. remote

the hostnane or |IP of the renote nachine. refid

the identification of the time source to which the renpte machines is synced

May be (for exanple) a radio clock or another ntp server) st

the stratum of the renote nmachine. 16 is "unsynchronized". 0 is the best

val ue, that could be (for exanple) a radio clock or the ntp servers private

caesium clock (see http://ww. eecis.udel.edu/~mlls/ntp/htm/index.htm#intro

for nore information about ntp in general). t

types available: | = local (such as a GPS, WWB) u = unicast (npst comobn) m= multicast b =
broadcast - = netaddr when

how many seconds since the last poll of the renpte machi ne. poll

the polling interval in seconds. reach

an 8-bit left-rotating register. Any 1 bit neans that a "tine packet" was

received. The right nopst bit indicate the status of the | ast connection

with the NTP server. It is Qctal number. Use cal culator in progamer

interface to translate fromOCT to BIN: For exanple 377 translates to

11111111. Each 1 neans a successful connection to the NTP server. |If you

just start a NTP service, and it connects successfully with its server, this

number will change as follows (if connectivity is good): 00000001 = 001 00000011 = 003 00000111
= 007 00001111 = 017 00011111 = 037 00111111 = 077 01111111 = 177 11111111 = 377 delay
the time delay (in mlliseconds) to communicate with the renpte. offset



http://www.eecis.udel.edu/~mills/ntp/html/index.html#intro

the offset (in milliseconds) between our time and that of the renote

jitter

the observed jitter (in mlliseconds) of time with the renote

Utils diagnoseT A M b

adm n:utils diagnose test

Log file:

Starting diagnostic test(s)

t est
skip
t est
t est
t est
t est
t est
t est
t est
t est
skip
t est
t est
t est
t est
t est
t est
skip
skip

di sk_space

disk_files
servi ce_nmanager
t oncat

tonctat _deadl ocks
tonctat _keystore
toncat _connectors
toncat _t hreads

t oncat _nmenory
tonctat _sessi ons
toncat _heapdunp
val i dat e_net wor k
raid

system.info
ntp_reachability
ntp_clock_drift

nt p_stratum

sdl _fragmentati on
sdi _fragmentati on

Di agnosti cs Conpl et ed

The fina

Pl ease use 'file view activel og platform | og/diagl.log

adm n:

out put will

be in Log file:

pl atforn | og/ di agl.| og

Passed (avail abl e: 6463 MB, used: 12681 MB)
Thi s nmodul e nust be run directly and off hours
Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

Thi s nodul e nust
Passed

Passed

Passed (Col | ected systeminformation in diagnostic |og)
Passed

Passed

Passed

Thi s nodul e nust
Thi s nodul e nust

be run directly and off hours

be run directly and off hours
be run directly and off hours

pl atfornil og/ di agl. | og

conmand to see the output

utils diagnose7 AN DH A TNTPA KK T B2 HBEIE. KOLSBHANRRENET,

adm n:utils diagnose test

Log file:

Starting diagnostic test(s)

t est
skip
t est
t est
t est
t est
t est
t est
t est
t est
skip

di sk_space

disk_files
servi ce_manager
t ontat

tonctat _deadl ocks
tonctat _keystore
toncat _connectors
tontat _t hreads
toncat _menory
tontat _sessions
tonctat _heapdunp

platforni | og/diagl.| og

Passed (avail abl e: 6463 MB, used: 12681 MB)
This nodul e nust be run directly and off hours
Passed

Passed

Passed

Passed

Passed

Passed

Passed

Passed

This nodul e nust be run directly and off hours



test - validate_network . Passed

test - raid : Passed
test - system.info : Passed (Collected systeminformation in diagnostic |og)
test - ntp_reachability : Warning

The NTP service is restarting, it can take about 5 minutes.

test - ntp_clock drift : Warning

The | ocal clock is not synchronised.

None of the designated NTP servers are reachabl e/ functioning or legitimate.
test - ntp_stratum : Warning

The | ocal clock is not synchronised.

None of the designated NTP servers are reachabl e/ functioning or legitimate.

skip - sdl _fragnentation : This nodule nust be run directly and of f hours
AVARN=IEEINTPAEETH 2 ZBLET, ROON RERTLET .

cdrtime > getCurrTime() 2 A L T, 7/Y1 AH SCDRTIME& L Tsql select
pkid,name,dbinfo('utc_to_datetime', cdrtime)Z®{TL £ ¥,

COIXY RIE, BEOEZ Zcdrtime ( T—7 I AZEEEhi-eE ) EBLET, 1 AM—
WITYTITL—RTRIENTPZHEAL., TOENTPZEIEL LEE. BENMTONDLETICT
—AR—ADRMAEDONE T, COBEEK, FEBNTPY—AHNSHETENTPY —AICBEL
eidh, —RRIIENTPIN > R(utils ntp statusx &) 2 RIT L TERELEB AL

FEOHDINTPASEHBEOZVNTPICBITLLAARVOTI A, FAEOEVNTPY —RICHIT
LTE AVAR=WITYTIL—RPICERENET—TIILEEBEEhER A,

COONY RZRITIRDE, FRETNBHIBFRXDORSICHEY KT,

adm n: run sqgl sel ect pkid, name,dbinfo('utc_to_datetine', cdrtinme) as CDRTIME from device where
cdrtime > getCurrTime()

pkid name cdrtime

adm n:
ROEHERBROEINBBDBEERE, 1 VAN=ITYTIL—RICEAENENTPAFERE h
THESY, T—EIR—ANERICHEITIHENIREL VWS EERLTVWET,

adm n:run sqgl sel ect pkid, nane,dbinfo('utc_to_datetine', cdrtinme) as CDRTIME from device where
cdrtine > getCurrTinme()

pki d name cdrtine

bf 80dd31- 9911- 43ce- 81f d- a99ec0333f b5 MIP_2 2016-09-11 14:38:14.0
4c¢38f c05- 760d- 4af b- 96e8- 69333c195e74 CFB_2 2016-09-11 14:38:14.0
90878c80- €213-4c7e- 82b9- 6¢780aac72f 3 ANN_2 2016-09-11 14:38:14.0
08b5bf f 4- da94- 4df b- 88af - ea9f f a96872¢ MOH_2 2016-09-11 14:38:14.0
93320e4d- 1b73- 4099- 9a7c- c4cddf adb5d9 MIP_3 2016-09-11 14:38:14.0
a6850d42- 5f 0a- 49ce- 9f a3- 80d45b800e23 CFB_3 2016-09-11 14:38:14.0
9963c9ch- 58b0-4191- 93el- 8676584f 6461 ANN_3 2016-09-11 14:38:14.0



def 79f b7- c801- 4f b3- 85f b- 4e94310bf Obd MOH_3 2016-09-11 14:38:14.0

4cd64584- 089b- 4331-9291- 79774330cbhc 2 MIP_4 2016-09-11 14:38:14.0
27b18882- db83- 4d14- 8bce- d3f 8dc439610 CFB_4 2016-09-11 14:38:14.0
a40da882- e04f - 4649- b2eb- 2f 79d1289e81 ANN_4 2016-09-11 14:38:14.0
36575f f 4- cdea- 4945- 87e7- 638cc555463e MOH_4 2016-09-11 14:38:14.0

T D 0EBEH

NVMN\—RIITOEZEREEEZEETICESXiRANETY7IL—RTBDE, NTPOREEN
RETDAREMEN BV ET,

2) ESXION—2 3 M RIEBAEN NI Y JRAIZERL TVWBD & ZHEELET,
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