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3232 NOT Nov 29 06:33:59.011270 downd- DDFORK - execing [/usr/sbin/dgetfile][-L620][ ]
3233 NOT Nov 29 06:33:59.033132 dgetfil e(870)-GETXXTP
[ GT870] [ sr c=CTLSEPBOOOB4BAOAEE. t| v] [ dest =/t np/ CTLFi l e. tlv][serv=][serv6=][sec=0]
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3287 I NF Nov 29 06: 33:59. 395199 SECUREAPP- Attenpting connect to TVS server addr [192.168.11.32],
node [ | Pv4]
3288 I NF Nov 29 06: 33:59. 395294 SECUREAPP-TCS set to [96] on sock, [192.168.11.32][11]



3289 INF Nov 29 06:33:59.396011 SECUREAPP- TCP connect () successful, [192.168.11.32] [11]

3290 DEB Nov 29 06:33:59.396111 SECUREAPP-BI O created wi th: addr:192.168. 11. 32, port: 2445,
node: | Pv4

3291 INF Nov 29 06: 33:59. 396231 SECUREAPP- Sec SSL Connection - TVS.

3292 I NF Nov 29 06: 33:59. 396379 SECUREAPP- SSL session setup - Requesting Cert

3293 DEB Nov 29 06: 33:59. 396402 SECUREAPP- Obt ai ning certificate

3294 I NF Nov 29 06: 33:59. 396444 SECUREAPP- SSL session setup - Get Active cert ok

3295 DEB Nov 29 06: 33:59. 396464 SECUREAPP- SSL session setup - cert |en=785, type=LSC

3296 DEB Nov 29 06: 33:59. 396854 SECUREAPP-Certificate subject name = /serial Nunber =PI D: CP- 8861
SN: FCH18198CNQ C=AU/ O=st or mi n/ QU=I ST/ CN=CP- 8861- SEPBO00B4BAOAEE

3297 DEB Nov 29 06: 33:59.396917 SECUREAPP- SSL session setup - Certificate issuer name =

/ C=AU O=st or m n/ OU=1l ST/ CN=CAPF- a7f b32bf / ST=NSQ L=Sydney

3298 I NF Nov 29 06: 33:59. 396947 SECUREAPP- SSL session setup - Requesting Pkey

3299 INF Nov 29 06: 33:59.397024 SECUREAPP- SSL session setup - Get private key ok

3300 DEB Nov 29 06: 33:59. 397045 SECUREAPP- SSL session setup - key |len=1191

3301 INF Nov 29 06:33:59.399181 SECUREAPP- Setup SSL session - SSL use certificate okay

3302 INF Nov 29 06: 33:59.399477 SECUREAPP- Set up SSL session - SSL use private key okay

3303 DEB Nov 29 06: 33:59. 399974 SECUREAPP- Sec SSL Connection - Added SSL connection handl e
0x40e01270, connDesc 11 to table

3304 DEB Nov 29 06: 33:59. 400225 SECUREAPP- Sec SSL Connection - check status & perform handshake.
3305 DEB Nov 29 06: 33:59.401086 SECUREAPP- Bl ocked TVS Secure Connection - VWaiting (0)

3306 DEB Nov 29 06: 33:59.401796 SECUREAPP- Sec SSL Connection - check status & perform handshake.
3307 DEB Nov 29 06: 33:59. 403321 SECUREAPP- SSL session setup Cert Verification - Role is = 21
3308 INF Nov 29 06: 33:59.403412 SECUREAPP- SSL session setup Cert Verification - |nvoking
certificate validation hel per plugin.

3309 INF Nov 29 06: 33:59. 403662 SECUREAPP- SSL session setup Cert Verification - Certificate
val i dati on hel per plugin returned.

3310 INF Nov 29 06: 33:59.403731 SECUREAPP- SSL session setup Cert Verification - Certificate is
val i d.

3311 DEB Nov 29 06: 33:59. 403784 SECUREAPP- SSL session setup Cert Verification - returning
validation result =1

3312 ERR Nov 29 06: 33:59. 428892 downd- SOCKET accept errno=4 "Interrupted systemcall"”

3313 DEB Nov 29 06: 33:59. 907337 SECUREAPP- Bl ocked TVS Secure Connection - VWaiting (1)

3314 DEB Nov 29 06: 33:59.907393 SECUREAPP- Sec SSL Connection - check status & perform handshake.
3315 NOT Nov 29 06: 33:59. 908586 SECUREAPP- Sec SSL Connection - Handshake successful

3316 I NF Nov 29 06: 33:59. 908696 SECUREAPP- Sec SSL Connection - caching di sabl ed, session not
saved

3317 DEB Nov 29 06: 33:59. 908752 SECUREAPP- Connection to server succeeded
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18: 01: 05. 333 | debug Accepted TCP connection from socket 0x00000012, fd = 8

18: 01: 05. 333 | debug Total Session attenpted = 7 accepted = 7

18: 01: 05. 334 | debug tvsGet Next Thr ead

18: 01: 05. 334 | debug Recd event

18: 01: 05. 334 | debug new ph on fd 8

18: 01: 05. 334 | debug 7: UNKNOAN: Got a new SCB from RBTree

18: 01: 05. 334 | debug i pAddrStr (Phone) 192.168.11.100

18: 01: 05. 334 | debug 8: UNKNOMAN: Got a new ph conn 192.168.11. 100 on 8, Total Acc = 7..
18: 01: 05. 334 | debug addded 8 to readset

18: 01: 05. 338 | debug after select, 8 was set

18: 01: 05. 338 | debug i pAddrStr (Phone) 192.168.11.100

18: 01: 05. 855 | debug tvsSSLHandShakeNoti fy

18: 01: 05. 855 | debug 192.168. 11. 100: tvsSSLHandShake Session ci phers - AES256- SHA
18: 01: 05. 855 | debug addded 8 to readset

18: 01: 05. 855 | debug Recd event

18: 01: 05. 855 | debug TLS HS Done for ph_conn

ABFEIV-ILOTICEK, SFEEAFEEIZAXAH S DCall ManagerfIBAE ZHZE TS ERZ



TVSH—EARIZEFBLTWVWR I ENF RENET,

3318 DEB Nov 29 06: 33:59. 908800 SECUREAPP-TVS provider Init - connect returned TVS srvr sock

11

3319 DEB Nov 29 06: 33:59. 908848 SECUREAPP-TVS process request - processing TVS Query Certificate

request.

3320 NOT Nov 29 06: 33:59.909322 SECUREAPP-TVS process request - Successfully sent the TVS

request to TVS server, bytes witten : 153

3321 DEB Nov 29 06: 33:59. 909364 SECUREAPP-==== TVS process request - request byte du

= 153

3322 DEB Nov 29 06: 33:59.913075 SECUREAPP-TVS Service recei ves 1480 bytes of data
3323 DEB Nov 29 06:33:59.913270 SECUREAPP-==== TVS process response - response byte dunp

len = 1480

3324 DEB Nov 29 06: 33:59. 914466 SECUREAPP- Found the work order frompending req list el enent at

index 0

5. TVSAJICKE, BRAZEETNLEIENTRENET,

18: 01: 06. 345 | debug 8: UNKNOMN: | ncomi ng Phone Msg:
HEX _DUMP: Len = 153:

18: 01: 06. 345 | debug 57 01 03 00 00 00 03 e9
18: 01: 06. 345 | debug 00 8f 01 00 18 01 43 50
18: 01: 06. 345 | debug 2d 38 38 36 31 2d 53 45
18: 01: 06. 345 | debug 50 42 30 30 30 42 34 42

|
|
|
|
18:01: 06. 345 | debug 41 30 41 45 45 03 00 42
|
|
|

18: 01: 06. 345 | debug 43 4e 3d 75 63 6d 31 31

18: 01: 06. 345 debug 70 75

18: 01: 06. 345 debug tvsPhoneDecodeMsg -

Decoded Phone Msg:

18: 01: 06. 345 debug Protocol Discrimnator: 57

18: 01: 06. 345 | debug MsgType : TVS MSG QUERY_CERT REQ

|
|
18: 01: 06. 345 | debug Session Id : O
18: 01: 06. 345 | debug Length : 143

18: 01: 06. 345 | debug 8: UNKNOMN: TVS CORE: Rcvd Event: TVS _EV_QUERY_CERT_REQ in State:

TVS_STATE_AWAI T_REQ

18: 01: 06. 345 | debug tvsHandl eQueryCert Req

18: 01: 06. 345 | debug tvsHandl eQueryCertReq : Subject Nane is:
CN=ucnillpub. storm n. |l ocal ; OU=I ST; O=St or m n; L=Bri sbane; ST=QLD; C=AU

18: 01: 06. 345 | debug tvsHandl eQueryCertReq : |ssuer Nanme is: CN=storm n-WN2012- CA

18: 01: 06. 345 | debug tvsHandl eQueryCertReq : Serial Nunber is:
24000000179479B8F124AC3F3B000000000017

18: 01: 06. 345 | debug CertificateDBCache::getCertificatelnformation - Looking up the certificate

cache using Unique MAP ID : 24000000179479B8F124AC3F3B000000000017CN=st or mi n- W N2012- CA

18: 01: 06. 345 | debug CertificateDBCache::getCertificatelnformati on - Found entry {rol ecount
18: 01: 06. 345 | debug CertificateDBCache::getCertificatelnformation - {role
18: 01: 06. 346 | debug CertificateDBCache::getCertificatelnformation - {role

18: 01: 06. 346 | debug convert X509ToDER -x509cert : O0xbb696e0

6. TVSOJICARNTHDIAEN RREN, TVSEEFICKEEEELE T,

18: 01: 06. 346 | debug 8: UNKNOMN: Sendi ng QUERY_CERT_RES nsg
18: 01: 06. 346 | debug tvsPhoneDecodeMsg -

Decoded Phone Msg:

18: 01: 06. 346 | debug Protocol Discrimnator: 57

18: 01: 06. 346 | debug MsgType : TVS_MSG QUERY_CERT_RES

0}
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18: 01: 06. 346 debug Session Id : 0O
18: 01: 06. 346 debug Length : 1470
18: 01: 06. 346 debug Reasoninfo : 00$

I
I
I
18: 01: 06. 346 | debug Number of Certs : 1
I
I

18: 01: 06. 346 debug Cert[0]

18: 01: 06. 346 debug Cert Type : O

HEX_DUMP: Len = 1451:

18: 01: 06. 346 | debug 30 82 05 a7 30 82 04 8f
18:01: 06. 346 | debug a0 03 02 01 02 02 13 24
18:01: 06. 346 | debug 00 00 00 17 94 79 b8 f1
18:01: 06. 346 | debug 24 ac 3f 3b 00 00 00 00
18:01: 06. 346 | debug 00 17 30 0d 06 09 2a 86
18:01: 06. 346 | debug 48 86 f7 0d 01 01 Ob 05
18: 01: 06. 346 | debug 00 30

18: 01: 06. 346 | debug Version : O

18: 01: 06. 346 | debug Publ i cKey

HEX_DUMP: Len = 4:

18:01: 06. 347 | debug 00 01 51 80

18: 01: 06. 347 | debug Sending TLS Msg ..
HEX_DUMP: Len = 1480:

18: 01: 06. 347 debug 57 01 04 f7 00 00 03 e9
18: 01: 06. 347 debug 05 be 07 00 01 00 02 05
18: 01: 06. 347 debug ab 30 82 05 a7 30 82 04
18: 01: 06. 347 debug 8f a0 03 02 01 02 02 13

I
I
I
I
18: 01: 06. 347 | debug 24 00 00 00 17 94 79 b8
I
I
I

18: 01: 06. 347 | debug f1 24 ac 3f 3b 00 00 00
18: 01: 06. 347 | debug 00 00
18: 01: 06. 347 debug i pAddr Str (Phone) 192.168.11. 100
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3325 INF Nov 29 06:33:59.915121 SECUREAPP-TVS added cert to TVS cache - expires in 24 hours

3333 NOT Nov 29 06:34:00.411671 SECUREAPP- Hashes match... authentication successful.

3334 WRN Nov 29 06: 34:00. 412849 SECUREAPP- AUTH: early exit from parser |oop; old version header?
3335 WRN Nov 29 06: 34:00. 412945 SECUREAPP- AUTH: hdr ver 1.2 (knows only upto 1.1)

3336 NOT Nov 29 06: 34:00. 413031 SECUREAPP- updat eFronFile: TL parse to table: CTL_SUCCESS

3337 NOT Nov 29 06: 34:00. 413088 SECUREAPP- updat eFronFil e: Updating naster TL table

3338 DEB Nov 29 06: 34:00. 413442 SECUREAPP-TL file verified successfully.

3339 I NF Nov 29 06:34:00.413512 SECUREAPP-TL file updat ed.

BEFNITLV 7AINEF V> O—RTB &, EFIVV-ILOOTNRRENET,

3344 NOT Nov 29 06:34:00.458890 dgetfil e(877)-GETXXTP
[ GI877] [ src=l TLSEPBOOOB4BAOAEE. t | v] [dest=/tnp/ I TLFil e.tlv][serv=][serv6=][sec=0]
3345 NOT Nov 29 06: 34:00.459122 dgetfile(877)-1n normal node, call - > makeXXTPrequest (V6...)

3281 NOT Dec 14 06: 34:00. 488697 dgetfil e(851)-XXTP conplete - status = 100
3282 NOT Dec 14 06: 34:00.488984 dgetfil e(851)-XXTP actual server [192.168. 11. 51]
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3287 NOT Nov 29 06:34:00.499372 SECUREAPP-Hashes match... authentication successful.

3288 WRN Nov 29 06: 34: 00. 500821 SECUREAPP- AUTH: early exit from parser |oop; old version
header ?

3289 WRN Nov 29 06: 34:00. 500987 SECUREAPP- AUTH: hdr ver 1.2 (knows only upto 1.1)

3290 NOT Nov 29 06:34:00.501083 SECUREAPP-updat eFronfFile: TL parse to table: CTL_SUCCESS
3291 NOT Nov 29 06:34:00.501147 SECUREAPP- updat eFrontil e: Updating master TL table

3292 DEB Nov 29 06: 34: 00.501584 SECUREAPP-TL file verified successfully.

3293 INF Nov 29 06:34:00.501699 SECUREAPP-TL file updated.
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00.html#anc9
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