Collaboration Edge ® TC X—A I RARA >
NDERES

ATY7 1:CUCM T FQDN EPRIC KB REBEFTOZFANEERLET (AT3 > ),

ATYVT2:. DSABREFIVFTAE—RIN-BE(ATIV ) THR L EZHAELET,
ATYT3:CUCMTTICAR—ADIVRARANATOTZPAINEERLET,

AT Y 7 4 : Expressway-C/VCS-C SFFAEM SAN ICtEF1UFT 4 JO7 74N EBEEMLET
(AZ7>32 ),

AT Y 7 5: Expressway-E/VCS-E SFRAEIC UC RXA > &EBMLET,

ATYVZ 6 TCR—ADIV RIRA K, BYIBEEE L CASIBEZEA AN —ILLET

ATVZ7 7. Iy 7Z7O0EDa_VJBICTCR—ADIVRARA VN EEYRTY T LET
o

TICR—ADIVRKRAL B

CUCM

Expressway-C

N Sl

V=)

TCIRARAU B

Expressway

CUCM

78 1 : collab-edge L A—RARTENBVWRANBRZHARATE LD

TICIVRARALAbOOY

EE

B2 . TCR—ADIVRARAVBNEOEFEEAECAUARNI CANEEFNRTLAEW

TICIVRARAbOOY

BE

%8 3 : Expressway-E ® UC RXA A" SAN ICUABREhTVWEW

TICIVRARALAbOOY

Expressway-E SAN

BE
BE4:.TC7OES3aZ T ZJ7O77ANTEEEATVRI—HEELE/NAT—R, %
WEZOEEANE2TVS

TICIVRARAbOOY

Expressway-C/VCS-C

BE

BES : TCR—ADIY RRAV NOEENEBENSD




CUCM L —RA

TCIVRKRALA B

EEED Expressway-C/VCS-C

&E

PIBE6: TCAR—ZADTY REA YR FOET IV I H KBTS - UDS H—/AA L
B E SR

B

CORFIAIXINTR, ENALBRTVE—RNTIOEAVDI—-23202M LT
TelePresence Codec (TC ) R—ANITY RARAV NOBEREREETLEFINZ TN 1—KTD
DICHEZFIEZHALET,

Bl R SR
B

ROEBICEIRHANI DN #HEEIET,

CENALBRTVE—NTIOEARAVYUI—->3Y

- Video Communication Server ( VCS ) fEERE

. Expressway X8.1.1 LAB&

. Cisco Unified Communications Manager ( CUCM ) 'J 1J—Z 9.1.2 LA

. TCR—=ADIV RERA B

-CE8x Tk, BES{tA7>3a> F—aFALT, 7OED3IZU #7>32&LT
[Edge] ZBEMICTHDHEN HYWET

FERATDHIAVR—FT b
CORFIXYNOBERE. KOYTRTITEN—RIITON—DIAVIZETVTVET,

. VCS X8.1.1 LAB

. CUCM U 1J—2R 9.1(2)SU1 LAREH KT IM & Presence 9.1(1) LAk

TCTALUBOT77—LADIT (TC72 ZH#E)

- VCS Control & VCS Expressway/Expressway Core & Expressway Edge

- CUCM

.TCIVRKRAV K

CORFIXDNOERE. %;10)771'%15.(,‘_&)67/\47\("_5'3 WTHEREhELE, COR
FAIXKNTEATIIXNTOTNARG, FIA(F74)D ) REORELSEBLTVERT
o NRDRY NT—UNRBIBPTHBIEEICE., EOLSBIONRIZODVTE, TOEEN

BEEBIIODVTHREIIEREL THEBEN BYET,

RUE

DREFIETR., Z2B8TNA AZRACEREN TCR—ADIY RRAIVNERETSDC
t’éﬁu}mt LEFT. ENAMIUBRTVE-—NTOEAVYVI->32 HiA I\L%iﬁéﬂ?b\%
BREDAIU—>23YMEFCUCM EOEF 1T FNAARATOT77A4ILZERLTVSIZH,



ERBBENVATHILOBHNREEATIN, ZE2BBEREILATEHXEA

ATY71:CUCMTFQDN ERICL DR LA RETO7 7ML EERLET
(F7>3a>),

1. CUCM T, [System] > [Security] > [Phone Security Profile] Zi#RL £,

2. [AddNew] 22 UY ILET,
BTCR—ADIVRARAVNDODEATZBIRLT, RONTA—ZERELET,
4. [Name] : Secure-EX90.tbtp.local (FQDN XX TH D EHFHUATT )

5. [Device Security Mode] : [Encrypted]

6. [Transport Type] : [TLS]

7. [SIP Phone Port] : [5061
Phone Security Profile Configuration
B Save x Delete D Copy %] Reset & Apply Config EE] Add Mew

~Status

®Ad|:l successful

-Phone Security Profile Information

Product Type: Cisco TelePresence EXO0
Device Protocol: SIF

Name* Secure-Ex20.thtp.local
Description

Monce Validity Time* gon

Device Security Mode Encrypted -
Transport Type* TLS -
__|Enable Digest authentication

_ITFTP Encrypted Config
Exclude Digest Credentials in Configuration File

-Phone Security Profile CAPF Information
Authentication Mode* By MNull String -
Key Size (Bits)* IS =
Mote: These fields are related to the CAPF Information settings on the Phone Configuration page.

~-Parameters used in Phone

SIP Phone Port* spe1

- | save 1| [ Delete ' [ Copy l | Resat l [ Apply Config | I Add New |

ATYT2: VZAREFIUTFAE—RF(N)-BE (XT3 ) THIC L%
BRELET,

1. CUCM T, [System] > [Enterprise Parameters] Z3&RL £9,



2. [Security Parameters] > [Cluster Security Mode] > [1] F TAVO—I I L%,
|'Eecurit1_.r Parameters

Cluster Security Mode * 1

fEA" 1 THEWEE, CUCMBEFIVUT A TREENTVEEA, TOHE, EEEBFRD 2D
DRFIXVRNOVTIhAZHEELTCUCM Z2F 1T 1 TRETIBEN BV ET,

CUCM9.1(2) Efa VT 1 AR

CUCM10 X1 UFT 4 HAR

ATYT3:CUCMTTCAR—ADIVRARANAZ7O77A L EERLET,

1. CUCM T, [Device] > [Phone] Zi#IRL £,

2. [Add New] 29U Y 2 LT,

BTCR—ADIVRRAVNDRATZBRL T, RONTA—RZHR/ELET, [MAC
Address] : TC R—ADT/NAAD MAC T RLATZAZVARY (*) WL BET 1 —)
K[Owner] : [User][Owner User ID] : /N1 AIZBEEAT [+ 5 1T\ FrE & [Device Security
Profile] : REF &N 77 7 A4 )L ( Secure-EX90.tbtp.local ) [SIP Profile] : &% SIP 7’/ 7
TANEERERBZTHOHDARAZALATOT7AI

Fhone Configuration LIl BRE LG Back To FingfList
E P xl.'-:m ]:1 CEpy Q] [amme £ Loy Conhig ::"3 Bkl Tomm:
Ltatus
m Update suszessfi
- Associalion Infommalion rPhone Type
e Autton Thems | Product Type: Cisca TelePresemce LEYD
S s Drewice Prolocol; SIP
i -:-::Ilnr 1 2718 i Raselae Telefresenoe FT
-=-------- Unassigred Sssooated ltems -----m---- rhevice Infunnalion
Z ':::_LI.LI:_LZ'_'.'LL'.L:_I;H‘_EH. Hegisskion Unkrawn
1P nddrsss Lakrawn
[l Gavice is active
L Device is trussee
MAC fdiress* OCS0EI0ESATE
CresGripton s BRSO
Dhpvica: Poet™ Base e Tale?rasapca-02 * iee Dalails
Cemnmon Deves Cenficarstion < Moo o * icw Dietails
Faors Buton Tempate™ Standare Cisco Telefrssepos L% -
Cemnmon Phone Profi=* staadase Commean Pheae Prafile -
Dwner @ User ) Anonymous (Public/Shared Space)
Cwner User ID* pstojano -

Phone Load Mame


/content/en/us/td/docs/voice_ip_comm/cucm/security/9_1_1/secugd/CUCM_BK_C0395F44_00_cucm-security-guide-91.html
/content/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100.html

~Protocol Specific Information

Packet Capture Mode* None *
Packet Capture Duration 0
BLF Presence Group® Standard Presence group -

MTP Preferred Originating Codec® | 711ulaw

Device Security Profile® Secure-EX00. thtp.local -
Ferouting Calling Search Space = Mone = -
SUBSCRIBE Calling Search Space  « MNone = -
SIP Profile® Standard SIP Profile For Cisco YCS -
Digest User = Mone = -

“IMedia Termination Point Reguired
“luUnattended Port

| reguire DTMF Reception

AT Y7 4 : Expressway-C/VCS-C SEEAE® SAN ICEF1 VT4 F7O771ILAE
ZEBNLES (F7>32 ),

1.

Expressway-C/VCS-C T, [Maintenance] > [Security Certificates] > [Server Certificate] (Z %2
BLET,

. [Generate CSR] 20 U Yy VL% T,
FIEAEEBEER (CSR) BEM 7 1 —JL RIZA AL, [Unified CM phone security profile

names] IC, ELBMH KX A>¥E (FQDN ) ERXOEREZBFELX1 VT4 7O7 71K
DAREATVWRH L ERBLET. L& X E. Secure-EX90.tbtp.local TJ, X : Unified
CMEFEtEF¥21UT+4 7O7 7 14BN, [Subject alternate name] (SAN ) 74 —J)LRDOT
FIZDARNENET,

.CSR ZNEPFREER (CA ) TR Y —RN—FT 1 CAICEBLTEREZRZITET,
. fIEBA & Z Expressway-C/VCS-C IZ7 Y 7’O0— R9 % 2 (Z, [Maintenance] > [Security

Certificates] > [Server Certificate] ZiZIRL £,



Generate CSR

COIMITsaE e

COMMan Name FROM ol Expresseay

Coemmon nene as E il apesar RTP-TETE-EXPEVY-C totp docal

Alternative mame

'ou ere hara: Maintenanca * Sacurty cart

Sugject abernalive names FODM of Expresswisay chuster plus FQDMz of =l peers indhe cheter -

Aodiional sitsmative remes (Comme ssparaied)

1M 2nol Prezence chat node abazes (federated grous conierence-2-StandAloneCheteriadda thip local
chat)

Urified O phone securily profie names Secure-EX901kp local

Altetriative reatme &2 it vl appasr D= RTR-TETR-EXFRVY-C thlp. local

L= RTP-TBTR-EXPRVYYC totp o

Lo RTP-TRTR-EX PRV Y-C2 totp ocal

FMPP conference-2-SlandaoneCiustersacdSa thip local
[ibdE: Secure-EH90 b oo

_Additional nformation

Ky iength (in bdz) 4056 -
Cenary ® LS5

Elate ar province e NC

Localty thosvn neme] + RTP
Cranization (company name) % Cigco
Crganizalionsl unl * TelePresence

Generale CSR |

Format  WMWPRAddress =

AT Y7 5 : Expressway-E/VCS-E FIEAEIC UC RXAL/ > ZBMMLET,

1. Expressway-E/VCS-E T, [Maintenance] > [Security Certificates] > [Server Certificate] & 1%

RUET,
2. [Generate CSR] 2V U Y VL&Y,

3.CSREENT 1 —J)L RICAHLET, [Unified CM registrations domains] Tl&k, TC X—2R&
NDIVRRARASOATRL—32 TV (collab-edge ) EXRDEEETH S RX
AN, RALY Z—LH—/V(DNS ) EXEFLBET—ERXE (SRV) EXOWTFhAT

EEENhTVWA I EEZ®IELET,

4. CSRZAECAFLEFY—RN—FT 1 CAICEGBLTEBREZTET,
5. fAEBE % Expressway-E/VCS-E ICT7 Y 70— R ¥ 3 =% IZ. [Maintenance] > [Security

Certificates] > [Server Certificate] Zi&IRL £,



Generate CSR Yol are here: Bsintenance @ Securiby

_| Common name
COmingn nsme FQON of Exprasswsy custet - |

Cormmen feme 33 ilwil appear RTP-TETP-EXPRY-E

I
| Aftermatioe name

Subiect aiternative names FGOM of Exprassway cluster plis FADONs of all pesrz inthe clustar «  f

Acditions sterrative remes (Comma separated) bt bocal i

Lirified CM registrations domasing 1kt ocal Format  SRVMame - |
Attarnatiee mame az it wil appese DHSETP-TETR-EXFRWY-E

DS RTP-THTP-EXERY-E2 thip local
DS RTP-TETP-EXFRNY-ET thip local
DSt Jocal

SRV _collab-sdige._ts fbipdocal

|
: i Addional mfarimation

ey dangthy {in bis) 4098 - 1

Courbry * U5 1

Sknte or province & MNC i
Locality (Rowyn nams) * RTP i
CrganiTation [Compgany names) * tﬁscn i
Crgpanizationsal unit * TelePresence i

Genarate CSR J

ATYT 6:TCR—ADIY RRA N, BYBEHEE NIz CAEARE >
ARM=ILZET,

1. TCR—ANI> RKRA > NT, [Configuration] > [Security] Z3&RL £9,
2.[CA] 27 %i&IR L., Expressway-E/VCS-E flBAEICEZ L= CA D CAFIHAEEZSRBLET

3. [Add certificate authority] 227U Y L& T, X :AENfEEICENMEND L,
[Certificate] U 2 NZ 2 DIFREAN ERE NEF,

Security

Suzcessfully imported the caddicate Plaase reboot for changes 10 1ake afiect.

Corl ficales G Prowslalled- s Sbriig mecury Mo Moregirsisheal Mo CLIGH
Cestilicate IzsLar
hearps e aYE0A, FiEras- U a0 Jelale | Wigw Cerificala

Add Cerificate Authonby
G, file o file selectec Brrze. .

Thiz syatem supports PER farmatiad files { pem) b oae o more GA cerificates withn Tha file

Add cedificsie autharity. ..

EII_I|I

E TC72I1Ck, BRIAVARN—IEZER CADOIVARNNEENTVET, Expressway-E



BHEICBELECANCODIARNIEEFNTVRHER. COEVIIVIZRERTZFIER
ETITBIHEEHYELA.

# Moz L Calloral A Configuration i Dlagnostics £ nalntenzncz & acmin
Security
Cetihcal gs G Frematalled Cas strang Secunty fdode horegersistent Mode CLICH

This CA Gstis used for Cieca LCH vis Exaressway (Edge] prosisioning only.
Cardigura provisioning nom.

These certilicalas ara used 1a velidala the servers contacted ouer the irderned whan tha endpoirt uses LG via Exareseway provsioning The cerldicales can be
srgkled aend disabiled sdmacaally, oo all of Lhern @ orce vsing e Deable AlYErable A0 bulton Role Thal This bolfon ealy allests Thie cedileal es sled on s
paga. Cerilicates ane cerddicale authonties upleaded globally on 1he system are pat affected.

Canificste lzauer Cizakbla &

AcTrusl ises § Bchecheibasysteme im efaklr

A-Trust-nluald3 ] ; Oetails... o Dizakle
Distarserkehr Gmbs

A48 Certificala Sarices Comodo C4 Lmided Delails. . o Dizakle
= = o e .

AL ; £ ociecad Cameral de Ceanificacida Digits! - Cericdmar EITE =

AC Rz Conizamssa 5.4, sk N s i Details... W Dizable
=N

ACEONCCM Raot EDIG Details... o Di=able

AddTrest Extarnal CA Root addTrus 4B Jatails... W Dizsble

3 : [Preinstalled CAs] R— (Z & LV X 9 L) [Configure provisioning now] RZ A& V) |
Theo v ogsdE, ROEIVZIAVOATY T 2 THATHIHLAOKREICEERHTE
£9,

ATV 7: Iy 7O aZ>JRAICTCAR—ADIVRRA N EEYNT
YITUET

. TCR—ANI> RARA > NT, [Configuration] > [Network] ZiZIRL ., [DNS] o> a0k
D7 14— RICEYBENMIADEATVD L ZRELET,
RXA 2
Server address

. TCR—ADI> RRA > NT, [Configuration] > [Provisioning] ZiERL, XD 7 1 —)L RIC
B BENFMFADENTVD L ZBRLET,
[LoginName] : CUCM TEZEhTWdOJ 1R
Mode- TY S
[Password] : CUCM TEZEhTWB/NAD—R
External Manager
[Address] : Expressway-E/VCS-E ®DRA KNS
[Domain] : collab-edge L 1— RAFEHETSD RX (>



PrgviSigni ng = Hafrazh A Caollapse all s Expand all

A
Connactivity External E| Save
Httphethod GET :| Save
Logintame pstojano Save ([0 to 80 characlers)
kode Edge E| Save
FPassword Save | ([0 to B4 characters)
Externalkianager b
Addrass HIF-TETF-EXFEYWY-E.ibtp. local SAYE 12 to b4 characters)
Allermalesddress Save 0 to B4 characters)
Dormain thipe local save U to b4 characters)
Fath Save | [ to 255 characters)
FProtacal HTTF= v Sare

R
ST, RENFERCHBELTVWRIAESHERRBLET.
TCR—ADIY RRA b

1. Web GUI T, [Home] eBBILE T, [SIPProxy 1] o> 3a>&FXNT, AT—2AN
[Registered] ICBZE>TWVWB & ZRFELET, 7OF> 7 RL AN Expressway-E/VCS-E (2
REECNTVWBLEBRBLET,

SIP Proxy 1

otatus Registered
Proxy 105.108
URI 9211@tbtp.local

2.CLI iS5, Txstatus/lprovy EADLET, BRE N TVBIFEEE, [Provisioning Status] (C
[Provisioned] £ERRENFET,

xstatus //prov

*s Network 1 |Pv4 DHCP Provi si oni ngbDormain: ""
*s Network 1 |Pv4 DHCP ProvisioningServer: ""
*s Provisioning CUCM CAPF LSC: Installed

*s Provi sioni ng CUCM CAPF Mbde: |gnoreAuth



*s Provisioning CUCM CAPF QOperationResult: Not Set

*s Provi sioning CUCM CAPF OperationState: NonPendi ng

*s Provi sioni ng CUCM CAPF Server Nane:

*s Provi sioning CUCM CAPF ServerPort: O

*s Provisioning CUCM CTL State: Installed

*s Provi sioning CUCM Ext ensi onMbbi l ity Enabl ed: Fal se
*s Provi sioni ng CUCM Ext ensi onMbbi l ity LastLoggedl nUser | d:
*s Provi sioni ng CUCM Ext ensi onMbbi l ity Loggedl n: Fal se
*s Provisioning CUCM I TL State: Installed

*s Provi sioning CUCM Provi sionSecurity: Signed

*s Provisioning CUCM TVS Proxy 1 | Pv6Address:

*s Provisioning CUCM TVS Proxy 1 Port: 2445

*s Provisioning CUCM TVS Proxy 1 Priority: O

*s Provisioning CUCM TVS Proxy 1 Server: "xx.xx.97.131"
*s Provisioning CUCM UserId: "pstojano"

*s Provisioning NextRetry:

*s Provi sioning Reason:

*s Provisioning Server: "xx.xx.97.131"

*s Provisioning Software Current Conpl et edAt:

*s Provisioning Software Current URL:

*s Provisioning Software Current Versionld:

*s Provisioning Software UpgradeStatus Last Change: "2014-06-30T19: 08: 40Z"
*s Provisioning Software UpgradeStatus Message:

*s Provisioning Software UpgradeStatus Phase: None

*s Provisioning Software UpgradeStatus SecondsUntil Upgrade: O
*s Provisioning Software UpgradeStatus Sessionld:

*s Provisioning Software UpgradeStatus Status: None

*s Provisioning Software UpgradeStatus URL: ""

*s Provi sioning Software UpgradeStatus Versionld:

*s Provisioning Status: Provisioned

** end

CUCM

CUCM T, [Device] > [Phone] ZiBIRLET, VAREHEZAOO-ILTDH, TV RKRAV B
ICETVWTUARNZTAIIRUYT LT, TRegistered with %CUCM_IP% 1 EWS XY - %
BO0ET, TOERMICKRRENTVS IP 7 RLAY, BEZ27OF> 9% Expressway-
C/VCS-C T4,

: ) SEPRI SIS GERFE o) EX00 Badehns TelsPraspfes-DF SIF Ragisterad with 97 10E 0 Fi
87,133

Expressway-C

- Expressway-C/VCS-C T. [Status] > [Unified Communications] > [View Provisioning
sessions] Zi#IRL £,

TCR=ADIVRARAVENDIPTRLATZALNEUILET, Z7OEDaZ>Jd&h
EEv2aofle TORICRLET,

Rosords: 2 Fags 1 a1

s EE e o i = e . e T e e

S 283 47 CamealT TRE I 4=00-95 02085

NZ7L21—h
CoTH. BEORS A I-F AT CBATEBEHRERLET,

DNS, RIBAEDERE, RELENTREXTBZERICK>T, BROBBEN RET S AIEMANH V)
T, COEVZIADTR, RENEENRELEBELLSRRENDBEHRZZENICV AL



L. TOREEZBEITDHEEHALET, FENENLTATVEVBEENRELZGFER. ¥
DEEZVANIBHICEMLTEEZ W,

Y=l

FTR, FATERY L EBEL TS,
TCIVRRAU b

Web GUI

- all.log
CAROF T ORB (RE2BNTYNFFYTFYERD)
CLI

DTPNEALTRZ TN A—T 142 T30, ROOXY RFFICRUEET,

- log ctx HttpClient debug 9

- log ctx PROV debug 9

- logoutputon <- AV —)LEHOOF > T2 RT
BEZERIIOICHRNEITZERK., WebGUI T7OE>a =Y £— R%& [Edge] »* 5 [Off] I
P EZ =%, [Edge] ICRT & TT, &£/, CLI T xConfiguration Provisioning Mode: 1< > K
BANTBD_EETEEXT,

Expressway

-1l
- TCPDump

CUCM
- SDI/SDL hL—A

M 1 : collab-edge L J— RFARRENBEWVWERANBEHRTELZ
AJZR2&EDABDERDIC, BHIERNEET get_edge_config A" RBAL TVWET,

TCIVRARA>NOOT

15716.23 Httpdient HTTPC i ent Curl error
(https://RTP- TBTP- EXPRWY-E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
' Couldn't resolve host name'

15716. 23 PROV Provi si onRequest failed: 4 (Couldn't resolve host name)
15716.23 PROV |: notify_http_done: Received 0 (Couldn't resol ve host nane) on request
https:// RTP- TBTP- EXPRW- E. t bt p. | ocal : 8443/ dGJ0cC5j b20/ get _edge_confi g/

31


https://supportforums.cisco.com/document/12291871/obtaining-system-configurations-xconfig

1. collab-edge L I— RNFFEFEETH &, ELWKRANBERT L EERLET,
22.9F4AT7 2 NEICRREETSNTVS DNS H—/VEBRAEL WS EZHERLET,

BE2: TCR—ADIV KRR NEOBEENIZCAVANMI CAHFRBENT
Wiz

TCIVRRA> dbOOY

15975.85 Httpdient Tryi ng xx.xx.105.108...

15975.85 Httpdient Addi ng handl e: conn: 0x48390808

15975.85 Httpdient Adding handle: send: 0

15975.86 Httpdient Adding handle: recv: 0

15975.86 Httpdient Curl_addHandl eToPi peline: length: 1

15975.86 Httpdient - Conn 64 (0x48396560) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 65 (0x4835a948) send_pipe: 0, recv_pipe: O
15975.87 Httpdient - Conn 67 (0x48390808) send_pipe: 1, recv_pipe: O
15975. 87 Httpdient Connected to RTP- TBTP- EXPRWY-E. tbtp.local (xx.xx.105.108)
port 8443 (#67)

15975. 87 Httpdient successfully set certificate verify |ocations:
15975.87 HtpCient CAfile: none

CApath: /config/certs/edge_ca_li st

15975.88 Httpdient Configuring ssl context with special Edge certificate verifier
15975.88 Httpdient SSLv3, TLS handshake, dient hello (1):

15975.88 Httpdient SSLv3, TLS handshake, Server hello (2):

15975.89 Httpdient SSLv3, TLS handshake, CERT (11):

15975.89 Httpdient SSLv3, TLS alert, Server hello (2):

15975.89 Httpdient SSL certificate problem self signed certificate in
certificate chain

15975.89 Httpdient Cosing connection 67

15975.90 Htt pd i ent HTTPClientCurl error
(https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'

15975. 90 PROV ProvisionRequest failed: 4 (Peer certificate cannot be
authenticated with given CA certificates)

15975.90 PROV |: notify_http_done: Received 0 (Peer certificate cannot be
authenticated with given CA certificates) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/
15975. 90 PROV EDGEProvisionUser: start retry timer for 15 seconds

BE

1. > R7RA > N T [Security] > [CAs] 27 ICBEL, H—R/N\—F 414 CAFVARERTV
DHhESHERIBLET,
2CANVARENRTVRESE. ELWCATHAIEEZERELET,

S 3 : Expressway-E ® UC RXAHF SANICUAREZATLEW

TCIVRARA>NOOY

82850.02 CertificateVerification ERROR [verify_edge_domain_in_san]: Edge TLS
verification failed: Edge domain 'tbtp.local' and corresponding SRVName

' _collab-edge._tls.tbtp.local' not found in certificate SAN list

82850.02 Httpdient SSLv3, TLS alert, Server hello (2):



82850.02 HttpOient SSL certificate problem application verification failure
82850.02 Httpdient C osing connection 113

82850.02 Httpdient HTTPCientCurl error

(https://RTP- TBTP- EXPRWY- E. t bt p. | ocal : 8443/ d&0cC5j b20/ get _edge_config/):
'Peer certificate cannot be authenticated with given CA certificates'’

Expressway-E SAN

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- E. t bt p. | ocal , SRV:_collab-edge._tls.tbtppppp.local

3]

1.UC RXA & EDHDHIZ, Expressway-E CSR ZBERL T,

2. TC I R7R4 > N T, [ExternalManager Domain] /AT X—& K, BY TS UC RXALIC
BREEATVEVTRENF BV ET., TOBEE., NTXA—RZZHTBHUC RXSME—
BEEB 2HVENFHYVET,

B 4:TC7OEDaZ>J 7O77ALTEEENATVAI—YRELENA
7—R, $2VETORAHFR>TVS

TCIVRRA>dOOT

83716. 67 Httpdient Server auth using Basic with user 'pstojano'
83716. 67 Htpdient GET /d&0cC5) b20/ get _edge_config/ HITP/ 1.1
Aut hori zation: XXXXXX

Host: RTP-TBTP-EXPRWY-E.tbtp.local:8443

Cooki e: JSESSI ONI DSSO=34AFA4A6DEE1DDCE8B1D2694082A6D0A

Cont ent - Type: application/ x-wwform url encoded

Accept: text/xm

User-Agent: Cisco/ TC

Accept - Charset: |SO 8859-1,utf-8

83716.89 H tpCient HTTP/1.1 401 Unauthorized

83716.89 Httpdient Authentication problem Ignoring this.
83716.90 Httpdient WWV Aut henticate: Basic real n=" G sco- Edge"
83716.90 Httpdient Server CE C ECS is not blacklisted
83716.90 Httpdient Server: CE_C ECS

83716.90 Httplient Date: Thu, 25 Sep 2014 17:42:51 GMVI
83716.90 Httpdient Age: O

83716.90 Httpdient Transfer-Encoding: chunked

83716.91 Httpdient Connection: keep-alive

83716.91 Hitpdient

83716.91 HitpCient O

83716.91 Httpdient Connection #116 to host RTP- TBTP- EXPRW-E. t bt p. | ocal
left intact

83716.91 Httpdient HTTPCientCurl received HTTP error 401

83716. 91 PROV ProvisionRequest failed: 5 (HTTP code=401)

83716.91 PROV |: notify_http_done: Received 401 (HTTP code=401) on request
https://RTP-TBTP-EXPRWY-E.tbtp.local:8443/dGJ0cC5jb20/get_edge_config/

Expressway-C/VCS-C

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconfi gprovi si oni ng
UTCTi ne="2014-09-25 17:46: 20, 92" Modul e="net work. htt p. edgeconfi gpr ovi si oni ng"



Level =" DEBUG' Action="Received"
Request-url="https://xx.xx.97.131:8443/cucm-uds/user/pstojano/devices"
HTTPMSG

|HTTP/1.1 401 Unauthorized

Expires: Wed, 31 Dec 1969 19: 00: 00 EST

Server:

Cache-Control : private

Date: Thu, 25 Sep 2014 17:46: 20 GMVI

Cont ent - Type: text/htm ;charset=utf-8

WAW Aut henti cate: Basic real m="C sco Wb Servi ces Real nf

2014- 09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C UTCTi ne="2014-09- 25 17: 46: 20, 92"

Modul e="devel oper. edgeconfi gprovi si oni ng. server" Level =" DEBUG'
CodeLocat i on="edgeprot ocol (1018)" Detail="Failed to authenticate user against server"
Username="pstojano" Server="('https', 'xx.xx.97.131', 8443)"

Reason="<twi sted. python.failure.Failure <type 'exceptions. Exception' >>

"2014-09- 25T13: 46: 20- 04: 00 RTP- TBTP- EXPRWY- C edgeconf i gprovi si oni ng:

Level ="I NFO' Detail="Failed to authenticate user against server" Username="pstojano"
Server="('https', 'xx.xx.97.131', 8443)" Reason="<twi sted.python.failure.Failure
<type 'exceptions. Exception'>>" UTCTi me="2014-09-25 17: 46: 20, 92"

BE

1.TC I RFRA > N E® [Provisioning] R— TANENEI—YBINAD—RFBHTH
PlLEBRALET,
2. 9L 72 % )& CUCM F—ZXR—RAEBELET,
3.N=23210: BELT7TTFR—ZR)zFEH
4. N—23av9:CM1—H¥F7>arzEmEH
R—RI)IDOURL IFEAFEERLUT, ROEBVY) TT, https://%CUCM%/ucmuser/

THBERFBVEVSIZ—ARRENES, ROREFI-HICHIIETSNBDELSICLE
ER

. Standard CTI Enabled
. Standard CCM End User

BES5: TCRX—ADIY RRLY NOBRENFEREID

¥ SEPDOSOSD0EEAFE Stoj EX90 Baseline TelePrasence-DF SIP Rejected 37,108
ey ]

CUCM hL—A

08080021. 043 | 16: 31:15.937 | Applnfo | SIPStati onD(18400) - validTLSConnection:TLS
InvalidX509NameInCertificate, Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local,

Expect ed=SEPOO506006EAFE. W | check SAN the next

08080021. 044 | 16: 31: 15.937 | Appl nfo | SI PStationD(18400) - validTLSConnection: TLS
I nval i dX509Nanmel nCertificate Error , did not find matching SAN either,
Rcvd=RTP-TBTP-EXPRWY-C.tbtp.local, Expected=Secure-EX90.tbtp.local

08080021. 045 | 16: 31: 15. 937 | Appl nfo | Connecti onFailure - Unified CM failed to open
a TLS connection for the indicated device Device Name:SEP00506006EAFE

I P Addr ess: xx. xx. 97. 108 | PV6Address: Devi ce type: 584 Reason code: 2 App ID: G sco
Cal | Manager C uster |D: StandAl oneC uster Node |D: RTP- TBTP- CUCMB 08080021. 046

| 16: 31: 15.938 | AlarnErr | Al arnCl ass: Cal | Manager, Al arnNane: ConnectionFail ure,

Al arnSeverity: Error, Al armvessage: , Al armDescription: Unified CMfailed to open
a TLS connection for the indicated device, Al arnParaneters:

Devi ceNane: SEPOO506006EAFE, | PAddr ess: xx. xx. 97. 108, | PV6Address:,



Devi ceType: 584, Reason: 2, ApplD: G sco Cal |l Manager, C usterlD: StandAl oned uster,
Nodel D: RTP- TBTP- CUCM,

TCIYRRA N

SIF Prioxy 1

~tatus: Failed: 403 Forbidden

S2BR D Expressway-C/VCS-C

X509v3 Subj ect Alternative Nane:
DNS: RTP- TBTP- EXPRWY- C. t bt p. | ocal , XMPP: conf er ence- 2- St andAl oneC ust er 5ad9a. t bt p. | oca

CORBENOOTHITIE, Expressway-C/VCS-CICSANADEFEEFIUFT47O0774)
FQDN(Secure-EX90.tbtp.loca) A" EFENTVIEW EABHS A TI, Transport Layer

Security (TLS ) /\>> R T4 9T, CUCM (& Expressway-C/VCS-C O —/\FIFAEZREL £
To cOY—/NFAEN SANRHRIZEOAS5BVEH, CUCM G LEROKRKFTRENLEIS—%
AO—L, FODN EROEFEEF1VFT 14 Z7O7T7AINABREENTVECEEZRELET,

BE

1. Expressway-C/VCS-C O —/NZEBHE® SAN I, FQDN EX0EFEtEF1 V57« 7’077
AN EBEENTVWR L EZBRALET,

2.FRDNEROtEFa1 V57«1 7O7 74 ) 2EAL TVWBEHEEE. 7/N14 AN CUCM TIEL
WEeEFa2UFq Z7O7 7ML EFERLTVSR L ZRAELET,

3. Zhi. CiscoBug ID CSCug86376F BETH2 MHMEH Y ET. CDEAE.
Expressway-C/VCS-C SANOH A A&, SANHOEFEEF 1T+ 7O7 7ML ONEZTE
LT EEL,

BE6: TCR—ADIY RRAN7OED IV IHFRKRTS - UDS H—/VH
- 40

[Diagnostics] > [Troubleshooting] D FICC DT —ARRENBDEFT T,

Error: Provisioning Status
Provisioning failed: XM. didnt contain UDS server addres

TCIVRRA> dbOOY

BICAOPO0-ILTBE, KFOIZ—HFRRENFTT,

9685. 56 PROV REQUEST_EDGE_CONFI G

9685. 56 PROV <?xm version='"1.0" encodi ng=' UTF-8' ?>

9685. 56 PROV <get EdgeConfi gResponse versi on="1. 0" ><servi ceConfi g><servi ce><name>_ci sco- phone-
t ft p</ nane><er r or >NanmeEr r or </ err or ></ servi ce><ser vi ce><nane>_cupl ogi n</ nane><er r or >NaneEr r or </ er
ror></servi ce><servi ce><name>_ci sco-

uds</ name><server><priority>1</priority><wei ght >1</ wei ght ><port >8443</ por t ><addr ess>cucm donai n.
i nt </ addr ess></ server ></ servi ce><servi ce><nane>t f t pSer ver </ nane><addr ess></ addr ess><addr ess></ ad
dress></ servi ce></servi ceConfi g><edgeConfi g><si pEdgeSer ver ><ser ver ><addr ess>expe. donmi n. conx/ add
ress><t| sPort>5061</t| sPort ></server ></si peEdgeSer ver ><si pRequest ><rout e>&l t ; si p: 192. 168. 2. 100: 50


https://tools.cisco.com/bugsearch/bug/CSCuq86376

61;transport=tls;zone-

i d=3; di rected; | ré&gt;</route></si pRequest ><xnppEdgeSer ver ><ser ver ><addr ess>expe. donai n. conx/ addr e
ss><t| sPort >5222</t| sPort ></ server ></ xnppEdgeSer ver ><ht t pEdgeSer ver ><ser ver ><addr ess>expe. domai n
. conx/ addr ess><t | sPort >8443</t| sPort ></server ></ htt pEdgeSer ver ><t ur nEdgeSer ver/ >

</ edgeConf i g></ get EdgeConf i gResponse>
9685. 57 PROV ERROR Edge provisioning fail ed!
url =" https://expe. domai n. com 8443/ ZXUuY2hl Z2cuY29t / get _edge_config/', message=' XML didn't
contain UDS server address'
9685. 57 PROV  EDGEProvi sionUser: start retry timer for 15 seconds
9700.57 PROV |: [statusCheck] No active VcsE, reprovisioning!

3

1. MRAY—EABRHTIV RRAVNTOED I ZVJZERTBEHICFEAETNDZ I RI—
WTFHAIOURNI, Y—ERAZTO77AILECTIUCH—EANBEERTSNTVR I ZBFALE
9o

2. [CUCM admin] > [User Management] > [User Settings] > [UC Service]licBE L., CUCM®
IP(MRA_UC-Service)Z27R1 > N T BCTIUCH—ERZERLET,

3. [CUCM admin] > [User Management] > [User Settings] > [Service Profile] (CBEL. HL W7
07 7 4 J)L(MRA_ServiceProfile) 2 ER L £,

AFLWH—EZRZ7O774)0LT, FICA2O—J)LL, [CTIProfile]lzo< 3> T, XL EED
V) DOF L WCTI UCH —E A(MRA_UC-Service) ZiZIR L, [Save]& VY ILET,

5. [CUCM admin] > [User Management] > [End User]iCBEI L. MRAY—EABHTI > RKRA
7O I Z VI ZERTBLOICEATRII—HTHORNERDOHET,

6. O 1—H M[Service Settings] T. [Home Cluster]A" A &2 THY), ERXLEFLLVWH—E
A7'O07 7 4 JL(MRA_ServiceProfile) ’'UCH —ERAZO7 7AI)LICRBREIATVS C & 2R
. [Save]lZzV Y OLET,

TERICEBOI DD CENHYYET, IV RRANETTOED I Z2 YT T—REERICL
T. BPBICTICRERL, TV RARA NN EBERESNELESHERRELET,

BAE1E ]

- ENMULBRTVE—BNTFIOEBAHALR

.- VCS FEEAB{ER A1 K

- EX90/EX60 AF9HA K

.CUCM 9.1 BEEBEHA R

TOZHAILYR—BE RFI X2 - Cisco Systems
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