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Spoke Registers Successfully to the Hub when switching to TLS Authentication from the
established connection using Password Authentication. 4
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HF

CORFAIXNIBEOEHEHY)EEA,

FRATAIVR—FV N

CORFIXVRNOERE. ROVIKRIITEN—RIITON—23VICETVTVET,
. Cisco Unified Communications Manager ( CUCM ) /N\—> 32 11.5

CORFIXYNOERE. BEDTRREICHZDTFNAAICETVTEREhELE, COR

FAIXVRNTHEATZDZINTOTFNA AR, I (F7#4)ILDN ) REORE, SEBLTVET

o WRORY RD—IUNERBEBHITHIBEICEF. EOLXSBOANYRIZDVTE, ZTOEEN
BHEBIODVTHRIIERL TE<BENHBYET,

RUE
Y RO—UR

SPOKE CLUSTER HUB CLUSTER

10.106.104.201 10.106.104.220
cucmll.adfs.ucce.com cucmll50.adfs.ucce.com

RBRIE
BE1LISAZMTO/NAT— KREDEA

[CUCM Administration]X—< lICO%' 4 > L, [Advanced Features] > [ILS Configuration]iC B8 L
=7,

[ILSEZE(ILS Configuration)]7 4 > R T, [JNAT— RZ#EH(Use Password)]FT v VRY U A
EFAICLET,

NAT—REEEL, [Save]E 7Y ILET, NAT—RE, ILSEY RD—THOFTRNTDY
ZAZXTREALUTHDPVENHYVET,



r ILS Austhemtbcatien

Use TLS Certificales
! Uise Passwond
Passward ®* 2000000 sssssssss
Confem Password - (TTE T rl!-J.

Rote: If you ang using CA Sigreed [Oentilied Certificates without exchangeng certficabes, the Password must be provisioned with “Use TLS Certilkcate”

FE2.I9ZAZMTOTLSRIEO A

CNFEZEFEATRICE. LSKRYRNRT—ODO—FEBZITRXNTNDITAZN, FNDtomcat-
trustic U E—RN OIS AZTomcatiEBBEZ 1 AR— RN L TWB L ZHRLET,

CUCM Administration @, [Advanced Features] > [ILS Configuration]I_# &L £ 3, [ILS
Configuration]7 4 > R*J T, [ILS Authentication]® T ®[Use TLS Certificates] F T ¥ V7RY U A
ZXAICLET,

- ILS Authentication

¥|Use TLS Certificates
Use Password
Password *
Confim Password ® sssesssassssssssssasansen

Mobe: If you are using CA Signed Identified Certificates without exchanging certificates, the Password must be provisioned with “Use TLS Certificate™

FEIVSAZMTNAD—RBIAEZFERATSTLS,

COFEORRIE, AISPRIAERBCAICK 2> TERZRENTVWSRHE, V95 AXE TTomcatitAE %
JOARAR—BNLUTTLSELSZRIULTHIVEN BV ETT, COFEEEK. CUCM 11.5LL&T
FEATEETS,

COFEEFEATRICE, ILSKY RD—TDO—HEBBZIXNTOITARIC, AFCAICK2T
EBEETNlctomcatit AEN H V), COCADI— MIEBHE N tomcat-trustlCH D & ZHEEBLET
o T, NAD—REFILSEY ND—TRHDIXNTDITAZATRELUTHIBEN HYET,

CUCM Administration ¢, [Advanced Features] > [ILS Configuration](C#E)L ., [ILS
Authentication] ©[Use TLS Certificates]d & U'[Use Password]F T Y V7 RY VR ZFICLE T,

~ ILS Authenticathon

+ Uge TLS Camificates
) Use Passwond
]
PSS wand T R R T T T TR PP

Confirm Passwond T T T T e

Nobe: If you are usang CA Signed ldentified Certificates without exchanging certificates, the Password must be provissoned with “Use TLS Certificate™

FEAVTZARKFNAD— RBRECS ML =R ICTLSRELC IV EX S,

ChiE, AECAICK > TERENTVWBRBEIC, JTAZBTTomcatitBBEZ VO A A > R—
RETFICTLSZFEAITZDEDI1DDAZETT, chlk, AEINYR—REhTVEWI5E5KYE
BOCUCM/N—> 3> TE/RIBET,



COFZEZFERATBRICE, LSKY NT—TDO—FHEBDITRNTODITARIC, AZCAILK2T
EBEZTNilctomcatit AEN H V), COCADI— NEBHE N tomcat-trustlCH D & ZHEEBLET

o

£F9. NAD—RFAZEALTITAZICS ML ET, Cisco Unified CM Administration T,
[Advanced Features] > [ILS Configuration][C# &1 L &9, [ILS Authentication]® T ®[Use
Password|F T Y VRY DARAZFICLET, NAT—RZEELET, [Save] 29UV ILE
9.

NADT—RE, 9ZAZMABEOIZAT NMIEH—NRAITEALUTHZBENFH KT,

~ILS Aasthentbcatien

Use TLS Certificates
<! Uise Password
Password * 32000000 sasasssss
Confem Password © = ssssssss .

Rote: If you are using CA Sigreed [dentilied Certificates without exchangeng certficabes, the Password must be provisioned with “Use TLS Certilicate™

BHESRIEnES, RAARETLSICEELET, CUCM Administration, [Advanced
Features] > [ILS Configuration]ic#BEI L &9 . [ILSERE(ILS Configuration)]J 4 > RJ T, [ILSFR
fE(ILS Authentication)]® T O [TLSEERA #& & £/ (Use TLS Certificates)|F T Y V7RY VA& F 2 IC
LET,

= ILS Authentication —

¥|Use TLS Certificates
U Passwond
Pegswond® 20000 [Risresrieeserrisenres
Confim Password ® sssesssassssssssssasansen

Nobe: If you are using CA Sgned [dentified Cortificabes without exchanging certificates, the Password must be provissonsd with “Use TLS Certiscate

TR

EEBZERE. OILSY ZAZ(ILS Clusters)|B K[V A—=NILEAVILT S 4 R—RNFEHRD
A 1%/ (Global DialPlan Imported Catalogs)| CHERTE £,

[$5R#BE(Advanced Features)] > [ILSERE(ILS Configuration)]
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Cisco Intercluster Lookupt—EADF/NY ' ML —AL X)L %ZdetailedIZFREL £,
NL—ADIFFT :  activelog /cm/tracefils/sdl/

BILSEBHEOKIT T IAEXRIFTUFOOTBHETORICOVTHALET,
HEAOILSERAOT 54T
USASMONAT— RBEEEAL ZAR—IODNTADOER

NTHASOOTAZRY K~

00154617.001 | 16:58:42.888 |Applnfo |IlsD IlsHandler: 11s::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNane=, TCPPid = [1.600.13.5], |PAddr=10.106.104.201, Port=37816,
Control ler=[1, 20, 1]

00154617. 002 | 16:58:42.888 | Applnfo |IIsD Ils::Connectlnd TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) (10. 106. 104. 201: 37816)

00154618. 012 | 16:58:42.889 | Applnfo |11sD ::Connectlndlnner Server Connection to
Peer | d( f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 201: 37816), Local | P/ Port (10. 106. 104. 220: 7502) TLSReq(f) establi shed

AR—=IHLS5OOTAZRY N :

00145095. 017 | 16:58:42.878 | Applnfo |11sD Ils::ConnectReq(): Requesting Connection to
| pAddr (10. 106. 104. 220), |pPort(7502), TLSReq(f)

00145095. 018 | 16:58:42.878 | Applnfo |11sD Ils::ConnectReq() Pub I P/ Port(10.106.104.220: 7502)
Pri 1P/ Port(:7502) TLSReq(fal se)

00145095. 024 | 16:58:42.879 | Applnfo |11sD Ils::processConnectReq Initiating non-TLS Connection

00145096. 001 | 16:58:42.881 | Applnfo |11sD Ils::ConnectRes() appCorr(1029) TCPPi d([1, 600, 13,
5]), PeerlP/Port(10.106.104.220: 7502), Local | P/ Port(10.106.104.201:37816) TLSReq(f) found

00145096. 002 | 16:58:42.881 | Applnfo |11 sD DEBUF 0000FAQOE): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) ipPort(7502) TLSReq(f) succeeded

00145097. 010 | 16:58:42.896 | Applnfo |11sD ::Connectlndlnner starting to
Peer1d(77c59d0960cc4f dc959168a3d686a6de), TCPPid([1l, 600, 13, 5]),
Peer | P/ Port (10. 106. 104. 220: 7502), Local | P/ Port (10. 106. 104. 201: 37816) TLSReq(f) established

AR=IDSNTANDBBHRITEhDHF. NAD—ROF—BIC LY KETS

DecryptDataA" kB L, HubdZ ®ILSPwdAuthenticationFailed7 5 —ANNAT—ROFT—& %
~ULET,

NTHASOOTAZRY ~

00155891. 005 | 17: 25:26.197 |Applnfo |IIsD IlsHandl er: wait_Sdl Datalnd EncrUtil:: decryptData
failed. Devi ceNanme=, TCPPid = [1.600.13.7], |PAddr=10.106.104.201, Port=40592,
Control ler=[1, 20, 1]

00155891. 006 | 17: 25:26.197 | Applnfo |I11sD wait_Sdl Datal nd sendi ng ILSPwdAuthenticationFailed
alarmwi th | PAddress= 10. 106. 104. 201; mAl ar nedConnections count= 1



FENAT—ROF—FHNRRTEENFKBLIZERE, OB EEFUIZ—ARELE
ER

FE2OILSEJRAOT 24
AR=OHFTLSRBIEZFEALT/\TCEEICEREID

NTASOOTAZRY K~

00000901. 001 | 15:46:27.238 |Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are
incertificate store

00000902. 008 | 15: 46:27.240 | Applnfo |I1sD :: Connectlndlnner Server Connection to
Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 17, 4]),
Peer | P/ Port (10. 106. 104. 201: 60938), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

AR—=IOHLSOOTAZRY K~ :

00000646. 001 | 15:46:27.189 |Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are
incertificate store

00000647. 006 | 15:46:27.199 |Applnfo |IIsD ::Connectlndlnner starting to
Peer 1 d(77¢c59d0960cc4f dc959168a3d686a6de), TCPPid([1, 600, 17, 3]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 36115) TLSReq(t) established

N7 OTomcatitFAB I AR— IV ICA VR—RNEhBEVEYD, ERFARTS

AR=UHhs007&, N7 OABRIANFN KB L EZRLET,

AR—OHASOAOTAZIRY N

00001821. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220: 7501

00001822. 000 | 16:34:01.765 | Applnfo |[1, 600, 17, 5]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501

00001827. 002 | 16:34:01.766 |Applnfo |IIsD Ils::wait_Sdl Connect ErrRsp sendi ng
| LSTLSAut henticationFailed alarmwith Clusterl = 10.106.104.220; nmAl arnredConnecti ons count= 1

00001827. 004 | 16:34:01.770 | Applnfo |IlsD ERROR(000005C9): Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) failed
ConnReason( 1)

AR—I OTomcatiEAB/HA /N7 AV R—FEhBEV\WiEY, EREFXKTS

NTAhsnoO07E, O—ALARTOAR—IDOIAAETE, ETEBRI Z—OFQDNTE X
WERIBALShTWAZEZRLET,

NTASOOTAZRY K~

00003366. 001 | 17:06:30.877 |Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get by_subj ect
failed.



00003366. 002 | 17:06:30.877 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): certificate is not in
the local store and the FQDN (cucnill. adfs.ucce.conm is not in the peer info vector, closing the
connecti on

00003366. 003 | 17:06:30.877 |Applnfo |IlsD Ils::VerifyCertificatelnfo(): sending
| LSTLSAut henti cati onFailed alarm for C uster1l= cucnill. adfs. ucce. com mAl ar nedConnecti ons count =

1

00003366. 004 | 17:06:30.882 |Applnfo |I1lIsD IlsHandl er: C ose Req. DeviceNanme=, TCPPid =
[1.600.17.16], |PAddr=10.106.104.201, Port=39267, Controller=[1, 20,1

FEIOILSEJRAOT 247
NAD—RBIECEDTLSE#FALTAR—IF/NT CEELCLBREID

NTASOOTAZRY N :

00000211. 001 | 08:06:58.798 | Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
failed.
00000211. 002 | 08:06:58.798 |Applnfo |IIsD Ils::VerifyCertificatelnfo(): peer certificates are

not in certificate store but Root CA signed certs are upl oaded |ocally

00000212. 001 | 08: 06:58.803 | Applnfo |EncrUil Function: decryptData at |ine 163 succedded
00000212. 002 | 08: 06: 58.803 | Applnfo |EncrUil Function: decryptData at |ine 165 succedded
00000212. 003 | 08: 06: 58.803 | Applnfo |EncrUil Function: decryptData at |ine 168 succedded
00000212. 004 | 08: 06:58.803 | Applnfo |EncrUtil decryptData: inlen 1956, outlen 1949 succeed
00000212. 012 | 08: 06:58.804 | Applnfo |11sD ::Connectlndlnner Server Connection to

Peer | d(f 7f 885dcaca845f 18f 3b7e583f f 6¢457), TCPPid([1, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 201: 56181), Local | P/ Port (10. 106. 104. 220: 7501) TLSReq(t) establi shed

AR—=IOHSOOTAZRY N :

00000064. 000 | 08: 06: 58.802 | SdI Sig | Sdl Connect Rsp

| wai t | 11's(1, 600, 20, 1)

| SdI SSLTCPConnection(1, 600,17,1) |1,600, 16, 1. 1r*"* | *TraceFl agOverr ode
00000064. 001 | 08:06:58.802 | Applnfo |CertUWUtil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
fail ed.

00000064. 002 | 08:06:58.802 | Applnfo |IlsD Ils::VerifyCertificatelnfo(): peer certificates are

not in certificate store but Root CA signed certs are upl oaded |ocally.

00000064. 004 | 08: 06: 58.802 | Applnfo |I11sD DEBUF 00000407): Cient Connection to
peer | d(00000000000000000000000000000000) i pAddr (10.106. 104. 220) i pPort(7501) TLSReq(t) succeeded

00000065. 010 | 08: 06: 58.812 | Applnfo |I11sD ::Connectlndlnner starting to

Peer1d(77¢c59d0960cc4f dc959168a3d686a6de), TCPPid([1l, 600, 17, 1]),
Peer | P/ Port (10. 106. 104. 220: 7501), Local | P/ Port (10. 106. 104. 201: 56181) TLSReq(t) establi shed

AR—I DTomcatit B/ ECBETHD -8, EHENFLHNTS

NTHhs007F,. AR—VOBEEERAAEOAAERIANDARERLET,

NTASOOTAZRY N :



00000103. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)-
self signed certificate for 10.106.104. 201: 52124

00000104. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201:52124

00000106. 000 | 09:44:16.896 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ss
reason code=internal error [68]),]ib=SSL routines [20],fun=SSL_cl ear [164], errno=0 for
10. 106. 104. 201: 52124

N7 OTomcatiE A/ ECRETHD =, BHEFLUTS
AR=ophs5007F, NTOBCERIMBAENIHAERIEEZRLET,

AR=THASOOTAZRY K :

00000064. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106.104.220: 7501

00000065. 000 | 12:44:19.641 |Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501

00000067. 000 | 12:44:19.641 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - TLS protocol error(ss
reason code=bad nessage type [114]),1i b=SSL routines [20],fun=ssl 3_get_server_hell o [ 146],
errno=0 for 10.106.104.220: 7501

E:COBEIRTRENBDIT—E., NTEAR—IOEANFEESEELTVSRHEERL
T9Y,

BEADILSERAOT 5

Spoke Registers Successfully to the Hub when switching to TLS Authentication from the
established connection using Password Authentication. .

BHRANAD—RBEAFRTERICEIEATWVWS =8, PeerinfoVectoric RIREN3UE—KYT

SAZNDFQDN, /NATD—REEEARASTLSICYIYEZ D L, tomcatilFAEN VOARA > R—
REhnsWisd, OJIC "X509_STORE_get_by subject failedy T —NHAOEThET, &L
. TFQDNIEPeerinfoVectoricEE N3, o, TLSZFAL TEHENBIEHEZITFANSKET

o

NTASOOTAZRY K~

00000169. 001 | 19:41:50.255 |Applnfo |CertUil Ils::isCertlnLocal Store X509 _STORE get by_subj ect
failed.
00000169. 002 | 19:41:50.255 |Applnfo |IIsDIls::VerifyCertificatelnfo(): FQDNis in

Peer | nf oVect or

00000169. 003 | 19:41:50.255 |Applnfo |IlsD IlsHandl er: Ils::wait_Sdl Connectionlnd(): New
connecti on accepted. DeviceNane=, TCPPid = [1.600.17.1], |PAddr=10.106.104.201, Port=51887
Controll er=[1, 20, 1]

AR—=IHASOOTAZRY K~ :



00000072. 001 | 19:41:50.257 |Applnfo |CertUWil Ils::isCertlnLocal Store X509 _STORE get by _subj ect
fail ed.

00000072. 002 | 19:41:50.257 |Applnfo |IlIsDIls::VerifyCertificatelnfo(): FQDNis in
Peer | nf oVect or

TLSREREICHIW EBAZD E/NT CACREMARTI HI - HERIKRTED RELET,

AR—=Oh5007. NTOBECERAHAENLEAERILODAMERLET,
AR—OHSOATAZRY N :
00000151. 000 | 12:29:18.600 |Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification

failed: (Verification error:18)- self signed certificate for 10.106. 104. 220: 7501

00000152. 000 | 12:29:18.600 | Applnfo |[1, 600, 17, 2]: Handl eSSLError - Certificate verification
failed for 10.106.104.220: 7501

TLSREEC IV EBALLEELAR—VCACEEUNARI S50, BRI XKTD RELET

NThso0ViE. AR—VNOBECERIHENIHERINDAKERLET
NTASOOTAZRY K~

00000089. 000 | 09:32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed: (Verification error:18)- self signed certificate for 10.106. 104. 201: 41295

00000090. 000 | 09:32:27.365 | Applnfo |[1, 600, 17, 1]: Handl eSSLError - Certificate verification
failed for 10.106.104.201: 41295
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