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N—=RIIT eToken A5 h—D 2 L ADFFREA
=02 L ADIBRENS/N—RTITT eToken N\
h=D2 LA CTL QIFRED - QFFAEDBEEK

L &I

CORFIXRNTIE., N—RIIFUSBeTokenZFEATBHBAE L AWVIESDCisco Unified
Communications Manager(CUCM)F 1 U5 1 OEWICOVWTEHBALE T,

CIE =353
B4

CUCM /S—> 3> 10.0(1) LB O MEBA $H 5 C EFEEEhET, £, KO ERRBLTL
FEEW,

« CUCM/N—23211.51SU3LABB DS 1 22 At —/\I&. Cisco Prime License
Manager(PLM)11.5.1SU2LABE T IThIE &Y EE A, Chld, CUCMN—> 3>
11.51SUSTIEEE—REZEMICTDLEDICETILT AV AN BETHY) ., PLMTIE
11.5.1SU2E TSI/ 2 AZHR—MNLAEVESHTT,

MBI DWTIE. FCisco Prime License Manager'J ') —Z11.5(1)SU2) ) —RA /— b4 #S8BL
TLEEL,

« CUCMNTVY>+ J—ROOAIXVRFA A 2VZ—TIAA(CLI)ANOEBFT VLA
EEE->TWS,

s TWCR2T/N—RIIT eToken DFERICBITITDHBEN BB FTVFADOLEHIC, N\—RD
IF7 USBeToken ICF7 O tEATE, CTLOSAT N TSTAUNPCICAVARMN=ILE
hTtW\wa,

TSICHABICTDEDHIC, COEHIE, USBeToken N REEBDIRANHZIEEICOKBHE
NET, FEAEDANUSB eTokenZ HEE THAREHIFIEEICEWVNT T,

« DZAZANO CUCM DINTD/— REANZEICEHLENTWSD, CTL 77 14 )LI&F SSH
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File Transfer Protocol ( SFTP ) ZFEAL TV ZARXRADINTO /—RICOAE—hD D
T, cCOCERFEREICEETT,

c VDTARADT—ZNR—A (DB) ORHEHNAEEICBELTHY ., Y—N\HFF—2Z2VUTI
XA LICEBHELTWVS,

« BAICEENDSFT/NA AD Security by Default ( TVS ) ZH7R— KL TW3, Security by
Default X EDQF/NA A& HR— N T B A HE TSIk, Cisco Unified Reporting ® Web AR
—< ( https://<CUCM IP or FQDN>/cucreports/ ) 'S Unified CM Phone #gE!) A ~ Z £
TZEET,

~ 7¥:Cisco Jabber$ & U*% < M Cisco TelePresence 7= [ Cisco 7940/7960> U —XIP7 # >
F. REF7FILRMTEFIVFTFAZHYR—RNLTVERA, F7FIRTEFIVTA4H
HR—KRENTVWEWFNASAAICN—=Y 2 LACTLEZEATDE, NTUYZv*D
CallManagerfill FBEZ2ZE T D LS B ATLADEFH K, CTLNFETHIBREhDET, *
NSDFNAAOBEOHEZITE T, 79458 KU 7965L BN EFE#EE, F7F ) K
NDEF1UTAEZHR—NTITNAATRE. NTUYS ¥ DCallManageritBAE AN E#fi &
NIEEBILCTL77ANEAAN=ITEERT, chlE, CnsOF/NA AN EERKRIY
—EA(TVS)ZERATESHTT,

ERTRIAVR—FT N
CORFIXVNOBEHRE, ROVYTRNIITEN—RIITON—IIVICETVTVET,

« CUCM /N\—232,10.5.1.10000-7 (2 /— RDOUTAR)

« 77—AJITF )]N\—2 3> SCCP75.9-3-1SR4-1S &# D, Skinny Client Control
Protocol ( SCCP ) ZfEH L T&&&E iz Cisco7975 > J—XIP 7 # >

« CTLOZATRNVYTIRNIITEZFEALTIVZARZRET—RICKRETIDICEAET L
2O7O0Q0VAAOEFXFIVTA =T

CORFIXVNOERE. REDFARELCHAITNARACETVWTERENELZ, DR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIKN ) RETHERZRBLTLE
T, BHEEBPORY ND—OTR., FEONVRICE>TRCDAEMNI HE2REZ THOEIELT
<EEL,

EI==Y
5 s an BA
This document describes the difference between Cisco Unified Communications Manager (CUCM)

security with and without the use of hardware USB eTokens.

Rz, CORFIXVBNTR, b=—U2LAGASEEE AN (CTL) &, BERICAT LN
BYICHETALSICEAECNDZTOELRAZECEFNBERESFUFCOVTEHALET,

R—2>2LACTLIF. CUCM/NN—23> 10.0(1) AR OF#EEET, /\— R I 7F USB eToken
ECTLIOTZATUNTSTA4VZERETIC. CUCM OUBEIOV Y —ADEHRTHS, IP 7 #
VICLBBREDTF I ITRXTATORBSILEAREICLET,

OSAZANCLI AN REFEALTREE—RICEDE, CTLZ7AILFNTUYI Y J—RD



CCM+TFTP ( 4 —/\ ) SIBAE TER&E N, CTL 77 A JLIZIF eToken SEEAERFEEL X A,

N i AT U YD v TCallManager(CCM+TFTP)SE B A BAERTHE. 77 AL OBLEN
TEENET., F7ALRNOEFIUFAEHR—NLTVANVEEMS LOF/N A RE.
&FNAANSCTLI 7 A LEFHTHBRLAWVEY . HLWCTL7 7 LESHANE L

ho BHICOVTIE. CORFIXYRNOERFEITIVICURANEMTVERENOEH%
BRLTLEE L,

BRET—RIPSEBEE—RAN (KM —=OU2LACTL)

COtEUa>TR, CLIZERALTCUCM V7 ARAZNDEF 1T 1 ZEEET—RICEBITITSHD
CEAEhZ7OEAICOVWTEHBALET,

CDIFIAFICKILE, CUCM FEREET—RTT, DFVY, ROBEHICRT&LSIC, CTLT7
AIUBED/—RICEFELET, BRE N IP EFERICI Identity Trust List (ITL) 77 1)L D &
NEREENTVET,

<#root>
admin:

show ct |

Length of CTL file: O

CTL File not found

. Please run CTLClient plugin or run the CLI - utils ctl.. to
generate the CTL file.

Error parsing the CTL File.

admin:

N IS AR BATE—RTAEVBIEY—/NLETCTLI PAAFES A > 8L . chids
SAZN —EREE—RIZCKY ., ERET—RICEENECE, BRUCTL7 7 4)L7§‘77
ZRASEBRENBA > EEBKRLET,

1Y > Rfile delete activelog cm/tftpdata/CTLFile.tlvid, CUCMOY ZAX D ./ — KA SCTLY
TANLZHIBRLUET, £EL, ANV RBEE/—RTANTIRENF HYET. BARICTS
EHIZ, Y=NIZCTL7 7AD" HY, VFAZNBEE—RTHEWVEEICOAK, COOX
YRZEFEALET,

DZABZRNBEE—RTHINESH ZBRITHEEIEISEE. run sql select
paramname,paramvalue from processconfig where paramname='ClusterSecurityMode' 1Y
VREFATRZCETT, NTX—REHFOOBEE., VF7AZFEBEE—RTRHVEEA

[¢]



run sql select paramname,paramvalue from processconfig where paramname='ClusterSecurityMode'
paramname paramvalue

ClusterSecurityMode 0

el 19:43 06/03/15
v Trust List
1

. & ITL File

D706 CB 7D 9554 72 AD 3A
83 4A EC 98 E5 83 A3

T.Eﬂunfinuratinn fsined]

Select Security Setting 0

Sy

L
=

FLLOR—OYLACTL#EZAVT, CUCM VZAR EF¥1UT1ZBREE—RICBITITS
ICE, ROFIEZRITLET,

1.CUCMNN7VUY>+% /J—ROCLI ICHTHEBRT IV EAEEZREBLET,
2. utils ctl set-cluster mixed-mode ¥ > R%Z CLI ICAHALE T,

<#root>
admin:

utils ctl set-cluster m xed-node

This operation sets the cluster to Mixed mode. Do you want to continue? (y/n):y

Moving Cluster to Mixed Mode
Cluster set to Mixed Mode
Please Restart the TFTP and Cisco CallManager services on all nodes in the cluster



that run these services
admin:

3. [CUCM Admin Page] > [System] > [Enterprise Parameters] [CBEIL ., VFAXNEETE—
RICBREThTVR A EELET (1 DERFBET—RZEKRLET ),

—Security Parameters
Cluster Security Mode * 1
LBM Security Mode * Insecure v
CAPF Phone Port * 3804
CAPF Operation Expires in {davs) * 10
Enable Caching * True T

4. TFTP H—EAH KV Cisco CallManager Y —EAZERTLTVWBR VT AZHNOINTD /
—RT, ChsOHY—EAZBREBLET,

5.IPEFEN CUCMTFTP H—EANS CTL7 7A I ZBBTESRD LRSI, IXNTOIPE
ZHEBLET,
6.CTL77AINOARZHETH1SHIC, CLIIC showct AN RZANLET,

7.CTL77A4ILOABN S, CTL7Z7ANL(ZOT77AILNRBITAZIROITXNTOH—/N
TRELU ) ICBEITDEHIC, CUCMNT VY ¥ /—R®O CCM+TFTP ( #—/\ ) SEBRE
FEAZATVBRCEMDANET., RICHIHZRLET,

<#root>
admin:

show ct |

The checksum value of the CTL file:

0c05655de63f e2a042cf 252d96c6d609( MD5)

8c92d1a569f7263cf4485812366e66e3b503a2f5(SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 19:45:13 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
4 FUNCTION 2 System Administrator Security Token



5

6

ISSUERNAME

SERTALNUMBER

62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7
8
9

10

PUBLICKEY
SIGNATURE
CERTIFICATE

TIPADDRESS

140

128

694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1l Hash HEX)

4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG

N

4

CCMHTFTP

5

6

RECORDLENGTH
DNSNAME
SUBJECTNAME

FUNCTION

ISSUERNAME

SERTALNUMBER

LENGTH VALUE

2 1156

16 cucm-1051-a-pub

62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

2

62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

o

10

PUBLICKEY
SIGNATURE
CERTIFICATE

TIPADDRESS

140

128

694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D 21
A5 A3 8C 9C (SHA1l Hash HEX)

4

The CTL file was verified successfully.

IPEFATE. Y—EAEERETEE, TOY—ERCL>TTFTP $—/NLLBET
BCTL77ALAAIVO—RENDCEEBBTEET (CUCMASDHNEHBTS
EMD5EFIYOHLN—HLET),

N BEOFIVOYLERRTRE. BENORATICSUTMDSE L ESHATA &
RrEnET,



el 19 54 06/03/15
v Trust List
| B

- 8 ITL File
97 C814646FB2BA43239F

1D C94C 55 D8 C2

' LA
Select I':jftc:urrt'g.r 'Settlng

| | : -“1111!
IN—RJITT7 eToken S hN—T 2 L ADQFEREA

cOtU>a>TR, CUCMOUZAR X1 )T 14%Z/\—RIJILT eToken Y SFHLWK—T >
LAVUI—=23VIlBITIRHFEICODVWTHBALET,

]

"'I—l_l_-

MRRIEEL>TE, CTLOZAT M Z2EALTCUCM TYTIDREE— RAREEINTEHY),
IP EFEE. /N\—RTJITF7 USBeToken DIEAEZEC CTL 77/ EFEAL TV R AIREMHEH
&I,

O FIATE, CTL 7 TALDWTFhAHAD USBeToken DIEBAEICKR > TEEE N, IPE
MBICREETNTVERT, RICHZRLET,

<#root>
admin:

show ct |

The checksum value of the CTL file:

256a661f 4630cd86ef 460db5aad4e91c( MD5)

3d56cc01476000686T007aac6c278ed9059fc124 (SHAL)



Length of CTL file: 5728
The CTL File was last modified on Fri Mar 06 21:48:48 CET 2015

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o0="Cisco Systems
4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems

6 SERIALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHAl Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.



w21 53 06/03/15
v Trust List
1=

- & ITL File
F4 41 38 43 70 1D 2B 5F 82 05
F3 48 D6 DC B1 E3

¥

'11q,__

Select 'Sec:urrt',r 'Settlng :

CUCM VT AR EF1UT 12 h—O2VLACTLOFEALCBITIZICE. ROFIEZERTLE
ERD

1.CUCM N7 VUY> % /J—ROCLI ICXTHBEET IO AEZRNELE T,
2. utils ctl update CTLFile CLI AN RZABLE T,

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

3. TFTP H—EAB LV CallManager Y —EAZETLTVWA VT AZADINTND ./ —RT
. chsn—ERZBEBLET,
4. 1P EFEN CUCMTFTP U —EAAS CTL77AIINZEEBTESDLSIC, IXNTO IP BEFE



ZHEEBHLET,

_CLI = showctl AXY REAAL. CTL7ZPALOAEERALES, CTL77ALDOR

BASIE,. CTL77ANICBRERTDEHIC, /N\— R I T USBeToken DIEEHEDRKD V)

IZCUCM N7 Uy < v /—RO CCM+TFTP (H—/\ ) IRENFEAEhTVB I END
AYET,

LT, 8518, IXTO/\—RJITT7 USBeToken OFEEAEN CTL 77 A4 ILH SH|
BRENTVWBEVWSEEREBEVWNHYET, RICHABIZRLET,

<#root>
admin:

show ct |

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MDB)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was last modified on Fri Mar 06 21:56:07 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2



BYTEPOS TAG

1 RECORDLENGTH
2 DNSNAME

3 SUBJECTNAME
4 FUNCTION
CCMHTFTP

5 ISSUERNAME

6 SERTALNUMBER

LENGTH VALUE

2 1156

16 cucm-1051-a-pub

62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

2

62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY
8 SIGNATURE
9 CERTIFICATE
10 TIPADDRESS

140

128

694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

4

The CTL file was verified successfully.

N oE H ATk, CUCM/NT VY S ¥ DCCM+TFTP ( H—/\ ) SEEBAEN EBRE TRV
4. Hardware etoken based cluster security modelC &Y, h—O LAY 1—->
IVIEDVTES—EZEEZRIIELET,

7.1P EFEAITE. IPEFZzHREBITDE. TOEFEICK>TCIL77AILOEHREhi/N—
JAVARIVVO—RENBEZHERATEERT (CUCM AL SDEDEHRT D E MD5 F
IVIOHLNF—HLET ),



el 22 06 06/03/15
v Trust List
| B

- 8 ITL File
80 E1 A7 DE AF 35 8E CD 3E
98 72 EC 67 9F 28 A2

¥

Select I':jftc:urrt'g.r 'Settlng :

soloct IHMAN Et Jrnon

R—O2LAOBRENS/\—RIIT eToken A\

COtEI>3a>TR,. CUCMIZAR EF1VTAZHLOVN—OV LADERRASTD/\—
RO ITT eToken DERICEIFEICODVWTHEAL KT,

CUCMPZAZ X2 UFT 4N CLIOXR > REFERALTRETE—RIZEREENA, CTL774)
A CUCMNTUYS v J—RO CCM+TFTP (H—/V ) ERETBEEhBE, CTL77 AL
(ZIE/\N\—RIT7 USB eToken SEFAEFFEELEE A,

TOEH, CTLITZAT U RZERITUTCCIL7 74N EEH TS (/\—RJITT eToken DEH
CRT)E, RDIS— XAV E—IHRRENET,

The Security Token you have inserted does not exist in the CTL File
Please remove any Security Tokens already inserted and insert another
Security Token. Click Ok when done.

child, PATALZ uisctl AN RZEERBZVW 10X N—2 3 HUEIICE VY TL—RTD (N
—2aVEHVEDIZYYERD ) KSBFUATRICEETT,

BLEIO CTL 774k, U7L Y2 21FE Linux A*S Linux (L2) ANDOT Y 7YJL—RDiBE



TBITEh (RBREEECAEL ), BIROLSICZDT 7 1 I)LICIE eToken

BA., RICHDBIZRLET,

<#root>
admin:

show ct

The checksum value of the CTL file:

1d97d9089dd558a062cccf cbldc4c57f ( MD5)

3b452f9ec9d6543df80e50f8b850cddc92fcf847 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Fri Mar 06 21:56:07 CET 2015

Parse CTL File

Version: 1.2
HeaderlLength: 336 (BYTES)

AAEREENE

BYTEPOS TAG LENGTH VALUE

3 SIGNERID 2 149

4 SIGNERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

5 SERIALNUMBER 16 70:CA:F6:4E:09:07:51:B9:DF:22:F4:9F:75:4F:C5:BB

6 CANAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

7 SIGNATUREINFO 2 15

8 DIGESTALGORTITHM 1

9 SIGNATUREALGOINFO 2 8

10 SIGNATUREALGORTITHM 1

11 SIGNATUREMODULUS 1

12 SIGNATURE 128

65 ba 26 b4 ba de 2b 13
b8 18 2 4a 2b 6c 2d 20
7d e7 2f bd 6d b3 84 c5
bf 5 f2 74 cb f2 59 bc
b5 c1 9f cd 4d 97 3a dd
6e 7c 75 19 a2 59 66 49
b7 64 e8 9a 25 7f 5a 8
56 bb ed 6f 96 95 c3 b3
72 7 91 10 6b f1 12 f4
d5 72 e 8f 30 21 fa 80
bc 5d f6 c5 fb 6a 82 ec
f1 6d 40 17 1b 7d 63 7b
52 f7 7a 39 67 el 1d 45
b6 fe 82 0 62 e3 db 57
8c 31 2 56 66 c8 91 <8
d8 10 cb 5e c3 1f ef a
14 FILENAME 12

15 TIMESTAMP 4

CTL Record #:1



BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 System Administrator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;

ST=Malopolska;C=PL
6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1156

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMFTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

CTL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1138

2 DNSNAME 16 cucm-1051-a-pub

3 SUBJECTNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

FUNCTION 2 CAPF

5 ISSUERNAME 60 CN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 74:4B:49:99:77:04:96:E7:99:E9:1E:81:D3:C8:10:9B

7 PUBLICKEY 140

8 SIGNATURE 128



9 CERTIFICATE 680 46 EE 5A 97 24 65 BO 17 7E 5F 7E 44 F7 6C OA
F3 63 35 4F A7 (SHA1l Hash HEX)
10 TIPADDRESS 4

CTL Record #:4

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1161

2 DNSNAME 17 cucm-1051-a-subl

3 SUBJECTNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2 CCM+TFTP

5 ISSUERNAME 63 CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERIALNUMBER 16 6B:EB:FD:CD:CD:8C:A2:77:CB:2F:D1:D1:83:A6:0E:72

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 696 21 7F 23 DE AF FF 04 85 76 72 70 BF B1 BA 44

DB 5E 90 ED 66 (SHA1l Hash HEX)
10 TIPADDRESS 4

The CTL file was verified successfully.

admin:

CDIFIATIH., KOFIEZETL, TIXTOIPEFNSCTIL77AIINEFETHIBRITD &
57, kbl eToken DEONFIEZFEHITDERL, CTL77AINERELITYTIL—
RLTLEZL,

1.CUCMNT Y S % /—ROCLIICKHTZERTIVEAEZRELET,
2.7y v J—R® CLI IZ file delete tftp CTLFile.ttv command &AL, CTL 77 A )L
ZHIBRLE T,

<#root>
admin:

file delete tftp CTLFile.tlv

Delete the File CTLFile.tl1v?

Enter "y" followed by return to continue: y
files: found = 1, deleted = 1

B.CTLOZAT > "N A 2 AN=)LE N TWS Microsoft Windows ¥ < >/ T SafeNet
Authentication Client ZBZ £ 3 (<hild. CTLITZA T REEEIZBEBHNICA VA RN—
ILENET)



(&) SafeMNet Authentication Client Tools

(fgafe

SafeNet Authentication Client

eToken PRO
Rename Taken
W9  Change Token Password
Unlock Token

Disconnect SafeMet eToken Virtual

www.safenet-inc.com

4. SafeNet Authentication Client T [Advanced View] [CBEBL £ T,

(&) SafeMet Authentication Client Tools

@af&_

SafeNet Authentication Client

5. 1&B®DO/\—RJITF7 USBeToken Z AZTLET,

6. User certificates 7 ZILZ D TICH S

AEAEZERL, PCEOT7ANAICENELI I AR

—NLET, NAD—ROAHDZEROShES, FT7FININAT—RO Cisco123 ={FH

LEY,



(&) SafeMet Authentication Client Tools

AN
\Safe
SafeNet Authentication Client
f
HE & O
Certificate Data
[= SafeMet Authentication Cient Tools
B &% Tokens Serial number 45 da a2 af 00 00 00 27 9 3c
| B W eTokenPRO Issued to SAST-ADNOOS4£509
= E] User certificates Issued by Cisco Manufacturing CA
i TR - - Dﬁmﬂn 10
[l Settings Delete Certificate 06,08/2020
i ﬁ. Chent Settings Export Certificate Clent Authentication
Private Key Data
Key oize 1024 bits
Container name 015033 75-0090-4hE 7-hdec-flabo e Sefeb
Maodulus 815 ee 24d0 P2 b9 D de 05 8102 7747 44 24dc 9408 3209 ¢
Key spedhcation AT_KEYSIGMATURE
Default key contamer Yes
Auxiiary key container Ves

www.safenet-inc.com

7.2FBO/N—ROIF USBeToken ICX L TELREDOFIEZ#EYIRL, WA DFAEZ PC
(,:177\7]'\0—|\L/¥3'o

-~

Mame Date modified Type Size

06-03-2015 22:32
06-03-2015 22:33

Security Certificate 1KE
Security Certificate 1KB|

Ll SAST-ADMO0054£509
| Ll SAST-ADNO08580ef

8. Cisco Unified Operating System (OS) Administration IZ[0%' 4 > L, [Security] > [Certificate
Management] > [Upload Certificate] [CB&L £ 9,

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

cisco

Show +  Settings = Security »  Scoftware Upgrades »  Services = Help -

Certificate List

[_iﬂ: Generate Self-signed EJ% Upload Certificate/Certficate chain | 2 ] Download CTL [_g]: Generate CSR

9. [Upload Certificate] R—Z HF'RRENE T, [Certificate Purpose] ROY 7H U X_1—



A5 [Phone-SAST-trust] Zi#IRL ., 1 HFEBE ® eToken H STV AR— KL EFEAEZREIRL
£7,

- Bl
% Upload Certificate/Certificate chain - Google Chrome E@g

1500

(B b#ps://10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Eé' Upload [ﬂ Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain

Certificate Purpose* Phone-SAST-trust r
Description(friendly name) |1st eToken Cert

Upload File Wybierz plik | SAST-ADNOOS4fS09.cer

| Upload | | Close |

@ *_ indicates required item.

10. IO FIEZETL, 2FB D eToken STV AR—KNUEERAEEZT7Y7O—RLET,

-
% Upload Certificate/Certificate chain - Google Chrome E'Eu

(af2 i)

& b#ps.//10.48.47.155/cmplatform/certificateUpload.do

Upload Certificate /Certificate chain

Eéﬁ Upload [g Close

—Status

@ Success: Certificate Uploaded

—Upload Certificate/ Certificate chain
Certificate Purpose™® Phone-SAST-trust

Description(friendly name) |2nd eToken Cert

Upload File VWybierz plik | SAST-ADNO0B580ef.cer

Upload | | Close |




M. CTLOSATREETL, CUCMNT Yy J—ROIPT7RLAIKANEEZIEEL
. CCM EBEZEDRIAEHREZANLET,

[ ¢ CTL Client v5.0 =)
Cisco CTL Chent i

CISCO

Cisco Unified Communications Manager Servser l

Hostname or IP Address: |10.45.47.155 Port (2444

Username: admin
Password: |
Help Cancel et

122 9T AZNFFTTICREETE—RIZBE>TVBIHNEE, CTL77ALUFNT IS /—K
LEFELBEVEYD, COBEXYE-—DHFRRENET (ERIBZICE[OKZIVY D
LERT)o

No CTL File exists on the server but the Call Manager Cluster Security Mode

is in Secure Mode.
For the system to function, you must create the CTL File and set Call Manager

Cluster the Secure Mode.

13.CTLY 547> N T, Update CTLFileA 7> a>RE>&2 VY IL., RICNextED )Y
JLF9Y,



f ¢ CTL Client v5.0 Ll—lg':' = |
Cisco CTL Chent il

CISCO

Cluster Secunty Mode |

" Set Cisco Unified Callkanager Cluster to Mixed Mode
" SetCisco Unified Callkanager Cluster to Non-Secure Mode

& Update CTL File

Help Cancel Mext

b

14.1BBOEF1VT1 h—DU2%AHNL, [OK|Z2TUYILET,

CTLClient —

j lj Please insert a Security Teken. Click Ok when done,

‘ QK I Cancel

15. EF1UT 4 h—U2OFMBNrRRENLES, [Add] 27UV ILET,




[ ¢ cTLclient 5.0 ESEER =)
Cisco CTL Chent il
CISCO
security Token Information l
Subject Name: |cn="SAST-ADNO0B50ef  "ou=IPCBU;0="Cisca Sy
lssuer Mame: ||::n=C3isc:|:| hanufacturing CA0=Cisco Systems
Valid Fram: |05/17/2012
Expires an: ||:|5"{1?’f2|]EE
Help Cancel Addd

16.CTL 7 74 IILORBHARRENES, [Add Tokens] 2o Uy oL, 2B D USB eToken
ZEMLUET,



¢’ CTL Client v5.0

Cisco CTL Chent il
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T

CCM+TFTR 10.48.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et

Help Add TFTF Add Firewall

Cancel Addd Takens Delete Selected Finish

17.€F1UT4 M=U2OFMNFRRENES, [Add] 27UV ILET,



.
¢ CTL Client v5.0 ENENTX

Cisco CTL Chent N
CI5CQ
mecurity Token Information |
SubjectName: cn="SAST-ADNO054B08  "ou=IPCBL:0="Cisco Sy:
lssuer Mame: cn=Cisco Manufacturing CAo=Cisco Systems
“alid Fram: 05092010
Expires an: 0B/03/2020
Help Cancel Addd

18.CTL 77 A ILOABNRRENES, [Finish) 20U Y U LET, NATD—RERHZ 7O
VTRHRRENES, TCisco1231 EABLET,



"€ CTL Client v5.0 L= B s

Cisco CTL Chent il
CI5CQ
CTL Entries |
Type | Hasthame/|... | Issuer Name Subject Name
CAFF 10.45.47.155 CH=CAFF-ed1e/di7. 0Ol CHN=CAFF-e41e/da?,0l=T

CCW+TFTE 10.45.47.156 CM=cucm-1051-a-sub1;0..  CM=cucm-1051-a-sulk1;0L):
COM+TFTF 10.458.47.155 Ch=cucm-105T-a-pub;0..  CM=cucm-1051-a-pub;0l=
security T —MNoHostna,.. cn=Cisco Manufacturing ... cn="SAST-ADMNOOB5E0et
security T... —MNoHostna.. cn=Cisco Manufacturing ... en="3AST-ADNOD54f509

Help Add TFTF Add Firewall

Cancel Addd Takens Delete Selected Finish

19.CTL7 7AUAFHETSD CUCM H—NND ) AR RRENLS, [Donel] 207UV ILET

o



¢ CTL Client v5.0 | 25|

Cisco CTL Chent NI
CISCO
SErEr | File Location | Status
10.48.47 155 fusrflacalfcm/ftitp/CTLFIe ty Fagssed
10.48.47 1560 fusrflacalfcm/ftitp/CTLFIe ty Fagssed

Y'ou must restart all the Cisco Unified Communications Manager and TFTF nodes in the
Cluster.

Help Daone

20. TFTP H—EAHB KT CallManager Y —ERAZEITLTVWBR ITARANDINTND./—RT
eSO —ERAZBEBLET,

21. IPEFEN CUCMTFTP H—EAAXSFHLWN—23a2 O CTL 7 7A N ZEBTED LS IC
INTO IPEFEZBREBLET,

22.CTL77AINORABEZERBTSDHIC, CLIICshowet IN REZAHLET, CTLT 7
AILICIE, HE D USB eToken DIEAEN EENETT (TNDSED 1D, CTL77A)
ICBRITDLEHICERAEIhET ), RICHIBlERLET,

<tfroot>

admin:

show ct |

The checksum value of the CTL file:

2e7a6l13eadbdae67f f a918d81376902( MD5)

d0f3511f10eef775cc91cce3fa6840c2640f11b8 (SHAL)

Length of CTL file: 5728
The CTL File was last modified on Fri Mar 06 22:53:33 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN0054f509 ";ou=IPCBU;o0="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTALNUMBER 10

3C:. F9: 27: 00: 00: 00: AF: A2: DA: 45

7 PUBLICKEY 140

9 CERTIFICATE 902 19 8F 07 C4 99 20 13 51 C5 AE BF 95 03 93 9F F2
CC 6D 93 90 (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was not used to sign the CTL file.

CTL Record #:5

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1186

2 DNSNAME 1

3 SUBJECTNAME 56 cn="SAST-ADN008580ef ";ou=IPCBU;o0="Cisco Systems
4 FUNCTION 2

System Admi ni strator Security Token

5 ISSUERNAME 42 cn=Cisco Manufacturing CA;o=Cisco Systems
6 SERTALNUMBER 10

83: E9: 08: 00: 00: 00: 55: 45: AF: 31

7 PUBLICKEY 140

9 CERTIFICATE 902 85 CD 5D AD EA FC 34 B8 3E 2F F2 CB 9C 76 BO 93
3E 8B 3A 4F (SHA1 Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

The CTL file was verified successfully.

23. IPEREAITR, IPEFZBREEFIDE, TOEFICI>TCTIL77AMLOEFHFEhi/N—



SAVHFEIVVO—RENDEEZBFETEELERT (CUCM A SOEDELERT D & MD5 F
IVIHLNF—HLET ),

el 23 20 06/03/15 3001
v Trust List
=

- 8 ITL File
79 79 CE 05 94 E9 92 69 A2

73 BB CF 16 EE 14 61

' LA
Select 'Sec:urrl:yr 'Setl_'lng :

[— [— _..._.,_____ - -

COEENTEEREDIE, LAAT, eToken SEBAE%Z# TV AR—KN L., CUCMEIBHEEHEARNTICT
Y7O—RULEEDTT, IPEFEE. CTL77AINICBREITZEHICERATND ZOFAZIHA
£ % CUCM TRE1TH M Trust Verification Service (TVS ) ICX L THRTEE T,

CoO7 AZARY NE, Phone-SAST-trust ELTTF7Y 7 O—RENTHY, EEEATVSEFR
BA7Zx eToken SIBAENKRIV VT AN EZFERAL T, IPEFEN CUCMTVS ICOVRIKNT B HE
DOVWTEHBELET,

<tfroot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify unknown
certificate

8074: NOT 23:00:22.335499 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
8075: NOT 23:00:22.336918 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS proxy,
Ten: 3708

//

In the TVS | ogs on CUCM we can see the request coming froman | P Phone which is being



successfully verified

23:00:22.052 | debug tvsHandleQueryCertReq

23:00:22.052 | debug tvsHandleQueryCertReq : Subject Name is: cn="SAST-ADN0O08580ef
";ou=IPCBU;0="Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq : Issuer Name is: cn=Cisco Manufacturing
CA;o0=Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq :subjectName and issuerName matches for
eToken certificate

23:00:22.052 | debug tvsHandleQueryCertReq : SAST Issuer Name 1is: cn=Cisco
Manufacturing CA;o=Cisco Systems

23:00:22.052 | debug tvsHandleQueryCertReq : This 1is SAST eToken cert

23:00:22.052 | debug tvsHandleQueryCertReq : Serial Number is: 83E9080000005545AF31

23:00:22.052 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;o0=Cisco Systems

23:00:22.052 | debug ERROR:CertificateDBCache: :getCertificateInformation - Cannot find
the certificate in the cache

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Looking up the
certificate cache using Unique MAP ID : 83E9080000005545AF31cn=Cisco Manufacturing
CA;0=Cisco Systems, len : 61

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - Found entry
{rolecount : 1}

23:00:22.052 | debug CertificateCTLCache::getCertificateInformation - {role : 0}
23:00:22.052 | debug convertX509ToDER -x509cert : Oxa3ea6f8

23:00:22.053 | debug tvsHandleQueryCertReq: Timer started from tvsHandleNewPhConnection

//

In the Phone Consol e Logs we can see reply from TVS server to trust the new certificate
(eToken Certificate which was used to sign the CTL file)

8089: NOT 23:00:22.601218 SECD: clpTvsInit: Client message received on TVS proxy socket
8090: NOT 23:00:22.602785 SECD: processTvsCIntReq: Success reading the client TVS
request, len : 3708
8091: NOT 23:00:22.603901 SECD: processTvsCIintReq: TVS Certificate cache flush
request received
8092: NOT 23:00:22.605720 SECD: tvsFlushCertCache: Completed TVS Certificate cache
flush request

h—=202 LA CTL OFERED =& DFLEAE D BERK

COto3arvTR, b=V LACTL OERRZHEATZHEEIC, CUCMITAR EF1 1)
TARAEZBERT B HFELCOVTHALET,

CUCM DX T+ ADIBRT, CUCMNT Uy + /—RTHS CallManager DEEFREHNE
BENBENHBYVET,

CORKAREITDARMOHZIZFIVFEL TR, RARBOEE, RXIVOEE, K&
BICAIFAZOBER (FIRAZOAMHROKRT ICERE ) A"ETFShET,

CTL77ANHEFHEIhDE, IPERFCAZAR—ILENTVS CTL 77 A ILICFHET SAEA
BLREBDAAETERECIET,



BE. COHFLLCTL7 7AILREZTANSKEREAN, CTL77AIINICERTREHICEHRAE
N2 REAZAAZE%IP Phone Nt T3 &, IP PhoneldCUCMDTVSH —E A ICEHELET .

N ETVSH—NURRNRIPT A VBET 7 AILIEHY). IPT 4> OF/NA AT —JL(Device
Pool) > CallManager/' )L—7"A 5CUCMY—NICX vy E> TEhET,

TVS H—NICHITIRIAANKDI TR E, IPEFREHLVWN-32TCTLI7 7ML EZEHLK
T cNESDARYBNE, ROKDIBZFTIATRELET,

1.CUCM & IPEFEICCTL 7 7AIUNFBFELET, CTL7Z7AIINICEL TS DIC. CUCM /N
TJUYS v J—RO CCM+TFT (H—/\) fIAENERHEhE T,

<#froot>
admin:

show ct

The checksum value of the CTL file:

7b7c10c4a7f a6de651d9b694b74db25f ( MD5)

819841c6be767a59ecf2f87649064d8e073b0fe87 (SHAL)

Length of CTL file: 4947
The CTL File was Tlast modified on Mon Mar 09 16:59:43 CET 2015

CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERIALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140



8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1156
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL

6 SERTALNUMBER 16

70: CA: F6: 4E: 09: 07: 51: B9: DF: 22: F4: 9F: 75: 4F: C5: BB

7 PUBLICKEY 140

8 SIGNATURE 128

9 CERTIFICATE 694 E9 D4 33 64 5B C8 8C ED 51 4D 8F E5 EA 5B 6D
21 A5 A3 8C 9C (SHA1l Hash HEX)

10 TIPADDRESS 4

The CTL file was verified successfully.



Certificate Defails for cucm-1051-a-pub, CallManager

[E.L Regenerate [E.L Generate CSR |'a'| Download PEM File | 8| Download DER File

— Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Cescription{friendly name) Self-signed certificate generated by system

— Certificate File Data

[ -
Wersion: W3
Serial Number; FOCAFG4ED20751B2DF22F49F7S4FCSEE
Signaturedlgorithm: SHA1withRSA (1.2.5840.113549.1.1.5)
Issuer Mame: L=Krakow, ST=Malopolska, CM=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Walidity From: Thu Jun 05 18:31:39 CEST 2014
To: Tue Jun 04 15:31:38 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100950c9f8791e7677c5hf1a48f1a933549f73ef58d7c0cB871b5b77d23a842aa14f5h293
Q0e586e5945060b109bdf359b4c283cdf21699e3edabdbiad 7hbasf3c0dcd7dafaefeffdac0fecf3cadb
2ec3?938605%ae4352e77d647da25faes19dedf9ebb0e0bdd98f8ce70307bal106507a8919df8bafdofa
N3068a52640a0a84487a90203010001

Extensions: 3 present P

2. CallManager.pem 7 7 4 )L ( CCM+TFTP F;lBAE ) A BEKE h, SEAEO> UTILESH
b2l epbhYET,



Certificate Details for cucm-1051-a-pub, CallManager

[ﬂ Regenerate [ﬂ: Generate CSR 'a'| Download PEM File 'a'| Download DER File

- Certificate Settings

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Self-signed certificate generated by system

— Certificate File Data

[

WYersion: V3

Serial Mumber: BB1D357B6841740B078FEE2A1813D5D6

Signaturedlgorithm: SHAZS56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: L=Krakow, ST=Malopolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL

Validity From: Mon Mar 09 17:06:37 CET 2015

To: SatMar 07 17:06:36 CET 2020
Subject Mame: L=Krakow, ST=Malopaolska, CN=cucm-1051-a-pub, OU=TAC, O=Cisco, C=PL
Key: RSA (1.2.840.113549.1.1.1)
kKey value:

3082010a0282010100c363617e37830eal5312fdeb3fet8c74e7a037453d26a0514e52476e56d02f78
c19e83623952934279b8dee9b394452a43c21714502db749c4141edc4666358974f 2248200158928
8ab08e%albcief74267e413e03d5d53e61f0705fb5a4aldd2744553840f579a183cd29e9bh3e0d5d689 -
e067b6426c8c8c49078c5cd4cclbicbbfectiid3leetta61517bfS60ef0c01fSec0S6db0docd746402af2a
b3ed4dea521fad0b795acd8f78deaafh324dc30962ffa%e 960861 5ccebelanl247f217cA3bf324fb3d5c .

B.CTL77AINZ2EHITSH-SHIZ, utils ctl update CTLFile AN RA"CLI ICABENET,

<#root>
admin:

utils ctl update CTLFile

This operation updates the CTLFile. Do you want to continue? (y/n):y

Updating CTL file

CTL file Updated

Please Restart the TFTP and Cisco CallManager services on all nodes 1in
the cluster that run these services

admin:

4. TVS H—ERHN, LW CTL 77 AL OFMET, TOAAEITF YY1 Z2EHLET,

<#root>



17:10:35.825 | debug CertificateCache::TocalCTLCacheMonitor -

CTLFile.tlv has been
nodi fi ed

. Recaching CTL Certificate Cache
17:10:35.826 | debug updatelLocalCTLCache :

Refreshing the local CTL certificate cache

17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::

6B1D357B6841740B078FEE4A1813D5D6
CN=
cucm 1051- a- pub

;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 93
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
744B5199770516E799E91E81D3C8109BCN=CAPF-e41e7d87;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL, length : 91
17:10:35.827 | debug tvs_sql_get_all_CTL_certificate - Unique Key used for Caching ::
6BEBFDCDCD8CA277CB2FD1D183A60E72CN=cucm-1051-a-subl;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL, length : 94

CTL77A4IORBERREITDE, NTUv2 v /—ROFL LV CallManager H—/\
ETIT7AINNBRENTVBRENDAYET,

EII_I;

B

<#root>
admin:

show ct

The checksum value of the CTL file:

ebc649598280a4477bb3e453345¢c8c9d( MD5)

ef5c006b6182cad66197fac6e6530f15d009319d (SHAL)

Length of CTL file: 6113
The CTL File was last modified on Mon Mar 09 17:07:52 CET 2015



CTL Record #:1

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
4 FUNCTION 2

System Adni ni strator Security Token

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=MaTlopolska;C=PL
6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270

8 SIGNATURE 256

9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5
86 EE EO 8B FC (SHA1l Hash HEX)

10 TIPADDRESS 4

This etoken was used to sign the CTL file.

CTL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 1675
2 DNSNAME 16

cucm 1051- a- pub

3 SUBJECTNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

4 FUNCTION 2

COMHTFTP

5 ISSUERNAME 62 CN=cucm-1051-a-pub;0U=TAC;0=Cisco;L=Krakow;
ST=Malopolska;C=PL

6 SERTALNUMBER 16

6B: 1D: 35: 7B: 68: 41: 74: 0B: 07: 8F: EE: 4A: 18: 13: D5: D6

7 PUBLICKEY 270
8 SIGNATURE 256
9 CERTIFICATE 955 5C AF 7D 23 FE 82 DB 87 2B 6F 4D B7 FO 9D D5

86 EE EO 8B FC (SHA1l Hash HEX)



10 TIPADDRESS 4

The CTL file was verified successfully.

. [Unified Serviceability] R— A5, TFTP ¥ —E A& KT Cisco CallManager # —E A% %
TLTWBRIOZAZADINTD/—RT, ChsOY—EANBEBHEIATVET,

AP EFENBEBL. CTL77ALOHFLVUVN—2a3VICBRITBDOICERAE R TVWS A
BAAEZRIALTHLHIC, TVSH—NIZCOAVRXRIKNLET,

<ffroot>

//

In the Phone Consol e Logs we can see a request sent to TVS server to verify
unknown certificate

2782: NOT 17:21:51.794615 SECD: setupSocketToTvsProxy: Connected to TVS proxy server
2783: NOT 17:21:51.796021 SECD: tvsReqFlushTvsCertCache: Sent Request to TVS
proxy, len: 3708

//

In the TVS I ogs on CUCM we can see the request conming froman | P Phone which is
bei ng successfully verified

17:21:51.831 | debug tvsHandleQueryCertReq

17:21:51.832 | debug tvsHandleQueryCertReq : Subject Name is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska

17:21:51.832 | debug tvsHandleQueryCertReq : Issuer Name is: CN=cucm-1051-a-pub;
OU=TAC;0=Cisco;L=Krakow;ST=Malopolska;

17:21:51.832 | debug tvsHandleQueryCertReq : Serial Number is:
6B1D357B6841740B078FEE4A1813D5D6

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Looking up the
certificate cache using Unique MAPco;L=Krakow;ST=Malopolska;C=PL

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - Found entry
{rolecount : 2}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 0}

17:21:51.832 | debug CertificateDBCache::getCertificateInformation - {role : 2}

17:21:51.832 | debug convertX509ToDER -x509cert : 0xf6099df8

17:21:51.832 | debug tvsHandleQueryCertReq: Timer started from

tvsHandleNewPhConnection

//

In the Phone Console Logs we can see reply from TVS server to trust the new
certificate (new CCM Server Certificate which was used to sign the CTL file)

2797: NOT 17:21:52.057442 SECD: clpTvsInit: Client message received on TVS
proxy socket
2798: NOT 17:21:52.058874 SECD: processTvsCIntReq: Success reading the client TVS
request, len : 3708
2799: NOT 17:21:52.059987 SECD: processTvsCIintReq: TVS Certificate cache flush



request received
2800: NOT 17:21:52.062873 SECD: tvsFlushCertCache: Completed TVS Certificate
cache flush request

8. RREBIC, IPERET, CTL77AUANFHFLLUN—32TEHRFREATVD L, E5I1C1E.
FLWCTL 774D MDS FITY IHLNF CUCMDFIY I LE—HTD & ZMHR
TEET,

e 17:33 09/03/15 3001
4 Trust List al=
10=

- 8 ITL File
94 ED 3B A0 C9 5F 2A DO 31

CC 3512215C 70 FA

e,
e
—

Select Security Setting

" Select e
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