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B=

CORFIXNTIE, FREER/ (CA ) BERFEFREBICETE, IPSec ( Internet Protocol
Security ) 27U T, FEFJ—KJI4 (GW) & CUCM ( Cisco Unified Communications
Manager ) B ® Media Gateway Control Protocol ( MGCP ) 9+ U U2 ELKRET D HE
ZHBALET, MGCP ZN L TREE NI ERETDICE,. 2TFVVITOARN)—LAL
Real-time Transport Protocol (RTP ) D AN U —LZ@ERICRBIDHLENF Y ET, BSLE
NERTPARNU—LAZBRETDIFEN K<KHATATVRLHEMTHEIEISICERAZD N ELN
FEAN, EF1T7HERTPANI—=ALILCEK, EF1T7HBEMGCPIFVVINFEENEEA,
MGCP > U+ 1) I 17 THRVWHEEA, RTP AN —LADBES{LF—H VU UT7 TFHARNT
EEENET,

B FRHF



=H
ROEEICHTAABN 6B ENMHERENET,

- EEZETRZEHIZCUCM ICEFEENTVWS MGCP EES—RKNJ I A
AR 7 OF S #EE (CAPF ) ORBEEA Y —EAR, BFLVPBEEET—RICREETNLEIT AR

BB EFIVT A BEEESR—RNTBT — R I IAIZBIT B Cisco 10S® PTX—

. Secure Real-Time Transport Protocol ( SRTP ) AICEREE N EFEH LV MGCP 7*'— K~
IAq

2 Rl D Sk 7
CORFIAYNOERE, KOYTRITTEN—RITITON-VIAVIIETVTLET,

.CUCM ( B—_/—R) : EBEHOEELE (FIPS ) E— RT GGSG (A YO—/NIL #
NXYNYUI—232 Y )—7)8.6.1.20012-14 #1793 CUCM
. SCCP75-9-3-1SR2-1S #2179 % 7975 £
. GW - Cisco 2811 - C2800NM-ADVENTERPRISEK9-M, /Y\—< 3>/15.1(4)M8
. E11SDN ZFEH— K ( VWIC2-2MFT-T1/E1) : 2 R— K RI-48 IILFTILY IR RSV Y
CHORFIXDNDEBERIE, 5|‘-:;:E®77J'i—iﬂh_a7)%>7'/\'(7\h_§'3 WTHERENELE, COR
FAXKRNTERAIZINTOT/NA AR, I (FT7 2N ) REORELSEEBLTVET
o AROZY NT—INFEBEPITHBIBEAILE. ENLSBIATYRIZDVTE, TOEEW
HECODVTHEICERL THBKBENFHYET,

E

ﬂ{!ll

20V AVTHEASTND AN ROFMIC OV TIE, Command Lookup Tool (&
HBI1—HYER)EFRALTLSEET,

XY RMND—UR

CISCOIP PHONE
7975

IS0OMN E1

GV 2811
209,165.201.10 209.165.201.20

CUCM B LV EET —RIJIAETIPSec ZIELKRETDICIE. XOFIEZETLET.
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EBET—RNIJIADOCARE. BLUVEFT—NMNIIAH CABRNFEMHETOER
.CUCM CA BR{IZ IPSec SEBRE DA K

.CUCM T® CA, CUCM, BEFES—KNTIA CAFEHEDAKR—K

.CUCM T® IPsec N> ZILREDRE

EET—RNJIATD IPsec NRILEREDRE

;ﬁiﬁﬁ‘— RIOIATCAZREL, HES—MIVIAAOCARBNEMAREE
3

BYDATYTELT, BET—RMJIA (CiscolOS CA H—/V) IZ Rivest-Shamir-
Addleman (RSA ) F— RT7ZEHTBDRBEN BV ET,

a b wON -

KRK-UC-2x2811-2#crypto key generate rsa general-keys label IOS_CA exportable
Simple Certificate Enrollment Protocol ( SCEP ) IC&k 2 TEITE N EEFENERAET Do,
HTTP 4 —NZ2 A4 Z—7)ILICLET,

KRK-UC-2x2811-2#ip http server

T—RIIAICAY—NZRETZICK. ROFIEZRITIZIBENFHVET,

1.PKIY—NEBERELET, Chik, EEEDFIETF—RTHFIERLEOER—DOEHT
HEIVENBHYNET,
KRK-UC-2x2811-2 (config) #crypto pki server IOS_CA

22.CAH—NOIXRTOTF—ER—A IV NINFREFEENDEMZEELE T,
KRK-UC-2x2811-2 (cs-server) #fcrypto pki server IOS_CA

B.CARITERBRERELET,
KRK-UC-2x2811-2 (cs-server) #issuer-name cn=IO0S

4. FAEAEH —N\ARITIDAAEICEASNBDAAERMIADN (CRL) ZBRA >~
(CDP) Z3EEL. Ciscol0S T CA H—NICH L CAHABEREROBBHNFEZ A X —
TFILICLET,

KRK-UC-2x2811-2 (cs-server) #cdp-url http://209.165.201.10/I0S_CA.crl
KRK-UC-2x2811-2 (cs-server) #grant auto

5.CAH—NEAZ—TILICLET,

KRK-UC-2x2811-2 (cs-server) #no shutdown
R, CAREAEDO RS ARRA U hE, L—RFEAEOO—HNIN MTANRAL Y MZEERKL,
A—AJ) HTTP —/N&Z#E 9 URL ZEHRL E T,

KRK-UC-2x2811-2 (config) #crypto pki trustpoint IOS_CA
KRK-UC-2x2811-2 (ca-trustpoint) #revocation-check crl
KRK-UC-2x2811-2 (ca-trustpoint) #rsakeypair IOS_CA

KRK-UC-2x2811-2 (config) #cxrypto pki trustpoint locall

KRK-UC-2x2811-2 (ca-trustpoint) #enrollment url http://209.165.201.10:80
KRK-UC-2x2811-2 (ca-trustpoint) #serial-number none

KRK-UC-2x2811-2 (ca-trustpoint) #fgdn none

KRK-UC-2x2811-2 (ca-trustpoint) #ip-address none

KRK-UC-2x2811-2 (ca-trustpoint) #subject-name cn=KRK-UC-2x2811-2
KRK-UC-2x2811-2 (ca-trustpoint) #revocation-check none

A=A CALKI>TERENLIL—FOARABZERTSICE, FFTARKRASZ NORFRLIE &
BIBETY,



KRK-UC-2x2811-2 (config) #crypto pki authenticate locall
KRK-UC-2x2811-2 (config) #crypto pki enroll locall

Z0E, L—ROAAESERE N, O—DIICALI > TEEETNET, RADLEHIZIL—FD
AAEZJARNLET,

KRK-UC-2x2811-2#show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=I0S
Subject:
Name: KRK-UC-2x2811-2
cn=KRK-UC-2x2811-2
CRL Distribution Points:
http://10.48.46.251/I0S_CA.crl
Validity Date:
start date: 13:05:01 CET Nov 21 2014
end date: 13:05:01 CET Nov 21 2015
Associated Trustpoints: locall
Storage: nvram:IOS#2.cer

CA Certificate

Status: Available

Certificate Serial Number (hex): 01

Certificate Usage: Signature

Issuer:
cn=I0S

Subject:
cn=I0S

Validity Date:
start date: 12:51:12 CET Nov 21 2014
end date: 12:51:12 CET Nov 20 2017

Associated Trustpoints: locall IOS_CA

Storage: nvram:IOS#1CA.cer

2 ODIIHEN —KXRRENET, BINENRO—HIL CAICE>TEEEhEL—2 (KRK-
UC-2x2811-2 ) MEFAET, €5 1 Dk CASIHETY,

2. CUCM CABR B (T & IPseciEFI M D ER

IPSec N>ZIJIL Y N7 Y 7H® CUCM (& ipsec.pem SEFHE%FEALET, T 77 NTR,
COIIFAERFBECEBRENIAHAET, DATADA VAN —IIEBIZERENET, ChZEZCASE
BNEMRELRBRETBICIE, £, CUCM D OS EEBR—I NS IPSec ADIIHEEZER
(CSR) ZEMT D HENH ) FT, [Cisco Unified OS Administration] > [Security] > [Certificate
Management] > [Generate CSR]Z&RL £ ¥,
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CSRIF., EELERTCUCMASE I O—RL, GW D CAICKHL TERIDIHVEN HY)F
T, TD®HIZ, crypto pki server IOS_CA request pkcs10 terminal base64 XY KZA L,

WEERN\YD1ZWMAD SHYRIIRBBEFHYVET, FEThLEHAEZRRL. JE-L

T. ipsecpem 77 AILELTRETIHEN BV ET,

KRK-UC-2x2811-2#crypto pki server IOS_CA request pkcsl0 terminal base64

PKCS10 request in base64 or pem

% Enter Baseb64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDNjCCAh4CAQAwWgakxCzAJTBgNVBAYTA1BMMQ4wDAYDVQQIEWV]aXNjbzEOMAWG
A1UEBxXMFY21zY28xDjAMBgNVBAOTBWNpPc2NvMQ4wDAYDVQQLEWV]jaXNjbzEPMAQOG
A1UEAXMGQ1VDTUIXMUkwRWYDVQQFEOAINJY20WY5MJgzNWZmZWQ1MDg0YjI5MTU4
Nj cwMDBmMGI2N7 11iY5jdkYWZhNDNmMM2QzOWFhNGOxMzM1ZT11MjUzMIIBIjANBgkq
hkiG9wOBAQEFAAOCAQ8AMI IBCgKCAQEAKfHxvcov4AVFMK+3+dQShiW3s3SzAYBQ19
0JDBiIc4eDRmdrg0v2dkn9UpLUx90H7V00e/8wmHgYwoxFZ5a6B5gRRkc010/ub2
ullQCw+nQ6QiZGAdNhdneONYY4r30dFA4CkrtYAJA4PUSceltWxfiJY5dw/Xhv8cVyg
gVyuxctESemfMhUfvEM203NU9nod7YTEzQzuAadjNcycdblu91vQm50VUNXxODov
e7/01QNUWU3LSEr0aI91C75x3gdRGBe8Pwnk/gWbT5B7pwuwMXTU8+UF]6+1vrQM
Rb47dw22yFmSMObvezl18IVExAYFs50j9A] /rNFIAUQIt+Nt+Q+f38wIDAQABOECwW
RQYJK0ZIhvcNAQkOMTgwN]jANBgNVHSUEIDAeBggrBgEFBQCDAQYIKwYBBQUHAWIG
CCsGAQUFBWMFMASGA1UJdDWQEAwWIDuUDANBgkghkiGO9w0BAQUFAAOCAQEAQDgAR4OL
00Q4z2yggSsICAZ2hQA3Vztp6aOI+0PSyMfihGS//3V3tALEZL2+t0Y5elKsBea72
sieKjpSikXjNaj+SiYlaYy4siVwSEKQD3Ti4Qv115BvuniZXvBiBQuW+SpBLbeNi
xwIgrYELrFywQZBeZOdFgnSKNI9X1isXeb60U9GXux7uwgXwkCXMF/azutbiol4Fgf
qUF00GzkhtEapJA6c5RzaxG/0uDuKY+4z1eSSsXzFhBT1fk3RfJA+I7NalzQBIET
210JdiZnn0HWVr5C5eZ27VnQuNdiC/gn3uUfvNVRZo81iCDg3tRv7dr/n64jdKsHEM
1k6P8gp9993cdw==

quit

% Granted certificate:



MIIDXTCCAsagAwIBAgIBBTANBgkghkiGO9w0BAQQFADAOMQwwCgYDVQQDEWNJIT1Mw
HhcNMTUWMTA4MT IWMTAWWhcNMTYWMTAAMT IwMTAWW ) CBQTELMAKGA1UEBhMCUEwWX
D3 AMBgNVBAGTBWNpc 2NvMQ4wDAYDVQQHEWV aXNjbzEOMAWGALUEChMFY212zY28x
DjAMBgNVBASTBWNpc2NvMQ8wDQYDVQQDEWZDVUNNQJj ExSTBHBgNVBAUTQDU2NJ Y5
Z3kyODM1ZmZ1ZDUwODR1MjkxNTg2NzAWMGYWYjY20WJ iN2RhZmEOM2YzZDM5YWEQ
ZDEzMzV10WUyNTMwggEiMAOGCSgGSIb3DQEBAQUAAL IBDWAWggEKAOIBAQCREEGY
vi/i8WYr7£51BKFbezd LMBgFDX3QKkMGIhzh4NGZ2urRXZ2Sf1SktTH04ftXQ57/z
CYepjCjEVNnlroHmpFGRwW7XT+5va6XVALD6ADpCIkZ02F2d7Q1hjiveh0XgKSulgA
kDg9RJIx7TW1bF+I1313D9eG/xxWCBXK7FyORJI6Z8yFR+8Q0zbTc1T2eh3thMTNDO4B
pP2M1zJIzhviW73W9Cbk5VQ1fE40197v86VAIRZTctISVROj2ULvnHeplEYF7w/CeT+
BZtPkHUNC7AXdANTz5QWPr 6W+tAXFv]t3DbbIWZIw5u97PXwhUTEDIWzk6POCP+s0
Uh1RAi34235D5/fzAgMBAAGjgaowgacwLwYDVROfBCgwJjAkoCKgIIYeaHROcDov
LzEwWLJjQ4LjQ2LjI1IMS9JTINEQOEUY3JsMASGA1UADWQEAWIDUDANBgNVHSUEIDAe
BggrBgEFBQCcDAQYIKwYBBQUHAWIGCCsSGAQUFBWMFMB8GA1UdIwQYMBaAFJSLP5cn
PL8bIP7VSKLtB6Z1s0cOMBOGA1UJADgQWBBR4AM2eTSYELSARBWAMRMbNAT2gppTAN
BgkghkiG9w0BAQQFAAOBgQBUVI+tVS0JgP4z9TgEeuMbVwn00CTKXz/£Cuh6R/50
gg8JhERJGiR/ZHVHRLf+XawhnoE6daPAmE+WkIPtHI ThbMHCbbxG9 f fdyaiNXRWy
58I5XycFlFgYGPpTFBYDIMOLgsw+FIYaT2ZrbOGsx8h6pZoesKgm85RByIUjX4nJK
lg==

3 : Base64 THESLENIAEONETZESILL THEERTSICIE. openssl x509 -in
certificate.crt -text -noout Y>> RZAHL FTF,

5N CUCMIEIBHERANDLS ICEGLEIhET,

Certificate:

Data&colon;

Version: 3 (0x2)

Serial Number: 5 (0x5)

Signature Algorithm: md5WithRSAEncryption
Issuer: CN=IOS

Validity

Not Before: Jan 8 12:01:00 2015 GMT

Not After : Jan 8 12:01:00 2016 GMT

Subject: C=PL, ST=cisco, L=cisco, O=cisco, OU=cisco,
CN=CUCMB1/serialNumber=56669£f92835ffed5084b2915867000£0b669bb7dafad3£3d39aad4dl335e9e253
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:91:fl:fl:bd:ca:2f:e2:£f1:66:2b:ed:fe:75:04:
al:5b:7b:37:4b:30:18:05:0d4:7d:d0:90:c1:88:87:
38:78:34:66:76:ba:b4:57:67:64:9f:d5:29:2d:4c:
7d:38:7e:d5:d0:e7:bf:£3:09:87:29:8c:28:c4:56:
79:6b:a0:79:a29:14:64:70:ed:74:fe:e6:f6:ba:5d:
50:0b:0f:27:43:24:22:64:67:4d:85:d9:de:d0:d6:
18:e2:bd:e8:74:5e:02:92:0b:58:00:90:38:3d:44:
9c:7b:5b:56:¢c5:£8:89:63:97:70:£d:78:6f:f1:c5:
60:81:5c:ae:c5:cb:44:49:e9:9f:32:15:1f:bc:43:
36:d3:73:54:f6:7a:1d:ed:84:cd:cd:0c:ee:01:a7:
63:35:cc:9c:el:bd:6e:£7:5b:d0:9b:93:95:50:d5:
£1:38:3a:2f:7b:bf:ce:95:03:54:59:4d:cb:48:4a:
£f4:68:8f:65:0b:be:71:de:a7:51:18:17:bc:3£:09:
ed:fe:05:9b:4£:90:7b:a7:0b:b0:31:74:d4:£f3:e5:
05:8f:af:a5:be:bd:0c:45:be:3b:77:0d:06:c8:59:
92:30:e6:ef:7b:3d:7c:21:51:31:03:21:6c:e4d:e8:
£fd:02:3f:eb:34:52:1d:51:02:2d:£f8:db:7e:43:e7:
£7:£3

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 CRL Distribution Points:



URI:http://10.48.46.251/I0S_CA.crl

X509v3 Key Usage:

Digital Signature, Key Encipherment, Data Encipherment, Key Agreement
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication,

IPSec End System

X509v3 Authority Key Identifier:
keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:
78:9B:67:93:4B:21:0B:B1:D4:41:5B:83:11:99:B3:5D:4F:6A:A9:A5
Signature Algorithm: md5WithRSAEncryption
6e:54:9f:ad:55:2d:09:a8:fe:33:£5:38:04:7a:e3:1b:57:09:
£f4:40:24:ca:5f:3f:df:0a:e8:7a:47:fe:74:aa:af:09:84:44:
49:1a:24:7£:64:7b:c7:44:b7:fe:5d:ac:21:9e:81:3a:75:a3:
c0:98:4£:96:90:83:ed:1c:82:21:6c:cl:c2:6d:bc:46:£5:£7:
dd:c9:a8:8d:5d:15:02:€6:¢c2:39:5£:27:05:d4:58:18:1a:94:
c5:05:80:£d:33:42:ea:b3:0£:85:21:86:93:d9:9a:db:38:6b:
31:f2:1e:a9:66:87:ac:2a:a9:bc:e5:10:72:21:48:d7:e2:72:
4a:d6

3.CUCMTOCA, CUCM, B8LUEFEET— NI I A(CAGLHEOA > R—b

CUCM IPsec fEBAEF T TIZ pem 77 ANICTIARAR—RENTVET, ROATYTELT
BET—RNUIAFIAEL CASIABICDVWTERILFIEZRTIDHLEN BVET, TOL
&2k, F7 crypto pki export locall pem terminal AX > REFAL TEhS ERKRICKRRL,
BIE®D .pem 77 A IILICIAE—F2RENFHYET,

KRK-UC-2x2811-2 (config) #crypto pki export locall pem terminal
% CA certificate:

MIIB9TCCAV6gAWIBAgIBATANBgkghkiGO9w0BAQQFADAOMQwwCgYDVQQDEWNJIT1Mw
HhcNMTQOXMTIXMTE1IMTEYWhcNMTcxMTIwWMTE1MTEYWj AOMQwwCgYDVQQDEWNJI T1Mw
gZ8wDQYJKoZ IThvcNAQEBBQADGY 0AMIGJIAOGBAK6CA2yxUywtbgBE1kZUsP6eaZVyv
6YfpEbFptytb6ptRApxgjOYI3InEP3wewtmEPNeTJL8+a/W7MDUemm3 t /N1WBO6T2
m9Bp6k0FNOBXMKeDfTSqOKEY 7WELASe /Pbg8M+JIMpeMz 8xnMboYOb66rY8igZFz
k1tRP1IMSEf5r01tnAgMBAAG]YzBhMASGA1UJEWEB/wQFMAMBAf8wDgYDVROPAQH/
BAQDAgGGMB8GA1UdIWQYMBaAFJSLP5cnPL8bIP7VSKLtB6Z1s0cOMBOGA1UADgQW
BBSUiz+XJzy/GyD+1Uii7Q0emdbKHD]ANBgkghkiGIwOBAQQFAAOBGQCUMCLSFV1S
TSS1ExbM9i2D4HOWYhCurhi fgTWLxMMXj0jym24DogZ91aDNG1Vwid/Yv4i40t90
v65WzbapZLll1S65g+d7BCLQypdrwcKkdS0dfTdKEXEsyWLhecRa8mnZckpgKBk8Ir
BfM9K+caXkfhPEPa644UzV9++0OKMKhtDuQ==

% General Purpose Certificate:

MIIB2zCCAUSgAwIBAgIBAJjANBgkahkiGIwOBAQUFADAOMOwwCYYDVQQDEWNIT1Mw
HheNMTQOXMTIXMTIwWNTAXWhcNMTUXMT IXMTIwNTAXW)AaMRgwFgYDVQQDEWILUkst
VUMtMngyODEXLTIwXDANBgkahkiGOwOBAQEFAANLADBIAKEAPGWININAAtKLVMO]
mZVkQFgI8LrHD6zSr1laKgAJhlU+H/mnRQQ5rgitIpekDAPoowSTIRXC5CImMB4AsSpT
VWkYkwIDAQABOAGAMHAWLwWYDVRO fBCgwJIjAkoCKgIIYeaHROcDovLZEWL] Q4L Q2
LjI1IMS9JTINEQOEUY3JsSMASGA1UdDWQEAWIFoDAfBgNVHSMEGDAWGBSUL z+XJzy/
GyD+1U117QemdbKHDjAdBgNVHQ4AEFgQUtAWC61K5nYGgWgKALI TOLM1phfgIwDQYJ
KoZIhvcNAQEFBQADGYEA]Df1H+N3yc3RykCig9B0aAIXWZPmagLFIvIR75zc+f8x
zbSIzoVbBhnUOeuOjlhnIgHyyMjeELjTEh6uQrWUN2E1WlypfmxkljN5gq0t+vEdR
+yepS04pFor9RoD7IWg6e/1hFDEep9hBvzrVwQHCjzeY0rVrPcL1l26k50auMwTs=

% CAREABRADKRS ICEEGILENET,



Certificate:
Data&colon;

Version: 3 (0x2)

Serial Number: 1 (0x1)

Signature Algorithm: md5WithRSAEncryption

Issuer: CN=IOS

Validity
Not Before: Nov 21 11:51:12 2014 GMT
Not After : Nov 20 11:51:12 2017 GMT

Subject: CN=IOS

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:a2e:82:77:6c:01:53:2c:2d:6e:00:44:96:46:54:
b0:fe:9e:69:95:6£:9:87:€9:11:b1:69:b7:2b:7a:
a6:d4:5d:a27:18:23:39:82:37:22:71:0£:df:07:b0:
b6:61:0f:35:e4:c9:2f:cf:9a:fd:6e:cc:0d:47:a6:
9b:7b:7£:36:55:81:3b:a4:£6:9b:d0:69:ea:4d:05:
34:e0:57:30:a7:83:7d:34:aa:38:al:32:ed:67:cb:
01:27:bf:3d:ba:bc:33:e2:4c:a5:e3:16:cf:cc:67:
31:ba:18:39:be:ba:ad:8£:22:81:91:73:93:5b:51:
3e:52:0c:49:fe:6b:3b:5b:67

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
X509v3 Authority Key Identifier:
keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:

94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E
Signature Algorithm: md5WithRSAEncryption
94:30:2d:52:15:59:52:4d:24:b5:13:16:cc:£6:2d:83:e0:73:
96:62:10:ae:ae:18:9f:a9:35:8b:c4:c3:17:8£:48:£2:9b:6e:
03:a2:a6:7d:d5:a0:cd:1b:55:70:88:9f£:d8:bf:88:b8:d2:df:
74:cb:ae:56:cd:b6:a9:64:bd:52:eb:9a:be:77:b0:42:2d:0c:
a%9:76:bc:1c:2a:47:52:d1:d7:d3:74:a7:d7:12:¢cc:96:2e:17:
9c:45:af:26:9d:97:24:26:02:81:93:c2:2b:05:£3:3d:2b:e7:
la:5e:47:el:3c:43:da:eb:8e:14:cd:5f:7e:£8:e2:8c:2a:1b:
43:b9

% RAAZBRAORS ICEEGILENET,

Certificate:
Data&colon;
Version: 3 (0x2)
Serial Number: 2 (0x2)
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=IOS
Validity
Not Before: Nov 21 12:05:01 2014 GMT
Not After : Nov 21 12:05:01 2015 GMT
Subject: CN=KRK-UC-2x2811-2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (512 bit)
Modulus (512 bit):
00:24:65:88:37:59:c0:02:d2:8b:54:c3:23:99:95:
64:40:58:08:f0:ba:c7:0f:ac:d2:ae:56:8a:80:02:



61:95:4f:87:fe:69:d1:41:0e:6b:aa:2b:48:a5:e9:
03:74:fa:28:¢c1:24:£d:47:10:09:08:99:81:e2:ca:
53:55:69:18:93
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 CRL Distribution Points:
URI:http://10.48.46.251/I0S_CA.crl

X509v3 Key Usage:
Digital Signature, Key Encipherment

X509v3 Authority Key Identifier:
keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:

B4:05:9C:EB:52:B9:9D:81:A0:5A:A2:80:88:83:8B:32:5A:61:7E:A2
Signature Algorithm: shalWithRSAEncryption
8c:37:e5:1f:e3:77:c9:cd:dl:ca:40:a22:83:d0:74:68:02:17:
59:93:e6:6a:a2:c5:f6:ff:51:ef:9c:dc:£9:££:31:cd:b4:88:
ce:85:5p:06:19:d4:39:eb:8e:8£:58:67:22:01:£f2:c8:c8:de:
10:b8:d3:12:1e:ae:42:05:94:37:61:25:5b:5c:a9:7e:6c:64:
d6:33:79:ab:4b:7e:bd:£7:51:fb:27:a9:4b:4e:29:16:8a:£fd:
46:80:fb:21:68:3a:7b:fd:61:14:31:1e:a7:d8:41:bf:3a:d5:
cl:01:c2:8£:37:98:d2:b5:6b:3d:c2:e5:db:a9%9:39:al:ab:8c:
cl:3b

pem 774IELT NS ZRFLER, CUCMICA VR—NTEIHXEN BV ET, [Cisco
Unified OS Administration] > [Security] > [Certificate management] > [Upload
Certificate/Certificate] M JEIZIEIRL £ 9,

. CUCMEEEAE % IPsec &L T
- BET—RNDUIAFIBAE%Z IPsec-trust &L T
.CAGIFHE % IPsectrust EL T

Showy + Sclings: + Secoriy v Softere Upgrocies = Sorviees + Help =

Cartificate List

ol : &5 ; — B 1 : I .
\_@9 Ganarsle Haw '-é] Ul Carlilicabeetificals chan LE" Drwenboeand CTL *-ig Ganarsle CER Lﬂ Durernbend C5F

Certificate List

Find Certificate List where  File Mame - hogns with - Find H Cle:ar Filter |

P

& Uplosd Certificate/Certificate chain - Mozills Firefox = E=E =

anarate Haw “ Upload Sertificals/Cartificate chain ] B hps VL0 A8 A6, 23183 Crnplalforrry cert ek U pl oad d o

Upload Certificate fCertificate chain

5.% Upies Fi [ Sg cioe:

- Status

@ Status: Meady

~Upload Certficate fCertificate chain

Carificate Rame* ipssc-trasl =
Jascripton
Jpload File KRK-UC-2x2H11-E cisce. com.pem

-[ Upload Fila | Chose

@ b ndiales regdirad e




4. CUCMT®IPsech > XILERE

KIZ, CUCM EBES—RNIJIAEDOBIC IPSec M XRIILERELET, CUCM D IPsec k>
ZILE’REE, Cisco Unified OS OEE Web R— ( https://<cucm_ip_address>/cmplatform ) T
ThbNhFETF, [Security] > [IPSEC Configuration] > [Add new IPsec policy] ®JIEIZIZIRL £,

—OPITIE. Tvgipsecpolicys EVWSBRIORI D —AEREh, FEAEICE SV TRIANRE
ThTVET, REBBEREZEIXNTALTEIHBEN HVET, chsOERE. EFT—KVI
A1DOFBREICHSBLTVBRRENF HVY KT,

-Status

@ Sktatus: Ready

-The system is in FIPS Mode

=IPSEC Policy Details

. * :
Palicy Group Narme voipsecpalicy

Palicy Name™ voipsec

authentication Method™  Cartificate -
Paer Type® Cifferent M
Certficate Name KRK-US-2x2811-2.pemn

Destunation Address®  2pa0 155.701.20

Destination Port* BN

Source Address™ 209,165,201.10

Source Port® AN

Mode* Transport -
Remote Port™ 500

Protocol® ANY -
Encryption Algonthm™®  aFs 178 -
Hash Algorithm™* SHAL -
EZP .ﬂln;u:nrrtl'm" LES 128 -

“Phase 1 DH Group
Phase One Lifz Tima® GO0

Phase One DH* o -

Phase Z DH Group
Phase Twa Life Time* 3500

Phase Two DH¥* o -

=IPSEC Policy Configuration

¥ Enable Falicy



X :EFFTS—RNJIADAAER % [Certificate Name] 7 1 — )L RTEET 2 HXEN HVY F
ER

5FS—NUIADIPsech>XIEKE

COPITRE, A2F42 IXNEZEALT, BET— KRNI I/ LOREIBIREZRLTVE
EE

crypto isakmp policy 1 (defines an IKE policy and enters the config-iskmp mode)
encr aes (defines the encryption)

group 2 (defines 1024-bit Diffie-Hellman)

lifetime 57600 (isakmp security association lifetime value)
crypto isakmp identity dn (defines DN as the ISAKMP identity)
crypto isakmp keepalive 10 (enable sending dead peer detection (DPD)

keepalive messages to the peer)
crypto isakmp aggressive-mode disable (to block all security association
and ISAKMP aggressive mode requests)

crypto ipsec transform-set cm3 esp-aes esp-sha-hmac (set of a combination of
security protocols
and algorithms that are
acceptable for use)

mode transport

crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsulation

1
crypto map cm3 1 ipsec-isakmp (selects data flows that need security
processing, defines the policy for these flows
and the crypto peer that traffic needs to go to)

set peer 209.165.201.10

set security-association lifetime seconds 28800

set transform-set cm3

match address 130

interface FastEthernet0/0

ip address 209.165.201.20 255.255.255.224

duplex auto

speed auto

crypto map cm3 (enables creypto map on the interface)

access-list 130 permit ip host 209.165.201.20 host 209.165.201.10

ST, RENERICHELTVINESHERELET,

CUCM fll® IPsec M X AT—RADTER

CUCM @ IPsec M RIDAT—RAZRERRICTHERT S5 EE. [0S Administration] R—=
IZBE L. [Services] > [Ping] DIEICBEIL T, ping F7/>a>ZERATHETT, [Validate
IPSec] FIYIRY DANFAVICBE2>TVBDCEZHRELET, HA, CCTEETIATVWSIP
FRLAFT—KRIJIADIPFTRLATT,



Ping Configuration

—Ping Settings

Hostname or IP Address® 209,165.201.20

Ping Interval® 1.0
Packet Size® 55
Ping Iterations 1
[¥] validate IPSec

—Ping Results

Yalidate IPSec Policy: 209,165.201.10[any] 209.165.201.20[any] Protocol: any
Successfully validated IPSec connection to 209,165.201.20
L}

(e

3 : CUCM T ping #EEZFEAL T IPsec MR ZHRILT D FEIC DOV T, RO Cisco
Bug ID Z28BL T IE&E L\,

- Cisco Bug ID_.CSCu053813 : ESP (tF 1 UT 4 RAO—ROAT LI ) NT Y hHIE
EEh% & &, Validate IPSec Ping ZE1TL RS ZHICES

- Cisco Bug ID_CSCud20328 : Validate IPSec Policy T FIPS E—R®DFE2 LTS — XVt
—HNRTEND

EES—NIDIA4AD IPsec N>R AT—RADOTER

EYRTYTHELKRITENDHDNESHZERTSICEE, WMADL A ¥ (Internet Security
Association and Key Management Protoco ( ISAKMP ) 8 & T IPsec ) OtF1UF4 FYT T
—> 32 (SA)FELLKERENTVR L ZBAITDIHEN BV ET,

ISAKMP @) SA A"EEh, ELLKBMETZ L E2BETSICIE. ¥'— N I 1T show crypto
isakmpsa N RZADLET,


https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCud20328
https://tools.cisco.com/bugsearch/bug/CSCud20328
https://tools.cisco.com/bugsearch/bug/CSCud20328

KRK-UC-2x2811-2#show crypto isakmp sa

IPv4d Crypto ISAKMP SA

dst src state conn-id status

209.165.201.20 209.165.201.10 QM_IDLE 1539 ACTIVE

IPv6 Crypto ISAKMP SA

X SA QEYIBEAT—RAR "TACTIVE: $&T "QM_IDLE, T,

2EFBDEIE, IPSec M SATY, TMAT—R AW, show crypto ipsec sa IV RTCHRFETE
7,

KRK-UC-2x2811-2#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: cm3, local addr 209.165.201.20

protected vrf: (none)

local ident (addr/mask/prot/port): (209.165.201.20/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (209.165.201.10/255.255.255.255/0/0)
current_peer 209.165.201.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 769862, #pkts encrypt: 769862, #pkts digest: 769862
#pkts decaps: 769154, #pkts decrypt: 769154, #pkts verify: 769154
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 211693, #recv errors 0

local crypto endpt.: 209.165.201.20, remote crypto endpt.: 209.165.201.10
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0

current outbound spi: O0xA9FASFAC (2851757996)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x9395627(154752551)

transform: esp-aes esp-sha-hmac ,

in use settings ={Transport, }

conn id: 3287, flow_id: NETGX:1287, sibling_flags 80000006, crypto map: cm3
sa timing: remaining key lifetime (k/sec): (4581704/22422)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxA9FASLFAC(2851757996)

transform: esp-aes esp-sha-hmac ,

in use settings ={Transport, }

conn id: 3288, flow_id: NETGX:1288, sibling_flags 80000006, crypto map: cm3
sa timing: remaining key lifetime (k/sec): (4581684/22422)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:



outbound pcp sas:
KRK-UC-2x2811-2#

EAVNIDVREBLTETIMNTYROEFIVTA RUD— A2 FYTA(SPl) &
v AT—ZRAN TACTIVE) ORICERTRIBENF HVET, £, W7 EIMEBE RO AT
TIIMLBEBRENTZNT Y M, BROCBESUBITESHKENLZNTY M EE. P RILE

HMORZ 74V OFERENDCICTEMLET,

RE&IC, MGCP T'— R I A A BEEHDRETHV), TFTP
AV O—REhZZ & =R

KRK-UC-2x2811-2#show ccm-manager
KRK-UC-2x2811-2.cisco.com
Priority Status Host

MGCP Domain Name:

Primary Registered 209.165.201.10
First Backup None
Second Backup None

10.48.46.231
2428

Current active Call Manager:
Backhaul/Redundant link port:
Failover Interval: 30 seconds
15 seconds
09:33:10 CET Mar 24 2015 (elapsed time:

09:33:10 CET Mar 24 2015

Keepalive Interval:
00
(elapsed time:

Last keepalive sent:
Last MGCP traffic time:
Last failover time: None
Last switchback time: None

Switchback mode: Graceful

MGCP Fallback mode: Not Selected
Last MGCP Fallback start time: None
Last MGCP Fallback end time: None
MGCP Download Tones: Disabled
TFTP retry count to shut Ports: 2
Backhaul Link info:

Link Protocol: TCP

Remote Port Number: 2428

Remote IP Address: 209.165.201.10
Current Link State: OPEN
Statistics:

Packets recvd: 0

Recv failures: 0

Packets xmitted: 0

Xmit failures: 0

PRI Ports being backhauled:
Slot 0, VIC 1, port O

FAX mode: disable
Configuration Error History:

KRK-UC-2x2811-2#

KRK-UC-2x2811-2#show ccm-manager config-download
Configuration Error History:
KRK-UC-2x2811-2#

NZ7ILZ31—b

C T,

=S

ax &
LET, chik, XOON ROE D THEEBTEET,

A"CUCM A SR EHE

:00:01)
00:00:01)

BREONS TN 21—FT4 T IERATE3EHRERLET,



CUCM ll® IPsec R ZILOKNZ TN 2—F 12T

CUCMIICD VW T, IPSec DR T LERICEISIEAMY—EARFHYEFHA, CUCM F, 7
RL=F AT AT ALICHKZIAENTVS Red Hat IPsec Y —=ILONY 5= FERLE T,
Red Hat Linux TE)fEL . IPSec #E#iZH& T35 T —F Ik, OpenSwan T,

CUCM £ T IPsec RU—ZBMELIFEMICT S U ([0S Administration] > [Security] >
[IPSEC Configuration] ) , Openswan F—EABEEBL T, cOFEHE Linux Xy +£=—> 0O
JTHRIETEET, BEFBFIADITTRENET,

Nov 16 13:50:17 cucmipsec daemon 3 ipsec_setup: Stopping Openswan IPsec...
Nov 16 13:50:25 cucmipsec daemon 3 ipsec_setup: ...Openswan IPsec stopped
(...)

Nov 16 13:50:26 cucmipsec daemon 3 ipsec_setup: Starting Openswan IPsec
U2.6.21/K2.6.18-348.4.1.el5PAE. ..

Nov 16 13:50:32 cucmipsec daemon 3 ipsec_setup: ...Openswan IPsec started

CUCM O IPSec #E#ICEBEN BB UIC, Openswan A" BB T2 L ZHRIBDLEHIC, Xyt
—2O70KREBEOIV KN ZHEBIDIHBENH ) FT (file list activelog syslog/messages* A<
VREAD ). Openswan T —4 L TEMELBEBENDBES. IPsec i REZNT IS 21—
T4 TEET, Openswan @ IPsec N FIOEY N7 Y TICETEF—E K Pluto T
o Pluto ®O%' &, RedHat DAJ ZRE TS EMTRABRENTHY) . file get activelog
syslog/secure* Y > KA, RTMT:Security Logs ZfEA L TYRETE X T,

X RTMT Z2FEALTOJZ2RNETHHEDOFHFMIC OVWTIE, TRTMT documentationas (=
SN TVET,

cNsOOJICESVTEENDRRERZHEITACEITREETTA. IPSecld CUCMDIL—KAH S
TIOZANTIOARA 2R — (TAC) TESICKRAETEET, L—KHS CUCMICZT D
TALEE, ROOX REFEAL T, IPsec DAT—RAICETRERB IO 2HETE
9,

ipsec verify (used to identify the status of Pluto daemon and IPSec)
ipsec auto --status
ipsec auto --listall

£, L—bH S Red Hat @ sosreport ZEK TR EETEET, cOLR—BNIZEK, FXRL
—TAVI VATALALRILOBEONZ N> 1—FT 14> TRedHat Y R— NI RBEET S
TRXTOBEBIEENET,

sosreport -batch - output file will be available in /tmp folder

EES—NIIAl0 IPsec RRIDRNZ TN 21—F 12T

COYARAS, XD debug AN REZBMICL =&, IPSec AR Y RTYTOITNTO
7I—X2RNTTN21—F12ITEET,

debug crypto ipsec
debug crypto isakmp

X :IPSec O RTINS 1—F14VTJFIEOFHME., TIPSecOhZTINa—F4>2Y



/content/en/us/td/docs/voice_ip_comm/cucm/service/10_0_1/rtmt/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100_chapter_01000.html#d112235e441a1635
//www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html

- debug XV ROFHBEFERHL ICRBENTVWET,

XD debug IN> REFEAL T, MGCP 7'— KNIV IA DEBEZE RS TIN1—T 1V TTEE
EE

debug ccm-manager config download all
debug ccm-manager backhaul events
debug ccm-manager backhaul packets
debug ccm-manager errors

debug ccm-manager events

debug mgcp packet

debug mgcp events

debug mgcp errors

debug mgcp state

debug isdn g931


//www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/c/ja_jp/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
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