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il | Cisco Unified Operating System Administration
cisco T

For Cisco Unified Communications Solutions

Show -

Settings - Software Upgrades + Services = Help -

| Upload Certificate/Certificate chain - Mozilla Firefe

@ https://10.106.122 173/ cmplatform/ certificateUpload.do

Upload Certificate/Certificate chain
E% Upload [g Close

- Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

- Upload Certificatef Certificate chain

Certificate Purpose* CallManager-trust

Description(friendly name)

Upload File AMEER-CA.cer

[ Upload ] [ Close ]
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Systern «  Call Routing = Media Resources = Adwvanced Features = Device = Application = User Manac

Service Parameter Configuration

LE Save Set to Default

—Status

® Status: Ready

- Select Server and Service

*

sServer 10.106.122.173--CUCM Voice/Video [Active) -

Cisco Certificate Authority Proxy Function (Active) -

All parameters apply only to the current server except parameters that are in the cluster-wide group(=

*

Service

— Cisco Certificate Authority Proxy Function {Active) Parameters on server 10.106.122.173--

Parametar Name Parameter Valua
Certificate Issuer to Endpoint * Offline CA
Duration Of Certificate Walidity 5

Key Size * 1024

Maximum Allowable Time For Key Generation * 20

Maximum Allowable Atternpts for Kev Generation * 3
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- Protocol Specific Information

Packet Capture Mode® MNone
Packet Capture Duration 0
BLF Presence Group™® Standard Presence group
I Device Security Profile™ Cisco 7962 - Standard SCCP - Secure Profile

SUBSCRIBE Calling Search Space = MNone =

"l Unattended Port
] Require DTMF Reception
[ rFc2833 Disabled

- Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Install/Upgrade -

Authentication Mode * By Null String -
Authentication String

Generate String
Key Size (Bits)* 2048 -
Operation Completes By 2015 |1 24 12 (YYYY:MM:DD:HH)

Il:ertifin:ate Operation Status: Operation Pending
Mote: Security Profile Contains Addition CAPF Settings.

BT, EF#otF1UT4 707740 (7962 TN ) ZRLET,



Phone Security Profile Configuration

B Save x Delete Copy % Reset a/,_? Apply Config ED] Add New

— Phone Security Profile Information

i/| Product Type: Cisco 7962
/| Dewvice Protocol: SCCP
Name* Cizco 7962 - Standard SCCP - Secure Profile
: Description Cisco 7962 - Standard SCCP - Secure Profile
I Device Security Mode  authenticated i

| Clrrre Encrypted Config

Phone Security Profile CAPF Information
Authentication Mode™ By Existing Certificate (precedence to LSC) -

Key Size (Bits)* 1024 -

Note: These fields are related to the CAPF Information settings on the Phone Cnnﬁura'
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File  Action Miew Help

&= BDE DR 2 E

@ Cettification Authority (Localy Request ID | Requester Mame | Binary Certificate | | Serial Numl_l
=- @ AMEER-CA Edao DATA-SRVZESIA,.,  -—--- BEGIM CERTL...  1lcd7edsC
= (] Revoked Certificates &)= DATA-SRYZZSIA... - BEGIN CERTL..  11cF86c700
IE Issued Certificates | Elsz DATA-SRYZ25\A... - BEGIM CERTL...  11d088dsc
""" Pending Requests Els3 DATA-SRYZ25\A... -—-BEGIN CERTL..  11aF7Sch0
""" (] Falled Requests =4 DATA-SRYZZSIA,.,  -——BEGIN CERTL..  11af@3490
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Certificate 7] I

..................... .

| Details | Certification Path |

'.'.e-..-».g'ﬂ-..
! =-1 Certificate Information

This certificate is intended for the following purpose(s):
# All application policies

Issued to: SEF1C17D341FDZ21

Issued by: AMEER-CA

Yalid From 1/22/2015 bto 1/22/2016

Issuer Statement |

o |

8. [Certificate Export Wizard] T, [DER encoded binary X.509 (.CER)] Zi#IiRL £ 9,
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Elversion 3
E‘:endnunh:f 12 22 EF 26 DO 00 0000 00 24
%ﬂgﬂ:.n: akgarithm shalREh ™ Base-6d encoded 508 { CER)
=] Issuer AMEER-CA
F Messags arclard - PECS #7 P
| Elvaid bram Thursday, Jaruary 22, 2015 2. Srmtagraphic juasd e
E'I'di’j La Frij&:.', Taruary 22, 2016 2:51... |- Incud= gl pe=tieses i be cerdbostion pety F possbls
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apl.lhll: ey RIA (2043 BRs) j I i ud= el e=tifieaces iy Be cardfoation petT F passhi=

T Ensble shror o prateckio (repui-es IES0, M7 2.0 5P4 ar sbones)
T Celsts Lhe mrivete ey it the expoet s successiul

< Back Pt = fanced |

-BEGIN CERTI... L22avesit

Echt Praperties II Copy ko Fike. . I

o ]

9. 77ANICEBUEBIZNTET. COFITIE., <MAC>.cer EXEFRALET,

Certificate Export YWizard

File to Export
Specify the name of the file vou want ko export

File narme:
TalCA\RameshCUCM LABPhoneCSRACER\SEP1C170341FD21 .EEFl Browse, ..

10. LEOFEZ AL T, [Issued Certificate] 202 I3V ICRRENTWVWB MO EFFEEOFEA
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E:—_;l Certificate Information [Ewtersion ¥a
Eiﬂ.ﬂlnm 12 96 ad 39 4c 29 97 ofl 45 (5.
This certificste is inbended for the followeng purpoas(s): Elagatae dgorktm shalfsa
sl igaance policks Fiser AMEER-CA,
= Al gpphcation pulies [l wskd From Tussdsry, Mary 0, 2009 8:55: .
3 Euﬂtu Mondery, Hay 07, 2018 %:02:4.,
Subjact AMEER:-C 8
I seilalil | Elrubic hey RSA (2048 EXs) =l

Isswed bo:  AMEER-Ch \vplographe Frovide:

Isswed by AMEER-CA

Valid froen 5(7/2013 o 5/7j2018

5
EdEPropertips, .. jl Copy bo Fe. .. I
I55 er S atement m
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1. BRBORER—JIIBBLET,

2. [CAPF] + 02 32T, [Certificate Operation Status] = [Upgrade Success] & F&xREh TV
BDEzBRELET,

- Certification Authority Proxy Function (CAPF) Information

Certificate Operation® Mo Pending Operation -

Authentication Mode * By Existing Certificate (precedence to LSC)
Authentication String

Generate String
Key Size (Bits)* 1024
Operation Completes By 2015 |[1 24 |12 | (¥Y¥YY:MM:DD:HH)

Certificate Operation Statu&l Upgrade Success I
Mote: Security Profile Contains Addition CAPF Settings.
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