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-ADFS/N\—>3 2> 20
- Microsoft Internet Explorer 10
.CUCM /N\—>3210.5
. Cisco Unified Presence H—/\ /N\—>3 2 10.5
- UCXN /N—23210.5
- Cisco Prime Collaboration Provisioning 10.5

KEOERE. BEODTFARRILHDTFNAALETVTERENLZENDTT, CORFIXY
RTEATZINTOTNARAR, A (F7FILD ) REOREHASEFBHLTVERT, HEH
DY NIT—UTHEZITSHE, DNV RORKEII DV THHICERLESATHEEL TLKE
=V,

RLIE
ADFS /f\—3> 20D 7O/SM 4 (1dP ) A& F—Z DL O—K

dP X2 F7F—RZ2H DV O—RTBIZE., T30 TROVIIZTIORALET,
https://<FQDN of ADFS>/FederationMetadata/2007-06/FederationMetadata.xml.

Collaboration #—/Y (SP ) X&F—&2OA > O—R
CUCM IM and Presence Service

Web 72OH#%BE, BEEELLTCUCMIZOY 1> LT, [System] > [SAML Single Sign] (=
BEILEXT,

Unity Connection

Web 7504 %#BE, BEEELLTUCXNIZOY 1> L, [System Settings] > [SAML Single
Sign On] IZBEILE T,

Cisco Prime Collaboration Provisioning

Web 725 JH#&B&, globaladmin & L T Prime Collaboration Assurance IcO%' 14> L,
[Administration] > [System Setup] > [Single Sign On] ICB&L £9,

LA AEFRE L TO CUCM D&

1.AD FS r—/XicO%7 14 > L. Microsoft Windows @ [Programs] X_1—#H»5 AD FS /\—2
3220zZEHLET,

2. [Add Relying Party Trust] 22U Y L&Y,
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i Add Relying Party Trust Wizard

Welcome

Steps:
@ Welcome
@ Select Data Source

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Frish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD F5 configuration database. Relying parbes
consume claims in security tokens that are issued by this Federation Service to make authertication and
The refying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.

cPevicrs |[ st | cancel | Heb

4. [Import data about the relying party from a file] 7 7°> 3> &i&RL. CUCM A5 D> 0O—
R U #= SPMetadata_CUCM.xml metadata 7 7 1 JLZ#IRL T, [Next] ZO U Y ILET,




Wi Add Relying Party Trust Wizard _

Select Data Source

Stepa
@ Welcome

@ Select Data Source

@ Choose lssuance
Authorization Rules

@ Ready to Add Trust
@ Firish

Select an option that this wizard will use to obtain data sbout this refying party:

™ Import data about the relying party published online or on a local networdk

Use this option to import the necessany data and certficates from a relying party organization that
publishes its federation metadata online or on a local network.

Federation metadaia address fhost name or URL):

Example: fs contoso com ar hitps /Awww comtoso coms/app

¥ Import data about the relying party from a file

Lize thiz option to import the necessany data and certficates from a rehing party organization that has
exported is federation metadaia to a file. Ensure that this file is from a tusted source.  This wizand will
not validate the source of the file.

Federation metadata file location:

N sers \Adminstratort Desktopt oPMetadata CLUCM xml Browse |

" Enter data about the relying party manually
Lse this option to manually input the necessany data about this relying party organization,

<Previous || Net> | Cancel Help

5. [Display name] Z AL, [Next) Z0UY OLET,




¥ Add Relying Party Trust Wizard

Specify Display Name

@ Welcome
@ Select Data Source

@ Readyto Add Trust
@ Finish

6. [Permit all users to access this relying party] Zi&iRL. [Nextt 20U Y I L&E T,



¥z Add Relying Party Trust Wizard x|
Choose Issuance Authornization Rules
Stepe lszuance authonzation rules determine whether a user is pemmitted to receive claims for the relving party.
@ Welcome Choose ane of the following options for the intial behavior of this relying party’s issuance authorization
rules.
@ Select Data Source

@ Specfy Display Name i Permit all users to accesa this relying party

The issuance authorization rules will be configured to parmit all users to access this relying party. The

Gﬂm. II'lml'Hl relying party service or application may still dery the user access.
@ Ready o Add Trust " Deny all users access to this relying party
@ Firesh The issuance authorization rules will be configured to deny all users access to this refying party . You must

later add issuance authonzaton rules to enable ary wsers to access this relving party.

fou can change the issuance authorzation nies for this relying party trust by selecting the relying party
trust and clicking Edit Claim Rules in the Actions pane.

<Previoss || Net> | Cancel | Hep |

7. [Open the Edit Claim Rules dialog for the relying party trust when the wizard closes] Z#iR L
. [Close] 20 )Y OLET,



%3 Add Relying Party Trust Wizard

8.[AddRule] 7 U Y 2 L&Y,



¥ Edit Claim Rules for CUCM I ] B

lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.
Order | Rule Name lzzued Claims
Add Rule. .. Edit Rule. . | Remowve Rule... |
ok | Camcel | opy Help

9. 77 # )L N @™ [Claim rule template] A" [Send LDAP Attributes as Claims] IZf8EE N IZIREET
[Next] 91Uy 9 LET,



¥z Add Transform Claim Rule Wizard x|

Select Rule Template

Shene Select the template for the ciaim nie that you want to create from the following ist. The descsipiion
@ Choose Rule Type provides details about each claim ruls template.
@ Configure Claim Rule (Claim rule template:
| Send LDAP Attributes as Claims =]
Claim rule template description:

Using the Sand LDAP Atribuie as Claims nule template you can select attributes from an LDAP atiribute
store such as Active Directory to send a5 claims 10 the relying party. Multiple astributes may be sert as
multiple claims from a single rule wsing this rule type. For example, you can use this nue template to
create a nule that wil extract attribute values for suthenticated users from the displayName and
telephone Mumber Active Direclory attibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send all of the user's group memberships. Fyou want to only send
individua group memberships, use the Send Group Membership as a Claim rule template.

Tl me more about this nile template..,

¢ Freviaus | M > I Cancel | Help I

10. [Configure Rule] BIE ® [Claim rule name] ICER#HRAEZ % AL, [Attribute store] &L T
[Active Directory] ZiEiR L T, [LDAP Attribute] & & T [Outgoing Claim Type] Z XD 1 X
—JIERTRIICHREL &, [Finish 22V Y I L&ET,

y:

- Lightweight Directory Access Protocol ( LDAP ) Bk, CUCM Lo F« LU NV EHE
HE—HLTVWERGNERYEE A,

- Tuidy B/ MNXFTHBIRBENFHYET,



Wi Add Transform Claim Rule Wizard i x|

Configure Rule

epe You can corfigure this nie to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Ruile Type which to extract LDAP atiributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the e .
@ Corfigure Claim Fule
Claim nule name:
[Name ID

Rule template: Send LOAP Atiributes as Claims

Aitrbute store;
| Active Directory |
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute | Claim Type
3 SAM-Accourt-Name | e EII
* ~ -]

<Previews || Fsh |  Cancd | Hep |

11.[Add Rule] 22 ') ¥ Z L., [Claim rule template] & L T [Send Claims Using a Custom Rule]
ZBIRLTHS [Next] 22UV OLET,



¥ Edit Claim Rules for CUCM =) =

lssuance Transform Rules | Issuance Authorization Rules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Drder‘ Rule Mame ‘ lzzued Claims |

AddRue. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




%2 Add Transform Claim Rule Wizard X =
Select Rule Template

Steps Select the tempiate for the claim ne that you want to create from the folowing ist. The description
@ Choose Rule Type provides detals about each claim nule termplate.
@ Configure Claim Rule Claim nule template:

Send Claims Using a Custom Rule

Claim rule template descrption:

Using a custom rule, you can create rules that can't be created with a rule template. Custom ules are
writen inthe AD F5 2.0 claim rule language. Capabilities that require custom rules include:

* Sending claims from a SOL attibute stone

* Sending claims from an LOAP atiribute store using a custom LOAP fiter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

* Sending claima only whan an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating clams far use only in later nules

Tell me mare about this rule template...

< Frevious || Neo = I Cancel | Help |

12. [Claim rule name] ICERFAZDBEZ AL L. [Customrule] D FICERITSNhTWD AR

— AT RY VAZAE—LE T,

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c¢.Originallssuer, Value = c.Value, ValueType =
c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
"] = "<FQDN of CUCM>");

(F: chsoflrsoTFANZIE— T RR=ANTIHEES, 7—R 70>
JYT7RNIITH UNICODE /N—23 D ASCHEIBARFE (4 )RDYICTBZEITEE
LTTEW( ") )o UNICODEN—23aUIC&kWKkETBDIL—LIIL—ILEB|ERT
LET, )



5 Add Transform dlim Rule Wizard

Configure Rule

Steps
@ Choose RAule Type
@ Configure COaim Rule

You can configune 3 custom claim rule, such as a rule that reguires muliiple iIncoming daims or that edracts
claims from a SOL atiribute store. To configure a custom rule, type one or more optional condtions and an
igsuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

|Cal Manager Claim Fuie

Rule template: Send Oaims Using a Custom Rule
Custom rule:

“hucp:ffanhenﬂa.micrnaufu.cnmﬁwafznGEIDEI1dentityfcla1mﬂfwindnwﬂaccnu‘:J
ntname™]=%* izsue (Iype =

“htep://achemas. ¥xml 30ap.org/wa,/2005/05/1dencity/claima/nameidentifier
"; Igguer = c.lgguer, Originallssuer = c.0riginallssuer, Value =
z.Valoe, ValuseType = c.ValueIype, Properties
["http://schemas.umlsoap.org/wa/2005/05/identity/clainproperties/fom
AL"] = Turn:oasis:names:to:SAML:Z.0:nameid-FormAt:cransient”,
Properties

["hetp://schemas . xmlssan. org wa,/2005/05/identity/claisproperties/name
qualifier®] = "htcp:///ADF51.CISCOLIVE.COM/com/adfs/services/trust™,
FPropertiea

["http://3chemas.xmlsoap. org/wa/2005/05/identicy/claimproperties/apna

mequalifier™] = "COMM.CISCOLIVE.COM™):

More about the claim rule [snguage...

<Previous |[ Fnsh |  Cancel Helo

;i.

-ZOHITIE, CUCM $ KT ADFS T8 R X 4> & (FQDN ) A" ZRIRKD CUCM

BRIV ADFS TEHADETATVR 8, CHEADORRICEDETEEITZIMENHYE

ER

- CUCM/ADFS ® FQDN B AN ZF/INIXFOXBIABY . XEZTF—2 T7AILE—HLT
W ThiEZYEH A

13. [Finishl 22Uy L&Y,

14. [Apply] DIRIC [OK] BZ U Y HLET,

15. Servicesmsc 5 ADFS/N\—> 3> 20 H—ERAZBR2EBLET,

A AEFSEE L TOH CUCM IM and Presence MiEN

1. ERERAEFEELELTO CUCM DEMTHAENTVBATY T 125 11 2#V)RL
TS, ATV T 2ICH#KET,

2. [Claim rule name] ICERBRAZDEZF ZA AL, [Customrule] D FIZEERTFSNhTVSE AN
—AICUATOIURYORZIE—LE T,



c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>

= "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",

Issuer
= c.Issuer, Originallssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"”
] = "<FQDN of IMP>");

issue (Type

¥ Add Transform Claim Rule Wizard X
Configure Rule
Stope *fou can configure @ custom claim ruke, such as a nule that requires multiple incoming claims or that exdracts
@ Choose Fule Type claims from a 50L atfribute store. To corfigure a custom ruke, type one or more optional conditions and an
issuance statement using the AD F5 2 0 claim rule language .
@ Configure Claim Rule
Claim nue name

|Custom Rule for IMP

Rule template: Send Claims Uising a Custom Rule
Custom nule

"http://achemas.microsoft.com/wa,/2008/06/identity/claims/windowsaccou EI
ntname"]=» iasue (Iype =
"http://achemas.xmlscap.org/wa,/2005/05/identity/claims/nameidentifier
*, Iasuer = c.Ilzsuer, Originallssuer = c.0riginal Tasuer, Value =
c.Value, Valuelype = c.Valuelype, Properties

["hrttp://schemas . Xml Soap. org,/ Wwa,/2005/05/ identity/claimpropercies/ form
at™] = "urn:casis:names:tc:SAML:2.0:nameid-format:trangient”,
Froperties
["http://achemas.xml3cap.org,/wa/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADF51l.ciscolive.com/comn/adfa/servicea/trust”™,
Properties

["http://achemas.xmlacap.org,/wa/2005/05/identity/claimproperties/apna
mequalifier™] = "IMP.ciscolive.com™); =

More about the claim nie language...

<Previous |[ Fnisn |  Cancel | o Hen |

COHITIE, IMand Presence & & UF AD FS FQDN A" Z7RIRE® IM and Presence & & T
ADFS TERIANETNTWVWS LS, CHEANREBEICEDETCEETHIHLENf HBYVET,

3. [Finishl 22 UY 9L %T,
4. [Apply] DIRIZ[OK] 2D UY O LET,
5. Services.msc 5 ADFS/N\—23> 20 —ERAZBREELET,

AR AEFEE L TO UCXN OEDN

1. EAMAAEEEELTO CUCM OEBMTHEAT N TVWBIRATY 7 145 12 £#&VEL



TS, ATV T 2ICE#EAKET,

2. [Claim rule name] ICERBRAUBO BB ZAHDL, [Custom rule] D FICERITSNTLVD AR
—ACULTOS 2y ORAEIE—LE T,

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Originallssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"”
] = "<FQDN of UCXN>") ;

Wa Add Transform Claim Rule Wizard x|

Configure Rule

s *ou can configure 3 custom claim rule. such as a rule that requires multiple incoming claims or that extracts
@ (hoose Rue Type claims from a 501 attibute stors. To configure a custom nule, type one or more optional condtions and an
Bsuance statement using the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name:
|Custom Rule for UCXN|

Rule template: Send Claima Using a Custom Rule
Custom rule:

=> imsue(Type = -]
"http://achemas.xmlacap.org/ws/2005/05/identity/claima/nameidentifier
", Izsuer = c.lzsuer, Originallssuer = c.0riginall=zsuer, Value =
c.Valoe, ValueIype = c.ValueType, Properties
["http://achemas.xmlscap.org/wa/2005/05/identity/claimproperties/fomm
at™] = "urn:oasis:names:tci:SAML:2.0:nameid-format:transient”™,
Propercies

["http: //fachemas.&mlscap.org/ws/2005/05/identity/claimproperties/name
gualifier™] = "http:///ADFSl.ciscolive.con/com/adfs/servicea/truat™,
Propercies
["http://achemas.&mlscap.org/ws/2005/05/identity/claimproperties/spna

mequalifier™] = "UCHNl.ciscolive.com™):

-

Maore about the claim nile lanquage...

<Pevios |[ Frish | Cancd | Heb |

COBITIE, UCXN & KT AD FS FQDN A"ZRIRED UCXN $ KT ADFS TERIADE
hTWaid, CHEANREICEDETEETIHLEN HYET,

3. [Finish] 22V Y Y LE T,

4. [Apply] DIRIZ[OK] &2V Y OLET,



5. Services.msc 5 ADFSN—2 32 20 4 —EAZBEBHLET,
SEEA I FI A EEHE L L T D Cisco Prime Collaboration Provisioning @310

1. AEFABRAAEFBEEL TO CUCM OEMTHBAET N TVWEIATY 155 12 2#&V)RL
THhSE, ATYT 2IC8EARET,

2. [Claim rule name] ICERBRAUEBOBEBIZA DL, [Customrule] D FICERITSNTLVD AR
—ACULTOS 2y ORAEIE—LE T,

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<FQDN of ADFS>/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"
] = "<FQDN of PCP>");

x
Configure Rule

Stepe “You can configure a custom daim rule, such as a nule that requires multiple incoming claims or that exdracts

@ Choose Fule Type ciaimz from a S0IL athibute store. To configure & custom nule, type one or more optional conditions and an
issuance statemert using the AD FS 2.0 claim rule languags.

@ Corfigure Claim Rule

Claim nule name:
|Custmn Fule for PCP

Rule template: Send Claims Using a Custorn Rule
Custom rule:

ntnams"] .:J
=» 13sue (Type =
"http://achemas. xmlscap. org/wa/2005/ 05/ identity/claima/nameidencifier
", Iasuer = c.Ilssuer, OriginalTssuer = c.0riginal Tasuser, Value =
c.Value, Valuelype = c.ValueType, Properties
["http://achemas.xm]lspap.org/wa,/2005/05/identity/claimpropertiea/form
at®] = "urn:oasis:names:tco:SAML:2 . 0:nameid-formar:transient”,
Properties
["hrep://3chemas.xmlsoap.org/ ws,/2005/05/1dencity/claimpropercies,/ nams
gunalifier™] = "http:///ADFS5l.ciscelive.com/com/adfs/services/trust™,
Propercies
["http://3chemas.xmlscap.org/wa/2005/05/identity/claimproperties/spna
mequalifier™] = "PCF.ciacolive.com™);

Mare abait the claim nie language. ..

<Previos |[ Frish | cancel | Heo |

— D HITIE, Prime Provisioning & &' AD FS FQDN A" ZRIRE D Prime Collaboration
Provisioning (PCP ) 8 KT* ADFS TEHANET A TVR S, CHEANREBICEDETE



ETRIRENBYET,
3.[Finish) 27Uy UL %T,
4. [Apply] DIRIZ[OK| 20 Y OLET,
5. Services.msc ##5 ADFS /N\—2 32 20 H—ERAZBREHLET,

ADFSNN—232 20 0FRENTTLES, PAO ATZRL—2 3 HET SAML SSO 8%
CTBRENHYET,

TR
BE, COREICFEATEIRIEFIEEH)FEA.
RSTNS1—F 42

ADFS @ AT AL ARNOJICEMT—2%28E LET, ADFSH—/NOH—NIYZX—>+
H SBH%E- > Event Viewer -> P74 —> 3> 8RO Y—E A->ADFS 2.0 - > Admin BBV T
Tl

kg

ADFS 79T AETADEHICEFEECND IS —ZHEL TV

E, Server Manager | .

| Fle Acton View Hep

(== | #[m | @[

3,. Server Manager (CUC-ADFS) Admin Number of events: 211
# 3 Roles
= Feahres Level Date and Time Source Event ID | Task Category -
= i Diagnostics JInformation 6/28/2016 11:18:12 AM ADF5 2.0 337 None
= E Event Viewer (i) Information 6/28/2016 11:18:12 AM ADFS 2.0 336 None
# g Custom Views i) Information 6/28/2016 11:17:12 AM ADFS2.0 390 None
# s Windows Logs i) Information 6/28/2016 11:17:12 AM ADFS2.0 386 MNone
= ) Applications and Servics i (i ) Information 6/28/2016 11:17: 12 AM ADFS 2.0 399 None
= ] ADFS 2.0 i) Information 6/28/2016 11:17:12 AM ADFS2.0 157 None
=] Admin i) Information 6/28/2016 11:17:12AM ADFS2.0 156 Neone
m Hardware Events (i) Information 6/27/2016 11:18:02 PM ADFS2.0 337 None
] mnternet Bxplorer () 1nformation 6/27/2016 11:18:02PM ADFS2.0 336 Nene
_ i Key Ma’:ge"‘e'“ 5 § (D nformation 6/27/2016 8: 12:59 PM ADFS 2.0 388 MNone
2 W8 Maoszo Werror 6/27/2016 8:12: 11 PM ADFS 2.0 364 None
[« ] Windows PowerShe Error
1 Subscriptions = s
. - i i) Information 6/27/2016 8:12: 10 PM ADFS 2.0 251 None
+ (N Performance i‘ fo
2 Device Manager i) Information 6/27/2016 8:11:59 PM ADFS 2.0 100 None -
Hit Configuration
38 Stoceos Event 321, AD FS 20 =
General | Details I
-
The SAML authentication request had a NamelD Policy that could not be satisfied. 3
Requestor: ciscouc-105-impsl ciscouc.org
Name identifier format: urn:osis:names:c:SAML.0:nameid-formattransient L]
Log Name: ADFS 2.0/Admin e
Source ADFS20 Logged: 6/27/2016 8:12:11 PM
Event ID: 32 Task Category: None ~|

4] | =
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