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CallManager~X JL F1%—/\SANZEERE
KZ7)a—hb
BEHIDFEEIE

B

CORFIXYNTR, FBABCABEBNEIILFY—/\SANGEAEZFERALTIZ7 74 R
212723V FAREREITDHECODVWTHALERT,

Bl SRAF
B

ROEBICEIZHANI DN HRBEIET,

- Cisco Unified Communications Manager ( CUCM )
. CUCM IM and Presence/X\—>32/10.5
COREZFRBIDHIC, ROY—EANBBL TVDEZBIELTILEEL,

. Cisco Platform Administrative Webt—E A

. Cisco Tomcat H—E A
Webf V2 —TIAATIhSOHY—ERAZHRT SICIE. [Cisco Unified Serviceability Page
Services] > [Network Service] > [Select a server] ICBEILE T, CLITCh S ZERT S I,
utils service list AV RZAHDLET,

CUCMY S AR TSSONBMICZ>TWVWRHERK, SSOZEMCL TBEFNCITZILENHY)
£

EAITRIR—F> b

CORFIXVNOHRERE. BEDYIRIITRPN=—RITITON-2J3VICREENDED
TR EREA



CORFIXVNOEHRE. REDFARRELCHZITNARACETVWTERENELIZ, DR
FIAXRNTEATEZINTOTNARRG, A (F7FIIN ) REOREASBELTVET
o BEEBHRORY ND—UTR., FEONVRIEL>TRIDAREMI HD2EEZ +OEIEL T
ZEW,

HREHA

CUCMN—2 321050 TR. COBFEARNTIEHAEZFEERCSRICH T I I MNESR
(SAN)ERBRAAEZBHDIENTEET,

1. Tomcat:CUCM& &k T'IM&P

2. Cisco CallManager:CUCM® dx

3. Cisco Unified Presence-Extensible Messaging and Presence Protocol(CUP-XMPP) - IM&P @

H

4. CUP-XMPPH —/\[E(S2S):IM&P M
CON—=232 TR, CABERNEIHAEZNEIZANHETT, CANERTIHLENHD
CSRE1D2EFTT, Y —/N/—RHPSCSRZEEL., CSRCEICCAZEZHEMAEZIEL
T, ThoZzERICEEITIHLERXHYEEA,

RUE

ATYT1:

NTVYDvyDARL—FT 4T ATAOS)ERIZOY 1> L., [Security] > [Certificate
Management] > [Generate CSR]ICBEIL £ 7



~Status

‘*\ Warning: Generating a new CSE for a specific certificate type will overwrite the existing CSR for that type

~Generate Certificate Signing Request

Certificate Purpose® [tomcat =]
Distribution* | es-cem-pub. ~.com |
Common Name* cs-ccm-pub.asiae. .com

Subject Alternate Names (SANs)

Parent Domain | com
Key Length* [ 2048 =1
Hash Algorithm * | sHAzsE =]

Gmmta' Cloael

@ *. indicates required item.

ATYT2:
Distribution TMulti-Server SAN%ZZRL £ 7,

Generate Certificate Signing Request

- Status

i"'} Warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

- Generate Certificate Signing Request
Certificate Purpose® [tomcat ]
Distribution * | ce-cem-pub.y com =

Cammon Nal"l'li:" |r_~'=-|:cn1-iuh.1.,_.::nm l'

Subject Alternate Names [(SANs)

Parent Domain I com
Key Length™ | 2048 =l
Hash Algorithm * | sHAZSE =l

Ganumtul Close [

® *_ indicates required item.



SANRXAVEBRRXAHFBBADENET,

DZAZOTRNTO/— RAFTomcat AICUAREhTVWS & ZfFELE T, CallManagerF M
FTXTOCUCMB KTIMEP/ — RHFVARENET, CUCM/—ROKAVARENET,

Generate Certificate Signing Request

[@Lm [T close

~ Status

!5 Warning: Ganerabing a new CSE for a specific certificate type will overnsynite the exsting CSR for that type

—Generate Certificate Signing Request

Certificate Purpose ™ [tomeat

Distribution™ | Multi-server(SaN)

=l
=

Commen Name* Ics-ccm-pub. I  COHT =TS
Subject Alternate Names [SAMNs)
Auto-populated Domains  [oe oem-pub, ~com

cs-corm-sub. .com
cE-imp. sz, com

Parent Domain | com

Other Domains - Browee_ I Mo file salactad.

Flease import .TXT file only.
For more informabion please refer to the notes in the
Help Section

Key Length® [z048 al
Hazh Algarithm* | sHAZS6 =

@ *. indicates required item.

ATYVT 3:
[generate]Z2 V1) Y UL, CSRIFERENES, CSRICUARENTVWRDINTO/—RH
[Successful CSR exported] ) AN ICERRENTVRD L 2BEELE T,



[E‘é-aqm Em

@ Success: Certificate Signing Reguest Generated

CSR export operation successful on the nodes [cs-com-sub.vmssss.com, cs-com-pub. e, com, cs-imp. seE.com ],

FIEAEEE T, SANERNFERENET,
| Certificate List (1 - 15 of 15)
Find Certificate List where | Certificate v | begins with v| tomcat || Find | Clear Filter |E|E
Certificate * Common Name Type Tﬁ’; Distribution Issued By
tomcat 115pub-ms EEE— RSA -
tomcat 115pub-ms. I CA-signed  RSA Multi-server(SAN) —
ATYT4:

[Download CSR] 22 v UL, SEHEOEWZEIRL T, [Download CSR] 20U Y IL%ET,

almli.  Cisco Unified Operating System Administration

CIsco For Cisco Unified Communications Solutions

Show + Settings = Securty = Software Upprades =  Sendces «  Help -

Certificate List

(81, Generate Seisgned 53y pkoad CortcateiCeniticate chain [E1 Generate c58t 3] Downbad c5R

Download Certificate Signing Request
[ﬁl Downiad csR [ Close

= Status

n Certificate names not listed below do not have a corresponding CSR,

- Download Certificate Signing Reguest
Certificate Purpose™ | tomcat vl

| Download CSR Close |

@ *. indicates required itam.

A—AILCAE Iz VeriSignZs EDAZBCAZFEAL T, CSR(BINDFIETHVO—RLET 7
ALY ICBRENTD LN TEET,

C OHITIE. Microsoft Windows ServerRK—ANCANREFIEZRLE£T., BIOCAFE - IE ISP
CAZERAL TW2AFEk, FIESICHEAET,

https://<windowsserveripaddress>/certsrv/ICO T 1 > LE T



[Request a Certificate] > [Advanced Certificate Request] Zi#RL £ 7,
CSR7 7 4 )L ®» W& % [Base-64-encoded certificate request] 7 « —J)L RIZCJE—L . [Submit] &
UV OLET,

Wy rporal s v Dwecfiory Carirbesle Sersses — w0708

Liga his Wiob s8a 0 Mg s! & Cetr 5l e ol Wab biowses, o-mall Cleenl, of olfs [eogrmm By usang) & cortiicets, vou Con vy vOuR alendily 00 [0 el COmmancain Wil e tha Wah, SN e o ryDil MESsEaes.
arsl, depsndng upon the yps of cerilcals wog regquesl, periom ofhes sscunty s

Wi S i e D W Sl i ek @ o AL Cprbi ety o aln chen, oo et ate nrenston ind (LHL ) o i e Thas ik of o pending nsgquesd
For s wilcammation aboest A e Diseciony Cornifcete Sarices, e Acivs Deeciony Conificate Seerices Dor umsataton
Sainct n tmak

melii:mn
Wi the sfahus ol a perding oo ol mgers
Do icwed i CA corvicaln_ corii b Chsn, of CRL

RIZRTLSIC, CSRERZEELET,

Submit & Certificate Regessi or Rerwwal Request

T o by #n SORH (S 8 Ve v ) n e Seeed Request boo

Microsoff Actrve Directory Cerificate Serices — vasank-DC1-CA

Certificate Pending

Your certificate request has been received. However, you must wait for an adminisirator to issue the certificate you requested.
Your Request d is 32
Please return to this web site in a day or two o retrieve your cerificale.

Hote: You must relurn with this web browser within 10 days o retrieve your cerbificate

ATYT5:

X TomcatisEFAZ%Z# 7Y 7’ O— RTBHIIC, SSONEMIZAZE>TVWDR I EZBERLTLSEE
Wo SSONBEMICHE>TVWRBER., IXTOTomcatil B AZE0BAR7OEAN T T L
5, SSOZEMICL THBEEMICITZDLENHYET,

MAENBREE NIRET, CAGIBHE Ztomeat-truste LTFP7 Y 7O—RULET, HRAICIL—K
AEAE, RICHEIAE (FETZHEE) T,



alili,  Cisco Unified Operating System Administration
cisco For Clsco Unified Communications Solutions

Show * Selmngs T Socurity *  Software Upgrados T  Sonvices T Help T

—Status

Warning: Uploading a cluster-wide certificate will distribute it to all servers
in this cluster

—Upload Certificate/ Certificate chain

Certificate Purpose* | tomcat-trust w

Description(friendly
name}

Upload File certchain.p7b

| Upload | | Close |

FIRG6:

RORIZRTESIC, CUCMBRNEIAZE A TomcatE LTT7 Y 7O—RL, 95AZODTXNT
M / — R A'[Certificate upload operation successfullliC R RENTWB & ZRBLE T,



Upload Certificate/Certificate chain

E&' Upload E‘l Close

rStatus
Certificate upload operation successful for the nodes cs-ccm-pub.y .COM,CS-
ccm-sub. ! .COM,CS-IMp. M. COMm.
® Restart Cisco Tomcat Service for the nodes cs-ccm-pub. ',COM,CS-CCmM-SUb, v .COMm,CS-
M. - ».com using the CLI "utils service restart Cisco Tomcat”.

~Upload Certificate/ Certificate chain

Certificate Purpose* | tomcat =l
Description(friendly name) IEe.f-slgr'e:I certificate
Upload File Browse _ | Mo file selected.

Upload | Close |

@ *_ indicates required item.

d| | »|

NI)LFH—/NSANIE., ROBRIZRT &S IC[Certificate Management]lc R RENE T,

paes-inst ST N, Y g T ] oo, — T D150 Tirest Covblicate

IMLAeoovery TLEECTVELY -oom-a wacark con) Sefoged  TLRECIVERY co-com- pob.vemmicon ITLRECOVERTY cx-come-pub sl com WAL Sefognad rerics pEetad by mystem
st o, . G Chaad  Mubinrver{SAN) e D01-CA S Catiicats Sied by 00100
1 F oyl T e (TR Chaped  Mabhsenver]SAN) kD0 LAYRI  Trst Cortfcale

foncingt -or -, S o Sefaged  gom-pl W8 ot o WTUNE Tt Cortficle

fone st WeiSion Claat J Seos Sever CA - 63 Chsipeed  erign Class 3 Serwe Server O - @ VerlSign Class 1 Public Primary Ceifintion Aoy - G5 (IDOBOEHD st Cotficaty

tonngt el . com wehagerd  dcl-0o-poh v o ] -k DT  Tregt Corbicate

oo el o5l . Sefomw  dcdoment. mmiom b T AT MIEEE  Trest Dertfoas

toncatingt A Sefpgnl  W-DT1CK DA WEEM  RotCA

& = e, -5 001 ol oo b eem ook R 3e MENE  Sefpged revie proetad by mafen
FHR7:

CLITutils service restart Cisco Tomcat 1Y > RZFEAL T, SANUARAKAOINTO/—R (&
FAONTVYSvEHT RIS A4)/V) TTomecath—EREBREELET,




http://<fqdnofccm>:8443/ccmadminiC 74 > LT, L VIEAENf EAThTVS L ZHR
LET,

General | petais |

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN)

Organisation (O) Cisco

Organisational Unit (OU) TAC

Serial Number 1D:54:C2:6E:00:00:00:00:00:20

Issued By

Common Name (CN) s -DC1-CA

Organisation (Q) o -DC1-CA

Organisational Unit (OU) <Mot Part Of Certificate >

Validity

Issued On 12/19/2014

Expires On 12/19/2015

Fingerprints

SHA1 Fingerprint DC:E3:9A:D6:F4:81:6F:A7: 38:47:DB: 18:AA:BF:CC:05:F5:A7:A3: 1A
MD5 Fingerprint 97:EA:6C:AD:91:12:B8:DD:0E: 30:C9:46: 54:89: 3E: 59

CallManager~ )L 74 —/YSANREEA &

CallManagerfEBAZEIC DV TERAHKDFIEZRITTEEX T, cDIFS, HBHAORXAVE
CallManager./ — R#Z 7T, Cisco CallManagert —E AN RITEhTLVEVBEIE, SANUR
NCREFTB D, HIBRTBHZBIRTEEXT,

W COTORAR. BEMOBREI—ILBICFBLET. CUCMTVS/ITLICAPFIE
PEEEAL TEETDBAR, BTAVTFURITAVRIERT D 1-)LLTLZED

o



CUCMMDCAZENESANGEREDHRIIC, XD & Z2H#RELKXT,

- IP Phoneld Trust Verification Service(TVS)ZfE8TE X T, ik, EFHEHISEED
HTTPSH—EARAICT IV EATBDETHRRTERT, Leald,. £tRF1LINUTIOEAR
LT BEE. EFEMETVSH—ERAEZBEIBDCLZEKRLET,

DT AERNEEFITE—RABEETE—RAZHERLET,

BETE—RISAZNESH 2R T SICIE, [Cisco Unified CM Administration] > [System] >
[Enterprise Parameters] > [Cluster Security Mode](0 == Non-Secure. 1 == Mixed Mode).

W U EAZBEHIIAICEREETE—RIZARZEALTVEHERE,. CTLZL—7
JEREBRR OV L ACEHMIILENHYET,

CACE > TRITENLAATZA AR —IILIER, BB >TVWE /—RTROY—EAD
JANZBEBIZILENHYVET.

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco TFTP

- Cisco Unified Serviceability > Tools > Control Center - Feature Services > Cisco CallManager

- [Cisco Unified Serviceability] > [Tools] > [Control Center - Feature Services] > [Cisco
CTIManager]

- [Cisco Unified Serviceability] > [Tools] > [Control Center - Network Services] > [Cisco Trust
Verification Service]

NZ7)L21—b

chsmOY &, Cisco Technical Assistance Center(TAC)A Y JLFH—/YSAN CSROAER &
CAERMNEZBAENTY7O—RICHETIHEEZRETDDICKRIEET,

- Cisco Unified OS Platform API

. Cisco Tomcat

- IPT 7’5 Y N7 #— L CertMgr O
CEEHEOEFHZOEA

BRADEEEH

- Cisco Bug ID CSCur97909 : YL FH—/NFIREZT Y 7O—RLTE., DBADOECERH
ENHIBRE L
- Cisco Bug ID CSCus47235 - CSR® /=& [CCUCM 10.5.2A°SANICEH E hix

- Cisco Bug ID CSCup28852 : Y ILFH—/NFIAEZEATHHEENAHAENOEMICKY, EF
WHr7THEIC)EY hEND

BFEORLFH—NAHEN HDHEREFE. RO FT VA THERNERENETT,

THRARBEERRXADEE, RARBEFERFRRXAAVOEEN RTES DL, SAERF
HECERE L TEINICBERENET, CNZCABBNEICEETSICIE. BIOF)IEICHE
SBENBYET,

SHFHLW/ —RAVSAZICEMENESEE., HILLW/ —RZEHDLEHICHLVCSREZLE
RTBDBENHYET,

HTRIOTANDEREN, NV IOTYTHERENBA2EBE. /—REFLVLESE


https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://community.cisco.com/t5/collaboration-voice-and-video/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/118893-technote-cucm-00.html#anc8
https://community.cisco.com:443/t5/collaboration-knowledge-base/ip-phone-security-and-ctl-certificate-trust-list/ta-p/3116313
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCur97909
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCus47235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCup28852

BIAAEBEF OENTEET, YT RAIVZANEZEDRIZEK., VTAZEEOFHL L
CSRAIBEIZBDHFEN HYET, HERERHNHV) T, CiscoBug ID CSCuv75957 Z M
BEEZEML E£T).


https://tools.cisco.com/bugsearch/bug/CSCuv75957
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CETEHRULIEY,



