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TULELE,
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. Cisco I0S & LT I0S-XE 7"— k7 T 12900/3900/4300/4400/CSR1000v/ASR100X/N\—2 =
> 154+

. Cisco Unified Communications Manager ( CUCM ) /N\—> 32 : 10.5+
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ATYT71:ROIXRY REFEAL T, L—NIAEOAEORE IC—H T HRSAF—Z K
LEY,

Crypto key generate rsa label TestRSAkey exportable modulus 2048

COIOXY KRiF, EEAH2048E Y N ( & A4096 ) DRSAF—EHERLET.

ATYT72: ROOAXV RZFEAL T, CABENEARABEERBIBDNFAMNRA Y M EERKL
£

Crypto pki trustpoint CUBE_CA_CERT

serial-number none

fgdn none

ip-address none

subject-name cn=ISR4451-B.cisco.lab ! (this has to match the router’s hostname
[hostname.domain.name])

revocation-check none

rsakeypair TestRSAkey ! (this has to match the RSA key you just created)

FIE3: ZATRTFAMRKAV A RERLEOT, ROOXY REFEHAL TCSRERZEKL &
ERD

Crypto pki enroll CUBE_CA_CERT

BHEHOEMICZZX., CSREXZIE—-LT77A4I)ICAREFEL, CAICIEELET,



ATY 74 )—NIABTFI—VICHBARABEN HBIHDESH 2RI IHBEN HYUET, T
AR BEVWBERE, ATYTT7ICHEHR, TS5 TREVREEREATYTOICERET,

ATYVT5: - hIAEZRFIBDNTANRA U NEERL KT, €52, CUBERLHEICE
BIBDNTANKRAY RNETHEACAZREITDRFAMRA N EZEBLET (TRZSR )

| General | Details | Certification Path

Certification path

2] Root CA
-2 Intermediate CA
'-1*.J Intermediate CA
~Lgl Identity Certificate

ZofiTik. 1By )—keaT. 28BN raaosrEcAT. 3BRQY Ny
CUBEXIMZEICBEIBCABNT, ChSOIAXY RTBIAN2ODIBPEERIBETD RS AR
KA NEZERTDIVENHYET,

Crypto pki trustpoint Root_CA_CERT
Enrollment terminal pem
Revocation-check none

Crypto pki authenticate Root_CA_CERT
Paste the X.64 based certificate here

Crypto pki trustpoint Intermediate_CA
Enrollment terminal

Revocation-check none

Crypto pki authenticate Intermediate_CA

ATYT7 6, CABBNEARABEZZBFLILEE, NZANKRAUNERIELET, FTARKRA
> hi&. CUBEALAZEDERIICCANIAEZRIFIDHBEN BV KT, AAZTEAR—KTE
2N RIiE,

Crypto pki authenticate CUBE_CA_CERT

A7V 77 EAEEAVAN—ILLES, SOOI KERTUTCUBEERBE A > K— KT
BRENBUET

Crypto pki import CUBE_CA_CERT cert

ATYT8 ERLIENTARNRA U NEBERATABLSICSIP-UAZRELET



sip-ua
crypto signaling default trustpoint CUBE_CA_CERT

ATYT9: ROKSIIHAVIIETZRELET.

dial-peer voice 9999 voip
answer-address 35..
destination-pattern 9999

session protocol sipv2

session target dns:cucmlO-5
session transport tcp tls
voice-class sip options-keepalive
srtp

CNhT, CUBEORERTT T,
ATY710: RIZ. CUCMCSRZAERBLET., XOFIBEICHVET

.CUCM OSEEBHICOJ1>LET,

- [Security] 2 2V Y O LET

. [certificate management]Z VY VL&Y,

. [generate CSR]|2 VY VL&Y
CSRERIFRXDIRSICRRENDUBEN HVET,



'e.';é; Generate Certificate Signing Request - Google Chrome LE@“
EP‘M ffeucm10-5.cisco.lab/cmplatform/certificateGenerateNewCsr.do

Generate Certificate Signing Request

9|
E,J Generabe El Clese
r Status
!5 Warning: Generating & new CSR for & specific certificate type will averwrite the existing CSR for that type
= Generate Certificate Signing Request
Certificate Purpose * CallManager v
Distribution ™ cucmil-5.cisco.lab b
Common Name?* cucmif-5.cisco.lab
Subject Alternate Names (SANs)
Parent Diomamn cisco.lab
A | Key Length* | 2048 v] b
Hash Algorithm™ SHAZES L}

Generate Close

@ ®. indicates required item,

o S5 Central Time: 11:26 am S Eastern Time: 12:26 pm S35 Pacific Time: 9:26 am S5 Mountain Time: 10:26 am
b

b e o

ATY711:CSRZAI>O—RL, CACEELET,
ATY T12.CABEREABTF I —2ZCUCMIZT Y J7O—RIBFIEF XD EH VY T,

. [security]Z2 2 1) ¥ U L., RIZ[certificate management]Z 2 1JY VL& T,
- [upload certificate/certificate chain]2 2 )Y J L&Y,
. [certificate purpose] RO Y A0 > X Z1—T, [call manager]Zi&RL £7,
TJT7TANESRLULET,
- [upload]2 2 V)Y I LET,
ATY 713 CUCMCLICOT AL, ROOAX >V REERTLET

utils ctl update CTLFile
ATY714.CUCMSIPRZ > OtEF2VFT47A7 74 IILDRE

- [system]. [security]. [sip trunk security profile]®JEIZ V)Y O LET
CRIERTRSICTO7 7ML ERELET,



SIP Trunk Security Profile Configuration

QS&U& xDe.lete Cu:m' %Hﬂet & Aoy Config EﬁiﬁddNew

—SIP Trunk Security Profile Information

Name™* \CUBE_CA Secure SIP Trunk Profile |
Description ESecurE SIP Trunk Profile authenticated by null S-t-rlng |
Device Security Mode | Encrypted v
Incoming Transport Type * |__'!1__5_, T |
Outgoing Transport Type [TLS Y|

| | Enable Digest Authentication

Monce Validity Time (mins)* 500 |
¥.509 Subject Name icucmlU-S.ciscD.lah |
Incoming Port¥ §_5|:|61 |

[ Enable Application level authorization
4 Accept presence subscription

v Accept out-of-dialog refer®*

] Accept unsolicited notification

¥ pccept replaces header

¥ Transmit security status

L allow charging header
SIP V.150 Outbound SDP Offer Filtering™® | Use Default Filter ¥

¥ COBE, X500 7OV RNEBR, ROBARRENETDICRTIRSIC,
CUCMEIRRENDH 7SIV RBE—RTHIHBRENHVWET,



Certificate Details for cuocm10-5.cisco.lab, CallManager

L%Hﬂg&nﬂmt& [ﬂ’ Generate CSR | § ] Download PEMFie |@1 Download DER File

— Certificate Settings

Locally Uploaded 10/02f16

File Mame CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description(friendly name) Certificate Signed by AD-CONTROLLER-CA

— Certificate File Data
[ .
Version: V3 =
Serial Number: 1D255E00000000000007
Signaturealgorithm; SHA2S56withRSA (1.2.840.113549.1.1.11)

Issuer Mame: CN=AD-CONTROLLER-CA, DC=cisco, DC=lah

Validity From: Wed Feb 10 10:45:23 C5T 2016

To: FriFeb 10 10:55:23 CST 2017
Subject Mame: CN=cucml0-5.cisco.lab, OU=TAC, O=CISCO, L=RICHARSON, ST=TEXAS, C=US
Key: RSA (1.2.840.113549.1.1.1)
key value:

3082010a02820101008e8db062881c35163f1b6eedbed4951158fdb3495d3c8032170cofb8bafb385a2
27b00ecl1024807f0adc49dfe75189779c7delacle7endba5enfI917fabcas687d2aeaf20d70018e8d5
58a832360bA2702249fc98855012c7d2cc29eealf92fad9e739d73b0fa24d7dd4bdafc96be 7 75fda937 -
fi3ad40645ada4faofia3edi5445e200187dda775aa543b2bab11a5e223e23ef03bbacbbafd969h3d9
|3ba2550c35ea06ed5149aef2253c2455a622122e0aa3b649a090911995069a2cfddabdabife15b242 |

i. Regenerate-i ! Generate CSR-i ! Download .PEM File | i"Duwn-I-uad_-.DER File !

ATY 7T15:CUCMTEBEITSRSICSIPR S VUV ERELET

. [SRTP Allowed]F T Y V7 RY VAN A ICBE>TWVWB L ZRALET,

CEYBEREET RLAZEREL., R—K5060%7R— RN5061 ICBEHMZ B EAERALET,
.SIPRNZ>O0EF21UF47O7 74T, ATYT14TERLESIPZ7O7 7 14L& %2R
LE9,

SIP | nformation =

é’
 Deewtimation =
Deatwaticn Addresd @ a6 SRV
Dheatinalicn Address, Destimation Address [Pt Dealinalion Port
1" Ee——— 5061

e Prefermed Dr-}nat.ng Codec® -

BLF Presence Group™ Standard Presence group -

SIP Trunk Seounty Prodie ISR445] -0 Secure SIP Trunk Profile -

Rerouting Caling Seasrch Space £ None > -

Ongl - 0f - Dupng Riefer Caling Search Space « None > -

SUBSCRIBE Caling Seanch Space < MNone > -

SIP Profie” Standard 5P Profle- ophons v iew Details

DTMF Sigralking Method * Mo Prefenence -



R

ChT, TRTOBEFEETHNE,

CUCMT, SIPRTZ > I DAT—RANFull Service(FULL) . RRENET (RESH),

L= o il Feriae Eiaf TS, - =
[Tre— Cionarplan o Dawvics Food ity Partiion - Pranty [ e SIF Trunk Ssbm S3° Trunik Taarafsn
IsRsa51-8 TP el Lo Full Servie Tamse B FUll Service: O day 0 o O
Tirgnk: mErtE

CUBETK:., FAVIETICRDAT—EANKRRENET,

TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET STAT PORT
KEEPALIVE
9999 voip up up 9999 0 syst dns:cucml0-5 active

CORUZ7OEAANMEOIIL—RIZEBEBREIhET, E—0EWE, CUCMAIHEZ7 Y 70O—R
FRFIETREELS, Y—RN—FT A A RBHIZAAELZTYTO—-RIBZETT,

NZ7L>1—b

CUBETXDFNY T #BM-LET

debug crypto pki api

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states
debug ip tcp transactions
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