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crypto pki trustpoint CUBEtest(this can be any name)

enrollment selfsigned

serial-number none

fgdn none

ip-address none

subject-name cn= ISR4451-B.cisco.lab ! (this has to match the router’s host name)
revocation-check none

rsakeypair ISR4451-B.cisco.lab ! (this has to match the router's host name)
ATYT2: NSARNRALY MHERE 1 iS5, Crypto pki enroll CUBEtest 1V > RERITL T,
BCERIAEZRBLET

crypto pki enroll CUBEtest
% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes

BEAELTNAE, ROBELZHBIILENF HUET

Router Self Signed Certificate successfully created

ATYT73: BBULILAIAE (RS ) ET VAR KNI BHBENHYET

crypto pki export CUBEtest pem terminal
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% Self-signed CA certificate:

MITBgDCCASQgAwIBAgIBATANBgkghkiGI9wOBAQUFADAeMRwwGgYDVQQDEXNJU1IO0
NDUxLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVOXDTIwMDEWMTAWMDAWME ow
HjEcMBoGA1UEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSgGSIb3DQEBAQUA
AO0SAMEgCQQDGtZ974Tfv+pngsl+cCelz/e0b2zg6CrIj4T1t+NS1G5sjMJ919/ix
7Fa6DG33LmEYUM1NntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UJEWEB/wQFMAMB
Af8wHwYDVROjBBgwFoAU+YylUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/g6yDXO7WXK3SETCj6MAOGCSAGSIb3DQEBBQUAAOEADQXG2FYZ /MSew ] SH
T88SHXgOEVgcLrgGpScwcpbRIMKFPpIThDVadfH/FC6jnkGW7JFWcekAS5KpOtzYx4

LDQaxQ==

% General Purpose Certificate:

MITBgDCCASQgAwIBAgIBATANBgkghkiGI9wOBAQUFADAeMRwwGgYDVQQODEXNJU1IO0
NDUxLUTuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVOXDTIwMDEWMTAWMDAWME ow
HjEcMBOGA1UEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSgGSIb3DQEBAQUA
AO0SAMEgCQQDGtZ974Tfv+pngsl+cCelz/e0b2zg6CrIj4T1t+NS1G5sjMJ919/ix
7Fa6DG33LmEYUM1NntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UJEWEB/wQFMAMB
Af8wHwYDVROjBBgwFoAU+YylUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/g6yDXO7WXK3SETCj6MAOGCSAGSIb3DQEBBQUAAOEADQXG2FYZ /MSew ] SH
T88SHXgOEVgcLrgGpScwcpbRIMKFPpIThDVadfH/FC6jnkGW7JFWcekASKpO0tzYx4

LDQaxQ==
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LN uaREr 4L 7 N . L F .
File name: [SR4451-B.ciscolab.pem =
Save as type: All i;'pes{'.l]l .,]
= Hide Folders save | | Cancel |

AT Y T4 CUBESIBAZE%#CUCMIC7Z Y 7O—RLET

- CUCM OS Admin > Security > Certificate Management > Upload Certificate/Certificate chain
. fEBAE » B #Y= CallManager-Trust
. .pem7FALEFY7O—RLEY

Upload Certificate/Certificate chain - Mozilla Firef

B  httpsy/fcucm10-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

E% Upload Close
rStatus
i p
-! @ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this custer
-4
| ~Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust i
Description(friendly name)
Upload File ISR4451-B.cisco.lab.pem
| Upload | | Close |
@ *- indicates required item,
] i |

AT Y 7'5:Call ManagerBEC ERIHEZAJVO—RLET

- Callmanager

- RARNBEIVYOLET

. [download PEM file]2 2 )Y O L& ¥
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0@ Certificate Details|Self-signed)

(il | httpsy/10.201.198.182/cmplatform/certificateEdit. doToert = fusrlocal/cm/ secuity/CallManager joarts

Cortificate Detalls for CUCHM 1052, CallManager

~ Status
@ Status: Ready

- Certificate Settings
Filg Name CallManager.pem
Certificate Purpase CaliManager
Cartificate Type oarts
Certificate Group produck-cm

Description{friendly name) Seif-signed certificate generated by system

- Certificate File Data

[

Wersian: V3

Serigl Numbear: 4ATBS03ASAIDZ0ZADTDSABIFETARTOFT

Signaturehilgarithm: SHALwIthASA [1.2.840.113549.1.1.5)

lzzuer Mame: Lerednb, ST=Texss, CN=CUCM1052, Ol = prifme, D=cm, C=US

Walidity Fraem: Tho Jol 21 13:11:22 CODT 2016

Ta: Tue Jd 20 13:11:21 CDT 2021
Subject Name: LarcdnS, ST=Texas, CN=CUCHM 1052, Oll=prime, D=dten, C=US
Key: RSA (1.2.840.113549.1.1.1)
By warlwe:

J0E2010a02B20101006B03ERIFL 17 Fded6B4 3 Lefe 1 6dMdb1 2 TdbaI M09 1d1dBeThE
B9l 3alGa80d2a %ea T4l b4 2b5a5 Y 1 belabe 1 31006 1bE02 4a84a Ja Fde0 e S00 Lac
AMbSS1b5T1569d44c 1FI36d5a 1 c2al0ckfbSebetadbbl 61 3ca3d 1cT Fo84paad 1a752
Jed3361 16856197 A5cRE1 1685ab 3057 65ed0as LoddFI 136244702 14001 T aa 2 be
J8d07ae0 1 Tdea T 19540280 1 Gabb020 T 7RO WETEE Sdatcabbbalbd ST IbTF202
B3dS0f14b7dBddee 0306907291 FE6451ba 108 I584caed2 | 20bdbed 52 40a1 598353

Regenerate Generate CSR Dawnload -FEM File Download .DER File

Clome

AT Y 7'6:Callmanager.pemiEBAZE ZCUBEIC 7Y 7O—RLE T
- TF¥FARNIF 14 X TCallmanager.pemZHEET

77N ORBR2GEIE—TD
-CUBETXNION> REZERITLET

crypto pki trustpoint CUCMHOSTNAME



enrollment terminal

revocation-check none

crypto pku authenticate CUCMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TWICE)

You will then see the following:

Certificate has the following attributes:
Fingerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fingerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8C7518D4 443E0E84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the following:

Trustpoint CA certificate accepted.

% Certificate successfully imported

ATYTJT.CUBEOBEERIAAENZANRA U N EEATELSICSIPE

sip-ua

crypto signaling default trustpoint CUBEtest

FIES:TLSZFEAL TH A VI ET ZRET S

dial-peer voice 9999 voip
answer-address 35..
destination-pattern 9999
session protocol sipv2

session target dns:cucml0-5

RELET



session transport tcp tls
voice-class sip options-keepalive

srtp

ATYTACUCMSIPRZ > OtF1UTF4TO7 7ML ERELET

- [CUCM Admin]’R—</> [System] > [Security] > [SIP Trunk Security Profile]
CROESICTAT7FAIINERELET

SIP Trunk Security Profile Configuration

) save I veete [ copy @y reset 2 Appiy Contig fa Adaew

Narme CUBE Secure SIP Trunk Profile

Description Secure SIP Trunk Profile authenticated by null String

Device Security Mode Encrypted x

Incoming Transport Type® TLS -

Outgoing Transport Type LS -
Enable Digest Authentication

Nonce Validity Time (mins)® GO0

¥.509 Subject Name ISR4451-B. cisco_lab|

Incoming Port® G061

Enable Application level authorization
¥ | Accept presence subscription
| Accept out-of-dialog refer®*
¥| Accept unsolicited notification
¥ Accept replaces header
¥| Transmit security status

Allow charging header
SIP W.150 Outbound SDP Offer Filtering™ Use Default Filter -

F: X509714—J)LRA, BCELZIHEOERPICLUBICEELECNBE—HT B &
NIIEEICEETT

AT Y 710:CUCMTSIPrRZ >V U ZRET S

. [SRTP allowed]F T ¥ IRY JAN AU ICB>TVWB L #BALET
CBEYIBEEET RLAZREL, R—K5060Z7R— R5061 ICEZEMRA D L ZMRBLET
CELWSpRS Y oEF1UFATOAT7 7ML (ATFY TITHR ) ZBRL TV L&



WLET

SIP Information

~ Destination

Destination Address 5 an SRY

Destinaticn Address Destination Address 1Pv Destinalicn Port
1% 10.201.160.12 R 1
MTP Preferred Onginating Codec® 71 1w -
BLF Presence Group" Standard Presence group 3
SIP Trunk Security Profile” I5R4451-B Secure SIP Trunk Profie -
Rerouting Caling Search Space < Mone > ¥
Out-Of- Dialog Refer Caling Search Space < Mone > -
SUBSCRISBE Caling Search Space < None > -
SIP Profile Standard SIF Profile- ophons + e Detals
DTMF Signalng Method * o Preference ol

- hZUORRFELTUERYNLET,

RS

CUCMTOPTIONS PINGZEB#ICL /=%, SIPNZ > JEFULL SERVICERRETH D HEN &

WET

e & Desopon ':'"“‘"Iﬁ""m Durvice Facd e pargtion :'”“‘ Erianty 'r":_": SIF Trunk b
I584450-8 G711~ Seure s Full Servioe
Tk

SIPNZ >0 O AT—Z AN full servicel  RRENE T,

FAVIETAT—R2ARRDEIS ICRRENET,

show dial-peer voice summary

TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET
KEEPALIVE
9999 voip up up 9999 0 syst dns:cucmlO-5

NZ7L>1—b

ChSOTFNYTOHNZBEMCLTRELET

debug crypto pki api

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states
debug ip tcp transactions
debug ccsip verbose

Webex Recording) > ¥ :

S0P Trurik Do afcen

Tame b FUll Senvace: O day 0 howr O
LUt

STAT PORT

active
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