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[Maintenance] > [Certificate management] > [Server certificate] ICBEIL &9, [Show server
certificate] 27 )Y IO LET, HILWLWI A RUNBEE, FIAED raw F—EHFRRENE T,

Server certificate
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----- BEG N CERTI FI CATE- - - - -

M | DHz CCAoi gAw BAgl BATANBgkghki GOwWOBAQUFADCB] FDMVEEGALUECgwW6 VGVt
c@yYXJI5! EN cnRpZm j YXRI | DUANzZcONWYWLTI 5YTAt MTFI My ThNTE4LTAWNTAL
Nj KSNW 0Y] FDVEEGALUEOWBVGVE c@y YXI5I ENI cnRpZni j YXRI | DU4Nz c ONWYw
LTI 5YTAt MTFI My LThNTEALTAWNTALNj] k5NW 0Y] EOVAWGALUEAWWY2I zY28wHhc N
MTMAVOTMMVDE X Nz | whc NMTQAVOTMMVDe X Nz | wwy CBnj FDVEEGALUECgW6 VGV c Ry
YXJI51 ENl cnRpZm j YXR | DU4ANzcONVWWLTI 5YTAt MTFI My ThNTE4ALTAWNTALN k5
NW 0Y] FDVEEGALUECWEVGVE c@y YXI51 ENI cnRpZm j YXRI | DUANZ cONWYWLTI 5
YTAt MTFI My ThNTEALTAWNTALN k5NW 0Y] EOVAWGALUEAWMEY2] 2 Y28wgZ8wDQYJ
KoZl hvc NAQEBBQADg YOAM GJ Ao GBAKW ob+Y1zr KoAB5Bv Ps GR7aVf nirYPi pLOl /
L21f yyj 006qv9l zDCgy 7PFZPxkD1d/ DNLI gplj j Ugdf FV+64r 8Ok ESWBO+4DFI ut
t WLQLuKzzdsnvZ/ b41nEt osEl HNxH7r DYQs qdRAANgNDIVI OgVFCEVAC72ZvAVAS
ESMDYNY9AgMBAAG czBx MAk GALUdEWQCVAAWIAYJ Y1 ZI AYb4QgENBBCWFVRI bXBv
cnFyeSBDZXJ0aWZpY2FO0ZTAdBgNVHUAEFgQU+knGYkeei WjA] ORhz QqRCHba+nEw
HwWYDVROj BBgwFoAUpHCEOXs BHLAz ZN153S/ Lv6cxNDI wDQYJKoZI hvc NAQEFBQAD
gYEAZKI | M5fi 49p1j | YqYdQAI j O ashYVf qGQUUMFr 4V1hokMBOBy GGThx8j x6Y/ S
plSyT4i | Usui YODD18EkLzt 8y3j FNPnHYAW f 2f B9J3nDAgbi QdnbLAeD2RRUsy 7
1Zc3zTl 6\W.6hsj +90GAs| / TG h@2n7yUWPl 6CevopbJeli A=

----- END CERTI FI CATE- - - - -

fAEAEZTFI—RL, O—AHI PC TH OpenSSL £hl@dA> 54 HAEFI—A (SSL
Shopper & ) ZFAL TAIAENDTF—RXERRTCEEXT,

Certiflcate Tntormation;

) common Name: cisce

% Organization: Temporary Certificate 587 745f0-29a0-11e3-a518-005056995b4hb

o Organization Unit: Temporary Certficabe 587 74500 29a0- L1e2-a518-005056595b4hb
3 valial From: Segplembser 20, 20

l'-l“:"'n.l'.-iliﬂ To: Septembas 20, 2014

) 1ssuer: cisco, Temporary Certificate S87745f0-29a0-1 1e3-a518-005056995b4b

) Key size: 1024 bt

) Scrial Number: 1 [0x1)
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EEHALERT,

1.root ELTVCS ICOJ /4> L, OpenSSL 2 2L T, MEBEF—EERLFT,

~ # openssl

penSSL> genrsa -out privatekey. pem 1024
Generating RSA private key, 1024 bit |ong nodul us
.................................. +H++++
................ +H++++

e is 65537 (0x10001)

2. 5L IEMBEF—ZERAL TAIAEZERER (CSR) ZEMLFT,


http://www.sslshopper.com/certificate-decoder.html
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penSSL> req -new -key privatekey. pem -out certcsr.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:BE

State or Province Nane (full nane) [Sone-State]: VI aans- Brabant

Locality Name (eg, city) []: D egem

Organi zation Nanme (eg, conpany) [lInternet Wdgits Pty Ltd]: G sco

Organi zational Unit Name (eg, section) []:TAC

Conmmon Nane (e.g. server FQDN or YOUR nane) []:radius. anatomnmy.com

Emai | Address []:

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []:

An optional conpany nane []:

penSSL> exi t

. BCERAATZERLET,

~ # openssl x509 -req -days 360 -in certcsr.pem -signkey privatekey. pem-out vcscert.pem
Si gnat ure ok

subj ect =/ C=BE/ ST=M aans- Br abant / L=Di egem O=Ci sco/ OU=TAC/ CN=r adi us. anat ormy. com

Getting Private key

~ #

LA ERATREIC B2 e 2L E T,

~#Ils -ltr *. pem

-rwr--r-- 1 root root 891 Nov 1 09:23 privatekey. pem
-rwr--r-- 1 root root 664 Nov 1 09:26 certcsr.pem
-rwr--r-- 1 root root 879 Nov 1 09:40 vcscert.pem
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http://winscp.net/eng/index.php
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Sarver certificate

x.i.-¢ Rode: This WCS i part of & clusber bul i not the configuration masier. Any configuraion changes made on this VOIS may be ksl Mere information can B¢ Tound on the Clstering heip page

Sarver oemmificais dats

PEW Fila _Show sanar canificals |

oy Sep 30 2014

Resal io dalsull sarver cetificas

Certificate signing request (C5H)

There & ne cerlificabe signing request n progress

Gaenerabe CERl

Uploed new certificate

Sedect the server privates key fie

“Cprriatakey. pem Choose.. | i

“CCsoert pem Choose... | i

Upkiad asrvar caitifcals dala
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1. CUCM #A*5 CallManager.pem sEBAEZ A 70— KL £, [0S Administration] R— (Z

044 > L. [Security] > [Certificate Management] I_# & L. B ZE%&CallManager.pemsik
HEZBRLTAVO—RLET,



Certificate Configuration

Lig} Regenerate &L Download Lﬂ_& Generate CSR | @] Download CSR

- Status

@ Status: Ready

- Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

- Certificate File Data
E r

Version: V3
Sernal Number: 13632290675872930842677205831508134358913
Signaturedlgorithm: SHALwithRSA (1.2,840,113549.1.1.5)
Issuer Hame: L=Peg3, ST=Diegem, CN=MFCI1Pub, OU=TAC, O=Cisco, C=BE
Validity From: Wed Aug 01 12:28:35 CEST 2012
To: Mon Jul 31 12:28:34 CEST 2017
Subject Name: L=Peg3, STmDiegem, CNaMFCI1Pub, OU=TAC, O=Cisco, C=BE
Key: RSA (1.2.840.113549.1.1.1)
Key value:
30818902818100a608e60chbd 129984097 e9c57479346363e535d002825be7445c00abfacd806acf0aZel 38 1cdlcobablsbasan
b48dd54c883c3004e4dbofd4ed0f27bec2147dedalatt1bl0dc07 7caTaeSa0f8c4f608696d 7 cf7bao7 27 3f6440ea1d8be6973253
ebcadeS1F33d19d91365F1c8d6257a93f8ef3ad1a2817042088a848a7d7edcB8110203010001
Extensions: 3 present
[
Extension: KeyUsage (OID.2.5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,
E
Extension: ExtKeyUsageSyntax (01D.2.5.29.37)
Critical: false
Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.5.1.5.5.7.3.5,

]
[

~ | Regenerate |- [ Generate CSR 1 [ Download CSR ]

L]

2. COHEEEEE N CAIHEELTVCS ICBMLET, THICEET, VCS T
[Maintenance] > [Certificate management] > [Trusted CA certificate] IC#BE) L . [Show CA
certificate] ZiZIRL £ 7,

Trusted CA certificate
\i__;_ RHots: This YO & pard of & chister bul s 561 the confjuralisa Sasker. Ay configuraton changss Sade an this VOS5 may B el Ners mfsrmaton can B faund of tha Diyglerng haln paga.
: Upload
Seiect the Tie containing trusted CA cerlificabes Choose.. |
Ca canificabe FEM Fig I

Uplsad CA cerificale| Resells M[auiﬁmrﬁul.&l

FLLTAY RONBE, REEES ATV INTOEREF TS LET,

HEGBHEETNTVBRIXNTDIARAEZTFAN 774 NICOE—-LET, TFAN ITF4
X T CallManagerpem 77/ J)L&HE, 77A/4)OABZEZIE—LFT, JE—LERRA
Z, BEGHEEINTCVBRAEZIE—ULETFAN 774 IILOKREICEMLULET,



Cal | Manager Pub

----- BEG N CERTI FI CATE- - - - -

M | CnDCCAgGgAW BAgl QZo7WOnj KYy9JP228PpPvgTANBgkghki GOwWOBAQUFADBe
MQs wCQYDVQQGEW] CRTEOVAWGALUEChMFQ2I z Y28x DDAKBgNVBAS TALRBQz ERVASG
ALUEAXM TUZDbDFQJW x Dz ANBgNVBAg TBk RpZ\Wil b TENMAs GA1UEBx MEUGVN Mz Ae
FwOoxM A4NMDEXMDI 4Mz VaFwOx Nz A3Mz Ex VDI 4Mz RaMF4x Cz AJ BgNVBAYTAK J FMAw
DAYDVQRKEWDaXNj bz EMVA0 GA1 UECX MDVEFDVREWDWYDVQQDEWhNRK Ns MVBLY] EP
MAOGALUECBMGRA | 22Vt MQOWCWYDVQOHEWRQZW:zM GF MAOGCSqGSI b3DQEBAQUA
A4GNADCBI QKBgQDnTCOYMRgZhAl +nFdHKOY2PI NdACgl vnRFWAQ/ r NgGr PCi wTgc
0cxgsG GQLSN1Uy | PDAESNuf ROQPJ 7whRI5KGMYb GdwHf Keui g+MI2Cd t f Pe6l y
c/ ZEDgHYvAd zJT5sr WJf MOGAkTZf HI 1i V6k/ j vPt G gXDSCl gEj n1+31 EQ DAQAB
01cwWVWTAL BgNVH@BEBAMCAr wwJ wYDVROI BCAWHg Y1 KwYBBQUHAWEGCCs GAQUFBWMC
Bggr BgEFBQc DBTAdBgNVHQUAEFgQUK4j YX6O6BANLCal bKEN6YV7Bpk QvMDQYJKoZI
hvc NAQEFBQADg YEAK EGDARAMX X4Cl hEat QE3pt T6L6RRAY PBoDd3dl GEOYWhA2H
Agr w771 oi eva297AwgcKbPxnd5l Z/ aBIxvnF8Tl i OSkj y+dJWbasZW ei 9STxVGn
NSr 1Cy At 8UJhODSUj GHt nv7yWse5BBINBDR/ r M| Rr | | RzAJDeygLl g+we=
----- END CERTI FI CATE- - - - -

CUCM VZAZICEBBOY—NNIHBHFE., ThSINXNTOY—NZZZICEMLET,

4. 77 14 )L ZCATrust.pem& WS ZEITHRIF L. [Upload CA certificate] 20 )Y O LTT7 74
JLZEVCSIZFYZ7O—RULET,

Trusted CA certificate
i Wote: This VOS2 i par af & chuslar bul s 56 the configurabion Saslsr. Any configuration chansss Sads on s VOS5 may be el Mo mformation can B faund o5 the Chislarng bel pags.

Upload

ed CA certificabes “CACATrust pam™ Choose. I I

FEM Fie _Show CA cerfilicale

Uplyad CA certificais || Resst to defaull CA cemsficabs |
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VCS #—/\#5 CUCM ¥ — N\OIERJ/OF Y 70— R

CUCM i VCS L& 2 TRRE N ELIIAEEEETILENF B ET,

LTOFIET, £XL = VCS iEBHE & CallManager-Trust SEBAE & LT CUCM IC7 Y 7’O—R
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1. [0S Administration] XK—= T, [Security] > [Certificate Management] ICBE L. SEBAED A
HMZEAALTEDHBFFESBKL, [UploadFie] 22U Y L&D,



Upload Certificate fCertificate chain
EJ—E' Upload File H Close

—Status

@ Status: Ready

—Upload Certificate/Certificate chain

CEl"tiﬁEE'tE |Ca|lManager-tru5t LI
Name

De=scription

Upload File |"Ci\wescert.pem”

- | Upload File | | Close |

® *_ indicates required item.
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