Jabber DO 4 ICETHREENDNT IS 2
—T 40

2E

BUbE
et
OJ QURERH*
OJ%z8%EFTIHROF—T—R
hITAYI—F A2 DR
CUCMY—ERF 1 JAW

5 3 R SOAPO Y 4 > (IM and Presenced 9 4> )

2 4 BEXMPPOY A > (IMand Presence0 7 14 > )
HEADHES
07 % DEBUG ICERET B HE
RET209
RIMT & 205 QURE

FL®IC

CORFIXNTIE, ABELEGELERY NDO—0 TlabberOJ A VICKBLEBEDODRNT T
N 1—F A9 FEICODVWTHBLET,

& 258

Jabberd%' 4 >/ l&. Cisco Unified Communications Manager—/\(CUCM)d% /4 > &£IM and
Presencety —/N(IM&P)OJ 4 D2 DD ERETHERENET,



CUCM- Service
Discovery

CUCM-User
Authentication

CUP- SOAFP Login




« Jabberld, CUCMZFERL LREEEFRAL T, IMPHY—/\, R4 AX—)L, £, CTIHV—
NOEM, BRUOEFEY—EAODTFNAARET77AMINE2ECHY—EARAZ7O7 714 O
ZHBLET,

- CUCMOOT AV HFRHT B &, JabberlEIMPH—/NIZOTJ AL, BEEVANB RV E
DHEDIMY —ERAZFALL THEL XTI,

« IMPOY A ICE., I—YREAEEWSSOAPOT E. XMPPEY > 3> DEREARNY —LA
EEERSXMPPOT D2DODATF—IHHYET,

OJ QOURE R
PCOFvv>a&#0UFL, VU—2ixJabberB@LAR—KNPRT)ZIELET,

ATYT1: Y42 FIRLT, Jabber 77V —>3>#&TLET,
ATYT2: 2OIXTOOTEHIKRLET,

%AppData%\Local\Cisco\Unified Communications\Jabber\
%AppData%\Roaming\Cisco\Unified Communications\Jabber\

ATY 7 3:Jabberz BiEEL ., AEZBERLET,

ATY T 4  BELAR—RNZRELET, (JabberOAILTXZ1—H»5, [BAEOLR—KNFT
2avaEBERLT, BELAR—KMNY—-ILZEBHLET, FEICOVTIE, c55Z83BLTLKE
=)

RDII=ANDI2 D

« JabberOEEZIRET D HE
« Expresswayh S5 OT #R&E TS 5% (Jabber' MRAZ B X %1545 )

ORI BIZEOF—T—R

<#froot>

IMPStackCap::Log in::0OnLog inError
ServiceDiscoveryHandlerResult
@CupSoapCli: Tlog in cup succeeds -

shows when the SOAP | og in was successful.
[CTriTPConnectionClient: :0nConnectSuccess] - @XmppSDK: -

shows when the XMPP | og in was successful.

LERR -

shows the Log in Errors when the Jabber fails to log in to the | M&P Server.


https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://video.cisco.com/video/5979219646001
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/expressway/213360-collect-expressway-vcs-diagnostic-log-fo.html

NRSTIN1—F1420 0 DEERMK

% 1 RRFEE.CUCMY —ERT 1 AH/NV

IZ7—%7K RE Jabber DO THRINEHS
H—EAZBBKRETEREA. |[CcOIT—E.

[FEMERE ( advanced settings )] |SRVL 11— R®

2OV OLTFETHREL TL | _cisco-udsFE 1z l&

ZZ V. ( Cannot find your _cuplogH'DNSH— ||csf::dns::mapFromWindowsDNSResult
services automatically. Click NTEREENTVE

advanced settings to set up WEEICRTENE

manually ) El

H>27)007 00—

<tfroot>

017-03-19 17:55:00,422 WARN [0x000050ac] [src\dnsutils\win32\win32DnsUtils.cpp(52)] [csf.dng]  [csf::dns::mapFromWindowsDNSResult] - *-----*

DNS query _cisco-uds. _tcp.applab has failed

DNS name does not exist. (9003).

2017-03-19 17:55:00,438 WARN

DNS query _cuplogin._tcp.applab has fail ed

: DNS name does not exist. (9003).

FEIRE#RR D FIE

ATY 7 1: (WindowsZ7ZA4F7> T )X ROV 7 N 2B L, nslookupE ABDLET

o

ATV 2: 9TV)—RAT%#SRVICERELET

set type = SRV

[0x000050ac] [src\dnsutils\win32\win32DnsUtils.cpp(52)] [csf.dns]

ATV 3 BRI BVENHADSRVLI—REZEALET

_cisco-uds._tcp.example.com

[csT:



ATY T 4: ZhnlZkY), CUCMB—/NN%ERA> NTBDNSALI—RARENET,
RIZ, _cisco-uds ® SRV L I—RAEEICER> EHlZRLET,

LO—RABRENZVEEF. DNSEEEICAVEHDETSRVLO—REZREL TEEL

B Admirsstrator: C\Windoas\ systemd e d.eve S |

icrotaft Windows [Uerzion 6.1 .96%01 ] &
Copwright <o) 200F Microcoflt Corporation. ALl rights reserved.

geras )l AFFELAREMNE lod g —Type=sre _Cclaca-uda. top.appalab.cdomn
: il —appEs lab.apps Lab. caf
A, 100G 52, 154

ds. _top.apps lab.com R sepvice locatiom:
P Lo LT A H

are L RE H
ot )

[ gEd443
ozt nane conpab.apps Lah, com

oonpih. apps lab.oon internst address 1. 6692196

s wllzeras il . AFFELAB Y

IZ—%K7T R Jabber DOJ THEBITNEH D
H—EAZBEBRETEEREA, - DTS—i

= == ; «— N . . _
[F¥#HE%E ( advanced settings ) ] Jabber A'UDSE 1= i https://cucm.domain:8443/cucm

1) RS = P T
50Uy SLTFBTREL T |[LD7 0 (udsiA OB R#20OHTTPRE T — Kk

ZE L, i \ -
% é.\, ( Cannc?t find your COY A B e 5B 503 | .
services automatically. Click o I T E 5 M https://cucm.domain:6972/\ M &R
. \\g — "
advanced settings to set up ACERENET. #29DHTTPRE 11— R503
manually )
B R RO F I

ATY T 1 TFTPH—NELTREENTVAHCUCM/ — RABEBLTVWA e 2BFELET,
ATY72: INTOHOCUCM/ —RTChSOY—ERZBEBHLET,

* Cisco TFTP
« Cisco UDSH—E A

28 2 BPE.CUCM L —'3¥RE

IZ—%% & Jabber DO Y THEEINXNEH D

I—BELEE/INAD
—RAELLHYEE
A ( Your username or

COIZ—E. ABLEILTF
DIYIIAEEL>TVWRA, O
— ¥ A'CUCM/LDAPTOY U &

Password is not NTLWBBECRFENET
correct )

"FAILED_UCM90_AUTHENTICATION"



/content/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_C04C09E7_00_cisco-jabber-110-planning-guide/CJAB_BK_C04C09E7_00_cisco-jabber-110-planning-guide_chapter_0101.html
/content/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_C04C09E7_00_cisco-jabber-110-planning-guide/CJAB_BK_C04C09E7_00_cisco-jabber-110-planning-guide_chapter_0101.html
https://cucm.domain:8443/cucm-uds/
https://cucm.domain:8443/cucm-uds/
https://cucm.domain:6972/

H27N07 00—

<#root>
2017-01-09 08:59:10,652 INFO [0x00001740] [vices\impl\DiscoveryHandlerlmpl.cpp(460)] [service-discovery] [CSFUnified::DiscoveryHandlerlmpl::ev

FAI LED_UCMBO_AUTHENTI CATI ON

EEEY P IOES

ATY71: I—HFCUCMTIV RI—HELTHREENTVWAR L ZEEFELET, CUCM
Administration > EnduserXR— ICBEIL £ 9,

ATVT2: 9LFUIYIINELL, I—HYHFTIOT17THB=2HRBLET, CUCME
W75 F7R=2)ICOT1>LET,

COREE, A—YAFEHEI-—HTEVS, FLEREECNENADT—RAELLZVED,
LDAPA" 1 —HZBATEBRVS FUFZRLTVERT,

3 An LDAP error has occurred. Contact your system administrator.

Cisco Unified Communications

Self Care Portal

ATY 73 CORBENIXNTOI—HFTRETSDHESE. CUCM Administration > System >
LDAPDLDAPE R & LDAPFREEDEREN EL W E 2R LE T,



52 BV NLDAPH—NOBEAANS. TAYIY RFOYIERTWANC L. /SAT— RAFER
PhTEWCE. BETFTRNTOI—FHFCUCMI—/NEBFBLTVD C & EBBL T
=0,

L7 —%7 B H Jabber DO THEE T N & i 7

Jabber A", H—EXF 1 AH/\N)
OBEICZ{EL L, CUCM D

BH-—NEBETERE

g’; rfqrijzlr;‘:te dith the  |FODNIRANEZBATEE A |'FAILED_UCMIO_CONNECTION®
server ) o FERETODRANCEETEEE

Ao

H27)07o0—58

<#root>
2017-08-28 12:04:00,282 INFO [0x00004290] [vices\impl\DiscoveryHandlerlmpl.cpp(452)] [service-discovery] [CSFUnified::DiscoveryHandlerlmpl::ev

FAI LED_UCMBO_CONNECTI ON

EIREAE RO F IR

ATFYT1:PCEOTSIHTZOURLERITAAESHZETFANLET, hitps://<CUCM
IP/FQDN> :8443/cucm-uds/version

R

Ly .


https://ccmpub1.cisco.com:8443/cucm-uds/version
https://ccmpub1.cisco.com:8443/cucm-uds/version

FX2h

e Mitpfcompub appshibcom/cucmesdiferse O = ) Cotificabe emoe € | -, gompubanpilsh oo

< Toml version="1.0" encoding="UTF-8" standalone="true"?>
- gversioninformation version="11.5.1" uri="https://ccmpub.appsiab.com / cucm-uds fversion”>
<version>11.5.1 </version
- gapabilities>
<usersfesourceAuthEnabled »false</usersfecourceAuthEnabled >
</capabilities>
¢ versionlnformation

ATYT 2: BBENKRBLUIZBER. DNSHAELKBEENTHRENDZE, BRVTT7AT
DA —)LIASAIREDZRY RD—VEBRNFR—R844327OY VLTV BV L2 BBLET,

ATY 7 3: ZOURLIEE, VFAZRDINTOCUCMY—NTTARNTIUEN HYVET, Y
— XDV ANERRTSIZIE, CUCM Administration > System > Server® JEICEBEL £3,

Jabber OO THERITANE

IZ—%~R FR 4

CODIZ—IE, JabberlC A& hi=
I1—Y%IDA'CUCMTEREES N=1—
HIDE—HULBWBEICRRENE
-

H—NEBETEXRLEA
( Cannot communicate with
the server )

"FAILED_USER_LOOKUP"

H>7)007 00—

<#root>
2016-08-18 13:14:49,943 INFO [0x000036€e4] [vicesiimpl\DiscoveryHandlerlmpl.cpp(367)] [service-discovery] [DiscoveryHandlerlmpl::evaluateService

FAI LED_USER_LOOKUP

EIREAER O FIE

ATFY 7 1: PCOT S JH Thitps://CUCM:8443/cucm-uds/clusterUser?username=<userid>Z @
URLZBIFA C & =#RERELET,

ATV 2 JabberlC AA L 1—HIDACUCMIY RI—HYR—DOI—HIDE—HTD L


https://CUCM:8443/cucm-uds/clusterUser?username=

ZHELET,

f:‘) B> h:JabberTEUPNT 1 AANUNFFT7 I N TEMICEZ>TWVWS 8%, LDAP UPN7
1—=)LRASTI—HFIDFERICADTETATVET, UPNACUCMTREENTWVWRENDE
BUTHINESHZRFELET. UPNT A AAONVZENICTIREN HDEEE. 1
> AM—JLEIZUPN_DISCOVERY_ENABLED=false Z:&EL & ¥

% 3 BB .SOAPOY' 14> (IM and Presenced¥ 1> )

Jabber O THEFZE TN

IZ5—%R~R R & .

I—HEFEERENAD—RHFELLBYE (|COIF—EF, 1%
# A ( Your username or password is not  |FREED XMA'RETH |"LERR_CUP_AUTH"
correct ) HLFET,

H>7)070—58

<ttroot>

2017-01-14 15:55:09,615 INFO [0x00000dcQ] [ts\adapters\imp\components\Login.cpp(99)] [imp.service] [IMPStackCap::Login::OnLoginError] - ******
2017-01-14 15:55:09,615 INFO [0x00000dc0] [s\adapters\imp\components\Login.cpp(100)] [imp.service] [IM PStackCap::Login::OnLoginError] - OnLog

LERR_CUP_AUTH <12>:

201-01-14 15:55:09,615 INFO [0x00000dcO] [s\adapters\imp\components\Login.cpp(101)] [imp.service] [IMP

EIREAER O FIE

ATVYVT 1 A—HFHATLEA/—RIZEVETSh, I—HICEENfN BV EZRIEBLET
(IM and presence Administration > Diagnostics > System troubleshooter),

ATYT 2 NATRAZEVT A (HADREHAEET, 7T—)IF—-N—HFRELTLEWVC
EETRLET,

EREBHAREBOEZICI—HYEEETED ELEEES, 1R EDIMP/—RICEEVY YT
shd, OJA4ICKBLULET,

BEVYICHAREZLDEL, I—YZ2BEZ)YTET,
ATV T 3: OLFUINIDNENTHDEZHRLET,

1.LDAPI—HNF{EERE. I—YHFCUCMELTZTT7R—ZIILICOTA U TERIHESH ZHE
L ET,



2. ccmenduserR— OOT A4 VKLU =354, CUCMOLDAPRRIISREXFEFEL . BIUSKRE
NIMPICEREND CEEHEIELET

run sql select * from Idapauthentication
run sql select * from Idapauthenticationhost

TAHOYNALDAPTOY V22 hTVWAVWZ & Z2HBFELEXT

4. I—HARETLEAEBMICL ZBEE. IMP/NT U Y < ¥ TCisco Sync Agentth —E
AzBEHLET,

ATY 7 4: H—/NOTOMCAT CPUDERAEN SV EZRRBLET,

» show process load
+ utils diagnose test

ATYT7 5 XROY—EAOY%ZDEBUGICEREL TS, OJA > OBEZBRL., OJ2IRE
LXT

 Client Profile Agent

» Cisco Tomcat

« Event Viewer-Application Log
» Event Viewer-System Log

IZ—KT RE Jabber D% THRRETNE H

COIZ—k, I—YHKT7oF147
SEAENENTT  ||THEVAD, F—ER—ARICH S & |LERR_CUP_AUTH <10>
EICRELET,

H27N07 60—

[IMPServices] [CSFUnified::IMPStackCap::Log in::0OnLog inError] - e s se e dede e dede e de e de e e de e s de e de e
[IMPServices] [CSFUnified::IMPStackCap::Log in::0OnLog inError] - OnLog 1nErr0r LERR_CUP_AUTH <10>:

[IMPServices] [CSFUnified::IMPStackCap::Log in::0OnLog inError] - ot e dede s de e s de s st de e dede e de e de e de e s de e s de e de e
[http-bio-443-exec-15] handlers.Log inHandlerAbstract - prelLog in:PRELOGIN reasoncode=FAILURE. User eit

2BV COTS— ML T, CUCMS & TFIM&PH — /N A 5 Cisco Tomeatdl ¥ £ B8 ¢
DEHLHRENIET,

Cisco Tomcatd o' »* &

<ffroot>



2019-10-27 18:33:40,373 DEBUG [http-bio-443-exec-5] impl.LDAPHostnameVerifier - check : inside check wi

2019-10-27 18:33:40,373 DEBUG [http-bio-443-exec-5] impl.Certificates - getCNs :

2019-10-27 18:33:40,373 DEBUG [http-bio-443-exec-5] impl.LDAPHostnameVerifier - check : cns = [ldap.cis

2019-10-27 18:33:40,373 DEBUG [http-bio-443-exec-5] impl.Certificates - getDNSSubjectAlts :

2019-10-27 18:33:40,374 DEBUG [http-bio-443-exec-5] impl.LDAPHostnameVerifier - check : subjectAlts

2019- 10- 27 18:33:40, 374 ERROR [ http-bi 0-443-exec-5] inpl.Authenticati onLDAP - veri fyHost Nane: Excepti on. |

2019-10-27 18:33:40,374 DEBUG [http-bio-443-exec-5] impl.AuthenticationLDAP - value of hostnameverified
2019-10-27 18:33:40,374 INFO [http-bio-443-exec-5] impl.AuthenticationLDAP - verifyHostName: Closing LD

EIRE RO FIE

Cisco TomcatOJ ICEEBAE T S —ARRENBVWBEESE., XO2D0DRANF BELET., chE
BILTHILENHY)ET,

ATY 71 A—FHFIMEPH—NICBEER TSN TWA L ZRIELE T,

« CUCM Administration Web/R—=< > User Management > User Management > Assign
Presence UsersD JEICBE L, userid&Z#HRkL T, Finde oY O LET

ATY 7 2: A—YHFIMGPH—NICEERFTSAhTVRHE, K—AL/—RIZAEZASI—Y
ENDALET

« CUCM Administration Web/~X —<’> User Management > End User > Look for the end-user(c
BEL. Service SettingsTFind>%2 %2 ') Y UL, Home ClusterFI Y JRY VADFIYY
N—2%5LTSavez 21Uy UL, Home ClusterF I Y VRY JADFI Y IIX—U %4
LTSavezxz VY ILET

Cisco Tomcat® OAJ ICEIIRDAZARY ROIS—HANRRENDEHEEE. ROFIEZETLET,

AT Y 7 1:Cisco Jabber £+ 1 7LDAPZFERA TR LS ICRETNTVWAILNESH ZHEEELE
a

ATY 7 2:Secure LDAPEEAL TVDHEEIE. T RXA2Z(FQDN), RARNZ, #£&E
BACN)ZE, SAEICEENFSNTVSIHAENEREZEIBELET,

ATY 7 3: CUCMB LTIMEPDERESE (IP7 RLAXLZIFFQDNZFEAL TVWSEE ) 21
AL, SIAERNICEENZDBHRELEBLET

« CUCM Administration Web/R —=’> System > ServerlcBE L £,

ATY 7 4. H—=NICIPF RLANBREE N, LDAPSEAEICFODNAREE N TVBIHEE. RO
OXR > REFTXTOCUCMBE KTIMEP ./ — RTRITTRIHLEN HYVET

« utils Idap config ipaddr
s FlE, Y—/NNOEXRZFQDNE L TEETRIHENf BV ET, 2ZRLTLEEV,
CUCMY—NEZZIP7RLAFELEFKRANEN SFQDNICEET B HA R

IS5—%T FE&A Jabber DOY THZEINEH D



https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
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https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/unified-communications-manager-callmanager/211393-Change-CUCM-Server-Definition-from-IP-Ad.html

L v e ZOIS—i. IMDB O
YONEBETEFLA oy "o 14 IMP AD TCP |"LERR CUP_UNREACHABLE" |

( Cannot communicate g eoeg = w354 L |"LERR_CUP_TIMEOUT"
with the server ) -

H>7)0070—58

2017-11-08 16:03:20,051 DEBUG [0x00003a0c] [s\adapters\imp\components\L ogin.cpp(127)] [IMPServices] [CSFUnified::IMPStackCap::Login::OnLog
2017-11-08 16:03:20,051 INFO [0x00003a0c] [s\adapters\imp\components\Login.cpp(128)] [IMPServices] [CSFUnified::IMPStackCap::Login::OnLogin
2017-11-08 16:03:20,051 DEBUG [0x00003a0c] [s\adapters\imp\components\L ogin.cpp(129)] [IMPServices] [CSFUnified::1M PStackCap::Login::OnLog

B RE AR D F IR

ATY 7 1:IMPFQDN/RARNBA VT AT NPCHSFRRAIETH D L ZHIELE T,

ATY 7 2: ZOURL%E 7 Z 7 %https://<IMP SERVER
FQDN/IP>:8443/EPASSoap/service/v1I05 TR T3 C & ZHEFRL £,

B2

This XML file does not appear to have any style information associmed with 8. The doosmen tree is shown below.

error=This is a $OAP service. Send a POST request!<</ermor=

K
|I|||I|||-
CISCO

HI TP Zksheg 404 - [EPASSoapisenss NS
Pk
MHEULEg

dansrpies

ATY T 3: 77 AT I#—)LINPNFIMPH—/\ ( AR—K8443,5222 ) \D#EHmZ7OY UL T
WEWZezBRBLET,

ATV 4. ZOY—EZANFIMPH—NTERITENTVEIAESH ZREFEL X T : Cisco Client
profile Agent



ATYT5: Chs0Y—EAOJ%#DEBUGICEREL, O/ OBEEZBEERL. BIOFE
TRBENMRLEVESRROTZ2RELET,

» Cisco XCP Router

+ Cisco XCP Connection Manager

« Cisco XCP Authentication #—E A
 Client Profile Agent

2 eV BEMMAOI—YEFICEALEWVESE. CUCMTI—H0T LY AN
MTEBRL. BEAYYETET., YATFALKCHEN 5280, OFEREL, Y—
EADAF— X AERBLET

IZ—%K7R FR Jabber DOT TR INEHN
BH-—NEBETEEREA BE. COIZ7—E

( Cannot communicate with the |IMDB® BN RE TH |'LERR_CUP_INTERNAL_ERROR"
server ) HALUET

H27N07 00—

2017-11-08 16:03:20,051 DEBUG [0x00003a0c] [s\adapters\imp\components\L ogin.cpp(127)] [IMPServices] [CSFUnified::1MPStackCap::L ogin::OnLog
2017-11-08 16:03:20,051 INFO [0x00003a0c] [s\adapters\imp\components\Login.cpp(128)] [IMPServices] [CSFUnified::IMPStackCap::Login::OnLogin
2017-11-08 16:03:20,051 DEBUG [0x00003a0c] [s\adapters\imp\components\L ogin.cpp(129)] [IMPServices] [CSFUnified::1M PStackCap::Login::OnLog

BREfE RO FIE
ATYT 1 BEBFITYIDEST
ATV T 2: 5D —EANIMEPH —NTETETNTVBR WA LET

» Cisco XCP Router

» Cisco XCP Connection Manager
 Cisco XCP Authentication —E &
e CiscoF—ZARNTAOOTA >

AT Y7 3:R® Field Notice X ERAAREN ESH EZHBLET,
Field Notice:FN64267:Cisco Unified Communications Manager IM & Presence ' J& &l TCisco
Jabber@OTJ AV HNREITD -V T RNIITTYTIL—REHE

ATV 7 4. ChsOY—ERAOY ZDEBUGICEREL., OJ1/ > 0RBEZBEERL., BIOFE
TRBENMMRLEVESRROTZ2RELE T,


https://www.cisco.com/c/ja_jp/support/docs/unified-communications/jabber/212471-jabber-login.html#anc22
https://www.cisco.com/c/ja_jp/support/docs/unified-communications/jabber/212471-jabber-login.html#anc22

» Cisco XCP Router

» Cisco XCP Connection Manager

« Cisco XCP Authentication —E A
+ Client Profile Agent

s F—RARNTAOIAIOQTA >

» Event Viewer-Application Log

» Event Viewer-System Log

ATYT5: 95AZZ2)T—NLTRRZEELET,

5 4 BB XMPPOY 4 > (IM and PresencedJ 1 > )

IS5—%KR RE Jabber DOY THRRBIXNEHD
H—NEBETEEE |[JabberA'MRAZH T#EH: T

LERR_JABBER_AUTH <14> : ' —/YM&8

VI r e = . X
A (Cannot €9 IMPE DTSt Y | TS (UY—R/N1 > K. TLS. fER
communicate withthe |32 ZRITEZVHEIC £y 3. SASLTS—&& )
server ) K<B5Nh%FT, ) 7

H>7)007 00—

2019-05-03 15:19:32,225 DEBUG [0x0000000109732f80] [s/adapters/imp/components/Log in.cpp(128)] [IMPServ
2019-05-03 15:19:32,225 INFO [0x0000000109732f80] [s/adapters/imp/components/Log in.cpp(129)] [IMPServ
2019-05-03 15:19:32,225 DEBUG [0x0000000109732f80] [s/adapters/imp/components/Log in.cpp(130)] [IMPServ

B R O FIE

ATY 71 IM&PH—/\NEExpresswayD B TR— K522 BV T WA C & ZHRRLET,

ATYT2: ChsDY—EANIMEPH—NTERITENTVDR L 2HEL, " EBREBLET

o

» Cisco XCP Router
» Cisco XCP Connection Manager
« Cisco XCP Authentication H—E' A

ATY T 3:CUCMTLEYARRIN—TONATRATE)T 1 ZEBCLET,

ATV T 4: TXTOIM&P ./ — RTCisco XCP Routert—E AZBREL E£T., JZAICIM&P/Y
Ty v mRERAL, RICHTAOVSANTEEHLET,

« utils service restart Cisco XCP Routerty—E A

ATY T 5:CUCMTLEAREIN—THASNATRATE) T+ 2#BEEMCLET,

IZ—%K7 FR Jabber OOY TR INEH D




H—NEBETEXRE
A ( Cannot
communicate with the
server )

BE. Jabber A" IMP H#—/\
EDtEYS I ERITE

9. IMPH—=NIZEEEN

12V RTEBRVBAICKTR

ENET,

LERR_JABBER_AUTH <17> : ¥ —/\®
RAELT— (VY—ANA 2 R, TLS,
v 3> nfER. SASLTIZ—BLE)

H>7)007o0—58

2017-10-27 10:56:47,396 DEBUG [0x00007fff80b3d7340] [s/adapters/imp/components/Login.cpp(127)] [IMPServices] [OnLOoginError] - ks kx2
2017-10-27 10:56:47,396 INFO [0x00007fff803d7340] [s/adapters/imp/components/Login.cpp(128)] [IMPServices] [OnLoginError] - OnLoginError: LEI
2017-10-27 10:56:47,396 DEBUG [0x00007fff8b3d7340] [s/adapters/imp/components/Login.cpp(129)] [IMPServices] [OnNLoOgiNError] - **** x %kt ko 2

EIRE RO FIE

ATY 71 cup-xmppilEAEN BEMTH D L ZHBLE T,

ATYT 2 R—=RE22AFHEVWTVWA L 2B LET,

AFVYS3: 2hsnt—

ADFICOT ZIRELE T,

EAOYJZDEBUGICREL TAS, OJA > OEEZBRL. FIE

BHOW—DBENr+—NNOUT—RTHDERETNDIREEROES.

e Cisco XCP Router

» Cisco XCP Connection Manager

» Cisco XCP Authenti
 Client Profile Agent

cation H—E A

« Event Viewer-Application Log

» Event Viewer-Syste

m Log

ATV 4 BBEBRTDICE, Y—NE2VT/—KMLFET,

IZ—%7T

R R

Jabber DO THREINEH S

H—NEBETERLEA
( Cannot communicate
with the server )

TPATIA—)BECETRIX
YRD—=UOBEICKRY) ., IMP

ZRFRTEEV, R IMP 2
ETEGVSEEICRTEINET

"LERR_JABBER_UNREACHABLE"

H>27)007 00—

2014-12-15 12:07:31,600 INFO [0x00001670] [ts\adapters\imp\components\Login.cpp(96)] [imp.service] [IMPStackCap::Login::OnLoginError] - *****3
2014-12-15 12:07:31,600 INFO [0x00001670] [ts\adapters\imp\components\Login.cpp(97)] [imp.service] [IMPStackCap::Login::OnLoginError] - OnLog
2014-12-15 12:07:31,600 INFO [0x00001670] [ts\adapters\imp\components\Login.cpp(98)] [imp.service] [IMPStackCap::Login::OnLoginError] - ******



& AR O F IE
ATY7 1:IMP O FODN/RA R B &, RRAIGEN ES N EZHBLET,

ARFYT2: TP AT 94— )LINPNAIM&PH—/\ ( R— N8443,5222 ) ADEHEETOY I LT
WsWZezB\RELET,

ATYT 3: Ch8DHY—EANIMAPH—/NNTERITEhTWLWAIHESHZHFEL., —EBEFL
£

» Cisco XCP Router
» Cisco XCP Connection Manager
« Cisco XCP Authentication ¥ —E A

ATV 4: BAFIYVIOERTLET,

ATY75: chsOY—EAOY%ZDEBUGICEREL . QT A NEEZBEERL. 5IOFIE
TEREFMrRRLEVESROTZRELET,

» Cisco XCP Router

» Cisco XCP Connection Manager

« Cisco XCP Authentication —E A
+ Client Profile Agent

» Event Viewer-Application Log

+ Event Viewer-System Log

FIE6: IXTOI—HICAUIZ—AFRELILHEERE. RESEEREOLHICH—/NNODUT—K
ZRITTEFRT,

Jabber DO THERINEH

IZ—%R~R R A 5

TNT2 MYy JabberA" A 7L ZAE LI

324;;25 Expressway(Mobile Remote Access(MRA))#&E nl;;)g Iggrtr:_rtjfkr;%rx:f:: 27
o E |lmTSSORBALTOY AT BE—REIC || arroc 9

3E \,é = . 1]
;j;ubﬁ‘c< EREND inError

H>7)007 00—

2020-03-12 19:55:01,283 DEBUG [0x000000010b71d800] [apters/imp/components/Log inUtils.cpp(96)][IMPServic
2020-03-12 19:55:01,283 DEBUG [0x000000010b71d800] [isteners/Log inEventListenerImpl.cpp(148)][IMPServic
2020-03-12 19:55:01,283 INFO [0x000000016b61f000] [ers/imp/1ifecycle/Log inExecutor.cpp(314)][IMPService
2020-03-12 19:55:01,478 INFO [0x000000010b71d800] [pp/tahiti/ui/Tog in/YLCLog inBaseVC.m(500)][UI.Action
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ATY 71 : A—HFIMEPIZE BTN TWB =R LET,
ATY T 2: J—R&JabberO B THEASHAELK KRBT TVDCEERIALET,

ATV 3:IXTO/—RTOAUhBEF—EBSILF—HNEL<BHENTVSE L 2R
LET, CORFAXDPD "#R, £9232ZFBLTLKEE N,

ATV 4 REBEFIYVIRETLET,

ATYT5: Chs0Y—EAOJ %#DEBUGICEREL., O/ OBEEZBEERL. BIOF)E
TRBENMRLEVESRROTZ2RELET,

» Cisco XCP Router

+ Cisco XCP Connection Manager

« Cisco XCP Authentication #—E A
 Client Profile Agent

» Event Viewer-Application Log

» Event Viewer-System Log

» Cisco SSO

» Cisco Tomcat

« Cisco Tomcattz+ 1 )7 4

W RS

ATY 71 A—YNFTLE A/ —RIZE|VY) H TS N ([IM and Presence Administration] > [ A
TA]>[MROD]ICBE), I—HFICEEN BTV & 2R L £ ([IM and Presence
Administration] > [2#f] > [ AT ARNS T I 1 —2] IZBE),

ATYVT 2. NATRAZEVTANFEHICE>TVSHEAE, [CUCMER (CUCM
Administration ) ] > [¥—/\ ( Server ) 1> [7'L E> ALK Y )L —7 ( Presence Redundancy
Group ) | DIEICBEIL., TN EEBRENESHERBLET. ROEKRIE, EFHRIRE
RLUTVET, NMTPRAFZEVUTAIZIDOVTRRCESEZSRBLTLSEETL,

KERE

e b N D i Active Usars BevvacBtate M = Sarvaniction

~ 7E:Jabberld, Cisco Tomcat, Cisco Tomcat Security, Cisco Client Profile Agent, Cisco
XCP Connection Manager, Cisco XCP Router, # & UFCisco XCP Authentication® &+ —
ERAzZFEALTOJALET,
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ATYT 3 NATRAZEVTAOLTIT—2 32 OREERBLET,

a. utils dbreplication runtimestate

T—ER—=ALTVT—>a > THENFrRELLESEERE,. COUIICBEHLET,

b. B A Sselect count(*) Tpe sql tllogZ® EITL £ T, EHE

F =1 utils imdb_replication status ( 10.5.2 SU2alAf )

3DONDTF—RANFTPASSEDERRL., TXTHDIMEP/—RTOXN REETITIDHENHY)
£FT, 12O/ —RTIXRXTOTF—RARNTOLTVT—> 3 NFPassedE RRENDHEEED
WETH. Bl ./ — RTEFailedeE RIRENDIBEEN HVYVET,

IMDB ( A Y XEVF—ER—R)LTUT—23aVHFELLBVWE, —BREFINTOI—¥
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IMDBL 7'V —> 3> OBEZBRIDFIERFROEH) T,

ATYT 1. HEBEZTDIMEPPH T ISAZRONATRAZE) T A (HAZEMIZLET,
ATV 2: FXTOH./— RTCisco Presence EngineZ{Z1L ¥ %

utils service stop Cisco Presence Engine

ATY 7 3: INTOTF—RARNTH—EA(Cisco Log in Datastore, Cisco Route Datastore,
Cisco Presence Datastore, Cisco SIP Registration Datastore) A" E7&e nh TWA & 2R LF T

utils servicelJ A k
ATY 7 4% /—RTCisco Config Agentz —EIC12F 2BREEILE T,

utils service restart Cisco Config Agent

AT Y 7 5: Cisco Presence EngineZ 28 L £9,
utils service start Cisco Presence Engine

FIEG: YT VS AROHAZEMICLET,
074 % DEBUG |ICERET S H i

ATY T 1 [E4*—=<,3 > ( Navigation ) ] > [Unified Serviceability] > [~ L —A ( Trace ) ] >
[E%%E ( Configuration ) ] DJEIZEIRL £,

ATV 72S8erverROYTHIVVARDES, NL—AZBRETIH—EREETITHT—N
(DEYIMP/—R ) ZERL, Goz YUY ILET,

AT Y 73 Service Group ROAY TR IV ARNRKRY VAN S, NL—RERETHI—ERADOY
—ERTIL—T%ERL., GoZz VYU LET,

ATY 74 Service ROAY TZ IV VARKY DAL S, NL—RERETHDH—ERAZREIRL,
GozZ VY IULZEY,

Step5 [TNTO./—RIZEA (ApplytoAllNodes ) | FIVIRY OREAFICLT, ML
—ALAXRIIC[F/INYY (DEBUG )] #EEELET,

Step 6 RL—ANTAXA—ZBEEZRTFTDICE. RTF (Save ) | K220 Y ILET,

NRL—ALARIDEREFZEOFMICOVWTIE, FCisco Unified Serviceability Administration
Guides 2B L T EE L,
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race Configuration

G Save {j) Set Default

Status:
(@) Ready

Select Server, Service Group and Service

Server® 192.168.100.85--CUCM IM and Presence ~ G0
Service Group® IM and Presence Services (e]+]
Service™ Cisco XCP Connection Manager [Active) “| Go

=1 Apply to All Nodes

« Trace On

Trace Filter Settings

IDﬂbuu Trace Level Debug
| Emable All Trace

Trace Output Settings

Maximum MNo. of Files®™ 2580
Maximum File Size (MB)* 2



race Configuration

. Save £ Set Default

Status:
(@) Ready

Select Server, Service Group and Service

Servar® 192.168.100.85--CUCM IM and Presence Go
service Group™ IM and Presence Services . (30
Service* Cisco Client Profile Agent (Active) | Go

L] Apply to All Nodes

] Trace On

Trace Filter Settings

Debug Trace Level | Debug
Enable All Trace

Trace Output Settings

Maximum No. of Files® 2580
Maximum File Size (MB)™ 1



L] Save ij’ Set Default

Status:
(@) Ready

Select Server, Service Group and Service

Server® 192.168.100.85--CUCM IM and Presence - (£
Serviceé Group™ IM and Presence Services « || G0
Service* Cisco Login Datastore (Active) -]  Go

=1 Apply to All Nodes

b Trace On

Trace Filter Settings

Dabug Trace Level Debug
=] Enable All Trace

Trace Output Settings
Maximum Mo. of Files™ 250
Maximum File Size (MB)*" 1



race Configuration

L:a Save @E&t Default

Status:
(@) Ready

Select Server, Service Group and Service

Server” 192.168.100.85--CUCM IM and Presence Lo
Service Group™ IM and Presence Services Go
Service* Cisco XCP Authentication Service (Active) Go

Apply to &ll Nodes

«| Trace On

Trace Filter Settings

Debug Trace Level Debug
[ ] Enable All Trace

Trace QOutput Settings
Maximum No. of Files™® 250

Maximum File Size (MB)* 2



. Save ij’ Set Default

Status:

(@) Ready

Select Server, Service Group and Service

Server® 192.168.100.85--CUCM IM and Presence ~  Go
Service Group®™ IM and Presence Services Go
Service™ Cisco XCP Router [Active) : ] Go

=1 Apply to All Nodes

« Trace On

Trace Filter Settings

Debug Trace Level Debug

Enable All Trace

Trace Output Settings

Maximum Mo. of Files® 250
Maximum File Size (MB)™ 2

X&Eg30Y

RTMT & CLI
Cisco Client Profile Agent file get activelog tomcat/logs/epassoap/log4j/*
F—=RARNTADOIAIOT A > |file get activelog epas/trace/imdb/sdi/ttlog in/
Cisco Tomcat Security Logs file get activelog tomcat/logs/security/log4j/*

Cisco XCP Authentication ¥ —E A [ffile get activelog epas/trace/xcp/log/auth*

Cisco XCP Connection Manager |ffile get activelog epas/trace/xcp/log/client-cm-1*.log

Cisco XCP Router file get activelog epas/trace/xcp/log/rtr-jsm-1
Event Viewer-Application Log file get activelog syslog/CiscoSyslog*
Event Viewer-System Log file get activelog syslog/messages*

RTMT (C&kB O OUE
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[ Local Browse
©- [ Real Time Trace
[ collect Crash Dum
[ collectinstall Logs
[ Audit Logs

RN R RN AR

[ Select System Senvices/Applications |

[Z] Select all Services on all Servers

Name

All Servers

| [ cemsub10mucis2.com [ imppu

Cisco Role-based Security
Cisco Row Information Spooling

Cisco SOAP Web Service

Cisco SOAPMessage Service

Cisco 550

Cisco Serviceability Reporter

Cisco Serviceability Reporter AlertReport

Cisco Semviceability Reporter CallActivitiesR...

Cisco Serviceability Reporter DeviceReport

Cizco Serviceability Reporter PPRReport

Cizco Serviceability Reporter ServerReport

Cizco Serviceability Reporter ServiceReport

Cisco Stored Procedure Trace

Cizco Syslog Agent

Cisco Tomcat

SCO 10l ecurty Logs

Cigco Trace Collection Service

Cigco Unified OS Admin Web Senice

Cisco Unified OS Platform API

Cisco Unified Reporting Web Service
Cisco WebDialerRedirector Web Service
Cron Logs

Event Viewer-Application Log

Event Viewer-System Log

FIPS Logs
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[ Local Browse

@ Real Time Trace
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[ Audit Logs
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