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e+ Administrator: Command Prompt
Microsoft Windows [Uersion 6.1.76H11
Copyright <(c? 2007 Microsoft Corporation. All rights reserved.

C:sUserssAdninistrator?setspn —a HITP-adfsl ciscolivessso

Registering ServicePrincipalMamesz for CN=Saml S80,CM=lsers.DC=ciscolive.DC=com
HITPradfs1

Updated object

C:sUserssAdministrator?>

SHMICOWTIE., TADFS20: H—ER7HI> NAIC SPN ( servicePrincipalName ) %&
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<microsoft. identityserver.web>
<localAuthenticationTypes>

<add name="Integrated” page="auth/integrated/" />

<add name="Forms' page="FormssignIn,aspx"” />

<add name="T1sClient page=”autﬂf551c1ientf” S

<add name="Basic" page="auth/basic/" />
</localauthenticationTypes>
<commonDomai nCookie writer=""
zcontext hidden="true" />
<error page="Error.aspx’ /=

reader="" />

<acceptedFederationProtocols saml="true" wsFederation="true" /=

<homeRealmDiscovery page="HomeRealmDiscovery.aspx’ /=

<persistIdentityProviderInformation enabled="true" lifetimeInDays="30" />

<s5inglesignon enabled="true" /=
</microsoft. identityServer.web>

3. [Windows Authentication] Zi&IRL ., R A > IZ&H B [Advanced Settings] 22 )Y O LET
» [Advanced Settings] T, [Enable Kernel-mode authentication] Z7 7 I L, [Extended

Protection] A" [Off] T& % < & Z 1R

V[OK|ZDOUYULET,

g =

@E} [._‘}- ADFS1 b Stes b DefautWebSite b adfs » Is »

@~ @~

File View Helbp
: Authentication
¢ |7 |8 L9
&3 Start Page .
B85 ADFS1 (CISCOLIVE\Administrat | _OToUP BY: No Grouging -
-5 Application Pools _Name = | status
El-|a] Sites Anonymous Authentication Enabled
=4 Default web Site ASP.NET Impersonation Disabled
= Forms Authentication Disabled
B9 Windows Authentication Enabled
H L.H._ jm_code
- T Ann GlohalR
B pvanocasetioos 21
"
B0 800 Eypndad Protection:
|ofe =
Click beve f iomatin o
™ Enable Kemel-mode authentication
By defauit, [1S enzbles kernel-mode authentication, which may improve =]
authentication performance and prevent authentication problemes with
applicaton pools configured to uge a custom identity. As a best practice, do
not disable this setting if Kerberos authentication is used in your
emaronment and the applcation pool & configured to use a custom identity.
<

Configuration: locahost

Click here for more information enline

Cancel

[ o |

I+

/Iy, Click here to leamn how to
configure Extended Protection.
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Advanced Settings...
Providers...

© e
Online Help

4. Windows AAAD T X TN I T AT Nk, Kerberos ZFERATZE Y, NTLM ICKET D LH
. ADFS /N\—23 > 2.0 A" Kerberos 7’0 k1)L & NT LAN Manager ( NTLM ) Z’ O~ JL

DB EYR—NIBDEZBIELET,

AR A 2T [Providers] Zi3&IR L. [Enabled Providers] ® T (Z [Negotiate] & [NTLM] 2" F7E

TR_ELZHRALET,



> Internet iniormation Services (115) Hanager =10/

@"!:; | 2 » ADFS1 » Sites » DefaultWebSte » adfs » i » | |-
File View Help
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Select a provider from the list of available providers
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| | add
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Microsoft Internet Explorer

1. [Internet Explorer] > [Advanced] > [Enable Integrated Windows Authentication] A" 7 >/ (Z 7% 2

TVWBEEBRELET,



I |

Internet Options

General | Security | Privacy | Content | Connections | Programs -ﬁ-d'ﬁﬁﬂEEd|

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Justdisplay the results in the main window
ﬁ Security
(] allow active content from CDs to run on My Computer*
(] allow active content to run in files on My Computer®
(] Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs
[ Do not save encrypted pages to disk
|| Empty Temporary Internet Files folder when browser is dc
Enable DOM Storage
Enable Integrated Windows Authentication™®
[#] Enable memory protection to help mitiqate online attacks
4 | [} | F

*Takes effect after you restart Internet Explorer

—
—
—

= v

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset... |

¥ou should only use this if your browser is in an unusable state.

[ QK ] | Cancel Apply

2. [Security] > [Intranet zones] > [sites] I~ ADFS ® URL Z ML £ 9,



.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & /v O

Internet Local intranet Trusted sites  Restricted
sites

Local intranet
. . . | Sites
This zone iz for all websites that are

== found on your intranet.

b

Local intranet @

Use the settings below to define which websites are induded in
the local intranet zone.,

Automatically detect intranet network

Indude all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

Indude all network paths (UNCs)

What are intranet settings? | Advanced | | Ok || Cancel

Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

adfs1.ciscolive.com Femove

3. CUCM, IMP, & & T Unity ®7RA ~NH % [Security] > [Trusted sites] [CIBIML £ T,



.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & / O

Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites
r L [ Sites |

"
" I |

Trusted sites @

j You can add and remowve websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

cucm 1. cscolive. com Remowve
imp 1. dscolive.com
ucxn 1. dscolive.com

|| Require server verification (https:) for all sites in this zone

Close

4. A2 RNZRYNYARNBICATA2 LT ¥ I ZERTS2HIC, [Internet Exporer] >
[security] > [Local Intranet] > [Security Settings] > [User Authentication - Logon] "8 E & 1
TVWB L ZRAELET,
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fy == Options % | =

*| 4]

General | Seaurity | privacy | Content | Connections | Programs | Advanced |
Security Settings - Local Intranet Zone ]

Select a zone to view or change security settings.

Settings

@ @& JV O oeate -
Internet  Local intranet  Trusted sites  § = (:jﬁiﬂ:; -
| This zone is for all websites that are &
™ found on your intranet. — éﬂlgf; Java apclets
@ Enable
. ™) Prompt
Security level for this zone o
82, User Authentication
Allowed levels for thes zone: All 3& Logon
Medium-low () Anonymous logon
En-"tlir!:"":fli;}'iﬂt for websites on your i@ Automatic logon only in Intranet zone
ane ) . Al
- Most content will be run without ¢ 8 Aub:m::nw vith l;l..lrl:f‘lt ol r'ldm ol pramuiond L
= Unsigned ActiveX controls will not Prompt for user name and passwor ™
-Same as Medium level without prg < E | -

[~ |Enable Protected Mode (requires restartin

| Custom |evel...
Reset custom settings

I Resetallzg — Reset to: [hhﬁa.m-lm{deﬁljt} v] [ Reset... ]

*Takes effect after you restart Internet Explorer
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Mozilla Firefox

1. FirefoxZ2F& . 7 RL A/Y—ICabout:confige AL ET,

I ' aboutconfi » |
L) about:config 'k+

&/ Firefox | about:config

2. [I'll be careful, | promise!] 22 1J Y O L& T,

y Here be dragons!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

[+ Show this warning nest time

Tll be careful, I promise! |




3. EETBICIE. 717 7L > AH&network.negotiate-auth.allow-non-fqdnZ true (.
network.negotiate-auth.trusted-uris % ciscolive.com,adfs1.ciscolive.comiC X 7 )LV U Y L

£9,

Sesch:  rehwarkn

Preference hams = Status Type Ve
nebanrk meqotiate-suthoalow-rasogre-nbm-o] defmuit boalesn Tl
etk regoliate-autb alicws-raecur e nbime] it e st baalean true
iz bwee ke mengartiab e autb ol o Dgde it &l Esstabiean e
nebvenrkregobate-authualicw - proses defanit bonlean nae
network negobate-auth delegation- uns defat string

mebwork reqotate-auth geslib L string

network negotiste-sth trusted-uris user sek wring izl adfz] ciucolive.com cscolive.com
nebventk regeiate-authusing-native-guklk ded it ] trus
arebenik Al end v s poras it il [ Take

4. Firefox ZBiL, BEME XY,
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[+, Administrator: Command Prompt =10| x|

Microsoft Windows [Version 6.1.76811]
Copyright <c? 200? Hicrosoft Corporation. All rights reserved.

CixlserssAdministrator>setspn —-L sso
Registered ServicePrincipalMames for CH=S5aml SS0,.CH=llzers,.DC=cizcolive DC=com:
HITPradf=1

CislUserssAdministrator>

DZ5AT >N XN Kerberos FTY REF>TVWBRHAESHERLET,

Bl CAWindows\system32\cmd.exe Bn R x|
iislzerssuserl .CISCOLIVE>K]list tickets ~

Current Logonld iz A:Bxabchd
Cached Tickets: (2>

Client: userli @ CISCOLIUVE.COM

Server: krbtgt/CISCOLIVE.COM @ CISCOLIUE.COM

KerbTicket Encryption Type: AES-256-CTS—HMAC-SHA1-96

Ticket Flags Bx4defdBbd -> forwardahle renewahle initial pre_authent
Start Time: 11772015 20:52:47 (local?

End Time: 1/48-2015 6:52:47 (local?

Renew Time: 1-24-2015% 28:52:47 (local>

Session KHey Type: AES-256-CTS-HMAC-SHA1-76

Client: userd @ CISCOLIUE.COH

Server: hostspcl_ciscolive.com @ CISCOLIUE.COM

KerbTicket Encryption Type: AES-256-CTE-HHMAC-SHA1-96

Ticket Flags Bx4baBlédpd -> forwardable renewahle pre_authent
Start Time: 1-.17-20015 28:52:47 (local>

End Time: 1-18-2015 6:52:47 (locald

Renew Time: 1242815 28:52:47 (locall

Session Hey Type: AES-256-CTS-HMAC-SHA1-96

C:xlserssuserl .CISCOLIVE
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