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Cisco Bug ID CSCwc69661F

7=k Cisco Bug ID CSCwa25108 TRENTWVWD ZDEMELEEICKY), Expressway7 oY N7 #
—LMRA) LD RZ 714y OB =N, ENALBLOPVE-RT7IVEAMRA) T —ERARAIC
Cisco Unified Communication Manager(CUCM), Cisco Unified Instant Messaging &
Presence(IM&P), & X TUnityH—/N/ — ROFEAEO D DRI ZERTLET, COEEICKY)
. Expressway7’Z Y N7 A—ATOFTY7IL—REICMRAOY A VEENf KET D AHEMAN
HYET,

Hypertext Transfer Protocol Secure(HTTPS)I&. Transport Layer Security(TLS)Z#EfA L TEE %

ES{tTHLZEBBBE7ORNINLTT, COEFITFrXIEF. TLSN\Y RO I AV TRIBE

NBTLSHAEEZFERAL TERENET, COY—NICE, REE(VE—NIOEREEZANS

) ETTAND— (BEL) D2OO0BNNFHYET., FARPEEREL SKREL., 75141\
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1. EEHEhIFRI/CAFI—>
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EHEBZEMCAFI—>

Expressway-CA*CUCM / IM&P / Unity '} AE I HRIHEZFEEITZICIFE, FEIDNYTLARI
(IL—K ) REBCANDZDEBREN SOV VEBIUTEDIMLENHYVET, cOKSE
VU, DEVIVTATAGAEZI)— NCAREREICV VT HHEORER. FEOFI—
VEFFENET, COLDSBEEOFI—2ZBRTEDIRSIC, FEHEICWE, Issuer ( Tz
(& Tlssued by, ) &Subject ( £x Ik Missued Tos ) M2O2D T A =)L RAEEFIATVET,

CUCMA"Expressway-CICIAfE T2 —/NfEHER EO Y —/NFERAER., "#HE&, 71—l RIC,
BEFCNHNOZEEMRX AL BA(FQDN)ZFE > TVET,

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab

CUCM cucm.vngtp.lab® B —/NREBH & HISubject 7 4 — )L ROCNEHIZ, Country(C).
State(ST). Location(L), .. BENDMDBEMLE EEICFQRDNAEENTVWET, £, H—/ VA
£ A vngtp-ACTIVE-DIR-CAE W\ S A DCAIC & > TEA (KT ) EhdLEhhET,

RYZLARICA (L—KCA)E. BEZHNTIIAAZTERITIZDCEELTEET, COKS
% )L— NCASEFHE Tlk, Issuer& SubjectDEABRLUTHBD EN DAY ET,

Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA

chid, L—hCANBEZBRITZLHICEMIZIARETT,

—REERA TR, L—BCARY —/NFIABZEERITLEREA. KDL, HOCADRIAE
ZRITLET, COLDIBMOCAR. PRCAEFIENETE T, FECAR. F—/NERAEF -G
DHECARADIIAZ ZERERITTERT, Y—/\iEASIHFPECANCL > THRITES N, RICH

BCA2A SAAENMEBEETNDEVSRANFEZASNE T, RERHNICFECAYIL—KCANSH
BOAZEZEENBIZET (AABRIIL—RCALYSEERBENET ).

Server certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-1

Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=cucm.vngtp.lab
Intermediate CA 1 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Subject: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-1
Intermediate CA 2 certificate :

Issuer: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-3

Subject: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-2

Intermediate CA n certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=lab, DC=vngtp, CN=vngtp-intermediate-CA-n



Root CA certificate :
Issuer: DC=lab, DC=vngtp, CN=vngtp-ACTIVE-DIR-CA
Subject: DC=1lab, DC=vngtp, CN=vnhgtp-ACTIVE-DIR-C

_ _ T, Expressway-CHA'CUCMA SEFEENB Y —/NIIAEZEEITZ HICEF. ToH—/\FE
HEANSI—NCAIHEETORETF I —VEBETEDIHLENHYET, TOLHIZE, IL—
NCASEFAE S LV INTOHECATIAE R (FETHESE. JL—NCANCUCM®D H—/\FEEA
EZEERITLULLEBEZERVT ) Expressway-COEBEARNTICT Y 7O—RIZBEN HYET

o

~ 7 o Issuer”7 4 — )L R&Subject7 1 —J)LREF., BEOFI—ZABNZHDHFETHEILS
BETEEXEIN, CUCMTIE, chsno71—J)LRZEAETEALEEA, KDYIZ, T
X509v3 Authority Key Identifiers 7 41 —JL R & TX509v3 Subject Key Identifiers 7 41 —JL R
ZHERALT, BEHOFI—2EBELET, cnsOF—IZIF. Subject/Issuer7 1 —J)L R
ZHERATHDLYEERBIAAEOIDNIEENTVE T, ELUSubject/lssuer7 1 —J)L KRz #H
D2DDRAENFEITDHEMEIHYVETH. TOSEQ1DFHRINATHY ., 12E@F
EEDTT., mhEERABX509v3 Subject Key Identifier(SUBJECT KEY ID)& 3D 78,
CUCMIFELWEBEFI— 25| EHmEHBTEET,

Cisco Bug ID CSCwa12905I- &% &, ZhikExpresswayll &4t 9., EIUHER(CN)ZE
BO20N0REL%S (BE2ERENLAL ) JAIBAZE ZExpresswayDEFEARNTICT7 Y 7O— R
TRERTEERBA, ChZEBETHEZER. CABENEZIIAEZFEATIH. ELD
HBECN)ZFEATSH., FLRECRAUIAEZFAL VS L Z2RFEITSHETT
(CUCM 14D BERIREMREEZFEATIAREN DVET ).
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&, BERFTOIAETRLACEIVWTITDIET,

TS0 TERKOBREN TORETOT, flZEFTRTHEEL &S,
https://www.cisco.comZ SR I 2 &, ADLEURLOEIZOY VT A AN RREh, ThHFE
HETERERTHAIELEZERLET, Chid, CABEFI—Y (ROOEIZIUHS ) &
SANELZE@FCNF IV IOEAICEIVWTVET, itAEZ ( /7ZoYoav o740 &Y
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& & @ cisco.com
s Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+ Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement

o U

AEBAE OFM. $FICSANI R ZFND L, AU EANEOFQDNE RRICENBEhTVS
CENDHLYET,



& Certificate e
General Detalls Certification Path

Show: <Al> o

Held Value e
& Certificate Polices  [1]Certificate Palicy:...

i ORL Distribution P... [1]CRL Distribution ...

Subject Alternativ,.. DNS Name=C0s00-, .,

@ Subject Key Identl... blBcecodd9aSdidr4. .
& Enhanced Key Usage Server Authenticatio...
EISCT List w1, adfTbefa?df10c....
. Key Usage Digital Signature, Ke...
. Thumbgprint Odddbce 30b00bd7 ...

DNS Names dsco-images. dson.omm ..--..
DNS Name=dsoo.onm

NS Name=www-01.ds00.com

DNS Name=vwww-02 dsco.com

DNS Name=wivw-rip.cson,com

DS Namé=wiww. csoo. com

DS Name=vwww_mediaflles-dsco.com

DS Name=wisw Static-asod. oom

DHS Name=wwyl . Gsoo.com v

Edit Properties. .. Copy to Fle...

ok |

DFV), k& ZEhttps://www1.cisco.com\NDEFELZERTBHHE S, SANIRMJICEFhTVS
£, EF1T7LHBEHRELTERRENET,
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& C & wwwi.cisco.com

T
CISCO

=7 L. https://www.cisco.com%Z 7T AT, IP7 RL A(https://72.163.4.161) 2 BEES R TS
e, BEAULECAZEHELETY, BRENLHAAECEF S —NNOEHEICFERALET RLA
(72163416 NFEENTVEVWLEY, EF1T7ERERERTEhE LA,

x 4

€ € A& Motsscure | Mips/72.163.4.161

A

Your connection is not private

f m T2,163.4.167 (for example,

Wt itis 72.163.4.167; it

TSOHTIE, ChENANATEETH., ChENANAFFTENTVEVTLSELETEN
ICTEDRETT, TOESD, FABAEICEK, VE—MOI—YHIEGICERAITZDIFENDEL W
CNELEFSANBAECENTVBRZENEETT,

BEDLEE

MRAH —E A&, CUCM/IM&P/Unityt —/NIC X9 % ExpresswayiRH D BB OHTTPS#ER IC K&
<IKTFLT, BYIICFRIAIL, OTA T2 0947 NCEABOENSFERZNRELET, D


https://www.cisco.com
https://72.163.4.161

BERFREE. R—R8443B L V6I72EHTITOLNET,

X1420&)EIDON—> 3>

X1420&WYEION—23 2 TlE, chs O+ 17 HRHTTPSES: Z 02 9 % Expressway-CD
Z74V05—NE., VE—RNIVRASERENLAHABSERIELETLEATLE, ChiZKY)
. PEABRENf RETDAREMEN HY ETT. MRASREICIE. Configuration > Unified
Communications > Unified CM servers / IM and Presence Service nodes / Unity Connection
servers CCUCM / IM&P / Unitytr—/NZBINT S & E(Z, TTLS Verify Modey & "Ony IZEREL
CTLSEIAEZRIAET A AT HFBVET, flE LT, BREATZIEHEBHRAY VA
ZRULET, COHITIEF. SANWOFQDNELZIKIP, FIAZEOEMM., BRVUAENEETE
BCAICEL>TEBRENTVRAESHZHEALET,

TN
CISCO Cisco Expressway-C
Status » System » Configuration Applications » lsers» Maintenance »

Unified CM servers “ou are here: Configuration

Unified CM server lookup

Unified CM publizsher address cucmpub. vngtp.lab

sername # |administrator !
Password ¥ [vessssee :
TLS verify mode On i

Deployment Default deployment i

AES GCM support Off w i

SIP UPDATE for session refresh Off ~ | 1

ICE Passthrough support Off i

Save | Delete | Cancel |

COTLSSEBAERIIF T v ~id. CUCM/IM&P/Unity —/SO# IO &ETE h, MRAOY 4
DHICEETEBRY NI BRASTNDERFHVEEA, COBREBEDRIORK[E. BMUL /N
TV YT RLACKHULTORERN TONDETT, NTUYD v /J—ROF—ER—A
WY TRITAIN/—RIEHR (FAQDNE=KIP ) ZBB T2 e, YTRITA/N/—RED
AHENELKBREETNATVRAESHBERIEEThELA, COBREN2D2EOXRRE., EHRER
HExpressway-CEREICBRBENLENT UV YT RLALERBDBEN HD-H, MRAVSA
PRNITRNZBAXENDEHNIRBEDIRITT, & ZIECUCMMDSystem > ServerT, H—/\
ZIPPRLA (£&£Z1E10.48.36.215) TV RNRA4 AL, Thz (7OFEhi
Expressway##E#iZz /LT )MRAVSA T NFERALET, KL, FQDN%E
cucm.steven.lablZ U TExpressway-COCUCMICIEMTE X9, LA 27T, CUCM®DtomcatiE



BAZEIZIP7 RLATIFBE<SSANI> MU EL Tcucm.stevenlabAE8ENTWVWBIES. TTLSKEL
F—RL,Z "2, LERELEBRBERBLETH. MRAVSATRDSOEBOBEFER
BDFQDNE L RFIPERRETRDCENTED S, TLSKRIAIFERBLET,

X14.2.0ABO/)N—2 3>

X14.2.0N\—2 a2 LA TlE, Expresswayt—/NlE, RS 71y OB —NE2HLTITHONBE%

OHTTPSERICH L T, TLSEIFAENDKRIAZERTLET., DFV . CUCM/IM&P/Unity / — RD#&
HHIZ TTLS Verify Modes # TOffy ICEREE N TWRBEEICE, CNARTENET, BRI

BRBLBEWES, TLSN\Y RIS IVFRTHET, ERFRBLET. TOR/R. TREPT I

—NNA—N—OBEZEOHEN kbhizy), OJAVEENFETLEY TR AEEN BV ET
o T, TTLSKRILE—RL Z AV ICHRELTE, IXTOERNBROBITHATDIELSIC

EEICHBETDIERFRYEFEA,

Expressway X CUCM / IM&P / Unity / — RICH L TF IV U THEREIHASTE. MRAHA R
3 OEIDIAVICRITEBY T,

TLSHRIDFT 7 A ILNDMEIZ, X1M42TEAEThEZEEHYET, chickY), Py 7IL—R
NACKHUT, BEVANODERLBZEBRIEMA T RNRA XENDA8EMNlHYET, 7Y T
L — K#TIZCUCM ( £ EECDSAT LIV X LAROESIOIREEZE DT OMORSG ) H 5
Cisco Tomcat® 7= (& Cisco CallManageril iEZERTD—A T, 7Y 7IL—REILCE
ECDSANNUT7 > N ( EBRICIFRSAK W ERELBBESNUT N ) ZERTZHEE HD -0, V
TRODITTPYTIL—REBECFHLUBVTLSERNIA RET D AN H V) ET, Cisco Tomcat-
ECDSA® /=& Cisco CallManager-ECDSAGEFAE 1. BIDCAICK>TEER TS LE. BCESR
AHELETTERIDCEETEXRT (F72IEK),

CORSOEEIEMNOEEE, Expressway X142 10V )—RA /=R TRENTVBRKRSICT Y
T7OIL—RNAICK>TELD D, BICHETBIDITTEHYEEA, ETSHIC. "TECDHE-
RSA-AES256-GCM-SHA384:; Z 7 RV RFBH ESH N, &EES ') A N DMaintenance >
Security > Ciphers THFERTE X T, TS THWVWIESF. RSAES XY EFH L VWECDSARESHE
KENFET, BEITIHERE. LAIORSAOFER Y EBEEN GVEMEICKEYET,

Cipher Preferences - ECDSA Cipher Preference Over RSA

ECDSA certificates are preferred over RSA,

COZFTV)ATTLSKRAN KBTI B AEMEDH D HERF2OHNET, ChIZODVTEHREBTHFLL
HBALET,

1. VE—REERBICBB L ECAHNBEEEZATLAL

a. HCERAAE

b. R CAICK > TEBETNIZAIAE

2. FIAEICERT RLA (FODNEZEIP ) A"EEhTLAWV


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-2/mra/exwy_b_mra-deployment-guide-x142/exwy_m_requirements-for-mra.html#reference_2C1EF8C7A63423F6EDC79897B4CD770B
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/release_note/X14-2-1/exwy_b_cisco-expressway-and-telepresence-release-note-x1421.html

SFIFAOKNZ TN 1 —FT142Y

RO F Ak, ExpresswayZX14.0.7H05X1421CF7 Y 79 L—RUEHBICMRAOY 1 > A%
BMULESRRETERENFTUAZRLTVET, OJRELULTVETHY . BREENfEX
WET, OJ, MRAOJ A RIICEBL. MRAOV A4 AR RICELEL 22O

(Maintenance > Diagnostics > Diagnostic loggingh* S)ICc &k > TPREEhF T, EmMnF/NvJ0O

FUOORBHMIENTLVEREA,

1. VE—PFIIAZEICERZ L ECAFEHZ L TL AV

) E— NEEBE L. Expressway-COEHEARTICEENTUVWAWCAILE > TERZEThTVLS D
. Expressway-CH—/NOEEARNTICENEN TV EVECSRMHE (RKEWICIKCA) TH

DAREMS BT,

IXDBITIE, CUCMIZIEEE 3 ER(10.48.36.215 - cucm.steven.lab) A" 7R — K 8443 ( 200 OKJix
) TELKAEBEIhETH, TFTPERICHL TR—K6972TI T — (5020% ) AAO—Eh

BELEBERTEERTD,
<#root>

===Success connection on 8443===
2022-07-11T18:55:25.910+02:00 vcsc

2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.917+02:00 vcsc
2022-07-11T18:55:25.955+02:00 vcsc
2022-07-11T18:55:25.956+02:00 vcsc

200

===Failed connection on 6972===
2022-07-11T18:55:26.000+02:00 vcsc

2022-07-11T18:55:26.006+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc
2022-07-11T18:55:26.016+02:00 vcsc

WARNI NG Core server certificate ve

(cucm.steven.lab).

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

traffic_server[18242]:

traffic_server[18242]:
traffic_server[18242]:
traffic_server[18242]:

rification failed for

UTCTime="2022-07-11 16:55:25,910" Module="net

Event="Request Allowed" Detail="Access allow
UTCTime="2022-07-11 16:55:25,916" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net
UTCTime="2022-07-11 16:55:25,955" Module="net

UTCTime="2022-07-11 16:55:26,000" Module="net

UTCTime="2022-07-11 16:55:26,006" Module="net
UTCTime="2022-07-11 16:55:26,016" Module="net
[ET_NET 0]

Action=Term nate Error=self signed certificate server=cucm steven.|ab(10. 48. 36.215)

dept h=0

2022-07-11T18:55:26.016+02:00 vcsc traffic_server[18242]:

ERROR: SSL connection failed for

'cucm.steven.lab': error:1416F086:

[ET_NET 0]



SSL routines:tls_process_server_certificate:certificate verify failed

2022-07-11T18:55:26.024+02:00 vcsc traffic_server[18242]: UTCTime="2022-07-11 16:55:26,024" Module="net

502 connect failed

Mcertificate verify failed; &WS T 5 —I&, Expressway-CATLS/\> R I A U EBRITERD
DRECEERLTVET, TOEAR, BCERAAEZRI LD, BETICRREIhET, R
EHFOERTENTVSEHEEE., BCEBRIAHAETT, RENORWEREVFERE, GIAEF T
—NFHBEZERL, THBRCAIZK>TERENTVET ( Expressway-Ch 5 RIS

) o

THFANOTIZRENTWVWBERALARR T TNEE N cpcap7 74 I Z2 BB &, CUCMA
CN#A"cucm-ms.steven.lab ( & & TF'SANA cucm.steven.lab ) T, steven-DC-CAICK > TEEET
f-fIEAE %, R— N8443TExpressway-CICIRRLTWVWRD DAY ET,

35621 19.48.56. 15 2243 TLSVL.2 553 £lient Helln
844 10,48, B 46 F56I2 TLSVILZ 7] 1534 Server Helio

33T 105036, 15 47 TCR o 66 T5EII = BA4D [ACE] SoSeB1E ACkelidh WIAGCRLIR Lénel TSVALABTIETOET TSeCPMIENITEE

B443 10,48, 36,46 FE6HI TLSV.I [<7] 1478 Certificate, Server iey Exchange, Server Wello Come

35621 18.48. 36,115 443 TOF = 46 3IET1 + 8443 [ACK] Seqeill ACKeZIS) WineGB&SS Lensd TIVALSTISTR4ST TSECraB4BEAIZEL

35621 10.48.36. 15 B3 TiSvid =] 192 €lient Key Exchange, Change Cipher Spec, Encryptes Mendshate Message

B453 30,58, 36,46 HETD AR o0 B9 wew Ses3ion Thoket, CRasge Chpher Spec, ENCryFTed Handshake messIge

32T 105036, 215 B3 TeR = £6 I5622 - B443 [ACK] Sodebdt ACkalONE WLAGCS1ZN Lefel TSVELBTIETOHE] TSELPuIABENIZEE

35422 10,855 118 B4 TLSVLLZ e 2543 Application pata

BAA) 10.88.34.45 5622 TeP 50 £6 3483 = 35622 [ACE] Seqel095 AcK-3111 WINe3SATI Lemmd TSval-BBEINISE TOCcT=S78STO4T

B441 10,48, 24,45 1 TP o0 2514 B4 5 36622 [ACE] Seq-1096 ACkeD121 WAN-DSATI Lem-1843 TSwal-141510268 TSecr-ST8570442 [TCP segment of o resssesbled Pou]

S708 33287410 36
£78% 1022-07-11 18
A710 2022.07-11 16

35632 30,50, 26. 215 B4 TOR =11 6 15633 + S440 [ACK] SogedlIl ACKedED WiNeG4M3E Loned TIVALeSTRETINTI THGraI40630258
4 TLEVALD = 1257 Aplicanios oats

35621 10.85. 56,215 Ba43 TOF 64 3A22 + 8843 [ACK] SeqediF] ACKeSTIS NWiNeSB4ED Lemed TivalsETHSTOST) TiecradISNNDes
t

~ tertificates (2423 bytes)
€ertificate Length: 1587

 Certificete; AR 10221 et B=n3, STEVER. LS, §d- 0% or £AN 0T 0N 1Un] INABEaTAG | L B+ r AN IR bontanent 130,15 4T - Locabi tyNamenDinpen, 1301 SEATEOCProviscemmmesBEIflum, 10 ot Comtrytia
~ signescertificate
verstent vi (2)
serlalmmbers
sigrature (shalMithSiERcryption)
isbuer: rossequende (@)
validity
subject! ranfequence (8]
sejectPeblickeyinds
v extengions: § ftemy
Extensbon (3d-ce-extonuiage}

Extension (1d-ce-keyusage)
» Extension (1d-ce.cubjectaltname)
Extersion I 2.5.29.07 (1é-or-subjectaltuame)
eritical: True
~ sencralames: 3 Gtems
~ deseralimme: duivase (3}
duSHame Cupsisteves, lab
v Geeeralname; disMame (1)
dusuame! steven.lad
~ Geseralmme: dusxame (3}
duiuame: cuce. steves, ab
» Extension (1dsce-swbjectueyigentis La—n
Extensien (16-ce-wuthord tyseyidentifier)
Rxtension (1828 cULOLStPLEIBPSLALE)
sty i ————
Extension (1d.ms.certificate.tesplate)
Extension [id.ms-applice ifiate-policies)
algorithardentifier {haluithRsAEncryetion)
Pasding: o
e L T P TR B e BT
€ertificate Length: 910
Certificate: INESRIEAMISINITIAMIATNIAICINGIITEHCIINNENE, . (130T s CommoniNme s SREVEN 05 1A, denstEven, Sin kot
Secure seckets Laper

LAL., R—RNBI72TIRRENIFAEEFAND &, ZhH cucm-EC.steven.lab& L TEREE
ECNEEHDBCERIMHE (RITEBE ) THRI LN DAY ET, -ECHRFIFE. chd
CUCMTEREETNTVSECDSASIFRETH D & ERLET,



Brpet  Deeeten Des pat  Prscm O N e
4732 I92I-07-11 16:55:26.006892 19,48, 36,46 31576 10.48.36.215 971 TCP 58 66 31576 =+ €972 [ACK] Segel Atkel WireG4256 Lened TSval-STESTESIS TSecr=P43633310

4 4733 1923-07-11 16:55:26. 007100 10,48, 36,46 31576 10.48.36. 215 972 TLSWL2 (<] 583 Client Hello
A7 I833-07-11 6:6:26.006050 10,48, 36,235 17T 10,56, 36,56 3576 ThIvh.E [+1] 3534 Server Wells, Gertificate, Server key Exchinge
4735 1E3-8T-11 16:58:36.816381 10,48 36.48 31576 18.48.36.315 [T =0 66 31576 + €972 [ALK] Seqe5id Acke1idd Wine213E Lenwd TSval.STESTES3E Tiecrs343633335

ATHE 2022-07-11 16288:36.006288 18,48, 36.218 36.26 HISTE TLSwi.2 i 499 Certificate Meguest, Sarver hello Dose
A737 20711 L6255:26.00642% 1058 Bt 72 TP (-1 66 31576 = $472 [ACK] SequSlE ACKelSSD MINe43T33 Lefwl TEvaledTESTOS3E THECra3+6313Z%
2002-07-11 16555526.016700 L Alert (Level: Fatal, Deseriptisn: Uninsn A}

:021-07-11 18,45, 3646 31578 10.48.36. 215

:W22-07-11 31578 T client Wells

:002-07-11 7T 10.58.36.46 server Mells, Certificate, Server Key Dxchange

WIT-07-11 16EEEEI6DI4265 48, 1578 10.45.26.21% 1578 = 6972 [ACK] SeqeBlE Afkeldd) WiAeES128 Leded TSvBlaSTESTONAN THECFa341620207
MIT-AT-11 1656526924298 E372 10.48.36.46 certificate Request, Server Wello Dose

W2T-07-11 16:55:26.02430% 3 31576 10.48.36,215 31578 + 6971 [ACK] Seqe5IB Acke1583 WineG3T4S Lened TSval-STESTONER THECr-343633337
2021-97-11 16:56:26.004548 31578 10.48.36. 215 i Fatal, Description: Uninown Ci}

[ Secure seckets Luyer
* TLEV1.Z Reesrd Lapers sandshake Protecel: seroer welle
“ TLSY1.2 Reterd Liyer: Handihake Protocol: Certificate
Costent Types Handshake (22)
version: TLS 1.2 (Swe3a3)
[
* Wasdshake Protorol: ertificate
wandshake Type: Certificate (11)
Lesgun: 661
CEFtAfLAtes LengRn: 660
~ certificates (660 bytes)
certificate Lenpth: 657
~ gertificate: Le3d1 346
~ sigredfertificate
version: vi (1)
serialumber: XISTeCCIIITINLISEIRTMERRALEFIG
sigrature (ecdsm-with-Snaiis)
~ isguer: rasseueste (0)
rénsequence; & itens (dd-at. +
waligity
subject: réngequence (#)
subjestPublickeyinde
~ etensions: & itens
Extension (Ld-ce-keyisage)
Extension (Ld-ce-extoepusage)
Exteazisa (L4-ce-Subfeetie TSenRLFier)
Extesdion (Ld-ce-BasicConstralnts)
~ Extergion (ld-ce-subjectaltneme)
Extersion Id: 2.5.20.17 (id.ce.subjectaltame)

Clgeat-local g8t statenrFror w, dgete JEC, steven. Lob, 1d. at-organizationalund thameaTag, o

sorganizationianesCisco, 18- ot countryta

Liinm, bd-at SR, Lok, 5d -8t A2 BE-OrgAni IOt Lana s L100, id- - CountryTaStwEE )

radding: @

® TLSvI.Z Recnd Layer: Handshake Protecol: Server Key Exchange

CUCM®MCisco Unified OS Administration T, R ® & 3 IZSecurity > Certificate Management® T~ (C
BEShI-IIAEEMRETEET, tomcat&tomcat-ECDSAH D EBZZIAEN RRENET,
CDIIAETIE., tomcatik CAB B FE ( Expressway-Clck 2 TEHHENET ) TT A, tomcat-
ECDSASIFHE I EHCBR & T, Expressway-ClC&k 2 TEHEEhEH A,

. Cisco Unified Operating System Administration

9 Far Gace Usifiad Communicstios Sslutiea
Srow = Sesegs = Secuty v Sohess Upgrades = Serices = Vi v

18 Oy (5} pomntn, (5], onme c8n (3} Bomrieni 38
| ()42 recsron toume
Costificate List (1 - 43 of 43) Rows per
Fired Costiicabe Lt whare | Cartsicate v [Begrwen v fea | Coar it | | =
Pre— o N L oy P [t patnon ot By Aapmenie Dsnrptaos.
wtra AUTHE S St Sefagred  RGA amsmessaln MTHE o st s TN Gt CRTACINE GESERES by R
catnager e Chaged R cAammneut v oxiea AN Cemaans Sgred by Ares-00-Ch
CAMAMEBCDEA s B e o Sefsgeed B st e s B sheoen st IR Sefosred conments gmerated by srite
p e —— ey Sefageed RS rR——— e CATL/200Y  Sageeed Contficae
Cammanager st NOMATAD-CA Sefwgrwd  RSA WOHAT.AD-CA 'NOMATAD-CA DAINMIE  Sgned Cartficate
Commnagertnat  Ca-RTP0T Sefmgwd  RSA  CARRTR-OOI caratp-oaz T — T —— .
Camanager st CAPT-gblcl Sefwgred  RSA CAPT -obetbcs CARY-gtIote00 O/ 12/2000
CalManager-trust m-AD2-CA-L Sefwgred  RSA me-ADT-CA-t m-AD2-CA-L CWILRE  wmn A
Colanagertat  CAR-ETR-01 Sefgred  RSA CARRTRO0L CAR-ETR-01 Ths wor Instaed on Cos endpoint. wcurely whan
CalManager-trat BOHAT-CA-10 Sefmgred  RSA HOMAT-CA-13 RCHAT-CA- 50 GILHET  Sigred Certficate
Camanagertbt (e Bt €A 1 Sefged  RSA Cwo Rast CA M o2 Raxk A HE 10T e )
Calbansgarirast  ACT2 SWEE GA Chugres  KBA  ACTE BRI CA s ok A 1044 EAVHEE The oo ol
CamManagertnib mEACTIEEEA RSA i AN VNGTRCA
Culpsgarmar  Caoa Bt €A 1048 Sefmgred  REA O Aagt CA 38 s Rt A, 1081 pANN T e At o S . o whan
CHARATE S PRI A Camprer  KSA . X on e CA_ivat vy e ¥
CaMunaanTAl O Mauenon A SeA]  Chmgred  REA  Owo Mbafumog CLBUY  Caca ke CA N2 AN T 2l [
AT RGTRIEOIDETIGHATG  Seheee RS ONININT Kt
Catanagertrut AP0 b Sefgrwd  RSA CAM 184210 CAM 41020 122008
e AT Sefgred  KSA commsteesnih Car-Si6atabe GALBES S mgrnd carifcane permted by ystem
CAPTctrunt CAPETPE02 Sefwgred  RSA CARRTP002 CARTRGOT 10/IVZOT)  This cenicate min wsed 13 500 The MIC nsteled o Ciics endpoint. i when
it e Sefacred  RSA CARetnoseds Carr-taceicn oazzem
APttt presre Sefred  RSA  CARATROOL capaTP-o01 OZOTIZOEI  The certicite min wsed i s She NIE Fatebed o Cics endpoit. v when
CARF-trunk Chce Wt CA M2 Sefuigred  RSA Dincer Roct_CA_M2 Cica_Rack CA_H2 1IN Tha i
CAPF-trnt ACTZ SEE CA Ch-ngnad RSA ACTE SUDH CA Cnca_Raxt CA 080 EINII The wuredy
CAPRF-trunk Cincz Bock CA_I048 Sefugred  RSA Dincor Roct_CA_3348 iz Kook CA_1088 NI Tha i
CAPF-trunt os_ Manathang A Ch-ngnad RiA Cice Manufataring €A oz koot TA_ 1040 EINI The ey
APt s MnARDAG CA A Chagred  RSA Maratanang €A SHAT  Enoa Rk CA WD NN The - - whan
carstnmt e Sefmged  RSA CABF-GLA3IR vt v
s Sefagred  REA ammeesaln st ININIS  Sengned caACIGE GRS by YRt
e Sefegrel  RSA cAmmeeu o e ey OIS e Cortoane
Mweenry Sefagred  REA Cammessaln MTURCOVERY coomateenss LW Sef-sgned enicane peerated By rstem
e Camgres  KSA Dt Sreen et S S, ONINICE  Cemiane Sigrad by Sves-OC-CA
temeatibcna canoey B ot stroee s - =
[ Sefmped B r—— - shwven fab GIIMIED S mgrnd carifcane peruted by rsiem
e e Sefmgred  RSA -0 CA Sy OO DADL/20TS  Trust Centsicate
P Sefacred  RSA MOMATAOCA AOMATAD-CA DATHION  Somd Cenhcate
ot At Sefwgred B O Rrven MD. B S ket OFAN2OTI  Tust Centvicate
Somcut Rroat CA-aigred REA oucm stewen lab. by DC-CA OVINAETE  Trust Cerificate
Samcad-traat Sefwgred  EC e B e e OTIWIITY Trust Cartaficate
Somcat Rroat Sefuigred  RSA HOMAT-CA-13 ROMAT-CA 10 DALY Sigred Certficate
tameat st REHCTRE-SIA Setged  RSA - WINEIM Tt Cartiicace
tamat et SRITREWONDDRCHMANEA  Sefmgned  RSA A 4 DWW CA e
™ EEmEy Sefpwd  RSA  comseeass o pwvan lnt RIS Se-mgred cariicate pacated by rste

2. FEEBAEICERT RL A (FQRDNELEKIP ) A"EFEhTL ALY

RZARARTERBIC, NZT7 4V I —NEMRADZA T2 MNAEREITS ROELET RL



AEERELET, L& AFE. CUCMTIP7 RL X(10.48.36.215) % 5 L TSystem > Server%& 5%
ETBE, Expressway-ClEZTDRSICVFZATUNITRNZALAXL, 94T M5 0O%R
NDEXR ( Expressway-CRET7OFEND )@ OT7 RLAICATTEEEIAET,

TOBEOEGHGT RLANFY—NABAZIZEETNATVERVES, TLSKRIEE LKL, 5025 —H
AO—chhFExzT, COIT—EF, FEAEMRAOVA N KRBT BERERYET,

<tfroot>

2022-07-11T19:49:01.472+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,472" Module="netw
HTTPMSG:
|GET http://vcs_control.steven.Tlab:8443/c3R1dmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw/cucm-uds/user/em

2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
2022-07-11T19:49:01.478+02:00 vcsc traffic_server[3916]: UTCTime="2022-07-11 17:49:01,478" Module="netw
HTTPMSG:

| GET /cucm-uds/user/emusk/devices?max=100 HTTP/1.1

2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]
WARNI NG SNI (

10.48.36.215

) not in certificate

. Action=Terminate server=10.48.36.215(10.48.36.215)
2022-07-11T19:49:01.491+02:00 vcsc traffic_server[3916]: [ET_NET 2]

ERROR: SSL connection failed for
'10.48.36.215"': error:1416F086:

SSL routines:tls_process_server_certificate:certificate verify failed

c3RIdmVuLmxhYi9odHRwcy8xMC400C4zNi4yMTUvODQOMw & (base64) &
steven.lab/https/10.48.36.215/8443ICE# L E T, chldk, BET RLAELT
cucm.steven.labT (7 < 10.48.36.215(CEHR T IV EN H D L ZRLTVET, NTY RNF ¥
TF¥ICRTRSIC, CUCM tomcatiEBAEICIESANDIPT RL ANEENR TV AEVWED, IT5—
AFAO—EhET,

BHEICKRIAITSHE
ROFIET, COBENESRICEEENDINESHERIITEET,

1. Maintenance > Diagnostics > Diagnostic Logging® JIE(Zi#iR L . Expressway-E# KTFCH—/\
( BEMICIETCPDUMps A" BB IREE ) OMOJ Z2HBLET (VFARDEER., 774X
) /—RASHBITDEFTTTDTY ),

2.TY7JL—REIC, MRAOJ A2 ZETTRL, BELIEEEZTANLET



BEBEENRLETDETHEL>THNS., Expressway-EBKPCH—NOZMOTZ2EILLLET (VT
AZDBEE., VF7AZOE /—RASERICOVEZRELTSEEY)

4. AZHRL—2329YV1=232FFIAFY—)TOATZT7Y7O-RLTHHTS

5. BN RETRE, HEEZTAREY—NICOVT, COERICHETARHOEEETIS—
DIHNEYITYTENET

# sirufe, CoRaborason Sokztions Analyzer B i B
p- # cl
€H£0 Lo Analyoer b
tema
- Diagnostic overview
e
Bsussfound  Molsus  Notappicebls Missig idcemation  Poteetisl probiem
a
Cick cn sy of B bikow 1 580 detsll o eontinus b sl
Roult Category
< Call (534 = . i
< LA, (55 = 3
B i 3 Dugiicat snarch ruln fior same prstcsl which may wigge 3 n EComtguenton
Datocts.cnly § Deteciid alarm in Expressmy Comtguentan
aiyan
Serwre adod 1 verity coifeatn emung TLS s Contguraton
| ) Conitcates expred cousing TLS {skwes and servce isses Comtguraton
© B reame Server Enterees Cormticans Valdasen of UCMUTED Urity nosies for MILA servaces [CSCweg961] (1Y
Arlsted documantation Delated def
1 CSOwe0ES ]
Description
Thes fomeaii -ECISA) cersheane of fhe lolowing CUCH | IMEP | Unity nodes is not tnssied by e Expressway-C: cucm sieven lab, 104535 215 Ths beads io MR login issues
3142 e g viarsiewss ranving MAA sarvices ar affectnd
Fiirther information
g with veron X142 and igber (due to v of the confgurason of TLS Verdy kide 5t when dicovedng
ness seivers
Action
1. Update fhe Expressway-C inus siom waih e OA ceribcates that sgned e fomeati-ECDEA) cerafcabes of GUCM IMEP | Unity nades.
2. Mo puarn that She SAM ariras omcat cershcates contain B I or FODN {38 shown form the log eippet below] of the resgectv sanver: how Sary sre sanaoncad ovr.
¥ o e ot abée 1o Lpal MACaes OF IUSL SUOME Meedanely, YU S B0 PRl U WHKBIDUNG o the CLI-of the Expressmy-Cisth the folowing command
v EdgeCing St VerlyOngaGerve: O
SEANE S  —
CAZM> I _F ¥
Colaboeation Solmons Anatzes
L @ ure 7
1862 Log Analyzer L J 8 b °

Diagnostic overview

iRin

lisowa found  Molites  Notopphicsble Misig indormstion  Putestial problem

Log
Anstyzor
— a
t Chek om any of the baiow 10 5ee detads of contrue 50 anslas
[
™ Fenutt Category
A | Cail (531 I cagraste_og vese, 2022 il e o
= MRAS1)
Taarusles h

| Conbgurstion (1)

Fer— a i Expresswing

erify covshcate cousng TLS s

I ) Server takes
I ) Cenficanes expied causing TLS fishures and senvce sses

Uity Pascbes for MILA services [CS0we9661]

Belated defes:
=

A) certhcate of the folowing CLICM J IMEP | Unity nodes i not tnasted By e Expressaay-£

080 8 215, Ths besadds b MFA fogin issues.

Exproasiny-C X142 and higher versiin sunning MILA sensces am sffseted

Further information

aitingg with version X143 and higher (Sue 1o CSCw2G9661), the Expreswey -G rafe sorver will o 8 TLS coniicat
each of those servers

o check on the GLCM [ IMGP | 4

temean|-ECDSA) conie

v

e inreagective of the congaration of TLS Verify Mode Set when dacovaning

Action

1. Uit the Exprassway-
3 Makn sure that the SAN en

s S tomeat{-TETSA) omshcates of CUCE ) IMAP | Uity rods
e P or FODN {as sheown e lexg srippet Exslonw] of e respective servers. how theyy are sncunced over

o 30 k50 gty the workaround on the (L of the Expresres

Sweth they ol Sommemand

SNIZUW> T ZF v


https://cway.cisco.com/csa-new

BRRTFE

RENBHARE, TLSKRIAANERICHEL TVD ZE2BEITHETT, RTIHT7U>3
. RRENDEEX YV E—JICL2>TEBYET,

\

WARNING: Core server certificate verification failed for (<server-FQDN-or-IP>)" &R R&E niziHE
Action=Terminate Error=self signed certificate server=cucm.steven.lab(10.48.36.215) depth=x1 &
WOIXYE—IHFRRENEHEE. TNICISU TExpressway-CH—/NOEBEARNTZEH TS
PBENFHYVET, COMPASICBR LU ECAF I —2(depth>0)ZFEHT S A . Maintenance >
Security > Trusted CA Certificate CHC BHR A S (depth=0)Z2FEALET. COBRERE. VT A
BROITXNTOF—NTRITRITLTLLEEV, BlOFT7> 3> & LT, Expressway-CEFEA b
T LEOBHDOCAILE>TUE—NIABICBRIDHENBYVET,

~ 7 : Expressway Cld, Cisco Bug ID CSCwa12905M &S5 I(C, RIUHXER(CN)ZEFED200
BB (LeAFECEBRENE ) AIHEZExpresswayDEEARNTICT Y 7O—RTS
CEEFETEERLBA, CchZBETSICIE. CABRNEZABHAEILBREHITSH. CUCMZ/N—
ATV TIL—RUET, T, Tomcat&CallManager¢@U ( BEE2&% ) it
HEZBANATEET,

WARNING: SNI (<server-FQDN-or-IP>) not in certificate X ¥ £—I AR RE h GG, BRE
NIZEEAELC COHY—/NOFQDNEZRIPAEENTVAVIEZRLTVET, COEHRES
DESICTRBEBEEEEDEE, BEEEELT (CUCMDY AT L>H—/AD&ESIC ) .
Expressway-CH—/NOREZEHLTCT AV NIRMEED EETEET,

BYIE 5 2

EHNGEHRRAREG., XEHMETAhTVIEBEBREZBEAL T, X1420&VEOBEICTF—IL/NNY D
TBHETT, ILLKBEAEThLEOY RZEFEAL T, Expressway-CH—/N/— R EDCLIZ A
LThZRITTEET,

xConfiguration EdgeConfigServer VerifyOriginServer: Off


https://tools.cisco.com/bugsearch/bug/CSCwa12905

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



