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CORFIXDNTR, 20215F9A30B ICHRIINICHEZD LS ICRET N TWSDST/L—KCA
X3Z2XMIBHEICODVWTHHAL XY, DKW, TMldentrust DSTIL—KRCA X3, ZEHEL TV &
WEWFNA AREAEOEEZZTMYKY, TLSRIZI—2 a2 KRBUET., 20215
9RAB0BIC, WY T RIITEFNA AN AAELZEHIDIEEETNET,
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CORFIXVNOERE, ROVIRIITEN—RIITON-2IVICETVTVET,

- Cisco Expressway x12.6
ERBH

- VOARABACATEHEBREHFLWNT VY JCAILK > TEAE DD, BEOTF/INA AR,
—RICF AT BRI FOCATIREZFEAL (FAIHEZEHETEET,

. TISRGIL—KX1, CASEFAZE%ZET{L T 22015F6 A ICHIO TRITENLEFBE. BEAED
FNAASEEARNTICZEOIHEZRT >TVWEL 2, BITRICTDICEEE T
DSTIL—KNCA X3, CASEFAEIC K > TRIAEICZEB R L £ L 2200098308,

CFEAEDTINA AL TISRG Root X134 LI—NCAFEAZE ZERTARSICBE21DOT, ¥
—N\AFAEZBERTHIHLELL, CAFI— 2 ZBEICEHRTEET,

- ExEFE, ATE2019F8AF T T"ISRG Root X1, HEEBRCASEHAE Zintersect trust
store/N> RJVICEMUL TVELRBATLEDN, HTVFNLADZL K, §XNTODST Root CA
X31 L—KRCAZEBELTVR o), GEICIIAEZZERETEXRTIAHRE,

- IP Phone & CE EndpointsY 7 N I 7 DAKIAKEFEANTIZIE TISRG Root X1, BE &R
CAZIHHENFELEVTREMEATSWVWE®H, IP PhoneM12.7+LICH V), CE9.8.2+FK -l&
CE9.9.0+LICH B & =#MFEL F£9rg Root X1" root CASEFRE, LATOSBU Y

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cuipph/all_models/ca-list/ CA-Trust-
List.pdf
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https://www.cisco.com/c/en/us/td/docs/voice ip comm/dx/series/admin/1024/DX00 BK C12F3FF
5 00 cisco-dx-series-ag1024/DX00 BK C12F3FF5 00 cisco-dx-series-
ag1024 appendix 01111.html

I8

9/30/2021 THARRYINIZ %% Tldentrust DST Root CA X3, JL—hk. ZhiE Tldentrust
Commercial Root CA 1, ICBEZBRZZHRENHVYET,

202159A308 ICHRYINICES)L— KCA

a Certificate X

General Detals Certification Path

n Certificate Information

This certificate is intended for the following purpose(s):
= Proves your identity to a remote computer .
= Alows daka on disk to be encrypted
* Protects emaill messages
s Ensures the identity of a remote computer
= Alows data to be signed with the current time
+ Al issuance policies o

Issued to: DST Root CA X3

Issued by: DST Root CA X3

Valid from 30/09/2000 to 30/08/2021

Issyer Statement

o]


/content/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html
/content/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html
/content/en/us/td/docs/voice_ip_comm/dx/series/admin/1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024/DX00_BK_C12F3FF5_00_cisco-dx-series-ag1024_appendix_01111.html

g Certificate X

General Details Certification Path

Show: <Al> v
Field Value A
| |version V3
DSerial number 44afb080d6a327ba89303986...
E]Simah:e algorithm sha 1RSA
DSi;rbah.re hash algorithm shal
|- |1ssuer DST Root CA X3, Digital Signat...
| 30 September 2000 22:12:19
30 September 2021 15:01:15
NST Band CA ¥3 Ninital Sinnat i
30 September 2021 15:01:15
: Edit Properties... Copy to File...
OK

BRI &
Expressway EEEA N7 A S5HWAcme)l— NCAZHIBRL . HRFTOIL—NIBHEZEHLET
Ao>vO—RUZY . (OAE—&R—AN)

https://letsencrypt.org/certs/isrgrootx1.pem

https://letsencrypt.org/certs/lets-encrypt-r3.pem
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ZEBAIICWVWREDHIC, TSI DNEHFEATVWDREEBRLET
Expresswayh—/NO )L — NILBAEZEFH T D H &

[X>TF A (Maintenance ) ] > [F 117 1 ( Security ) ] > [{EFZH& CA

CA certificate ) | ICBBILE T,

NI
CISCO Cisco Expressway-E

Status» System» Configuration » Applications » Users »

Trusted CA certificate Upgrade
Tvp ' 1. Logging
O=Temporary CA f80fac88-844e- Smart licensing

48e8-b15c-38a1483%d12,

OU=Temporary CA f80fac88-644e- Mate Email Notifications
48e8-b15c-38a1483%d12,

CN=Temporary CA f80fac88-644e- Option keys
48e8-b15¢-38a14839%d12

[ certificate

Tools »
D Certificate CN=federation-AD-CA-1 Mal

FEEAE ( Trusted

112023

4NN

0=QuoVadis Limited, CN=QuoVadis

[ certificate Root CA 2 Backup and restore

: O=ldenTrust, CN=IdenTrust ) "
[0 Certificate Cammercial Roct CA 1 Mat Diagnostics >
Show all (decoded)| Show all (PEM file)| Delet| Selectall| Unseiect al Maintenance mode
Language
. l Upload } Restart options
Select the file containing trusted CA certificates 1 | Browse... | No file selected. i

Server certificate
CRL management
Client certificate testing

Certificate-based
authentication configuration

Domain certificates

Ciohers

[Browse]Z22 UYL, ¥T0O—RULAAZE (ZORFIXMNTHR ) ZBIRLET,

774)%&BIRL 15, [Append CA certificate] 27U Y VLET

Nnmimnm
CISCO Cisco Expressway-E
Status » System» Configuration » Applications » Users» Maintenance »
Trusted CA certificate
Type Issuer
O cCertiicate |10 rpatas3vedtz

D Certificate  CN=federation-AD-CA-1

[0 certificate O=QuoVadis Limited, CN=QuoVadis Root CA 2 @ File Upload
Show all (decoded)| Show all (PEM fils)| Deieto| Selectall] Unseinct al - « A & 5 THsPC > Downloods
| Upload t {  Organize ~ New folder

diagnostic_log_c

- .
Select the file containing trusted CA certificates 0 il 692243340 Marme

~ Today (2)
= My DATA
wmmﬁoﬂs| Raeset to defaull GA ceriificate # lets-encrypt-r3 .cer
%3 root expire =
# lisrgrootx.cer
- Related tasks | |« OneDrive - Cisco ~ Last week (11)
Activation code onboarding trusted CA certificates W Thic pr <

File name: |lets-encrypt-r3 .cer

O=Temporary CA T80facBB-644e-48e8-b15c-30a14839ed 12, OU=Temporary CA f80facBB-644e-48e8-b15c-3Ba14838ed12, CN=Temporary CA 180facB8-644e-48e8-

FEEARNT ORBAEOEFRRICKRIAELFT,

Thiz system has 1

You ane hare: Mainlenance * Secu

Expiratioc

Subject date
Matches

i Feb 11 2023
Mchctes Apr 01 2022

Issuer

A Search Downloads

- m e |

Date modified

~

9/27/2021 7:07 PM
9/27/2021 7:.07 PM

| & Fites () v

Open Cancel



vl
CISCO Cisco Expressway-E

Status » System» Configuration » Applications » Users » Maintenance »

Trusted CA certificate Youare t
|\ File uploaded: CA cerlificate file uploaded, File contents - Cerificales: 1, CRLS: 0.

Expiration date
[ cerificate CN=federation-AD-CA-1 Matches Issuer Apr 012022 valid
O cenificate O=Cuovadis Limited, CN=QuoVadis 1.y y0e 1ssyer Nov 24 2031 Valid
Root CA 2

. O=lIntemet Security Research Group, - r
| certficate R G O=Let's Encrypt, CN=R3 Sep 152025 Valid

. D=Internet Security Research Group, .
] cerificate CNoISRG Root X1 Matches Issuer Jun 04 2035 Valid

Show all decoded)  Show all PEM fle)| [ 1cic| Selectall] 1ociccia]

Upload |

Select the file containing trusted CA certificates 1 No file selected. i
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