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- Small Virtual Machines(VM)DEE., VARG TREOLOEFICERAE N, ILRATR S
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- ROBIZ, ADDET VT ARBHRICEI<KBREZRLET,

Platform Registrations Calls (video or audio-only) RMS MRA TURN
(room/desktop) Licenses Registrations Relays
(proxied)
CE1200 20,000 2000 video or 4000 audio 2000 20,000 24,000
Large VM 20,000 2000 video or 4000 audio 2000 10,000 24,000
Medium 10,000 400 video or 800 audio 400 10,000 7200
VM
Small VM 2000 40 non-MRA video, or 20 MRA 75 200 1800
video
or 40 audio

BEERR—JEX

Mandatory field Indicates an input field that must be completed.

Peer-specific When an Expressway 1s part of a cluster, most items of
configuration item _I— configuration are applied to all peers 1n a cluster. However, items
indicated with a ¥ must be specified separately on each cluster
peer.
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1. Expressway Web{ > B —7 I 4 AZRHEEXT,
2. [System] > [Clustering]ic BEIL £7 .
3. RDEZANDLET,
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DZARIPN—232 : XY RND—UOFT RLAFRE-—HEEBICEF. [IPv4]E Iz E[IPv6]ZER
LET,

TLSBREEE— RA > a2 : [BFA[(Permissive)] ( 77 #JL N ) F 1= (& [58%](Enforce)].

Permissiveld, 2 > A& M Transport Layer Security(TLS)ER NI S hi=BAIC, ET7HNE
WORIRAEZRIAIL BV EZEKRLET,

Enforceld & W RETIH, FETICHEMBIABEN V)., AR CANMMEOIXTOETIC
KOTEEENTVWIRENHYET,

EF717 RL A : COExpressway ( 7ZAXVET7 )DFT RLAZADLET, TLSKRIEE—R
H[Enforce]lcEENTWVWREHEEE, H7PIVONOHBRECNEFLRY TSIV NORER
(SAN)E — BT HZLBHRX A BFQDN)Z ZOET OIAEICADTIHLEN B ET,
Clustering

Configuration

Cluster name (FQDN for Provisioning) expc-cluster.apolo.local I
Configuration primary 1w

TLS verification mode Parmissive ~ | 1

Cluster IP version IPvd ~ L

Peer 1 address expc01.apolo.local I

Peer 2 address

4. [Save] ZERL E T,
5 Y —NzHBEBLEXT,
6. [ X>TFA>[BEBATIVICBEL, (BEHZBRL TOKZEFELET.
7. RORICRTLSIC, AEAEN BN THD & 2HIELET,
Clustering

Configuration

Cluster name (FQDN for Provisioning) expe-cluster.apolo.local 1
Configuration primary 1w i

TLS verification mode Permissive v | |

Cluster IP version IPvd ~ | 1

Peer 1 address + |expcO1.apolo.ocal |(d

Peer 2 address !

E7ZEMIZICE. ROFIEZRTLERT,

1. 72 4 X ') Expressway T[System] > [Clustering]iIc & L £ 9,
2.BAIDZEDT 1 —)L RIZ, L VWExpresswayE7 D7 RLAZADLET,
3.[Save] ZEIRL £,



4. ET1&This systemZ RIDBEHFHYET., HILLWET EUnknownZ RTXEN H V), FH
Z1155B A EFailedZ RIMBENHVET, Chik, IFARICEEELICSMLTVEY
HTY,

5. VSARRNICEICFEETD THNETND1DT, [ AT A(System)] > [VTARUY
(Clustering)|ICB8L., XO71—I)LRZwMELET,

Cluster name ldentical to the Cluster name configured on the primary Expressway
Configuration primary Same number as chosen on the primary Expressway

Cluster IP version Same version as chosen on the the primary Expressway

TLS verification mode Same setting as chosen on the primary Expressway*

Peer 1 address ...Peer 6 | The addresses should be the same, and in the same order, as those entered on
address the primary Expressway

6. VZARRAICBRICFEETRD TUETZ LI, HIOFIEZZE)ELET,

7.[Save] ZEIRL £,

8. ExpresswayN V S AR BEEET S —LZEBLET. DEZBEBRICTS—LHN IV
TENET,

9. ExpresswayZz BB L £ 9,

10. BEBE., H20E3-LET, chik, 77NV UHLPSKEREN AE—EnBHEETT,

M. IDTART—ER—AORELZERELET,

Cluster database status Active
12. REFHTIL—RETTERENTVR L ZBALET,
t ‘expcm.apolo.local ‘ i v Certificate: Valid _ |
« Clustering: Active as expc01 (Resolved 'expc01.apolo.local as
'10.15.13.15")
t ‘exp002.apolo.local ‘ i « Certificate: Valid

«# Clustering: This system

TLSIREED SR

X EICHEDHIC, FIBAESAND[Peer N address]7 1 —)L RICEEN TV BFQDNA'E
FNTVWRELEZRRELET. HITIRHIC. VZARVVIBLVARABEOREDAT—
BAXYV =N BT RLATA—I)LROBIZRRENTVIUEN BV ET,

expc01.apolo.local f v Certificate: Valid

T ‘ P P ‘ « Clustering: Active as expc01 (Resolved 'expc01.apolo.local’ as
10.15.13.15"

T ‘expc[}Zapolo.local ‘ I # Certificate: Valid
« Clustering: This system




# Certificate: Valid

expc01.apolo.local ‘ 1 : , . . ,
¢ Clustering: Active as expc01 (Resolved "expc01.apolo.local’ as
'"10.15.13.15")

‘expcOZapolo.local ‘ i i Certificate: Invalid (Common Name in certificate does not match)
«# Clustering: This system

1. 724X VET T, TLSHKREIE— R&E[Enforce]lCBRELET,

EE GIHAENENT, BAETLSKRAT—RTIZAZANERICBHELZVEERE. BN
RRENFET,

2. FHLOWTLSKRIIE— RA VT AZLEICEREIFTT,

3. TLSKRIIE— RAMEEP TCERAENATVS CEEBELTLSEEL,

4. [Save]ZiEBRL., 7ZAXVETZBEBLET,

5, 7ZARVETHNAUVSAVICRE2 kS5, EET7&Z12TO2>BEFHLET,

6. VFARNBETDETHESL, IXTOETTIOSARI) VT EMABDAT—X AN

BETHDEERELET,
TLS verification mode I 1
Cluster IP version IPvd | 1

Peer 1 address 1 | expc0.apolo local

Peer 2 address 1 |expc02.apololocal
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F:2o70tAR. BEOTSARVETICTIVEATERVWREETERITTEET,

1. 5L W7"'Z 4 X U T Expressway T, [System] > [Clustering]ic &L £,

2. [Configuration primary] ROY A D> XZ1—H 5, [ThissystemlEWSETFTIRNUD
IDESZEBRLET.

3.[Save] ZBIRL E 7,

2070 ANETHIE, ExpresswayETIOTARZRDTSAIVIAIYFELEGEY
ZAERDOLTVT—23VIT5—2BRBETAITT—LZINTEBALTLIEEZY,

4. DI XTDExpresswayE 7 Tldk, dVWTTAXVETHASHBRLET (T EATRER
FE ) o

5. [System] > [Clustering]lic BB L £ ¥,

6. [Configuration primary]| RAY 7RO XZ1—H5, FHL WIS 4 X JExpresswayDIDFE
SEBRLET,

7. [Save] ZiBIRL £ T,

8. BT TARIVANEENZ T ANShizC &EEMEL . [System] > [Clustering]icBEIL T
R=TDEEFHLET,

9. ZEEZZ T ANTLVE VExpresswayN H3BA k. BUFIEZZYVIERLET,

10. VS ARTF—BAR—ADRENTIT A TELTHBEENTVD L ERBLET,
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L. 9AZFHLOT RLAC—HBIBIRT, 7T7—LIBERITDENFEEIAET,

IRTOITARARETIZH A 42U, [System] > [Clustering]iCc BB L £,
EETBIETTRLAZEBIRLET, BIOT RL AIGPeer1 7 RLATHD L EHERL

xY.

DOTAZROINRNTOET T, XOFIEICHWVWET,

JBIRUEETZFPRLAZ7 1A=L RZIP7RLANSFQDNICEEL XY,

. [Save] ZEIRL £ T,

EELEET7F7RLATRERANENBZETICHOWEZ, Y—NZ2BEBLET,
—RNBIOTARTS—LNBRIBDETHELERT,

EEITBIROETTRLAZERL, FIE3 ~ 728%VIRLET,
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Start: “IP Permissive” cluster

Paar 1

IF addeas P addeas
Pasinm
Save Save Save

Ghange Peer 1 addre=ss across the cluster
Peerl Peer 2 Feer 2
Save Save Save

Eha'nge Peer 2 address across the cluster

Paer 1 Paar 2 Paer 3
Save Save Save

Change Peer 3 address across the cluster

Feerl

End: “FQDN Permissive” cluster
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Feer 2

> Restart Peer 1

Restart Pesr 2

Restart Peer 3



Expressway-ED I AR F RLAIYE>VT

ENALBRTFVE—RNTIEAMRAVZENDEF 1T EHETIEE. FExpressway-EET IC (&,
N7V Y JFQDNZEUSANZFE DRIAEN HETF, FQDNIE/VT ) Y U DNSTExpressway-
EONTUY UIPTRLAICIYEYTENET,

3 : Cisco Expressway-EET Z B IO T AZL, TOETTLSKRIAZITS BEN KNG
Bl /—ROTZAR=KNPPRLATYSAREZERTEELET., VFARXT RLAXY
EITRXES)ERA,

IP

LAN 1 - Intemmal

IPv4 address t [10.15.13.20 i
IPv4 subnet mask 1 |255.255.255.0 I
IPv4 subnet range 10.15.13.0 - 10.15.13.255

IPv4 static NAT mode t [Off v| i

IViaximum transmission unit (MTU) * 1 |1500 I

| LAN 2 - External

IPva address + [192.168.245.131 | i
IPv4 subnet mask T |255.255_255.0 1
IPv4 subnet range 192.168.245.0 - 192 168.245.255

liPv4 static NAT model t I
IPv4 static NAT address T | 10.88.246.163 1
Maximum transmission unit (MTU) * 1 | 1500 i

9SAZRT RLAIYE VY RFQDNIPRT T, 95 AXOABETHAEEZh, BETICIRT T
DEN)HTENET, ETEDNSERBALTRHICIVYEIF—TILESRBL., —HIHI N
UARDA S HIBEEIEDNSERALER A,

TLS%ZERA T35S, ETF7REEVOIBAENDSANT 1 —)LRASERIZSRAEY, YXYETD
FOQDNEIICH L TRBEIZF TV I TRIHENHYET,

TZ2ARVETIIRYE T ZANTREZR<SHERBLET, PRLAIYE TR, 95K
SEBUTHNICEBREINET, PTRLANYEVJZRETDICRE. ROFIBEICHVET,

1. 7724 X 1) E7 T[System] > [Clustering]I_# & L, [Cluster address mapping enabled] K [
YR EON(T7AINBNEOMICEELET. IJTAXT RLAIYEY T 74—
RAFRRENET,

2. Expressway-EE7 ® /N7 1) v JFQDNAREBNICOIPT RLAICHBT B LS IC, IvEY
JEmELET,



3.[Save] ZBIRL &7,

Cluster Address Mapping

|OI‘1V‘.'

Sugaest mappings based on system information

Cluster address mappings FQDMN | expadl apolo local | IP: | 10.15.13.20 | |

X N7V YOUDNSEFERALTETO/NT Y JFQDNE 'S4 RXR—KNPF7 RLAICY Y
EILBVTLSEEY, COBRERASEGEDMITDAESESBHY T,

BE—ONICICLDITAR

9T AZADExpressway-EET7 A EAEZFERAL TEVDOIDZHEETSEEE. DNSZEFEAL T
DSAZRETOFQDNZE/NT V)Y VIPFRLAICERTIZD L EZHFATEET, nlk,
Expressway-E./— RIZRAN BB ZEICIVTAREXRTBDRLICZTANTAREBZAETT,

- 1D DONICD
c AZT A Y INATAREREE ATV
=T A TAREEIPT RLA

NSTINSa—F42Y
IHHHABOUEY NENUH—THER

DIARB)IIR=IAESINTOETTRLAT1—=)ILRZIJUTLT, REEZRETH L.
Expresswaylk 77 # )L T, REOBEBHORICTHEEATRREZ)EY NLET, Chik, O
—7J)LIU} XY RNID—=TJ1LANNDA VR —T I A AQERNEZY NO—UREZRE, TAX

DEENHREND CEZERLET, COREICKEK., 71—I)LREZIJUTL, RICBEBL
Lét%ﬁéhé?«f@&i# FhET,

EXb ISHEROVLEY NZRBIIMLEN HBHERRE. VT7AZETTFRLAT 41—
IWRZERXLEXT, TOET7F7RLAZBUIEFTEEHRZ, REZRELTINT—Z2IV
TLZEY,

E7ABRBIZE, THEEAKOUEY MAEBNICRNUH—ch, BET—REITARRK
ENHIBREAET, VEY MNE, ROEFNERY ND—IFRER< 3"\10) XEZ7' T L
£9,

¥:FATINCHATZa = ERATIHEEE. UtEY MIK > TLAN2ER A T2 (CHIBR
ENBEICEELTLEZTL,

PP RLRA: BEBESKEIL—RFAIY NENRAT—K

. SSH¥—

ATV E—
 NAN—FFZARNEXTO R+ 1 FHTTPS) 7 7 £ AR
. SSHTP 7 & AN AR

E:N—=23UX126TR. THHAKFOUEY NMI&Y, Y—/NEAE, BEFNTS I



MEFX—, BRUCAGEARNTORENETHSHIBRENET, LABIOExpresswayV 7 k
JITN—232TR, ChSOREFREENET,

THHARREY Y FOXK

THEHEEOUEY RFARBRTDUEEN B ET, Chik, ExpresswayhNFRA A RN=ILD
Open Virtualization Appliance(OVA)T& V), 7Y 7 I L —REhTVEVBEICRKE T S W
AHYNET,

COBEBZBRTDICIE., ROVWTFNADOAFTTa v ICH# > TSEEL,

cIRXTO/—RZtargz7 7ML EFERLTCRALY 7 N7 N—=23a 7y 7IL—K
LTLEEV, 77 IJL—R7OAFKTLES, Y—NZ2BEBHL. ITHHFEEROL
Y NZERNUH—-LET,

- WinSCP(/mnt/harddisk/factory-reset/)& fEFA L T, tar.gz7 7 A/ )L 2 TIHEHFHFO VY N7
ANXEETYTO—RLET., RIC, 2BEHL TIHFEAERFOVEY NEFRKRTEH
. CLISsITHEHAEROU LY RERITLET,

FE:T7Yv7UL—R, AIABOZEE, FLEISHAROVEY NEENRTENDBER
. BFEYBENY OT Y T 2B TS EEL,

BEE—T2A
VZARFRERETOBENVERZBEE. ROFIEILCHVET,

1. 7Z4ARVETZ2BREEBL., Web/ 2 X—T I/ ARHTT IV EATEDRSICBRDERTH
5%&7,

2.7TARVBLVRETODAT—BATIZARLTVT—2 3V DAT—RAEKRIAL &
T, BMOF2THS, ETOWeb/ 2V X—T I A A%ZRBEICEHLEXT,

3.AEILWLUT, #HOETZ12F2BEBLE T, BE., P7OERATRILE > TH S K
DTAS, LTVT—23V0ART—R2AZHAELET,

X : ExpresswayE VA EEB AT —RAZHRETRHIC, VFAROEEZT>THSW
S5ABEFIVENHYET,

Fo—LLEH

DSABRIZ—DTZ—LR. ROEXTRRENET, VFAZR—OLTVTr—>3>TI5—
: (¥l ) REOFHEMIAYETY., RICHZERLET,

COTABR—OLTVT—=23aVIT—  REOFERPNINMUETT,
DT AR—DOL TV T—230I5— TIAIVELEROTNOETRE7 7AILNER
2HEEA, REOFERHPHABETT,
DT AR—OLTIT—=23a>I5—  BREDTFAXVIDIC—EMXEN VLS, FEITE
EZRPTIHENHVET,
COTZARE—OLTVT—=23VI5—  COETORERTZAIIDREERETH LD
. REOFHERANIYBETT,

THLDExpresswayh SHIRDO T Z—LANBEENIEHZESRE., ROFIBIZHVET,



1.SSHE LR ZFDMAOCLIA R —T T4 AlCadmin& LTOJA > LET,
2. RMOIX > RZEHERTLET., xcommand ForceConfigUpdate

XF:T7Vv7IOL—R, SIAENZEE, FEEISHAERODEY NREENfNRRENDIHEEE
 BFEYENY OT YT ER D TLSEEL,

3. ZMION Y RiE, TR MExpresswayiskEZHIBRL . 7°F 4 Y 1) Expresswayh* S 5# il #y (2 5%
EZEHMLET,
BEABRLEVEEE. V7ARETIEOBESF—ICEEL TV AHEN DY ET, BE
 EPHAEROEIEFRTT YT IL—RehdE, TUBETR7ZA4XVERBEhELEA, L
7= 2 T, xcommand forceconfigupdate ¥ BIEL & W5 E . XOFIEICH > TEE L,

1. 754IVETICHA2 4L, EEBRRETHD L EZBELET,
2 VT ABRBETCOETHN TZARITHBDEN REAhTVWB L ZMRBLET,
3. 754X VEBETY7YIL—RLET, PYTIL—RICBHDICERLEEDERL/NY
T—CERALET,
TIARVETOTYTIL—REVT—NIRTEDE, LTVT—2aAVTS—LKFIUT
E?:S%;hmﬁﬁ\Uj—h&MﬁuWE%Ebi?#\Uj—h&mﬁi?%i?éﬂ%

REFS—LA

ENBEIOSAR) TR  H323FE— REFAVICTIHVENFHVET, VFARUIT TR,
E7MTHI2IBEEEEALET.

COTF—ALZDITTBICE, HI2BE—RAFUICH>TWS Z & Z#EFR L. [Configuration]
> [Protocols] > [H.323](cBEIL £ 7,

Expressway 7 — X R—ADHEE : SAOOHR— M ELFLCHEHVEDESEET L,
COBOTZS—LBERNZTIINDI1—FT42009BICEF. ROFIEEEITLET,

1. 2ATLARTY 723y hNeBY), YR—MEHFCRHLET,
2. VT AR D SExpresswayZ HIBRL £9,
3. Expresswayd 7F—ZNX—R %, T NDExpressway CULBIICRITLENY VT Y THSERTL
79,
4. Expresswayz 7 ZAXIZRLET,
TF—EAR—ANFEELBEVEER. 2BB O EEFEATEET,

AT LARFTY T3y NEMERL, Technical Assistance Center(TAC)ICIREL £ 9,

. DT AR D SExpresswayZ HIBRL £9,

.root& LTOJ 4> L, RMOIY > Relusterdb_destroy_and_purge_data.shZR1TLE T,

. ExpresswayD 7 — XX —A %, T NDExpressway CHBICRITLENY ITYTHASERTL
79,

5. ExpresswayZ 7 7 AZICRLE T,

X¥:T7v7IOL—R, AAAEOLE, FLEEISHAEROUEY NREENFRTRENDBHEE
 BFBEYBENYOT YT ERM>TLSEETL,

A WON -



X% : clusterdb_destroy_and_purge_data.shid, FERULKSWVWERTT,
SATLAF—REORE
X ROBHE., N—2aoX14UBRICERAENET,

F—TFPANT7—LOEHMICKAML2EEE. B—/—RO>F 1) F TExpresswayTF T — A
FRELET,

ROFIBECHST, COBOTZ—LEZERNZ TN 1—-FT142TILET,

1.CLIZEAL Tadmine LTOJA > LET (F7 AN NTESSHZFEAL, N—RDI7T
N=23>02)FIR—NE2FERALET ).
2. XM X > RxCommand ForceSystemKeyUpdateZ£TL £ ¥,
Failed to update key file alarmsik, 2 AZ> F 1) A OExpressway THEL £T .

ROFIBECHST, COBOTZ—LZENZ TN 1—F142JLET,

1. COTZ—LNFRELBEVEERE., CLI(T7#ILNTRESSHEN LT, $LVP/\—RTI
TIN—=23>02V)TFIIR—rZ2NUTHERATEE ) A Sadmine LT/—RIZAJA 2 LE
E

2. XM~ > RxCommand ForceSystemKeyUpdateZR{TLUE ¥,

O o4
ExpresswayD it OJ E@A&KIC, TCPR > 7 2FEAL MOV Z2EMICTEET,

NAZ—/—ROBEREODBEHEF, XodEhreLTOJICRRENET,

2020- 07-21T15: 16: 50. 321- 05: 00 expcO1 replication: UTCTi ne="2020-07-21 20: 16: 50, 321"

Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl ust erconfi gurati onsynchroniser(270)"
Detail ="Starting synchroni sation" 2020-07-21T15: 16: 50. 330- 05: 00 expcO01 replication:

UTCTi me="2020- 07-21 20: 16: 50, 330" Mbdul e="devel oper.replication" Level ="I NFO'

CodelLocati on="cl usterconfigurationutils(750)" Alternatel PAddresses="[u'(10.15.13.15 expc0l1)"',

u' (10.15.13.16 expc02)']" ConfigurationMasterlndex="0" Local Peerlndex="0" 2020-07-

21T15: 16: 50. 433- 05: 00 expcOl replication: UTCTi me="2020-07-21 20: 16: 50, 433"

Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl ust erconfi gurati onsynchroniser(257)"
Detail ="This peer is the cluster master, l|ocal configuration has already been replicated to the
ot her peers" 2020-07-21T15: 16: 50. 437-05: 00 expcO0l1 replication: UTCTi me="2020-07-21 20: 16: 50, 437"
Modul e="devel oper.replication" Level ="I NFO' CodeLocati on="cl ust erconfi gurati onsynchroniser(336)"
Det ai | =" Synchroni sati on conpl eted successful |l y"

E7/—ROBKIHP S, ROBHELTRRENET,

2020-07-21T15: 16: 46. 900- 05: 00 expc02 replication: UTCTi ne="2020-07-21 20: 16: 46, 899"

Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurati onsynchroniser(270)"
Detail ="Starting synchronisation" 2020-07-21T15: 16: 46. 908-05: 00 expc02 replication:

UTCTi me="2020-07-21 20: 16: 46, 908" Mbdul e="devel oper.replication” Level ="|NFO'

CodelLocati on="cl usterconfigurationutils(750)" Alternatel PAddresses="[u'(10.15.13.15 expc0l1)"',

u' (10.15.13.16 expc02)']" ConfigurationMasterlndex="0" Local Peerl ndex="1" 2020-07-

21T15: 16: 46. 947- 05: 00 expc02 replication: UTCTi me="2020-07-21 20: 16: 46, 946"

Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurati onsynchroniser(254)"



Detail ="This peer is not the cluster master, local configuration is already up to date" 2020-07-
21T15: 16: 46. 950- 05: 00 expc02 replication: UTCTi me="2020-07-21 20: 16: 46, 950"

Modul e="devel oper.replication" Level ="I NFO' CodelLocati on="cl usterconfi gurationsynchroni ser(336)
Det ai | =" Synchroni sati on conpl eted successful | y"

RDEATE, ET7 DA RENTVRT,

2020- 08- 12T14: 57: 43. 353- 05: 00 expc01 UTCTi ne="2020-08-12 19:57: 43, 353"

Modul e="devel oper. cl usterdb. cdb” Level ="1 NFO' Node="cl ust erdb@xpc01. apol o. | ocal "

Pl D="<0. 159. 0>" Detail ="Processed mesi a_down event from accessi bl e node"

Node="cl ust er db@xpc02. apol 0.1 ocal " 2020-08-12T14: 57: 43. 354- 05: 00 expc01l UTCTi ne="2020-08-12
19: 57: 43, 353" Modul e="devel oper. cl ust erdb. cdb" Level ="ERROR' Node="cl ust er db@xpc01. apol o. | ocal "
Pl D="<0. 159. 0>" Detail ="I nconsi st ent Dat abase" Context="from mmesia system- mesi a down"
Node="cl ust er db@xpc02. apol 0. | ocal " 2020-08-12T14: 57: 43. 354- 05: 00 expc01l UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl usterdb. cdb" Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 159. 0>" Detai | =" Connecti ng dat abase on mmesi a runni ng_partitioned_network event"
Node="cl ust er db@xpc02. apol 0. | ocal " 2020-08-12T14: 57: 43. 354- 05: 00 expc01l UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl usterdb. cdb" Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 14215. 425>" Detail ="Ready to perform node connection transaction"

Node="cl ust er db@xpc02. apol 0.1 ocal " 2020-08-12T14: 57: 43. 354- 05: 00 expc01l UTCTi ne="2020-08-12
19: 57: 43, 354" Mbodul e="devel oper. cl usterdb. cdb" Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 14215. 425>" Detai | =" Runni ng node connection transaction"

Node="cl ust er db@xpc02. apol o. | ocal " 2020- 08- 12T14: 57: 43. 354- 05: 00 expc01 UTCTi ne="2020- 08- 12
19: 57: 43, 354" Mbodul e="devel oper. cl ust erdb. synchroni se" Level =" WARN'

Node="cl ust erdb@xpcO1. apol o. | ocal " PI D="<0. 14215. 425>" Detai | ="Fail ed connecting to node"
Node="cl ust er db@xpc02. apol 0.l ocal " Reason="{ badrpc, { EXIT, { aborted, { noproc, { gen_server
call, [ kernel _safe_sup, { start_child, { dets_sup, { dets_sup, start_link, }, permanent, 1000
supervisor, [ dets_sup ] } }, infinity ] } } } } }" 2020-08-12T14:57: 43.524-05: 00 expc0l1l al arm
Level ="WARN' Event =" Al ar m Rai sed" |d="20006" UU D="0f 96695e- d954- 4f 6f - 85c1- 2ef 1eaebf 764"
Severity="warni ng" Detail ="C uster database conmunication failure: The database is unable to
replicate with one or nore of the cluster peers" UTCTi me="2020-08-12 19:57: 43, 524" 2020- 08-
12T14:57: 43. 771- 05: 00 expc01l alarm Level ="WARN' Event ="Al arm Rai sed" |d="20004" UU D="3bca6888-
f622-11df - 93be-07¢cc953d7b99" Severity="warning" Detail="C uster conmmunication failure: The
systemis unable to conmmunicate with one or nore of the cluster peers" UTCTi ne="2020-08-12
19:57:43, 771"

2020- 08-12T14: 57: 53. 872-05: 00 expcOl1l tvcs: UTCTi me="2020-08-12 19:57:53, 871"

Modul e="net wor k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719"

Det ai | =" Sendi ng RAS SCI SeqNum=52319 Retransmi t=True" 2020-08-12T14:57:54. 872-05: 00 expc0l tvcs:
UTCTi ne="2020-08-12 19:57: 54, 871" Modul e="networ k. h323" Level ="I NFO': Acti on="Sent" Dst-

i p="10. 15. 13. 16" Dst-port="1719" Detail ="Sendi ng RAS LRQ SeqNume52320 Retransm t=True" 2020-08-
12T14: 57: 56. 872- 05: 00 expc01 tvcs: UTCTi ne="2020-08-12 19: 57: 56, 871" Modul e="net wor k. h323"
Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719" Detail ="Sendi ng RAS LRQ
SeqNun¥52320 Retransm t=True" 2020-08-12T14:57:57.871-05: 00 expcO1l tvcs: UTCTi ne="2020-08-12
19: 57: 57, 871" Mdul e="networ k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-
port="1719" Detail ="Sendi ng RAS SCI SeqNunr52319 Retransnit=True" 2020-08-12T14: 57:58. 871-05: 00
expc0l tvcs: Event="External Server Conmunications Failure" Reason="gatekeeper tined out"

Ser vi ce="Nei ghbour Gat ekeeper" Detail ="name: 10. 15. 13. 16: 1719" Level ="1" UTCTi ne="2020- 08- 12

19: 57: 58, 871" 2020-08-12T14: 57: 58. 871-05: 00 expc01 tvcs: UTCTi nme="2020-08-12 19:57: 58, 871"
Modul e="net wor k. h323" Level ="I NFO': Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719"

Det ai | =" Sendi ng RAS LRQ SeqNum=52320 Ti neout =True" 2020-08-12T14:57:59. 601- 05: 00 expcO1

UTCTi ne="2020-08-12 19:57:59, 601" Modul e="devel oper. cl ust erdb. peer naneresol ver" Level ="| NFO'
Node="cl ust er db@xpcO1. apol 0.l ocal " PI D="<0. 145. 0>" Detail ="Triggering forced peer update of
peers which failed DNS and queuei ng next run" Queue-Ti ne-ns="300000" 2020-08-12T14:58:01. 871-
05: 00 expc0l1 tvcs: UTCTi ne="2020-08-12 19:58: 01, 871" Modul e="net wor k. h323" Level ="| NFO':
Action="Sent" Dst-ip="10.15.13.16" Dst-port="1719" Detail ="Sendi ng RAS SCI SeqNum=52319

Ti meout =Tr ue"
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2020- 08- 12T15: 13: 24. 970- 05: 00 expc01l UTCTi me="2020-08-12 20: 13: 24, 969"
Modul e="devel oper. cdbt abl e. cdb. cl ust er Confi gurati on" Level =" DEBUG'



Node="cl ust er db@xpcO1. apol 0. | ocal " PI D="<0. 345. 0>" Detail="Inserting into table"
Tabl eName="cl ust er Confi gurati on" 2020-08- 12T15: 13: 24. 976- 05: 00 expc01 UTCTi me="2020- 08- 12
20: 13: 24, 975" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc01. apol o. | ocal "

Pl D="<0. 345. 0>" Detail ="xconfiguration clusterConfiguration tls_verify - changed from
Perm ssive to: Enforcing"” 2020-08-12T15: 13: 24. 976- 05: 00 expcOl1l httpd[ 15060]: web: Event="System
Configuration Changed" Detail ="configuration/cluster/tls_verify - changed from 'Permissive' to:

"Enforcing " Src-ip="10.15.13.30" Src-port="53155" User="adnmi n" Level ="1" UTCTi me="2020-08- 12
20: 13: 24" 2020- 08- 12T15: 13: 24. 979- 05: 00 expc01l managenent: UTCTi ne="2020-08-12 20: 13: 24, 978"
Modul e="devel oper. managenent . dat abasemanager"” Level ="I NFO' CodelLocati on="dat abasemanager (312) "
Detail ="Cluster configuration change detected" 2020-08-12T15: 13: 24. 980- 05: 00 expcO1

UTCTi me="2020- 08- 12 20: 13: 24, 980" Mbdul e="devel oper. cdbt abl e. cdb. cl ust er Confi gurati on”

Level ="DEBUG' Node="cl ust erdb@xpcO1. apol 0.l ocal " PI D="<0.345.0>" Detail="Inserting into table"
Tabl eName="cl ust er Confi gurati on" 2020-08-12T15: 13: 24. 986- 05: 00 expc01 managenent: UTCTi ne="2020-
08-12 20: 13: 24, 986" Modul e="devel oper. managenent . dat abasemanager" Level ="| NFO'

CodelLocat i on="dat abasermanager (405)" Detail ="TLS Verify change status" Startup="Fal se" New="True"
2020- 08- 12T15: 13: 25. 022- 05: 00 expc01l UTCTi ne="2020-08-12 20: 13: 25, 022" Event ="Syst em
Configuration Changed" Node="cl usterdb@xpc01. apol o. | ocal" PI D="<0.557. 0>"

Det ai | ="xconfigurati on alternatesConfiguration - Changed" 2020-08-12T15: 13: 25. 022- 05: 00 expcO01
UTCTi me="2020- 08- 12 20:13: 25, 022" Mbddul e="devel oper. cl ust er db. peer naneresol ver" Level ="| NFO'
Node="cl ust er db@xpcO1l. apol 0. | ocal " PI D="<0. 145. 0>" Detail ="Noti fyi ng dat abasenanager
(Managenent Franmewor k)" 2020-08-12T15: 13: 25. 022- 05: 00 expc01 UTCTi ne="2020-08-12 20: 13: 25, 022"
Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust erdb@xpcO01. apol o. | ocal "
Pl D="<0. 142. 0>" Detail ="alternate peer changed info reci eved" 2020-08-12T15: 13: 25. 031- 05: 00
expc01 UTCTi me="2020-08-12 20: 13: 25, 031" Event =" System Confi gurati on Changed"

Node="cl ust er db@xpcO1. apol o. |1 ocal " PI D="<0.557. 0>" Detail ="xconfi guration

al ternat esConfi guration - Changed" 2020-08-12T15: 13: 25. 192-05: 00 expc0Ol1 managenent :

UTCTi me="2020- 08- 12 20:13: 25, 192" Mbdul e="devel oper. di agnosti cs. al ar nmanager" Level =" | NFO'
CodelLocati on="al ar mmanager (173)" Detail ="Rai sing al arni’ UU D="e2b8e3d1-b731-4d7d- b606-

4682a8f 0c2e6" Paranmeters="null" 2020-08-12T15: 13: 25. 195-05: 00 expc01l nanagenent: Level =" WARN'
Event =" Al arm Rai sed" |d="20007" UU D="e2b8e3d1-b731-4d7d- b606-4682a8f 0c2e6" Severity="warni ng"
Detail ="Restart required: Cluster configuration has been changed, however a restart is required
for this to take effect” UTCTi ne="2020-08-12 20: 13: 25, 194"
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2020- 08-12T15: 13: 24. 976- 05: 00 expc02 UTCTi ne="2020-08-12 20: 13: 24, 976" Event =" System
Configuration Changed" Node="cl usterdb@xpc02. apol o. | ocal" PI D="<0.390.0>"

Det ai | ="xconfiguration clusterConfiguration tls_verify - changed from Perm ssive to: Enforcing"
2020- 08-12T15: 13: 24. 979- 05: 00 expc02 managenent: UTCTi ne="2020-08-12 20: 13: 24, 978"

Mbdul e="devel oper. managenent . dat abasenmanager" Level ="|1 NFO' CodelLocati on="dat abasemanager (312)"
Detail ="Cl uster configurati on change detected" 2020-08-12T15: 13: 24. 982- 05: 00 expc02 managenent :
UTCTi ne="2020- 08- 12 20:13: 24, 982" Modul e="devel oper. managenent . dat abasenmanager" Level ="| NFO'
CodelLocat i on="dat abasenmanager (405)" Detail ="TLS Verify change status" Startup="Fal se" New="True"
2020- 08- 12T15: 13: 25. 040- 05: 00 expc02 UTCTi ne="2020-08- 12 20: 13: 25, 040"

Modul e="devel oper. cl ust erdb. peer nanmer esol ver" Level ="| NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 136. 0>" Detail ="Notifyi ng dat abasemanager (Managenent Framework)" 2020-08-
12T15: 13: 25. 040- 05: 00 expc02 UTCTi me="2020-08-12 20: 13: 25, 040"

Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 143. 0>" Detail ="al ternate peer changed info reci eved" 2020-08-12T15: 13: 25. 041- 05: 00
expc02 UTCTi me="2020-08-12 20: 13: 25, 041" Event ="System Confi gurati on Changed"

Node="cl ust er db@xpc02. apol 0.1 ocal " PI D="<0. 543. 0>" Detail ="xconfi guration

al ternatesConfiguration - Changed" 2020-08-12T15: 13: 25. 042- 05: 00 expc02 UTCTi ne="2020-08-12

20: 13: 25, 042" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc02. apol o. | ocal "

Pl D="<0. 543. 0>" Detail ="xconfiguration alternatesConfiguration - Changed" 2020-08-
12T15: 13: 25. 046- 05: 00 expc02 UTCTi me="2020-08-12 20: 13: 25, 046"

Modul e="devel oper. cl usterdb. al t ernat esmanager” Level ="1 NFO' Node="cl ust erdb@xpc02. apol o. | ocal "
Pl D="<0. 143. 0>" Detail ="al ternate peer changed info reci eved" 2020-08-12T15: 13: 25. 047- 05: 00
expc02 UTCTi me="2020-08-12 20: 13: 25, 046" Mbddul e="devel oper. cl ust er db. peer naner esol ver"

Level ="1 NFO' Node="cl ust er db@xpc02. apol o. | ocal " PI D="<0.136.0>" Detail ="Notifying

dat abasemanager (Managenent Franewor k)" 2020-08-12T15: 13: 25. 047-05: 00 expc02 UTCTi me="2020-08-12
20: 13: 25, 047" Event =" Syst em Confi gurati on Changed" Node="cl usterdb@xpc02. apol o. | ocal "

Pl D="<0. 543. 0>" Detail ="xconfiguration alternatesConfiguration - Changed" 2020-08-
12T15: 13: 25. 049- 05: 00 expc02 UTCTi ne="2020-08-12 20: 13: 25, 049" Event="System Confi guration



Changed" Node="cl ust er db@xpc02. apol 0.l ocal " PI D="<0.543. 0>" Detail ="xconfiguration

al ternat esConfi guration - Changed" 2020-08-12T15: 13: 25. 136- 05: 00 expc02 managenent :

UTCTi me="2020- 08- 12 20:13: 25, 136" Mbodul e="devel oper. di agnosti cs. al ar nmanager" Level ="| NFO'
CodelLocati on="al ar mmanager (173)" Detail ="Rai sing al arni’ UU D="e2b8e3d1-b731-4d7d- b606-

4682a8f 0c2e6" Paranmeters="nul|" 2020-08-12T15: 13: 25. 139-05: 00 expc02 nanagenent: Level =" WARN'
Event =" Al arm Rai sed" |d="20007" UU D="e2b8e3d1-b731-4d7d- b606-4682a8f 0c2e6" Severity="war ni ng"

Detail ="Restart required: Cluster configuration has been changed, however a restart is required
for this to take effect"” UTCTi ne="2020-08-12 20: 13: 25, 139"
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https://video.cisco.com/video/6154771820001
https://video.cisco.com/video/5809964179001
https://video.cisco.com/video/6154775607001
https://video.cisco.com/video/6154775607001
https://www.youtube.com/watch?v=apqGGMIrrpA
https://www.youtube.com/watch?v=MoFvWa9t8_I
https://video.cisco.com/video/5809964179001
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