FATFIN RXAL 2 #ERL 7= Expressway 2 H
O CMS Z#EAL =7"0% WebRTC DRE

&

BE
[FIE7 % San
i
FRIZIR—F B
BRE
XY BNID—=D
bR NIk 21
DNS &
A DNS 587
A8 DNS &7
CMS, callbridge. webbridge. XMPP &7
TURN &%
Expressway-C 8§ LT E OFRE
Expressway-C D& E
Expressway-E £ DF&E
o
N Sl
[Joincall R ARIRE BV
WebRTCAR—IC "Bad Requesty £ &RRENS
WebRTC VAT NCELFITEENRTEND
WebRTCOSA T M EHRLTEEREENT, RALTIRLTHHE NS

BE

CORFIXNTE, BBRBDAILRX A2 EANT R X A2 Z3F DExpresswayZ I L 1z Cisco
Meeting Server(CMS)D 7' OF > Web!J 7L X A ABE(WebRTC)DEREFIZC OV THBALET,

BIRRA
4

ROERICETDHBANHD L EHBLTVET,

COVTIERERO CMS /N—2 3> 214 Bk

- Expressway-C & & U Expressway-E /\—2 32 X8.9.2 BA L

. CMS 0 callbridge & webbridge M F%E

. ExpresswayR 7 TERIBZEENA LT VEZAMRA) & JUE—RNT U A(MRA)

- Expressway-EICBiNE =) L—NAT(TURN)ZA 7> 3> F—=2ERALENSN=HI
- webbridge URLO AEFEEAIGE R X 4 > R — LAY —/N(DNS)LO— R, HFMRXA2A



CABHASHEBRXAZICASD CMSIP 7 RL AROAEHERAEES DNS LI—R

- REH RTHAE R X1 2 AIZCMS TR & h lzExtensible Messaging and Presence
Protocol(XMPP)Y L F R X A >

. [Firewall] TTCP R— KN 443 ZNT VYU 4122 —%Y NA 5D AN E Expressway-E D/
UV U IPT7RLAANOHDICEK

. [Firewall] TTCP 8 &V UDP 7R— K 3478 ZE/NT UV U AR —ZXY KRASDABE
Expressway-E ®/N7 )Y 2 IP 7 RLAANDH D IZFERK

. [Firewall] T UDP 7R— N5 24000 ~ 29999 % Expressway-E ®/N7 U Y U IP 7 RLAA
50 AHAICHAK

EAITRIVR—F b

CORFIXVNOERE. ROVIRIITEN—RIITON-II3VICETVTVET,

VTN ERZERBEO CMS /N—2 32 2.2.1

- Expressway-C# & UO'Expressway-E(F1FTILRY ND—0A4 2 Z—T7 T4 AH— R(NIC)B &
CAEZTAYVIRYND—=DOF RLAZEBNAT)Y 7 N T T T7/)N—232,X8.9.2)

- Postman

CORFIXNOBERE, BEODTRREICHDITFNAAILETVTERENELE, COR

FIAXNTEATEIINTOTFNA ARG, A (F7FIIN ) REDRELSBELTVERT
o WRORY RD—IUNERBEBHITHIBEICEF. EOLXSBOANYRIZDVTE, ZTOEEN

HECODVTHRICERL THBKBENHYET,

RRIE
XY RMIO—UH



Internal AN
[not used on this examplel

Internal DNS Bxternal DNS

webRTG external domain
webRTG internal domain
B iR
HREBRA A > cms.octavio.local
ABRXA> octavio.com
CMSIPF7RLA 172.16.85.180
Expressway-C IP 7 RL A 172.16.85.167
Expressway-E LAN1IP P KL A (&) 172.16.85.168
Expressway-E LAN2 IP 7 KL A (4 88 ) 192.168.245.61
ABTA4YYINATIPFRLA 10.88.246.156
DNS & 7E
I DNS B
£ DNs Name Type Data i Timestamp
4 i ACTIVEDIRECTORY g_xmpp-client Service Location (SRY) [10][10][5222] xmpp,cms.octavio.local. static
4[] Forward Lookup Zones || & xmpp-server - V) 1 ¥mpp.cms.octavio.local. static
b (2] _msdes.octavielocal|| £ cisco- External domain w’ﬁﬁmﬁ:u‘c:p.ommom atic
A -;J rs_;clt_al}Ei_g_.com-‘—— }E_;]_cuplogin resolves to internal V) [10][10][8443] ocupsp.octavio.local, static
Exe




=, DNS | Mame Type Data - Timestarmnp
4 5 ACTIVEDIRECTORY |[E] tep

i B Fewand Lookap Zoies | _l i Host (A) External webbridge URL resolves to internal IP address I it
b 1 _msdes.octavio.local || BT emsweb Host (A 172.16.85.180 | static
4|z octavio.com = (same as parent folder) Start of Authority (SOA) [10], activedirectory.octavio.local, hostmaster.octavio.local. static

: —t_Cp_ ‘ —| (same as parent folder) Mame Server (MS) activedirectory.octavio.local. static

41%B DNS & &

KIZRT&LSIZ, SEBDNSIZIE. Expressway-EM AR T 4 ¥ UNAT IP7 RL RICEREND
webbridge URLA" % ETT,

G E{NS Marmne I Tvpe I Data i

2 _ | _kep

(] Global Logs | ths

| Forward Lookup Zones | {same as parent Folder) Start of Authority (SO4) [71, rzde.rmz.lab,, hostmaster.ms...
= (same as parent Folder) Mame Server (MN3) rrede, e, lab,
cmsweb Hosk [4) 10.33. 246, 156!
WOEE Hosk [4) 10.83.246,156

= |2 ockavio,com
| _tep
| _tls

CMS, callbridge, webbridge, XMPP 5XE

AT Y T 1callbridgeZ A AZTIT A T ILTRDHENHYNE T, ROBERICIEEDE
calloridge 74 £ AN RRENTVET,

AL ADFMIREZZRLTEE L,

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#fpage=10

ATY T2 RIZRT&LSIZ, MMPZ A L Tcallbridge, webbridge, # KU XMPPZEXIIC L
£7,


/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf#page=10   

| &)
| 5]
',

(]

BHCITRZFIEOFHMAE. ROV IZZRLTEEL,

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf

ARECERFIEOFMAE. ROV IZZRLTILEEL,

http://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment Guide/V
ersion-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf



http://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
http://www.cisco.com/c/dam/global/ja_jp/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-1/Cisco-Meeting-Server-2-1-Single-Combined-Server-Deployment.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf
/content/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Deployment_Guide/Version-2-2/Certificate-Guidelines-Single-Combined-Server-Deployment-2-2.pdf

AT ¥ 7°3:[Configuration] > [General] TCMS WebR— ICBEIL, RICTRT LD ICWebT Vv
OAFBURLE AZFPBURLEREL F T,

Web bridge settings

GCuest account client URI |https: f,-’mn.sweb.m .octavio. lncall

Guest account JID domain |[cms.octavio.local

Custom background image URI

Custom login logo URI

Guest access via ID and passcode | secure: require passcode to be supplied with ID v

Guest access via hyperlinks | allowed Vl

User sign in |a||uwed Vl

Joining scheduled Lync conferences by ID | not allowed Vl

IVR

VR numeric ID

Joining scheduled Lync conferences by ID

This FQDN has to be set as SAN on
Expressway-E certificate

External access

Web Bridge URI |https://cmswebJoctavio.com

IWR telephone number

ECMSIZF, PBLKEBIDDAR—AZRETIHENHYVET,

RIZRFTLSIC, CMSIZRREE N AR—ADH,

| Name URI user part Secondary URI user part Additional access methods call D
] | Proxy webRTC proxywebrtc@cms. octavio.local 100101

F:ARBITABRAXAVOBEI-INERETIHLEN HYUET,

RICRTLSIC, BEI-NLBICREENERXSOHlZRLET,

Incoming call handling

Call matching

Domain name il Targets spaces
[ ] | cms.octavio.local 10 yes
[] | octavio.com 10 yes
TURN E&E

AT Y 71:TURNIEPostmanZ T U TAPITRET B HENHVET, COONY RIFINTOER
ETHEALET,



https://

ATYT2:POSTXY Y REFEAL, TURNY—=NONFX—RZRTTHH., TURNY—/YDO/N
FX—BZmETBD. BodylcBEHLET, TURNH—NICEREET N TVBRINTX—2F, KIC
RIEBYTT,

POST hrrpsi/fadmin.cms.octavio.local:445/apifvl fturnServers Params
L] eaders (2) Body @

, Exp-E LAN1IP address )

form-data ® swww-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress ‘|D.88.2—-15.155-{ Static NAT IP address j
username turnuser
password cisco This usermname

and password

ype standard has ta be
tcpPortMumberOverride 3478 configured on

Expressway E

ATYTICETXY Y RZEERFTLTH—/NIDZOAE—L., TURNY—/\BREDAT— R AZHT
LET, AE—FTILEBEN HBIIDRERICTIERY T,

GET httpsi/fadmin.cms.octaviolocak:445/apifvlfiurnServers P
Authorization ® He s (2)
Type Basic Auth

The authorization header will be generated and

Usermname admin added as a custom header

Password = | assas Save helper data to request

Show Password

Body yokies Headers (10)

Pretty  F Previe XML =

1 <2?xml version="1.8"7>
2~ <turnServers totgl=silts
- <turnServer id="laalﬁccc—SFdl—4E£d—9u3d—3§EE?FZ3E433“}I
<serverAddress>1l/2. 1b. 85, 1b8<{/serverfiddress >
<clientAddress»18.88.246.156</clientiddress
{/turnServers:
</turnServers

S s Y R T

ATFYT4APIOR ROBEEICHZIDEIE—L, GETXV Y REFEAL T, RIZRTLSIC
TURNY—/\EEHZRTLET,


https://%3ccms_web_admin_address%3e:%3cweb_admin_port%3e/api/v1/turnServers

FE:COBRIZIE. Y —NONAD—RERREhEHA,

GET * https:f/ ad|'|1in.cmz.oCiﬁ'.r.icu.Iu:uc&i:445."&;ui.-"u‘1;’turr:Sewerl.flaa 16ccc-87d1-424d-9d3d-3d007F232433 I Params

Authorization @ Headers (2]

Type Basic Auth cl

. The authorization header will be generated and
Username admin added as a custom header
Password Save helper data to request
Show Password

Body “aokies Headers (10) T Status: 200

Pretty Ra Previe XML v =

1  <?xml version="1.8"2>

2+ <turnServer id="2aal6ccc-87d1-424d-9d3d-3d@@7F23243a" >
3 <serverfAddress>172.16.85.168< /serverAddress>
¢clientAddress>18.88.246.156</clientAddress?

5 ¢numRegistrations»8</numRegistrations>

B fusername>turnuser</username>

7 <typerstandard</typer

E: ¢tcpPortNumberOverride>3478</tcpPortNumberOverrides
9 </turnServer:

ATV 5:[send] ZV VY I LTH—NOAT—RAZRBLET, RICTRTELSIC, EELE

REOHTT.



httpsif/fadmin.cms.octavio.local:445/apifvifturnServers/2aal Gocc-87d1-424d-9d34-3d DD?f23243.3;"51:atu5|

GET
Autharization @ = = (2)
Type Basic Auth
Username admin
Password
Show Password
Body Headers (10}
Pretty XML~ =5
1 <?xml version="1l.@"3»
2 = <turnServer»
3 <status:success</status>
4 <host>
5 <address»172.16.85.168</addressy
B <portNumber»3478«</portNumber:>
7 <reachablextrue</reachable?
8 <roundTripTimeMs>52< /roundTripTimeMs
G <mappedAddress»172.16.85.188</mappediddress
18 <mappedPortNumber>41574< /mappedPortMNumber:
11 </host>
12 <jturnServer

Expressway-C $ KU E DFRE

The authorization header will be generat
added as a custom header

Save helper data to request

AT Y 7 1:expressway-CIC & EF R X 1 > (octavio.local) A", Expressway-EIZ (EAAEB R X 1>
(octavio.coOmAREE N TWVWBIUENHVET,



NI
CISCO Cisco Expressway-G

Status System Configuration Applications Users Maintenance
DNS
_| DN S settings
System host name |'.f|:5c: | ¥
Domain name octavio.local | iy
DNS requests port range | llze the ephemeral port range ~..-| i

Default DHS zervers Internal DNS sewerj

Address 1 172.16.85.162 | iJ

ATY T2 RICRT&LDIZ, Expressway CEENTES TMRAZEBRMICT DI HEN HYET,

Unified Communications

2 ICunﬂgumwn

Unifed Comeunicatens made Usbée and remate access v | 1

ATV T3 RICRTKSIZ, Expressway-CEENBICI-Z7 744 ROAZ1Z5—>a> k"IN
— YNV —2=ERLET,



NIMIr
CISCO Cisco Expressway-C

Status System Configuration Applications Users

Maintenance

Edit zone

_I Configuration |

Name

Type

Hop count

This credentials are
configured on Exp-E

_I Connection credentials

Username

Password

* |UT Zone

|Unified Communications traversal |

* 15 f_.f.

I

* |Tuser

o |II'I-II-'

| sip |

Port

Accept proxied registrations
ICE support

Multistream mode

5IP poison mode

Preloaded SIP routes support

SIP parameter preservation

»*
I
=
=1
=

iy

Alow | i
off | i
n ;_,
Off w| i
off | i

off | i

(=]
£

_| Authentication

Authentication policy

Do not check credentials  w

Expressway-C D & &

ATY 71 RICRT KRS, Expressway-CTHEBRX AV EATRX A EZRELE T,



at]ann
CISCO Cisco Expressway-C

Status System Configuration Applicat
Domains

@

pctavio.local

L]

gctavio.com

AT Y 7 2 : Cisco Meeting & B®IZ L E 9, [Configuration] > [Unified Communications] >
[Cisco Meeting Server] DIEICHAZ F9, RICRI LS, [TANTHIVNIZAT N
URI]7 14 — )L RIZHEFwebbridge URLZEREL £9,

afrafn
CISCO Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

| Meeting Server configuration !

Meeting Server Web Proxy L

Guest account client URI

* |c:n15w eb.octavio.com [

Save

Name

Address
172.16.85.180

cmsweb.octavio.com

3 : B DNS (&, #AEB webbridge URL ( cmsweb.octavio.com ) % & CMS webbridge IP
TFRLAZBRIDMVBEN HVET, COHITIEIP 7 RL AR 172.16.85.180 T,

KIZRFT&KSIZ, Expressway-COEF 1T TIL(SSH M RILIE, BRREIZTIOT4TILB3
RBENFHYNET,

el
CISCO  Cisco Expressway-C

Status System Configuration Applications Users Maintenance

Unified Communications SSH tunnels status “You are here: Status » Unifieg Communications

vCse.octavio.com

octavio.local Active
vese.octavio.com cmsweb.octavio.com Active
s octavio.com vio.com

FE NI, Y- /NEASECATIHAENBETT,

Expressway-E L DE&TE

ATY 71 RICRTELDIC, expressway-EICIETURNS A/ 22 AN BETT,



il
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Option keys
oo
7 Expressway Series Active
[T H323-SIP Interworking Gateway Active
[ Active
[ Active

ATY T2 RICRT&LDIZ, Expressway-EICAEBRX AV EZRETDIHEN HVET,

M
tl%ﬁg Cisco Expressway-E

Status System Configuration Applications Users Maintenance

DHS =zetting=
System host name |'.rn:,se | i
Domain name |ucta1.r'ru.|:um | ij

Default DNS servers

Address 1 [10.88.246 210 |

Address 2 | | dd
ATY T3 KHIZRT L&D, TURNY—/\ & Unified Communicaton M Z/N\—HI)ILY —> 01—
ﬁ_iﬁﬁibia—o

lllllllli
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Local authentication database
Records: 3

.1._. _E irm..
L agmn View/Edt
[0 tunuser View/Edd
O Tuser View/Edt



ATY74  RICRTELSIC, IZ77ARAZ 12523 NIN—HYIV—2ZERLET

o

ITIr
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Edit zone

_I Configuration |

Name * |UT Zone i
Type Unified Communications traversal
Hop court . :

_I Connection credentials

Username # (Tuser i

Password AddiEdit local authentication database

| sip |

Port *

=4
=
e

0

TLS verify subject name #*

vesc.octavie.local 1

Accept proxied registrations Allow | 1
ICE =upport Off w| L1
Multistream mode o L
SIP peison mode Off . | Li

Preloaded SIP routes support Off w| i

=
£

SIP parameter preservation Off w| 1

ATY7T5ETURNY—NERELEF T, RIZRT&KSIC, [Configuration] > [Traversal] > [TURN]IZ
BBLET,

F: TURN ERIE, Web V54T RA" TURN BEHEERITDR—NTHBDHR— N 3478
WCICTIUEN HYET,



],
CISCO Cisco Expressway-E

Status System Configuration Applications sers Maintenance

TURN
4 Server |

|

TURN services

TURN reguests port . & 3478 |
| The one configured before E

Authentication realm #* |1urn user i

Media port range start # | 24000 i

ﬁI

Media port range end *

TunARBE TR E, RICRTEDICAT—R AN Activeb RRENET,

.‘I . Tl TaE L 0T -

Status

Listening address 1 172.16.85. 1683151
Listening address 2 192. 153.245.51}3@
Number of aclive TURN cents 0

Humber of active TURN relays (conneacted via TCP) 0

Number of aclive TURN relays (connected via UDP) 0

AT Y 7°6:[System] > [Administration] T BB L F ¥, webRTCU S A 7> Mk R—KN443 DT Y
TAZERLET, DO, Expressway-ENDEBR—NZROR—NEETHIHXLEN HYE
T cOBITE, IDKSIC445IZEELET,

_‘ Web server configuration |

|
Redirect HTTP requests to HTTPS L
HTTP Strict Tranzport Security (HSTS) i
Web administrator port 45 | 1
Client certificate-based security | Not required wl L

AT Y7 7 : Expressway-E OFIBAEZER : RICRT LS IZ. webbridge URLZEH—/NFEBAE O
SANELTEMT B HENfHYET,

X509v3 Subject Alternactive Name:
DNS:vcse.octavio.com, DMS:vcsc.octavio.local, DNS:cmsweb.octavic.com, DNS:cmsweb.octavio.local, DMS:octavio.local, DNS:cms.octavio.local, DNS:octavioc.com

ST, RENFERCHBELTVAIAESHERRBLET.



ATY 1 HR—RENRTWBWeb7 TUHERIRL ., HEBwebbridge URLZEA DL ET, XD
BEAROISICRRENTVIUEN BV ET,

F i HR—RENATVWRTSOHOEBEXN—23 > 0—E8Eo58N8HBEVEETE
9, https://kb.acano.com/content/2/4/en/what-versions-of-browsers-do-we-support-for-
webrtc.html?highlight=htm1%5C-5%20compliant%20browsers#content

724 wacome 2. |

o
| € @& https//cmsweb.octavio.com @ || Q Search

M

Meeting

Join call

Sgnin

AT Y 7 2:[JoincallZBIRL ., RICFRT&LSIC, BICHRELEAR—AIDEAILET,


/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content
/content/2/4/en/what-versions-of-browsers-do-we-support-for-webrtc.html?highlight=html%5C-5%20compliant%20browsers#content

Enter Call ID

M

Meeting

100101

"

Passcode (If required)

L

Continue »

ATY 7 3:[Continuel 2PV IV LTEBEANLET, COEE, SMTIAR—ABN K
RENTVB L EZBRLET. ZDBHITIE Proxy webRTC A" AR—ABTT, RICRTKSIC
[Joincallz2 Yy O L&ET,



Proxy webRTC

Octavial

Joincall w

Or sign in and join

ATV T4 BIOTNARACSMLUET, RICTTLSIC, KRBIEERESNERMAOT/NA AN R
RENTVIZEANDHYET,

STl BEORS NS 1—F A VY ERATERHHERLET.



[Join call] RE>VHFRRE &L

webbridgeR—> &< &Joincalll REAV FRRENT . RICTTRKSICCMS WebR—ZICAH
FTRE2BBORICRT IS —ANRRENET,

Sign in

M

Meeting

Signin )

Fault conditions

Fault condition

2017-05-20 18:15:28.769 Web bridge connection to "cmsweb.cms.octavio.local" failed (connect failure)

CORERE. webbridge AN dA—ILT7 VYD EELKBELBEVBEICRELET,
BRR T &

. CMS B Web R— T webbridge URL " IELKEREEhTVB A ZHEELET,
[Configuration] > [General] DJEICBV THERELE T,

. webbridge & callbridgeld E WV Z G T D XENf BV ET. RICRTRSIC, FE/NV RILY
webbridgefXEICEMENTWVWA EZHRLET,



3 : [Trust bundle] & & Call Bridge fEBAE T 9,

WebRTCAR—>IC TBad Requesty £E&RREhD

y - 3

Y A\ Bad Request X 1‘»1

«— > | A Mot secure | b#05//cmsweb.octavio.com
BRR T %

- Expressway-CTIEVLWTARNTHO U RNITZAT 2 NURIFFREENTVD CEZHRELE
I, <DEMBT, [Configuration] > [Unified Communication] > [Cisco Meeting Server]lC BB
LERT,

[Guest account client URI] [CAEB URL A"EXEE N TWS &, Expressway-C (& DNS #—/NT4E

RENLELI—RICETVTHEREEBETHN, Web 75TH T "Bad Requesty TT— XY t—
DRV —ENBAREFHYVET, cOBITE, RHIZRTRSIC, IZ—Z2RRTDLEHIC

HEURLAREE N TVET,



araa]i.
Cl5€0 Cisco Expressway-C

Status System Configuration Applications Users Maintenance
Cisco Meeting Server

‘ \'«i— JfSuccess: address cmsweb.cms.octavio local resolved successfully. The local cache has the following changes: Inserted: 172.16.85.180

Meeting Server configuration !

Meeting Server Web Proxy EI'.-‘
%
Guest account client URI * |crnsweh.cms.nc13vin.lucal x’ g_,

save]

Guest account chient URI resolved to the ling argets
Hame

krnsw eb.cms.octavio.local

Address

172.16.85.180 I

WebRTC 774 7> NCEF1TERIRTIEID

rmsweb.octavio.com

M

Meeting

Join call

Sign in

fBR T &

CFIBAENEHCBETHA LS., T—N\FEERZFHEL TV \IRETT, Expressway-E O

AMAEZEHR—RENTVBRHY—R N—FT(RIAROIAAEICEELET,

- RIERTKSIC, Expressway-EH—/VEEEAE T/ EBwebbridge URLA'SANE L TEMIE N T
WBlEZRAELET,



/‘_’\‘, Welcome X\+

€ | O 8 https:/Jcmsweb. octavio.com & [|Qas

cse.octavio.com:445/viewcert cert= SER P ERTIFICATE

Digital Signature, Key Encip
X509v3 Extended Key Usage:

TL: ign, TLS We
X509v3 |Subject Alternative Hame:

DNS:vecse.octavio.com, DNS:vesc.octavio.local,
X509v3 Subject Key Identifier:

18:64:25:56:90:31:C7:58:0D:6A:13:5D:4F:7F:25:BA:AB:DE:3D:AC
X508v3 Authority Key Identifier:
keyid:DD:ES5:67:1E:8D:63:50:48:D5:7A:42:29:B3:C2:24:2B:2C:36:96:16

t Buthentication

IDNS :cmsweb. octavio. coml DNS:cmsweb.octavio.local, DNS:octavi

M

Meeting

Join call

Signin

WebRTCUZ A4 7> M ERL TEEREhT, FALTIMLTHHEND

@. t-"' Share screen Leave

Another application may be using your camera or microphone

Connecting

Proxy webRTC

Expressway-E £7/=l& API T CMS IZEREL = TURN H—/NXO 1 —HBELIE/NAT— RIZEEY)
FHYVET, OJICE,. RIERTIZ—HFEEATVET,



2017-05-20 | 19:43:14.133 Info web bridge link 3: hew guest login request|21 received

2017-05-20 | 19:43:14.133 | Info guest login request 21: passcode resolution scheduled

2017-05-20 | 19:43:14.133 | Info guest login request 21: resolution in progress

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage scheduled (queue length: 1)

2017-05-20 | 19:43:14.135 | Info created guest account with user ID "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage executed

2017-05-20 | 19:43:14.135 | Info guest login request 21: credential storage in progress

2017-05-20 | 19:43:14.137 | Info guest login request 21: successfully stored credentials

2017-05-20 | 19:43:14.163 | Info web bridge link 3: guest login request 21: response written

2017-05-20 | 19:43:14.231 | Info successful login request from guest3804072848@cms.octavio.local

2017-05-20 | 19:43:14.930 | Info instantiating user "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:14.934 | Info new session created for user "guest3804072848@cms.octavio.local"

2017-05-20 | 19:43:18.805 | Info call 6: allocated for guest3804072848@cms.octavic.local "Web client” conference participation
43 - comblned RTP sessmn for DTLS (combined media and control)

IZ5—WB@ENTYNFYTFYTERREITDENTEET, webRTCUTA TN EETTS
PC T Wireshark 2R{TLET,. NTYKNFY¥T7FyvHNTELS, NTYN%Z TSTUN, T 4

LEREBLERT, HICRENATVRIIZ—ARRENATVIHBENHYYET,

1458 2817-85-20 19:52:48.704889  172.16.84.124 18.88.246.156 STUN 182 Bxledn (7754} Default Allscate Request UDP user: Eirogser reals: turnuser with nonce
1462 2017-85-20 19:52:48.714894  10.88.246.156  172.16.84.124 STUN 262 BxBabe (2748) Default Alloeate Error Response user: turnuser with nence reals:[Eurnuser UDP error-code: 431 [*Unknown error codet) Tntegrity Check Fallure]

PCA"Allocate RequestZ3%fS L . Expressway NAT7 R L A4 Tintegrity check failures X ¥ f2—
ITRHELRT,

RR T &

IZ—ZEBETRICE, I—HPRBENAD—RZEELET. chslE, RICRIELSIC,
TURNY—=NNTFAX—ZTELKREETNATVIHBENHYVET,

POST https:/fadmin.cms.octavio.local:445/apifv1/turnServers/2aal bocc-87d 1-4 24d-9d3d-3d007123243a/
® - (2) Body @
form-data '® x-www-form-urlencoded raw binary
serverAddress 172.16.85.168
clientAddress 10.88.246.156
usernamse turnuser
password cisco
type standard
tcpPorthumberOverride 3478
e

CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance
Local authentication database

_| Configuration

I
Name * [lurnuser

Password ¥ |lssssssns j 1
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