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http://www.cisco.com/c/ja_jp/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/ja_jp/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html

B

CORFIXVNIHRBEOEHREHYREA

FRTZIIVR—FT B

CORFIXVRNOABRKK, BEDVYTZRIITRPN=—RIITON-J32VICREENDED
TRV EREA

CORFIXVNOERE, FEOFRARELCLHZTNARACETVWTEREhELEZ, DR
FAXRNTEATEZINTOTNARR, B (F7FI)N ) REOREASEBELTVET

o WRORY RD—IUNRBBHTHIBEICE. EOLRSIBANYRICDVTE, TOEEMN
BEEIODVTHRIEBL THEBENHVET,

E

COETHAIZEHREEAL T, VCS ZREL X T,

ﬂgll

FYNI—OHK

=~ p— m ——
s . ) - R
":ﬁ_;,r E e — I;ﬂ m—— L o= g2 L = =2
JahberClient  External DNS Exprazsway E Expressway Intemal DNS CUCH Homea DS I 5 P Sarver
ExpresswayE.domain1 ExpresswayC.domain2 cucm.domain cup.domaind
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ERXAOBEREHEZRICRLET,

.domain1 : chik, 2954F > NFIVvS H—NOUBEBRHEITZDEHICERATH IV K
XLV TE, CORXAVENLT, I F—2 H—ERX (UDS) BT hET,

. domain2 8 KU domain3 : Y—/\KRHICERAET D RXL>TT,
. domain4 : Extensible Communications Platform ( XCP ) N2 7 14 ¥ V& & U Extensible

Messaging and Presence Protocol ( XMPP ) RS 7 1 Y ZICKk V) EAHE 15 Instant
Messaging and Presence ( IM&P ) RX 4 > T7,

NSN=HIL Y=2

NRSN—HIL V=2, ERE#T (DMZ) ICHD MF/N—H)L H—/\ (expresswayE ) &,
XY RD—ORTBICHD NZN—HIL 951472 N (expresswayC ) THEERENTLVET,
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Unified Communications semnvices must be enabled

Must match CHN from cedificate presented by Traversal
Client (Exprassway C)

hust be set o "Do mot check credentials® as
expressway does not register any endpoints

NSIN—HI 954 F> N, ExpresswayC DY —BRICH V) £,



| Trasarealf nes

Type Select Traversal Client as Type

w |15

CoamnAcrinn rredanals

T N [— i Configure same usermame and password as
added on the Traversal Semver (Expressway E)

Wodde r H.323 mode must be sat to off

KIp

flone Qn = ¢

Fot : Destination part Traversal Senver is istening on
T — ; Lnified Communications must be enabled

------

o7 -
Aufhamticadon
P — o sr—r—] Must be sef to 'Do not n:hfm:k crederrtials'.as
expressway does not register any endpoints
Climnl sesllings

wiry ind sl « [12n

MiLest be FODMN
Lacatian hiest be ONS resab/able
o |m_l‘mw,:E s Must match CN from certificate presented by
" lraversal Senver (Expressway E)

HEEY—ERA RXS>

RAATOI—H TOVARVIVATEWVNSBVKRSICT R D, 1—IEFEIZ userid@domain4
ZEALTOYALET, DFV, domain1 & domaind & B2 35B4E., Jabber 7547 K
TEBFY—EA RXAVERETDIHENBYVET, chik, Y—ERX(SRV) LO—RBEERZ
£ L /= Collaboration Edge H—EADKREIC, O A2 O RXA VAN FERAENBZLEHTT

o

224 T > M& _collab-edge._tls.<domain> I T2 RX A2 X—AL ZATAL (DNS)SRV L
d—ROTIVEEFTLET, 2FVY, OJ4>2 11— ID O RX A H Expressway E ® R XA
VERRBBBE, BEY—EA RXAMVEREZFERAIDILEN HVET, Jabber &,
Collaboration Edge & UDS O HICCOEREZFEALET,

CHDRAVERITIDEOICFEATER AT I VHNEEHYVET,

I XFATH—ERAR—TIAA(MSI) ZFEAL T Jabber 24 A= TBDEEIC
I RENTFA—RELTEMLET,



nmsi exec /i Ci scoJabber Set up. nsi VO CE_SERVI CES_DOVAI N=dormai n1 CLEAR=1
2. [%APPDATA%] > [Cisco] > [Unified Communications] > [Jabber] > [CSF] > [Config] (C# &L
. T1 LY NURIZKRD jabber-config-userxml 7 7 1L EZERL T,

<?xm version="1.0" encodi ng="utf-8"?>

<config version ="1.0">

<Pol i ci es> <Voi ceSer vi cesDomai n>domai nl</ Voi ceSer vi cesDonmai n>
</ Policies>

</ confi g>

X COFEFEROEZEOTHY, DARAOARARICHR—RNLTVEEA,
3. jabber-configxml 77 /)L E{MELET. COEDHIZE. V54T M EAICAZBTOT
1T BHENHVY) ET, Jabber Config7 Z A I ERMEEZFERATEEXT,

<Pol i ci es>
<Voi ceSer vi cesDomai n>donmai n1</ Voi ceSer vi cesDomai n>
</ Policies>

4. Tz, BEY—ERX RXA2Z2ERLTE/NAIL Jabber VT AT N2 FITLTRETE
T CHICKY, VAT MNBEHANCABTAOT AV IIBENFHUEEA. ZhiZD
WTRE, TEBABLTAVARN—I AM Ry O —EARHOETHALE T, I—H4H
DIV ISRRENHBDRE URL ZHERTBDHLENHYET,

ci scoj abber://provision?Servi cesDomai n=donai n4&Voi ceSer vi cesDonai n=donai nl

X AERX A2 (domain1 ) (XL T Collaboration Edge SRV L 1— RD#®ERZERTT
ERDRSICTRUEN DI, BET—ERARXSAVZFERTIHLEN HYVET,

DNS LJ—K

CCTRE, ABBLTABEFDNS LO— ROBEREICOVTHALET,

98-

Type IRV iR %
SRV L J— R _collab-edge._tls.domain1 ExpresswayE.domain1
ALJ—R  ExpresswayE.domain1 IP 7 KL A ExpresswayE

RORICEELTLSEZ W,
-SRVLI—REZLMBMRXA/>E (FQDN ) ZIRLEIAH, IPT7 RLARFERLEE A,

. SRV L O—RIC&KVIBRE N3 FQDN &, Expressway-E ®EEED FQDN (C—HL TW3 %
ENfHYUET, —HLTWEVEHEE, SRVLI—ROEZ—5Y KA " CNAME TH'V), T1 1)
T AN Expressway-E ERIU RXA 2 RHROF—NEBLURLET (REH D CiscoBug ID
CSCu082526 )
Expressway-E (&, ERARX A2 (domain1 ) DU 547> ~Z Cookie ZFRET D o, Chid
WEBATT, FADN ICKWBREND RXS 2 E—BULBWEE, V74T MECZEZITANE
HA. CORRICHEFTEHHEED LD, Cisco Bug ID CSCuo083458 A" &EHFEnEL i,

B



https://supportforums.cisco.com/document/106926/jabber-config-file-generator
https://supportforums.cisco.com/document/106926/jabber-config-file-generator
http://www.cisco.com/c/ja_jp/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110_chapter_0100.html
https://tools.cisco.com/bugsearch/bug/CSCuo82526
https://tools.cisco.com/bugsearch/bug/CSCuo83458

Type IRV fRR%
SRV L J— R _cisco-uds._tcp.domain1 cucm.domain3
ALIJ—R cucm.domain3 IP 7 RL A CUCM

FEEH—EA RXA 2N domaint ICEREENTWVWS DT, Collaboration Edge 5RE N H ( get
edge_config ) M =& O URL [, Jabber ICk V) domain1 FMEHIAFENE T, ZERIC,
Expressway-E (& domain1 ICXLTSRVUDS L—KR 29I U%R{TL, 2000K XYy £—3 T
I/:_ I\“Eﬁbivo

Type I>KY R %
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A L J— R cucm.domain3 IP 7 RL A CUCM

DSAT RN ZRY ND—DICEBEFDRE., domaind TSRVUDS LO—ROBHENIMKETT

o
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ANEREEN, ELKEELTVR L ZRRBITHIHLENf HYVET,
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1204V E—TIAAREFRFERALTEY, NTUY U IP T RLAZMEAL T Expressway-E
ZRETRHE. ERBINERINEZEEHIEHY) FE A,

1204V 8—7I(4A: 754 K—KIPFKLA
1204 B—TIAAEFEFERAL., 754X —KNIP 7 RLAZEAL T Expressway-E %%

EITRER. AZTAVI XRYNT—U PRLAZEH (NAT) TRLAERETIHEN HY &
ERD

| L= I 1™ - 1
aa cual nalwik larzcas i Lse dual nebwark interfaces set to Mo
Fd gabsws "DLE I D i
Pl gabowd
&R 1 Inlwenn

r | B30, 3551 L Private ip address of the Expressway-E
Fud subnct mask PIERE NPT
P4 subnct range 10.40.36.0 1048 5 25
Ped miatic [AT mode Cn » | b

L Enabled siatic NAT

Prod soqui AT akies a0 807020 ] Public ip addness Ffor whech slalic MAT has bean

configured to the Expressway-E senver

CHDBE. RORZHWRITD_ENEETT,

- 7F7ATI#—)L T, Expressway-C ICKHULNTUY T IPFTRLAANDKNT 714 Y IDEE
AEHAENTWVWD, ChiENATUZL 0232 EEFENTVET,

- Expressway-C O NTZ/N—HI)I OZ AT N U—2&, Expressway-E DART 1Y T NAT
7 RLA (ZDBEAIK 20.20.20.20 ) E—HITBHETF PRLAEZFEALTREEhTVWET

o

EVN:BEBXYRNID—VBAOFEMIC OWTIE, FCisco TelePresence Video
Communication Server D ZE 7% ( Control & & T Expressway ) BBEHA Ry @ TR 4
1 'BSBLTLSESTY,

&R

BE, CORTEICFEHATEIERAFEREH)EEA,

N7 a—b

TR, REODRZ TN 1 —FT 4 JILERATERERERLET,

Ot a>TR, BEDIFUAICOVWTHBALETH,. Collaboration Solutions Analyzer%&

FEATDCELTEET, COTFIAHEEATHIE, MRADY A VRATOINTOBEDE
ErRTEN, PMOYCESK NS TS 1—F A IBRIRTENE T,
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http://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
http://www.cisco.com/c/dam/global/ja_jp/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer

E7 PRLAF P PRLAELTREERATVSA, £EEET PRLANFLES (CN) I—
HLAEWSER, O ICR0BRISRENET,

Event =" Qut bound TLS Negotiation Error" Service="SIP' Src-ip="10.48.80.161"
Src-port="25697" Dst-ip="10.48.36.171" Dst-port="7001" Detail ="Peer's TLS
certificate identity was unacceptable" Protocol ="TLS' Common-name="10.48.36.171"

NATD—RAELLBEWEEE, Expressway-E DOT IZXRDERBHNRBRENET,

Modul e="networ k. | dap” Level ="1 NFO': Detail="Authentication credential found in
directory for identity: traversal"

Modul e="devel oper. nonodul e" Level ="WARN' Codelocati on="ppcmai ns/ si p/ si ppr oxy/
Si pPr oxyAut henti cati on. cpp(686)" Met hod="Si pProxyAut henti cati on::

checkDi gest SAResponse” Thread="0x7f 2485cb0700": calculated response does not
match supplied response, calculatedResponse=769c8£488f71eebdf28b6labldc9f5e9,
response=319a0bb365decf 98c1bb7b3ce350f 6ec

Event =" Aut henti cati on Fail ed" Service="SIP" Src-ip="10.48.80. 161"
Src-port="25723" Detai | =" Incorrect authentication credential for user"
Protocol =" TLS" Met hod="OPTlI ONS" Level ="1"

71T NIC

TATINCHABUMTHEHN, 2BEEOA 2V EZ—TIAANFEAET A TVWARAVAELRERE 1
TV WIS, Expressway-C (E7R— KN 7400 T® XMPP &S ? 7= (C Expressway-E ([Z#E# T
Z 79, Expressway-C OOTIZXROBEHRAEBRENET,

xwayc XCP_JABBERD[ 23843]: UTCTi ne="2014-03-25 17: 19: 45, 843" Threadl D=
"139747212576512" Modul e="Jabber" Level ="I NFO " Codelocation="m o.c: 1109"
Det ai | =" Connecting on fd 28 to host '10.48.36.171', port 7400"xwayc

XCP_JABBERD[ 23843] : UTCTi ne="2014-03-25 17:19: 45, 847" Threadl D="139747212576512"
Modul e="Jabber" Level ="ERROR' CodelLocation="m o0.c:1121" Detai | =" Unable to
connect to host '10.48.36.171', port 7400:(111) Connection refused"

xwayc XCP_JABBERD[ 23843]: UTCTi me="2014-03-25 17:19: 45, 847" Threadl D=
"139747406935808" Modul e="Jabber" Level ="ERROR" CodelLocati on=
"base_connection. cpp: 104" Detail ="Failed to connect to component
jabberd-port-1.expresswayc-vngtp-lab"

DNS

Collaboration Edge T® SRV L J— R&RETIRE 11H FQDN A", Expressway-E TEREZhTL
% FQDN & —ZH L A& WEE, Jabber DOV ICXD I T —HNRBRENET,

WARNI NG [ 9134000] - [csf.edge] [ execut eEdgeConfi gRequest] XAuth Cookie expiration
time is invalid or not available. Attempting to Failover.

DEBUG [ 9134000] - [csf.edge] [ execut eEdgeConfi gRequest]Failed to retrieve

EdgeConfig with error: | NTERNAL_ERROR

Expressway-E ORZHOY Tlk, HTTPS XY £—TE D RX A > ® Cookie FEREENTWVD
D ZWEATEXT,



Set - Cooki e: X- Aut h=1ellllel- dddb- 49e9- ad0d- ab34526e2b00; Expires=Fri,
09 May 2014 20:21:31 GMI;, Domain=.vngtp.lab; Path=/; Secure

SIP RXA >

HEIE SIP RX A 2 A Expressway-C ([CEEME N TWEWES, Expressway-E ld D RXA >
DXYE—2ZFANT, BWOJIC, 954 F > NMIEFEE hiz 403 Forbidden XY £—2
FRREhET,

ExpresswayE traffic_server[15550]:

Modul e="network. http.trafficserver” Level ="DEBUG': Detail ="Sendi ng Response"
Txn-id="2" Dst-ip="10.48.79.80" Dst-port="50314"

HTTPMSG

| HTTP/ 1.1 403 Forbidden

Date: Wed, 21 May 2014 14:31:18 GVI

Connection: close

Server: CE E

Content-Length: O

ExpresswayE traffic_server[15550]: Event="Sending HTTP error response"
Status="403" Reason="Forbidden" Dst-i p="10.48.79. 80" Dst-port="50314"
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