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Start Steg Festart Relresh
Service Hama Shabus
} A Cisco DB Rephcatar » Started
O CER Provider > Started
) Cisce Audit Log Agert > Saarted
Y Cigen COP > Samrbed
I} Cisce COP Agent L Swrted
[} Cisco Certificate Expiry Manitor > Started
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IG Cisco Emergency Responder » Started I
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- Status

Please modify information for the selected SNMPv3 User

- Modify SNMPv3 User Details

~User Information

IF Address/Host Name ® 10.1.61.10
User Mame * .cersnmpqa

~Authentication Information

[ Authentication Required *

Fassword esssssssssessnniaaaas Feapter Facoword ssssssdssssssssniannad Protocal @ MD5 l;:Z: CHA

- Privacy Information

= Privacy Required ®
Pacsword sssssssssss EEEEERREEE Feanter Pacsword ssssssssssssss EEEEEEEE Protocal I} DES ] AES128

=0ther Information
Timeout (in seconds) * ho

Maximum Retry Attempts = :2

Update Cancel Changes

SHMPVZ Settings

Add New
P Address/ Host Name User Name Authenticaticn Privacy Timaout [in seconds) Maximum Fetry Attempts Dalete
| A0.1.61.10 cErsnmpyd MD5 DES Ao 2 ﬁ

cOBITE, 10.1.61.10A4M4 Y FDIPT, 10.1.61.158A"Call Manager®IPTd¥, CERT®
SNMPV3DEEZRICRLET,

SHMPvD Settings
Add New
[P Addisenn/Hozt Narma Uzar Hame Authsntizaticn Brivacy Timaout (in peconds) i Eatry i Dalats
10.0.61,10 EErEnmoyd HO5 RES 10 2 i |
10161 A5 CUCIEnmE HDR: RES 10 ) E

X EBOY—NEEHBD-HIZ. IP Address/Hostnamelc* ** £k T DD I AL RA
— R/EEAZEETEET, BEELAVESRF. BEDIPFRLAZRETEET,

ATYTILANAS Y FDAAY FIPEFRETHICIE. RICRT LS, [CER Admin] > [Phone
tracking] > [LAN switch detail] > [Add LAN Switch](CBE L £ 9,
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~LAN Swilch Delails
Swnbch Mot Nama i TP Addness ™ 10, 0,601,100
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AT ¥ 71:Cisco CallManager SNMPH —E AN AT—X AZHFRT B ICIE, [Cisco Unified
Serviceability] > [Tools] > [Feature services]ICBEB L £ T, H—/VZBRL, RIZRTELSIC
Cisco CallManager SNMP ServiceD AT—R AN T VT4 T ICB2TVWB 2 BREBLET,
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ATYT2SNMPYAR—I—S IV NODAT—RA%ZMERT S IZIE. [Cisco Unified
Serviceability] > [Tools] > [Network services]ic BB L EJ, H—/V&ERL, RICTRTLSIC
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AT Y 7 3:CUCMTSNMPV3ZERET % - I, [Cisco Unified Serviceability] > [SNMP] > [V3] >
[UserllcBBILET., —/VEBIRL., RIZRT &S IZ[User Name], [Authentication
Information], & & U¥[Privacy Information]Z5&EL £ 9,
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administrator
B - Jradh » Tioll » Snmp » DHHOME v HHE -

SHHP User Conllgurathon

I L-] Save Chear Al & Cancal

Stalus
(D) Snatus : Resdy

Server® |

User Infonmation
Usar Mame™ CuCmsnmpyd

Authentlcation Information

F austhanticaten Ripjimrad
Dasswond seasemas Aagnitor Pagiwerd sesdases Protocod @ pOs SH&

Privacy Inlormation
A Pivay Riguangd
Passwodd sessssas Roariter Password sessssss Protecol W DES AESITE
Hosk IF Addresses Information

® Acoept SHMP Packets from any host AcCopt SHMP Paciats only from Chase hoats
Host [P Addrass Insart
Host [P Addrassas

Arccess Privileges
Access Privieges™ | ReadOnly
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WBRMEBEN BN ET, AMAYFERETDICKE, ROV RZERALET,

snmp-server group <GroupName> v3 auth read <Name_of_View>

snmp-server user <User> <GroupName> v3 auth [sha/md5] <authentication_password> priv
[DES/AES128] <privacy_password>

snmp-server view <Name_of_View> isoZ & ¥

Bl -

Swi t ch(confi g)#snnp-server group Grouptest v3 auth read Vi ewt est
Swi t ch(confi g)#snnp-server user cersnnpv3d Grouptest v3 auth nd5 ciscol23 priv des ciscol23
Swi t ch(confi g)#snnp-server view Viewest iso included

REEHERTBHICIE, showrun |ssnmpZSBRL T EE L,

Swi t ch#show run | s snnp
snnp-server group Grouptest v3 auth read Vi ew est
snnp-server view View est iso included
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Cisco CallManagerty —E A& £1T9 % &CUCMIE, SNMPH—EREERTIIMHENHVET,
INTHELLSEREETNTLVSHE, [Cisco Unified Communications Manager List]/\ 1 /\—1) >/
V%DV UTBETNTNOCallManager./ — R RRE N, EFHIEASL Y FR—NTEHE
NBBENHYVET,

ATY71.CUCM/— R ANZFERTSI(CIE. [CER Admin] > [Phone tracking] > [Cisco Unified
Communications Managerlic BBIL £ 9. RICRTKDIC, NAN—=U0EIVIVYILET,

Stalus
|-Pf-us¢ anber 0y change i the currest Cisco Unfeed Commanicanans Mansper

-Hndi: Cinee Unilied Communications Manager Chuster

Ciseny Unihed Communicatasnd Hanager = 16.1.60.158 fige Bnibed Commusispteong spraord Ligt

CTH Manuper © 101,565,158

ST Mansger Uder Masa * CER 1

¥l e rPaswged® o [eeesieeeesiae [ Crit o Emavgimicy Refponde Adminiitiation « Mazlla Firdfa = (- =

Baciip CTT Manager § 10.1.61.158 i
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ATVT2: BEMNIAAYFR—NIL>TEFETNTVWD L EBRET Ik, [CER Admin]
> [ERL Membership] > [Switchport] > [Filter] >(CBB L, [Findj22 Y OLET, hFvF2 T
THRAAYFDIPTRLALEF#IE, RICRITELSICUARNENTVRIHEN B ET,



Adggn ERL to Selected Swilch Portd Agdngn ERL Saarch EAL Edit Vi

Evdtch 1P Addraia ERL Hafra Swdtch 10 Addraid LLFE o Lacakian Phana Extandisn Phaca 10 Addredd Phasa Typ
Ll16.1.81.00
10.1.61.50 Gl WiEw
10.1.61.50 Gl L
10,1.61.10 Lt P FHIW
10.1.61.10 Gill'4 W
190.1.61.30 Gil's Wiaw 100 10.1.561.24 Cisoo 5971
10.1.61.00 GilfE WiEw
10.1.60.00 Gl T WL
10.1.61.10 Gine W
HL MEX 10,161,100 Gy Wi HeES 1016182 Cigen G945
HLS S L G0 WEw
| ESL MEx 18, 1.61.00 il i1 e Hl iy 180:1.61.00 Cisoo Badh
10.1.60.00 il a2 e
10.1.61.50 Gilf i3 WS
10.8.61.00 GiDi4 Y

NZ7L21—hb
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CUCMERA Y FORANCERICHZETZD L 2R TSIk, SNMPwalkk v3IY > R#&FEH
LET, COBICRT LS, #HREhBZAT2 10 MEBIF(OID)IF1.3.6.1.2.1.1.20TT,

CERA*SCUCMADSNMPI #—2/)N\—>3 > 304 :

admn:utils snnmp wal k 3

Enter the user nane:: cucnsnnpv3

Enter the authentication protocol [SHA]::

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****xx*x

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx

Enter the ip address of the Server, use 127.0.0.1 for | ocal host.Note that you need to provide
the | P address, not the hostnane.:: 10.1.61.158

The Object ID(AD:: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU performance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysChjectI D.O = O D: SNWPv2-SM ::enterprises.9.1.1348

CERDSAA Y FADSNMPI A —ON—=23 230481 :

admi n:utils snnp wal k 3

Enter the user nane:: cersnnmpv3

Enter the authentication protocol [SHA]:: M5

Enter the authentication protocol pass phrase:: ****x**x*

Enter the privacy protocol [AES128]:: DES

Enter the privacy protocol pass phrase:: ****xxxx*

Enter the ip address of the Server, use 127.0.0.1 for |l ocal host.Note that you need to provide
the I P address, not the hostnane.:: 10.1.61.10

The Cbject ID(OD):: 1.3.6.1.2.1.1.2.0

Enter paraneter as "file" to log the output to a file. [nofile]::
This command may tenporarily inpact CPU perfornmance.

Conti nue (y/n)?y

SNWMPv2- M B: : sysChjectID.O = O D: SNWPv2-SM ::enterprises.9.1.2134



CERTI—KRT7 OVt A%ZEHTSSNMP walk v3D Al :

snnmpwal k -v3 -u <User> -1 authPriv —A <aut h_password> —-a [ MD5/SHA] -x [DES/ AES128] -X
<Priv_password> | P_Device <O D>

5 T

-u:snmp v31—HYT9d,

-l:l& . FREEE— R[noAuthNoPriv|authNoPriv|authPriv] T 9,
ALFFRRE/INATD — RTY,

-a:(F525E7°'0 K JJLIMD5|SHA] T 9,

x:& 7 Z4/N>—7'"O NJJ)L[DES/AES128] T,

Xk, 754N —=7ARALD/INAT—RTT,

HADHIZRORIZRLET,

T Error generating a key (Ku) from the supplied privacy pass phrase; EWVS TS —HNFRREhi:
Blk. ROBXEHALTEEL,

snnmpwal k -v3 -1 authPriv -u <User> —a [ MD5/ SHA] —A <auth_password> -x [ DES/ AES128] - X
<Priv_password> | P_Devi ce <O D>

BEn-0IDA, FALTWAN—T32OCERUU—RA/—RTHR—RENATWVWERTFNAA
NDID2THBDEZHMAELET,

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cer/11 5 1/english/release notes/quide/CE
R BK C838747F 00 cisco-emergency-responder-version-1151.htmIi#CERO CN SE55891C 00

CERA"AA Y FICIEETAHO0IDD—FHERICARLET,

- 1.3.6.1.2.1.1.1.0:sysDescr
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.2.1.1.5.0 - sysName
- 1.3.6.1.2.1.1.3.0:sysUpTime
CERACUCMIZEE T HO0IDICERDEDHK HYET,

- 1.3.6.1.4.1.9.9.156.1.1.2.1.7 - ccmEntry/ ccminetAddress
- 1.3.6.1.2.1.1.2.0 - sysObjectID
- 1.3.6.1.4.1.9.9.156.1.1.2.1.2 - ccmName

KTy N ®2TF¥

BFRNDYFITOBEEYN IR EOINTYNF YT TF Y 2B IR EHELCERNTT,
RIZ, CERTNT Y RF YT F Y 2B IBFIEZRLET,

AT Y 7°1:CLITCutils network capture eth0 file ExampleName size all count 100001 > R % £
LTNTY NEYT7FYyZBKBLET. CZ T, ExampleNameE /ST Y RF ¥ T7FrORKHTY

o

ATY72 BEZBHRLULET (911O—J, SNMPUA*—0, EFERNZYFUITOEFBLE ),


/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/release_notes/guide/CER_BK_C838747F_00_cisco-emergency-responder-version-1151.html#CER0_CN_SE55891C_00

ATYT3:NTYRNF YT F v ZCH+CTHELLEXT

AT Y 74file list activelog platform/cli* AR > RZFHEAL T, NTY NFE ¥ 7F ¥ FCERILRE
TN ERBLET

AT ¥ 7’5file get activelog platform/cli/ExampleName.cap(7 7 1 L&Z TV AR— KT BIZIF
SFTPH—NAFZETIF) AN REFEAL T, NTYRF+TFrZEBLET,

CERTOOJ nHERM1L

Emergency Responderty—/NOO Y ZBMIZT S (ZIE. [CER Admin] > [System] > [Server
Settings]icBEILE T, IXTOFIVIRYIREAVIZLTE, H—NIIHITEIH—EAA
DHEEBIRELFHA,



Server Settings For CERServerGroup

~Status

Ready

~-Select Server

D Fublisher (primary]

ﬂ Subscriber{standby]

- Modify Server Settings

Server Name * | Publizher

Host Name

—Debug Package List | Select All

[¥] CER_DATABASE

[/l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[“] CER_ONSITEALERT

l¥| CER_CALLENGINE

[ cER_PROVIDER

] cer_aupIT

mycerpubvictogut

Clear all

[+ ceEr_sysaDMIN

[ CER_TELEPHONY

[ cer_AGGREGATOR

[ CER_GROUP

| CER_CLUSTER

[ CER_ACCESSPOINT

[ CER_CREDENTIALPOLICY

—Trace Package List | Select All

[l cer_DaATABASE

[l CER_REMOTEUPDATE

[l CER_PHONETRACKINGENGINE
[l CER_ONSITEALERT

[“| CER_CALLENGINE

[¥] CER_PROVIDER

4 cer_aupiT

Clear All

[ CER_SYSADMIN

[ cER_TELEPHONY

[ CER_AGGREGATOR

k¥ cer_Grour

4] ceEr_cLUSTER

[l cEr_ACCESSPOINT

[ CER_CREDENTIALPOLICY

[ [ P T B S Fo SR .

ALY FR—BMIRRENBVWALCL Y F(CER>AImIn > ERLX VY /N—2 Y T>AA Y FR—N)%
RZTN21—FT42TF2ICE, ROFIEEZRTIDHBENHYET,

1. [Admin] > [Phone tracking] > [LAN Switch details] CEREZBREL X7,

2. Admin > Phone tracking > SNMP v2 / vV3TRREZBRBL E ¥,

3. [Enable CAM based Phone Tracking]F T Y VRY VAZ®BRBLET, ZADUANDR A Y
FTHBDHE., FLIEFCOPHEMICE > TVWSFEIE, [Enable CAM based Phone
Tracking|F T Y VRY JREFICLET,



4. ALY FOSNMPEREZHFELET,

5. BREEHFOT ZNEL KT,
ALY FR—IHFRRENTEBFRAIRTENBVEEGRE., ROFIEZRTIZIBENHYE
ER

1. CER& & ¥ Communications Manager T O SNMPE&ZE o

2. [Cisco Unified Communications Manager] CIP//R AN B Z B L £,

3. RRENTVWAEWEFE#A 4 E D Communications ManageriCBL TW2 A ES H &£ HER
£9,

4. V7 AZRNO T X TDCallManager./ — R THA DSNMPH—E A (SNMPY AR —TI—:3
I M/CallManager SNMPH—E X ) ABEBREhTVD & ZBFAELET,

5.SNMPJ#—2 %/ L TCUCMDOEERgE Z R L £ 75

6. BEFFEHFOTZNELET,

CEREFFEHO Y D Hl1:

305: Jun 30 12:05:17.385 EDT %CER- CER_PHONETRACKI NGENG NE- 7- DEBUG. SnnpSocket Reader -
47637: SnnpPri vacyPar am encr ypt DESPri vPar am Exception thrown while encrypting DES paraneters
:Cannot find any provider supporting DES/ CBC/ NoPaddi ng

ZASNBER : SNMPV37 Z4 N —FEHORENEL<EZL,

CERZBFEHO T D Hl2:

Snnp exception while reading ccnVersi on on <I P address CCM Node>

ZZ 51 %EH : Cisco CallManager SNMPH—E Rk, WFhADCUCM/—RTIkT7 I T4
TlEhET,

BAE1T

https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/quide/CE
R_BK_ROOED2C0O _00_cisco-emergency-responder-administration-quide-

1151/CER_BK ROOED2CO0_00_cisco-emergency-responder-administration-quide-

1151 _appendix_01101.htmI#CERO_RF_S51098E7 00

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cer/10 0 1/english/administration/quide/CE
RO BK CA66317A 00 cisco-emergency-responder-administration-

10_0/CERO BK CA66317A 00 cisco-emergency-responder-administration-

10_0_chapter 01100.pdf



/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/11_5_1/english/administration/guide/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151/CER_BK_R00ED2C0_00_cisco-emergency-responder-administration-guide-1151_appendix_01101.html#CER0_RF_S51098E7_00
/content/en/us/td/docs/voice_ip_comm/cer/10_0_1/english/administration/guide/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0/CER0_BK_CA66317A_00_cisco-emergency-responder-administration-10_0_chapter_01100.pdf
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