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HHhATSa>

ZANR AT 3>
capture-filter
display-filter
EEARAT I
write
capture-ring-buffer
Al AT 3>
A 7S 3> T D decode-internal
capture-filter D {E D i

12D IPKRANEDETRYERYENDZ T T4V IOXRYTTF+
IP7RLADEHHEDETRYWERYENBINT TV IDQFYTF ¥
P7RLADEENLSDODRS T4V IDFYTF ¥
IP7RLADEHEEANDKZ 74V IDXYTF ¥
BEOZORIIDRS 74V IDHEDFYTF¥ -DNS RS T4V IDHEDFYTF¥
BEQZORINDRS T4V IDHDFEYTF ¥ -DHCP hZ 74V IDHDFYTF ¥
BEOZORIJIBMADRST 74V 00F ¥ TF ¥ -HITP £EIE SMTP O RS 7 1Y T DRI
BEQZORINUADKRT 714V IDF Y TF ¥ -ARPE LV DNS ORZ 7 1Y I DR
PRS 74V IDHDEYTF ¥ -ARP X STPREDTFEZO NI DRI
A-—F¥YAN RS TAVIDOHKODFYTF ¥ -FTO—REFYZAREIIILFF ¥R NQOBHOBRHA
LAY 4R—BNOEEARNDRST7AYIDFYTF ¥

1—HBZRYBN BLTILEILKNTTAVIDFXFYTF ¥ -EAPOL ST 1YV IDXYTF+
IPv6 O F v 7" F v @ E#E

IPZ7ORIIN BRATICEILK NS T4V IDFYTF+
MAC ZRLARICEILKA—HYZRY KN TZL—LDEF-LLDPILFF ¥ AN ITIN—TICETS
RS749 50BN
UDLD. VTP, COP D KRS 7 A4V IDFXF Y TF*
MACTZ7RLARAEDBETRYRYWENB RS T4V IDXRYTTF Y
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CORFIXDNTIE, Ethanalyzer ICDVWTEHRBALET, ik, Wireshark ICETWT/NT Y
NZHHH TS /=% D Cisco NX-OS D KIAKNTY N F¥TFv¥ Y—)LTT,
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BRELA

Wiresharkld, Z< DERXPHBEBMETLLKFERAENATVWRAF—T2VY—-AOXY NDO—270K
OLTFZAHTT NTYNFYTF¥ SA4TS5)THS libpcap Ik 2 THF Y SFrehnic
INTY REFI—RUET, Cisco NX-OSIELinux h—RI ETEEL. NTY RNFYTIFyvaH
R—KFTBEHClibpcapTZ A TSV EFERALET,

Ethanalyzer TREUATOZ EAAEETT,

 A=NNNA YN EZETEINT YN ZFYTFYLET,
CFYTTFATRINTY NOBERELET,
FYTFYIRINTYRNORSERELET,
-ZAORINOBEXRZFFMZBERELCNTY NEXRTLET,
CEFYTTFrENLENTY N F—R2HE, RELET,
CFAYTFAENENTY RN EZSORBGTT 1 IILZNEBLET,
RRENBDNTY R EZ<ORUYETTAIILRRELET,

- HIENTY SORE 7000 A E—E2FI—RLET,

Ethanalyzer I (X D¥EBERF H V) EFE A,

XY RND—OTHEBENfNrRELEEEILESET D, 2L, EthanalyzerlEFEORERDISEIC
‘’IAIBET,

N=RIITTEEENDT—RTL—2 NS TAVIEFYTFYTD,

AVE—TIAABEDF Y SF v EHR—NT B,

Hhx7>3>

RIZRT DI, ethanalyzer local interface inband AN RASOHIOBETT., 7. 77>
AVEEETDE. ALTHFERRENET,



ethanalyzer local interface inband 2
B
kedirect it te a file
Eedirect it to a file in append mode
autostop Capture awtosteop condition
capture-filter Filter on sthanalyzer capture
capture-ring-buffar capture ring bulfer optiocn
decade=internal Include internal sy=tem header decoding
detail Display detailed protocol information
display-filter pisplay filter on frames captured
limit=captured-frames Maximum number of frames to be captured (default i=
1d)
limit-frame-size Capture only a subset of a frams
Taw Hex/Aseii dump the packet with possibly one line
ELMMATY
Filename to save capture to

Fipe command cutput to filter

DClE ethanalyzer local interface inband

UEAng on inkand

Q0160 I STE Conf. Reot = 32768 /1/0

10.10.140.2 10.10.10:1 IDF Sour E & Destination po

10.10.140. 10.10.10.2 I Destination port

10,.10,140, = 10,10,10.1 } A Deztination pert: 2
Q0Z6:98C } = Q1:0Q:D : STE REST. Raot = J2TGR/6/00:23:04:88

= 01 :od STE RST. Ract =

iz STPE EST. Raot

ZORJLNOFHBEEERERTIDICE. Tdetaily 777232 EFEALET. \CEFEAL THE
L. BBLCRWUTF Y TFYORFTARAAMYFOTOVYTRNERTCENTEET,



DCH ethamalyzer local interface inkband detail
Capturing on inband
Frame 1 (106 bytes on wire, 74 bytes captured)
Arrival Tims: Feb 10, 2013 23:00:24.253088000
[Time delta £rom previcus captured frams: 0.000000000 seconds]
[Time delta £rom previcus displayed frame: ©0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 106 bytes
Capture Length: 74 bytes
[Frama is marked: Falsal]
[Erotocols in frame: eth:ip:eigrpl
Ethernet II, Src: 00:26:5l:ce:0f:44 (0D:26:51:ce:0f:44), Dst: 01:00:5e:00:00:0a
{01:00:5e:00:00:0a)
Destination: OQLl:00:5e:00:00:0a (01:00:5e:00:00:0a}
Address: 01:00:52:00:00:0a (01:00:5=:00:00:0a}
. = I bit: Broup addre=ss (multicast/broadca

ey . = Lg bit: globally unigue address (factory
default)
Source: 00:26:51:ce:0f:44 {(00:26:51:02:0f:44)
fddresgs: 00:26:51:ce:0f£:44 (00:26:51:c2:0£:44)
. = I bit: Indiwvidual address [(unicas=st)
. = L& bit: 8lobally unigque address {(factory

defaul t)
Type: IF (0x0800)
Internet FProtocol, Sro: 10.10.18.6 {(10.10.18.6), Det: 224.0.0.10 (224.0.0.10)
Version: 4

Header langth: 20 bytes
Differentiated Services Field: Oxcl (DECF 0x30: Class Selector &; ECH: 0=x00)
1100 00.. = Differentiated Bervices Codepoint: Class Selector & (0x30)
ECH-Capable Transport (ECT): O
= ECN=-CE: 0

71N FT3>
capture-filter

FYTSFYOBICRRTBDNT Y NEERTFAAVICRETDINTY N2 BIRTDICIE, ©
capture-filtery 7> 3 ZFEALET, FYTF¥ 71X, 71 RABRICEEOF v
TFrZHEBELET, NTYRNDOEEBIMETLPATVEVDOT, 714X T1=I)LREHS
AUBROSIhTEY, BREENTVWET,

display-filter

FYTFY TT7AN (tmp 774 ) ODRTZZEET S, display-filtery 7> a2z A
LEFT, ER7MIILERGEE2ICDEESAENTY NEFERATEHINOT, XY RND—T NL—AT7
ANEDPHTREER, FBEILEMTEERTANRV T ETSENTEET, EEL.,
tmp 774k, BRADICITIXTONTY R EFYT7FYLTHS, BRHONTY NOHAERRT
8, BRICVDDEFEVICEDAREEN HYET,

—OPITIEE. Tlimit-captured-frames, & 5 ICEREENTWVWET, Tcapturefiltery 7> 3> %
}EET S L&, Ethanalyzer &7 4 )L & Thost 10.10.10.21 IC—HT2 5 BONTY hERRLET
o Tdisplay-filtery 7> 3> &¥8ET S &, Ethanalyzer F&MIC5BONTY hEF YT F v



LE#®, 742 Tip.addr==10.10.10.2, IC—HFTD/NTY RDHAZRTLET,

Do# ethanalyzer local interface inkand capture-filter "heost 10.10.10.2" limit-captured-frames &
Capturing on inband
0 12:51:52.150404 10.10.10.
12:51:52.1504980 10,10,
2013=02=10 12:51:5Z.496447 1d. 1.
201 =10 12:51:52.497201
2013-02-10 12:51:53.149831
5 packets captured

- 10.1¢.10.2 ODF Source port: 3200 Destination pert: 3
=> 10.1%.10. ODF Zource pork: 2200 Destination port: 320
== 10.10.10. ODE Source port: 3200 Destination port:

== 10.10.19. UDP Source pert: 3200 Destination pert:

-= 10 -10.2 0DF Source pert: 2200 Destination pert: 3

1
a1
.1

DC# ethanalyzer local interface inkand display-filter "ip.addr==10. 2" limit-captured-frames 5
Capturing on inband
02-10 12:53:84,217462 10.19.1¢.1 -> 10,10.10.2 0DF Source 3200 pestination port: 3
0 12:53:54.21781%9 16.10.10.2 => 10.10.10.1 OOE Source 3200 Destination pock:

2 packets captured

BEARAT>a>

write

Fwritey 7> 3> & ERATRE, BTOWNTBEHIC, Cisco Nexus 7000 1) —X AA Y F
DANL— FNAARA(T—RT7Z921, LogFlashBE ) D1 D27 7AINICF Y TFv 5
—REEZALENTEET, FYTF¥ 774ILOHY A4 XE. 10MB IC&HIREhET,

Cwritey 7' 3> &AL f-Ethanalyzer 1< > RDO &, ethanalyzer local interface inband
write bootflash:capture_file_nameT<, Tcapture-fiter; &7 7 A4 )LHB Tfirst-capture, %315
ELE Twitey 723> 0flERICRLUET,

DpCE ethanalyzer local interface inband capture-filter "hest 10.10.10.2" limit-captured-frameas 5 wrilte ?
bootflash: Filenams
logflash: Filename
gloth: F 11 enamsa
ugbl = F1il anams
ush2: Fil enams

volatile: Fllenams

DC# athanalyzer local interface inband capture-filter "hest 10.10.10.%" limit-captured-frames 5 write
bootflagh:first=captura

FYTFY F—RIFT7ANICREENDEE, FTIFIILNTR, FYT7Frani/N\Ty NI
—ZFIIL T4V RDVICRRENEH A, Tdisplayy 723k, F+¥7Fy F—2%2T7
AINCRETRDEZEILNTY NZERTT S LD Cisco NX-OS ICHEFILET,

capture-ring-buffer
Fcapture-ring-buffer; #7233 ik, BETNERHR, BEThET774ILEK, FEREEEE

E77ANHARZEL, BEOTTANEERLET, ChSDATIIVOERGK, ROA
72U—=>23v heSRLTLKEZ L,



D ethanalyzer lofal interface inband capture-ring-buffer 2

duration sStop writing to the file or switch to the next file after valus
saconds have alapsad
Stop writing to capture files after value number of files ware
written or begin again with the first file after wvalue number of
files were written {(form & ring buffar)
Stop writing Eo a capture file or switeh to the next file after it
reaches a size of wvalue kilchytes

filas

Filesizs

Ay FTSa>

"reads A7 AVERRATHE, FNAABKLREENTVB 77 AL ERARBENT
EET,

Dch ethanalyzer local read bootflash:first-captune

2013-02-10
2013-02-10
£0l3-nZ-10
2013=02=10
£013-0Z-1D

13:02:51.240468
13:02:5%1.240483
13:0Z2:151.389%16
13:02:51.400479
13:0Z:52.240183

10.10.10.1
10.10.10.2
10,10.10.1
10.10.10.2
10.10.10.1

=
-
=
-
—Jin

i10.10.10.2
16.160.10.1
10,10.10.2
10.10.10.1
10.10.10.2

UDe
TDF
UDE
UDE
TDE

Hourcoe
Source
S0urca
Houros
Source

Oolf ethanalyzer local read

bootflash: first-capture detail

Destination port: 3200
Destination port: 3200
Deatination port: 3200
Degtimation port: 3200
Destination port: 3200

Frame 1 (110 bytes on wire, 78 bytes captured)

[Frame i:z marked: Falze]

[Protocols in frame: eth:ip:udp:datal
Ethernet IT, Q24 :98:6F:ba:ecd (DO:24:90:6F:ba:ad) , Dsk: 00:26:5)1:ea:0E:44
(Q0:26:51:ce:0f:44)

Destination: 00:Z6:51:ce:0f:dd4 (D0:26:51:ce:0f:44)

Address: 00:26:6l:ce:0f:44 (D0:26:51:ca:0f:44)

I3 bit:
L3 bit:

Sro:

dl codge bobd Goon Homb = Individual address

[(unicast)
Flobally unigue address (factory

vear sa®a dear mans awar wans =

dafaul t)
Source: 00:Z4:9E:6C:bazcd (00:24:98:6fha:c4]
Rddress: Q0:24:98:60ibaicd (PRi24:98:60fihated)
coce oodil sose coe sras waaw. ® I5 bBit: Individeal address [(unicast)
sose asilla sonc = L& bit: Globkally unlgque address (factory
dafaul t)
Type: IF
Internet EProtocol .

(D=0 200}

Sros 10.10.10.1 (10.10.10.1), Det: 10.10.10.2 (10.10.10.2Z)

Version: 4
Header length: 20 bytes
Diftierentiated Services Field: J9xcQ

(DECE 0x30: Class Selector & ECH: Dx0O)

S e —--BRIF

Fh, 77402 —/NE & PCICEIEL, Wireshark, % W&k cap £l pcap 77 1)L %
RAMBDCENTERDMOT VT —2 3 THRAMBDCEETEERT,

DCH copy bootflash:first-capture titp:

Enter vrf (If no input, current wrf "default” is considered): management
Enter hostname for the tftp server: 1%2.168.21.22

Trylng to connect to TLtp server......

Conmection to Server Establishad.

TFTF put operation was successful

Copy complete.




.ﬁub—:lphﬂ [Wireshark 168 (5VH Aoy LB Y from Seunk- 18] — - - o

fde Est Yiew G0 Cepture Srabvae I Tekghomy  Toaoh | Help

Haae EEEES e e T o oG I o -~ i

Fitar: T| Expranaien_.  Ciear &oply

Ha, Tirree Zauree Darilingtsan Preseal Lemggth e

1 20AF-00-10 1¥:02:51_ 240488 10.10.160.1 o 1 e S unF 110 Soiwcd port: Tick-port  oeSTination port: Tick-port
2 2013-02-10 13:02:51_240483 10.10.10.2 10.10.10.1 une : tlck-poart Dsatination pare: tizk-port
3 I0L3-0F-A0 13:02:51.3%9018 30.10.08.1% NI R P e RDP : tick-port Destination port: tick-port
4 2OLF-0F-A0 1Fi02iFl.40047% 10.10.10,7 A0, 10,10, 1 LU f tick-port  pestination porei tick-port
S F=0Z=A0 1302 5R 04008 A0.10. 301 b [ I P s 4 upE  vickeport  pestination oorc: tick-port

arrival Tim reb A0, 013 L¥I0215L, J-‘I:l-lb-éﬁllill] "It‘ 1c stangard Time
Epoch Tine: 1360483 F. Foadaiio seconds
[Tina delta from pravioud aptured Frame: O. 003000000 S&sanekE]
[Tine celts from previous displayed frame: 0. 000000000 secords]
[Time simce refarence or s frame: 0.600000000 seconds )
Frame psiber: 1
Frafa Léngth: 110 Dytes (830 bitsl
Capture Length: T8 byted {234 bBita)
[Frame 93 marked:; False]
[Frame 45 fgnored: False]
[protocols in frame:! eth:fipradpzdacal
= Ethérfee ID, Sre: Cisco A&F based [O0:24:00:AF baz24), Dag: Clasa_e@=0F 44 (OO=ZA: 5L e@=OF a7
# Dentination: Clpco_ce:-OF (44 (00-76:%1:ce:-0OF ;447
y gource; Elsco G ihaicd (O0SId i SRi0F e cd)
Type! IF COuOS00)
INCAFAEE Protecd] werston 4, SAcl L0.16.20.10 @10, 40,108,170, o3ts 10,190,162 {15.10.10.2)
variion: 4
Header lengihs; 20 byTes
pifFerentdated xeru1ces Fleld; Owch (OSSP Ox30: class Selector G6i Dok OGN0 HOT-EST (MOT ECk-Capable Transportil
ToTal L&ngrh: &8
TdsmelFicaeton: OxFlel [2902%)
Flagn: =00
Fragmant offzen; Q
Time To Tive: od
PrOTOCe]: uUDFE (170
nwadar checkium: oxeovs [corract]
Sourcer LO.10. 00,1 €10, 30.10.20
pestination: 0,10, 10,3 10,10, 190.20
USEr CATAagea® PROTeso], S6C POt tick-port (32000, oIt POt Tick-port (F20E)
SLFCE POrE |:1n:l:-,um'|. [4F1ea b
beatinatiaon part: tick-port (32005

A o
B TH
03 &6

oo O
a D

(8| Freme (ireme), M bt Packers: & Dizplaped: § bdarked: §Losd tere 00,103

H#A 7> 3> TD decode-internal

Fdecode-internaly #F7°<3 >k, Nexus 7000 IZ&kB/NT Y NOEEFZEIZODVWTORIBIER =
LAR—NLET, COFERIK. CPUEEBIZANTY NO7O0—%BEL, NSTIN>1—FT4
ITBDDOICKRILEET,

DCH# ethanalyzer local interface inband decode-internal capture-filter "host 10.10.10 limit-captured-frames 5
datail

Capturing on inband
XO0g Frotocol

source index in decimal=400=8TF inband
stination index in decimal=
2 caphtured)
2013 22:40:02.2164592
[Tima dalta Lrom PES ricus -:apt.ur-ad frama:
[Time delta from previous displayed frame:
[Time since reference or first frame: 0.
Frame WNumber: 1

Frame Length: 78 bytes

Capture Length: 78 bytes
[Frame 15 marked: False]

[Protocols in frame: eth:ip:udp:datal
Ethernet II, Brc: 26:51:ce:0f:43 (00:28:51l:ce:0£:43), Dst: 00:24:%8:6f:ba:c3
[Q0:24:98:6f:ha:cC
Deastination: O hareLibal el
Rddress: 00:24:98:6f:ba:c3 (DD:2
soen oo soan aoos soosn ooms 1w regs (unlcast)
vaas salla seas sasas asas waas
default)
Hour 002 @:0f=43 (00:26:51:¢c

ot B . - s ) T Y

NX-OS €4 7Y U A% 16 HEERIZEIL /=78, show system internal pixm info It x AV > K& {E
ALTO—AL 2=y AOSY I (LTL) MV TY IV REYBA 2V BA—T IA AR EERES



YR—7ILREIYTLET,
capture-filter D E D i
120 IPHAANEOMTRYBYEND RS T Y IDF ¥ TF ¥

host 10.1.1.1

IP7RLAOEBHEDOMTR BN ENDI N TIYIODFYTF¥

net 172.16.7.0/24
net 172.16.7.0 mask 255.255.255.0

IP7RLAOEEAISORNZ 714V IDFY¥TFv

src net 172.16.7.0/24
src net 172.16.7.0 mask 255.255.255.0

IPPZRLAOBEAADNZ 714V IODOFYTF¥

dst net 172.16.7.0/24
dst net 172.16.7.0 mask 255.255.255.0

ﬁngnh:n®h374w7®&®#77f7-mwh374w7®&®#
YJ7F v

DNS R RXAY R—AATAZ7ORILTY,

port 53

ﬁg@TD RIALDRZ T4V IODHEDF¥TF+¥-DHCP RF T 1YV DHEDF
Y TF

DHCP (& Dynamic Host Configuration Protocol T 9,

port 67 or port 68

REOZORILVIADORZ 74 Y IOF¥TF ¥ -HTTP £EBE SMTP O KRS 7
1Y I OB

SMTP (& Simple Mail Transfer Protocol T3,

host 172.16.7.3 and not port 80 and not port 25

BEOZ7ONINBADONT 74V ODFYTFY¥-ARPBRTEDNSDRT 7 4
Y 9 ORI

ARP (& Address Resolution Protocol T49,



port not 53 and not arp

IPRZT74YODHEOFY7F ¥ -ARP ® STP ZEQOTRZ'O )LD ERSA
STP ANZYY Y= 7ORILTT,

A=FYAN RS TA4YIOQHFDFYTF¥ -T7O—RFYAMETILFFYAB
33110135 N

not broadcast and not multicast

LAY 4R OBERAORNZ 71 Y IDX+TF¥

A—HZY R RATEBSRSTA9IDF+TF ¥ -EAPOL RS57 4 9 50
FvTF v

EAPOL (& Extensible Authentication Protocol over LAN T49

ether proto 0x888e

IPv6é OF ¥ 7°F v O ELRE

ether proto 0x86dd

IP7ORIN BALATICERIK NS T4YIODOFYTFv

ip proto 89

MAC 7 RLAICEIKA—HZYN JL—ALDEF-LLDPIILFFYAMNTI
—T7J7CRTA NS5 7 1Y VO

LLDP (& Link Layer Discovery Protocol T9,

not ether dst 01:80:c2:00:00:0e

UDLD, VTP, CDP DRSS 714 YU DF*7F+

UDLD & BA@E > I#%E. VTP (& VLAN Trunking Protocol, CDP & Cisco Discovery Protocol
T9,

ether host 01:00:0c:cc:cc:cc

MACZ7 RLALOEMTRWVRWEhDRF71YIDFYTF¥



ether host 00:01:02:03:04:05

p: 3

and = &&

or = ||

Not =!

MACT RL ADMFI  XXXXXXXXXXXX

—®eE1>  O-L 7L—=>7a830

. UDLD:Destination Media Access Controller(DMAC) = 01-00-0C-CC-CC-CC#& & U'EthType =
0x0111

. LACP:DMAC = 01:80:C2:00:00:02% &k T*'EthType = 0x8809, LACP (& Link Aggregation
Control Protocol Z& KL £ 9,

. STP:DMAC = 01:80:C2:00:00:008 & U'EthType = 0x4242 — £ /= l& - DMAC =
01:00:0C:CC:CC:CD& & U'EthType = 0x010B

. CDP:DMAC = 01-00-0C-CC-CC-CCH LU A/ —H XY KX A 7°= 0x2000

- LLDP:DMAC = 01:80:C2:00:00:0E & /=% 01:80:C2:00:00:03F 7= 1% 01:80:C2:00:00:008 &K U 1
—H XY N& A 7=0x88CC

. DOT1X:DMAC = 01:80:C2:00:00:038 KT 1 —H %Y N X 4 7= 0x888E, DOT1X (& IEEE
802.1x ZEML E T,

. IPv6 : 1 —H %Y N& 4 7= 0x86DD

.UDP & TCP OAR—KBESNDJ AL

XA EE

Cisco Bug ID CSCue48854:Ethanalyzer capture-filterA"SUP2MOCPUN SO RZ 71 v O %&F v+
Fr LW,

Cisco Bug ID CSCtx79409:decode-internal TF¥ ¥ 7’F ¥ 7 1 LR ZFERATEE L A,

Cisco Bug ID CSCvi02546:SUP3TAEKE NIz/NT Y NICFCSHARETHAIREMN BV ET, &
NEEESBHETY,

BEEE ]

. Wireshark:CaptureFilter
. Wireshark:DisplayFilters
- TOZHhIL HR—bE RF I XD -Cisco Systems



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://tools.cisco.com/bugsearch/bug/CSCue48854
https://tools.cisco.com/bugsearch/bug/CSCtx79409
https://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/ja_jp/support/index.html?referring_site=bodynav

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



