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KOICBREETNTVBR I ZRRELET,

-GUIC KB EEBRENHBEND -8, Catalyst IKAAL Y FADGUIZ VAN BMICHE>TVS
CEZBIELET,

E:SDALUADER TOEWC-Switchid, 17.3XUU—RATO&GHYR—RENTLET,
ERTAHIR—F2 b
CORFIXVRNOBRE. ROVIKRIITEN—RIITON-I3VICETVTVET,
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C9300 Switch
EWC-Switch

APIXEWC-SwitchiZ BEEHRTE XIS, ChIEHFTREHYEEA. 77U T 1 TKEWC-



SWitch A I LIESZRICNATRAZEVTAHA) 7 T A—N—ZTAEICTRI O, 7
DEARAMY F2ERALTAPZERIDCEZHREBLET,

B

ATYT1:APEEATHIHEBNEZBFAOEI—RERELET., hik, APOEZRZETREIIC
L. APYEREENTVAIEORERXAVHA RFAVIZENTBLEHICHEATT, GUIN S,

[Configuration] > [Wireless] > [Access Points] I-#& L. [Country] R 7 &2 UYOLET, APD
BEXGIC—RTHBEATESEIXNTOEI—-—RERBIRLET,

FEN731AHD51733FTO/N—2 3> Tk, EWC-Switch GUIICEO—RAVARNENET
A", Cisco Bug ID CSCvw20478 TXEILENTWA LS IC, CLIZEAL T1POEI—R
HFEMENZDET, BRIEAZhELEA. 1DOEI-RERELES. GUIZEALT
EJ—RZEMTEXT.

s~ » Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

¥ Country

for list of access point models and protocols supported per country and regulatory domain, A

Salected Country MX , US |

Regulatory Domain

802.11a/nfac: [ Indoor: =ABN, Qutdoor: =ABN ]
802.11b/gfn: [ Indoor: -A, Outdoor: -ABN ]
Country Code Mame
SRR -~

AD Macal
MT Malta
MX Mexico
MY Malaysia
NG Nigeria
ML Metherlands
MO Nonway

CLIZZE(17.3.1 ~ 17.3.3):

9300- 1#configure terminal

9300- 1(confi g)#ap dotll 5ghz shutdown

Di sabling the 802.11a network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: ¥
9300- 1(confi g) #ap dotll 24ghz shutdown

Di sabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]: ¥
9300- 1(confi g) #wireless country MX

9300- 1(confi g) #no ap dotll 5ghz shutdown

9300- 1(confi g) #no ap dotll 24ghz shutdown


https://bst.cloudapps.cisco.com/bugsearch/CSCvw20478

ATY72: DAVYLAOY NO—ZHEZEMICL. APHFEEENBDVLANZRELET,
[Configuration] > [Embedded Wireless Setup] IC#E) L . [Embedded Wireless Setup] %
[Enabled]iICAZ 4 RL . [Location Configuration] T[Add] 22 JY L&Y,

_ Configuration ™ > Embedded Wireless Setup
Embedded B Apply

== Dashboard Wireless Setup

=/ Vionitoring Location Configuration

YO Administration

Mo locations available

Licensing

’ Troubleshooting

Walk Me Through >

HIARAKRDA VL AREEZEMCTDE, ChSOOAX Y RAFCLICT Y 21ENhET, chsd
CLliECatalyst 9KAA Y FETLISP7 77Uy ozBMIZL, D> A=ILTL—2/IX Y TH—
IN/—R, D4YLAODARNO—ZELTHEL, WMIELTIL—F Ny oZEAL, OO
—LTL—=UIVEVTICWLCEFERAL T, APEITZATURNEFAVR—F AT TEDKRSIC
LET,

9300- 1(confi g) #router 1lisp

9300- 1(config-router-1isp)# locator-table default

9300- 1(config-router-lisp)# locator-set rloc_ewlc

9300- 1(config-router-lisp-locator-set)# IPvé4-interface Loopback0
9300- 1(config-router-lisp-locator-set)# auto-discover-rlocs
9300- 1(config-router-lisp-locator-set)# exit-locator-set

9300- 1(config-router-lisp)# locator-set WLC

9300- 1(config-router-lisp-locator-set)#

9300- 1(config-router-lisp-locator-set)# exit-locator-set
9300- 1(config-router-lisp)# service ipvéd

9300- 1(config-1isp-srv-ipv4)# encapsulation vxlan

9300- 1(config-1isp-srv-ipv4)# itr map-resolver

9300- 1(config-1isp-srv-ipv4)# etr map-server



9300- 1(config-1isp-srv-ipv4)# etr map-server

9300- 1(config-1isp-srv-ipv4)# etr

9300- 1(config-1isp-srv-ipv4)# sgt

9300- 1(config-1isp-srv-ipv4)# no map-cache away-eids send-map-request
9300- 1(config-1isp-srv-ipv4)# proxy-etr

9300- 1(config-1isp-srv-ipv4)# proxy-itr

9300- 1(config-1isp-srv-ipv4)# map-server

9300- 1(config-1isp-srv-ipv4)# map-resolver
9300- 1(config-1isp-srv-ipv4)# exit-service-ipvéd
9300- 1(config-router-lisp)# service ethernet
9300- 1(config-1isp-srv-eth)# itr map-resolver

9300- 1(config-1isp-srv-eth)# itr
9300- 1(config-1isp-srv-eth)# etr map-server

9300- 1(config-1isp-srv-eth)# etr map-server

9300- 1(config-1isp-srv-eth)# etr

9300- 1(config-1isp-srv-eth)# map-server

9300- 1(config-1isp-srv-eth)# map-resolver

9300- 1(config-1isp-srv-eth)# exit-service-ethernet

9300- 1(config-router-lisp)# ipv4d source-locator Loopback0

9300- 1(config-router-1lisp)# map-server session passive-open WLC
9300- 1(config-router-1isp)# exit

9300- 1(confi g)# interface LISPO
9300- 1(config-if)# exit

9300- 1(confi g)# router 1lisp

9300- 1(config-router-lisp)# site site uci

9300- 1(config-router-lisp-site)# description map-server configured from Wireless LAN Controller
9300- 1(config-router-lisp-site)# authentication-key

9300- 1(config-router-lisp-site)# exit-site
9300- 1(config-router-lisp)# exit-router-lisp



9300- 1(config)# ip dhcp relay information option

9300- 1(confi g)# wireless fabric

9300- 1(confi g)# wireless management interface Loopback0
9300- 1(config-ngnt-interface)# exit

9300- 1(confi g)# wireless fabric control-plane default-control-plane
9300- 1(config-wi rel ess-cp)# ip address

9300- 1(config-wirel ess-cp)# exit

ATYT 3: ATV NRORBRICERENLRY TF Y 7T, [General] 7 AIZ, [Location]
[Name] &[AP Onboarding] &4 ( VLANX® B 7 XY RYRAVBE ) ZAHNLET, F74IILK
TlE, VLANT 4 =)L RIZIE 2045 FERIICADETNTVWET, ELSVLANIDOFEANFAE
FTH. VLANIDIE2045 ~ 4094 THBIUEN BV, 9FAT 2 NNTF T4V ohs5HAuUL TV
BPUENDYVET (ARFLIERISATNEZOVLIANOFERZFTENTVEEA )
FHMATETLES, [Applyl ZOVUY OLET

tion~ > Embedded Wireless Setup

Location Configuration

= Back

General
Location Name* EWC-Location AP Onbearding
Description WLAN® 2674
Client Density B . = IP Address* 172.16.80.1
Low Typica sigh
Subnet Mask* 255.255.255.0
DHCP Server® 172.16.80.1

chIZkV), APOVLAN, TDOAP VLANDOSVI (APOT 7 #IKNT—KDI A ), APDIFF, R
V2 —ERFRY, BLTL2ELIDRBERY MDD —TRBIF(VNID)AERE KT, RIC, FIE
INHBERELTCLICRTREND AN REZRLET,

9300- 1(confi g)# interface LISP0.4097

9300- 1(confi g-subi f)# router lisp

9300- 1(config-router-lisp)# locator-set rloc_ewlc

9300- 1(config-router-lisp-locator-set)# exit-locator-set

9300- 1(config-router-lisp)# instance-id 4097

9300- 1(config-lisp-inst)# remote-rloc-probe on-route-change

9300- 1(config-lisp-inst)# dynamic-eid APONBOARDING_ 0_2674_4097_8188
9300- 1(config-lisp-inst-dyn-eid)# database-mapping 172.16.80.0/24 locator-set rloc_ewlc
9300- 1(config-lisp-inst-dyn-eid)# exit-dynamic-eid

9300- 1(config-lisp-inst)# service ipv4

9300- 1(config-lisp-inst-srv-ipvd)# eid-table default

9300- 1(config-lisp-inst-srv-ipvd)# map-cache 172.16.80.0/24 map-request
9300- 1(config-lisp-inst-srv-ipvd)# route-export site-registrations
9300- 1(config-lisp-inst-srv-ipvd)# distance site-registrations 250
9300- 1(config-lisp-inst-srv-ipv4)# map-cache site-registration

9300- 1(config-lisp-inst-srv-ipvd)# exit-service-ipv4



9300- 1(config-1isp-inst)# exit-instance-id

9300- 1(config-router-lisp)# instance-id 8188

9300- 1(config-1isp-inst)# remote-rloc-probe on-route-change

9300- 1(config-1isp-inst)# service ethernet

9300- 1(config-lisp-inst-srv-eth)# eid-table vlan 2674

9300- 1(config-1isp-inst-srv-eth)# database-mapping mac locator-set rloc_ewlc
9300- 1(config-lisp-inst-srv-eth)# exit-service-ethernet

9300- 1(config-1isp-inst)# exit-instance-id

9300- 1(config-router-lisp)# site site uci

9300- 1(config-router-lisp-site)# eid-record instance-id 4097 172.16.80.0/24 accept-more-
specifics

9300- 1(config-router-lisp-site)# eid-record instance-id 8188 any-mac

9300- 1(config-router-lisp-site)# exit-site

9300- 1(config-router-1isp)# exit

9300- 1(confi g)# vlian 2674
9300- 1(confi g-vl an) # name AP_VLAN2674
9300- 1(config-vl an) # exit

9300- 1(confi g)# interface Vlan2674

9300- 1(config-if)# description APONBOARDING 0 2674_4097_8188
9300- 1(config-if)# mac-address 0000.0C9F.FAD1
9300-1(config-if)# ip address 172.16.80.1 255.255.255.0
9300- 1(config-if)# ip helper-address 172.16.80.1

9300- 1(config-if)# no ip redirects

9300- 1(config-if)# ip route-cache same-interface

9300- 1(config-if)# no lisp mobility liveness test

9300- 1(config-if)# ip directed-broadcast

9300- 1(config-if)# lisp mobility APONBOARDING 0_2674_4097_8188
9300- 1(config-if)#exit

9300- 1(confi g)# wireless fabric name APONBOARDING_0_2674_4097_8188 12-vnid 8188 13-vnid 4097 ip
172.16.80.0 255.255.255.

ATY 7 4: AP VLANODHCPH—/N& U TEMEET D K S (CCatalyst IKA A Y FZEREL, I
J5F BDHCPT — L& R L £, [Administration] > [DHCP Pools] = B8 L. [Add] &2 1) v &
LEY, 7-LBERY NI=INTX=RZREL. 77 #)L NS —KRDITAASVIIPT RL

ACEREETIATVRCEEERELET, RETATVAVEES, APERHMICI NO—-FICS
ﬂﬂbi@'o



Create DHCP Pool x

@ Basic (O Advanced

DHCP Pool Name* | access_points | (1-236 Characters)

IP Type | Pva v |

Network* | 172.16.80.0 |

Subnet Mask* | 255.255.255.0 v |

Starting ip* | 172.16.80.10 |

Ending ip* | 172.16.80.254 |

Reserved Only

Lease® | Mever Expires ¥ |

| | |
(0-365 days) (0-23 hours) (0-59 minutes)

Create DHCP Pool

Ix

() Basic | (@) Advanced

sl
Enable DNS Proxy
Default Router(s) IO XXX XK + DNS OO SOOI XK +
Server(s)
IP Address ~  Remove IP Address ~ Remove
172.16.80.1 x A No items to display ”
W
W
NetBios Name IO IO0C XXX LXK + Domain cisco.com
Server(s)
IP Address ~  Remove
Mo items to display ~
W
DHCP Options List
L

CLI kP35

9300- 1#configure terminal
9300- 1(confi g)#ip dhcp excluded-address 172.16.80.0 172.16.80.9
9300- 1(confi g) #ip dhcp pool



9300- 1(dhcp-confi g) #network 172.16.80.0 255.255.255.0
9300- 1(dhcp-confi g) #default-router 172.16.80.1

ATYT5: TOEAE— R TswitchportZE&EL ., HBTICEZ L ZVLANICEIY) HTET,

3850- 1(confi g) #interface

3850- 1(config-if)#switchport mode access
3850- 1(config-if)#switchport access vlan

Fi# 6 : [Configuration] > [Embedded Wireless Setup] ICB& L. AT Y 73THERL YA NE
BIRL EF, [AP Provisioning]l 2 7% 21) v U L. [Available APs]JU AR S 7O 3aZ>Y
THIMENHBAPZERL, BVRET7TAO2%&21)Y UL T[Associated AP list] ICEELET
o MRDINTOAPHRBEDZMICEI)Z TSNS, [Applyl 20U Y ILET,

FEEWC-SwitchTlk, FEITERITEZERSRCEHTHIENTEXTTH., ChiFYR
—RENTVWBRRETRHELS, OF—2 3 BN HTICR2TRITEZZYLHTBEETH
HR—RENTWET, EWCRAAS Y FTHR—RENZO5—23 2 F12EFEDOT, T
XNTHOAPRELH7ZY NHICHY) ., BLOT—>3VICE)HTSNTVIHENHY)

x9,

* » Embedded Wireless Setup

B> Salect Fig




AP Provisioning

Add/Select APs APs on this Location

AP Nama Status

AP MAG AP Name

COATY T TR, RDOFEEZEWC-SwitchlZEML £,

9300- 1(confi g)# ap location name EWC-Location
9300- 1(confi g-ap-locati on)# ap-eth-mac

9300- 1(confi g-ap-1ocation)# tag policy EWC-Location
9300- 1(confi g-ap-1ocation)# tag rf EWC-Location

ap-eth-mac <AP mac address>_I~¥ > RiEk, O7T—> 3V ICEMEND TNTOAPICX L TH#EY)
BENET, 120OF 1 N THRAS00DAPZFR—KNLET,

3

COOXY RZFEAL T, WMIEAPHR— ROEH DVLANDER E AT —RAZBFELET

o

9300- 1#show wireless fabric summary
Fabric Status : Enabl ed

Cont r ol - pl ane:
Name | P- address Key Status

default-control-plane 172.16.0.1 ciscoeca Up

Fabric VNI D Mappi ng:
Name L2-VNID L3-VNID | P Address Subnet Control plane name

APONBOARDING_0_2674_4097_8188 8188 4097 172.16.80.0 255.255.255.0

RDANY RZFEAL T, APOERAT - AZBIELET,



9300- 1#show wireless stats ap join summary
Nunmber of APs: 1

Base MAC Et hernet MAC AP Nane | P Address Status Last Failure Phase Last Di sconnect Reason

ac4da. 569c. f 560 5cel. 7629. 2b40 AP5CE1.7629.2B40 172.16.80.10 Joined Run Tag nodified

9300- 1#show fabric ap sunmary
Nunmber of Fabric AP : 1

AP Name Slots AP Mddel Ethernet MAC Radi o MAC Location Country |IP Address State

AP5CE1.7629.2B40 2 9120AXlI 5cel. 7629. 2b40 ac4a. 569c.f560 default l|ocation US 172.16.80.10
Registered

COOXY RIE, APTVXLANR Y ZIILDAT— R AZBEIT D EHICHEALET,

9300- 1#show access-tunnel summary

Access Tunnels General Statistics:
Nunmber of AccessTunnel Data Tunnels =1

Name RLOC | P(Source) AP | P(Destination) VRF ID Source Port Destination Port

AcO 172.16.0.1 172.16.80.10 0 N A 4789

Name 1fld Uptine

AcO 0x00000069 0 days, 00:20: 11
ROIAX Y REFEALT, APRTDEVHTEBRELET.,. IXNTOAPICRAU R T &7,
[Source] @ T (C[Location] ZRRTDHLEN HVET,

9300- 1#show ap tag summary
Nurmber of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Nane M sconfigured Tag Source

AP5CE1.7629.2B40 5cel. 7629. 2b40 default-site-tag EWC-Location EWC-Location NO Location

X COBITIE, 172.16.0.11kLoopback0 IP7 RL A (DA VYL AE®E ) TH'Y), AP
NICIMALE T, ChEARYVARADTI 7T IV OTHZDESH, IXTOT777Uvy o
R—ZFREETNEIELET,

NS7L2a—h
FUNEFNYTESTIAFIT4TRL—R

ZEFEFNYITEZEMIL, BETI9T 1 7RARNL—ARZF ¥ 7FYLTMATOEAD
STN21—FT1420T02TVET, RANL—AR., BEEIhEZH ( ZDBEEAP MACT RL



A)ERMFEITZDZINTOTOCRADTNY ILRILONL—REZRBLET, FERFETNY T
ZEMCIRICRF. ROFIEZRITLET,

ATV 1 BRHETFNY TR BV e 2BRELET,

9300- 1#clear platform condition all

ATYT2: EZRTBAPMACT RLAODFNY TRBZBMICLET,

77 # )L N T, monitor-timeld30% ( 1800% ) TY, & AR2085978494METERITTADLSICT
NY TZBXRTENTEXT,

9300- 1#debug wireless mac

9300- 1#debug wireless mac

X BBOAPEFNY T TBICE. SAPOERMACT RLAEAS—HXY NMACT RL
AZ &lZdebug wireless macANX > RZEFTLET, 41 —H XY NMACF/NY T HH
DTLShZ>H U2 arvaRRLET,

SE:COB000F/VY . ARTFY R7OLAEFLTRTENET, 2FY, F/Nv Y
BE—ZFNEY YAV TRERENT, BTEARTBLOICINTOOIHFREHT/TY 7
TUYIENET,

AT Y7 3: AP CLIA S AP switchportE 7= [&capwap reset APZ/NT AL T, BB KNL—A
B¥Xv7TFYLET,

ATY74: TF7FNINKERREENLEEZZRBEASTY 732 ICEAENIr BRENLESE
TNV T EFIELET,

9300- 1#no debug wireless mac

9300- 1#no debug wireless mac

monitor-time A" #1893 % /', debug wireless A" FETHELT S &, EWC-SwitchiE XD ERIOO—



HWIWLVT7TT7ANEERLET,
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
ATYT5: MACTRLATIVTAETADOT77AINERELET, ratracelogZF 754
VEHOLESICABY—NIOAE—T2H, R—IFIIEv>asTHIZEERRTIHN EERE
RTEET, EHENDNL—RAOTOENFZVIES, FT7S5A UV BITFHERENET,
RARL—R77ALIOBEZEELET,

9300- 1#dir flash: | inc ra_trace

774N eNBY—N—ICIE-LFT,

9300- 1#copy flash:ra_trace_MAC <AP_RADI O MACS_HHMVBES. XXX_t i mezone_DayWeek_Mont h_Day_year . | og
tftp://

ra- AP_RADI O_MAC. t xt
9300- 1#copy flash:ra_trace_MAC <AP_ETHERNET_MACS_HHMMSS. XXX_t i mezone_DayWeek_Mont h_Day_year. | og
tftp://

ra- AP_ETHERNET _MAC. t xt

—IFIItEv>arTRL-AOVZRRIDICE. ROFIEZRTLET,

9300- 1#more flash:ra_trace_MAC <AP_RADI O MAC>_HHMVBS. XXX_t i mezone_DayWeek_Mont h_Day_year . | og
9300- 1#more flash:ra_trace_MAC <AP_ETHERNET_MAC>_HHMMSS. XXX_t i mezone_DayWeek_Mont h_Day_year. | og

FIE6: BERANFASHTEVFEE, tracelogsD & V) MBI —TH2AXMOT ZIREL
FT, cOOIVRE, ITLNREEQATHBTRECATVSATFNNYITOQT 2RHETI D,
DA4F > NeBEFNY I THIRXELEHYFE A,

9300- 1#show logging profile wireless internal filter

ra-internal - <AP_RADI O MAC>. t xt
9300- 1#show logging profile wireless internal filter

ra-internal -<AP_RADI O MAC>. t xt

X ZOONY REAE, IXTO7O0RAOINTOOTLARILOKNL—RAZIRL., FE
ICATT, ChSDORNL—RAEHENTSICIE. Technical Assistance Center(TAC)IZ &
WEDbEBSEE L,



9300- 1#copy flash:ra-internal - <AP_RADI O MAC>. txt tftp://

ra-internal - <AP_RADI O MAC>. t xt
9300- 1#copy flash:ra-internal - <AP_RADI O MAC>. txt tftp://

ra-internal - <AP_RADI O MAC>. t xt

—IFIItEv>arThRL-AOVZRRIDICE. ROFEZRTLERT,

9300- 1#more flash:ra-i nternal - <AP_RADI O MAC>. t xt
9300- 1#more flash:ra-i nt ernal - <AP_ETHERNET MACS. t xt

FR7: FNY TRBEZHIBRLET,
X BEONSTIN1-—FT 140 T&T2128EF. BFFNYTREZHIBRLTSEEZL,

ERZAPIIA OB

chlE, RARL—ADERD S DEGEHATORIOENTT, OJH T Z2FEAL T, APH
ABYIVSBDAT—D2HRALET,

CAPWAPT* 4 ANNVERE LFPIE :

2021/ 09/ 30 17:49: 13. 823492 {wncngrd_RO-0}{1}: [capwapac-di scovery] [7353]: (note): MAC
acda. 569c. f560 | P:172. 16. 80. 10[ 5264], Discovery Request received

2021/ 09/ 30 17:49: 13. 823519 {wncngrd_RO-0}{1}: [capwapac-discovery] [7353]: (note): MAC
acda. 569c. f 560 EW.C TAGS payload is not present in discovery request

2021/ 09/ 30 17:49: 13. 823793 {wncngrd_RO-0}{1}: [ew c-infra-evq] [7353]: (debug): instance :0
port: 12289MAC. 0002.0002.ffff

2021/ 09/ 30 17:49: 13. 824314 {wncngrd_RO-0}{1}: [capwapac-discovery] [7353]: (note): MAC
acda. 569c.f560 Public IP learnt is FALSE, public IP discovery is FALSE, private |IP discovery is
TRUE.

2021/ 09/ 30 17:49: 13. 824414 {wncngrd_RO-0}{1}: [capwapac-di scovery] [7353]: (note): MAC
acda. 569c. f560 | P:172. 16. 80. 10[ 5264], Discovery Response sent

AAEOENMETFIYVIDLEOODTLSN R IA D

2021/ 09/ 30 17:49: 23. 259157 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (note): MAC

ac4a. 569c. f 560 DTLS session create callback received.

2021/ 09/ 30 17:49: 23. 259393 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-IP
172. 16. 80. 10[ 5264] Mac: PMIU 576, effective capwap size 416

2021/ 09/ 30 17:49: 23. 259406 {wncd_x_RO-0}{1}: [ewc-infra-evq] [7770]: (debug): DTLS record type
22, handshake

2021/ 09/ 30 17:49: 23. 259406 {wncd_x_RO-0}{1}: [ewc-infra-evq] [7770]: (info): DTLS client hello
2021/ 09/ 30 17:49: 23.260931 {wncd_x_RO-0}{1}: [ewc-infra-evq] [7770]: (debug): DTLS record type
22, handshake

2021/ 09/ 30 17:49: 23.260931 {wncd_x_RO-0}{1}: [ewc-infra-evq] [7770]: (info): DTLS client hello
2021/ 09/ 30 17:49: 23.267234 {wncd_x_RO-0}{1}: [ewc-infra-evq] [7770]: (debug): DTLS record type



22, handshake

2021/ 09/ 30 17:49: 23.267332 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
22, handshake

2021/ 09/ 30 17:49: 23.267891 {wncd_x_R0O-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
22, handshake

2021/ 09/ 30 17:49: 23.270741 {wncd_x_RO-0}{1}: [ew c-dtls-sessngr] [7770]: (info): Renote Host:
172. 16. 80. 10[ 5264] MAC. ac4a.569c.f56 Completed cert verification, status:CERT_VALIDATE_SUCCESS
2021/ 09/ 30 17:49: 23. 608757 {wncd_x_R0O-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
22, handshake

2021/ 09/ 30 17:49: 23. 608990 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
20, change ci pher-spec

2021/ 09/ 30 17:49: 23. 609255 {wncd_x_R0O-0}{1}: [ew c-dtls-sess] [7770]: (info): Renote Host:

172. 16. 80. 10[ 5264] MAC. ac4a. 569c.f56 DILS session established

2021/ 09/ 30 17:49: 23. 609348 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: PMIU 576, effective capwap size 456

2021/ 09/ 30 17:49: 23. 609361 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-I|P:
172.16. 80. 10[ 5264] Mac: DTLS session has been established for AP

2021/ 09/ 30 17:49: 23. 650838 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

CAPWAPSINERH LU BE .

2021/ 09/ 30 17:49: 23. 650970 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: Capwap nessage received, type: join_request

2021/ 09/ 30 17:49: 23. 650972 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (note): MAC

acda. 569c. f 560 Received CAPWAP join request

2021/ 09/ 30 17:49: 23.652901 {wncd_x_R0-0}{1}: [rrmclient] [7770]: (ERR): ac4a.569c.f560 Failed
to override default values inradio oper for slot 1, reg domain chk status failed

2021/ 09/ 30 17:49: 23.653789 {wncd_x_R0-0}{1}: [rrmclient] [7770]: (ERR): ac4a.569c.f560 Failed
to override default values inradio oper for slot 0, reg domain chk status failed

2021/ 09/ 30 17:49: 23. 653959 {wncd_x_R0-0}{1}: [apngr-capwap-join] [7770]: (info): acda.569c.f560
Retrieved AP SWversion: 17.3.4.30, for AP nodel: C9120AXI-B, AP inmge type: aplg7, site-tag:
default-site-tag

2021/ 09/ 30 17:49: 23. 653967 {wncd_x_R0O-0}{1}: [apngr-db] [7770]: (info): acda.569c.f560 COperation
state of AP changed to: Registered

2021/ 09/ 30 17:49: 23. 654039 {wncd_x_R0-0}{1}: [apngr-capwap-join] [7770]: (note): MAC

ac4da. 569c. f 560 Successfully processed Join request. AP nane: AP5CEl. 7629. 2B40, Mbdel: C9120AXI -
B, radio slots: 2, rlan slots: 0, site tag nane: default-site-tag, policy tag name: EWC-
Location, rf tag name: EWC-Location

2021/ 09/ 30 17:49: 23. 654112 {wncngrd_RO-0}{1}: [ewc-infra-evq] [7353]: (note): Mg type :nesg-
>msgtype Priority:1

2021/ 09/ 30 17:49: 23. 654233 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): MAC

ac4da. 569c. f 560 Joi n Response generated with MIU 1485. as per MIU payl oad, update flag: O

2021/ 09/ 30 17:49: 23. 654311 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (note): MAC

ac4da. 569c. f 560 Join processing complete. AP in joined state

CAPWAPZERE :

2021/ 09/ 30 17:49: 23.947851 {wncd_x_RO0-0}{1}: [apngr-ap-global] [7770]: (info): acda.569c.f560
Li spagent was triggered during ap join.

2021/ 09/ 30 17:49: 23.948023 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-IP:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 cConfig status request was processed and Config status
response was sent. AP in Configuration state.

2021/ 09/ 30 17:49: 23. 948157 {wncd_x_RO0-0}{1}: [lisp-agent-db] [7770]: (ERR): Invalid source IP
address type

2021/ 09/ 30 17:49: 23.948344 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (note): Map request mnsg
sent successfully for AP vnid 4097

2021/ 09/ 30 17:49: 23.949993 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
ac4a. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 23.950130 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
ac4a. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24. 889682 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:



23, application data

2021/ 09/ 30 17:49: 24.889807 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

2021/ 09/ 30 17:49: 24.889992 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: ac4da.569c.f560 Capwap message received, type: config status_request
2021/ 09/ 30 17:49: 24. 890020 {wncd_x_R0-0}{1}: [capwapac-sngr-sess-fsn] [7770]: (info): Session-
I P: 172.16. 80. 10[ 5264] Mac: ac4a. 569c. f560 process config status request

2021/ 09/ 30 17:49: 24. 890045 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 Updating capwap path MIU: 1485 received in config status
request

2021/ 09/ 30 17:49: 24. 890048 {wncd_x_R0-0}{1}: [capwapac-sngr-sess] [7770]: (info): Session-I|P:
172. 16. 80. 10[ 5264] Mac: ac4a.569c.f560 PMIuU 1485, effective capwap size 1368

2021/ 09/ 30 17:49: 24.890134 {wncd_x_R0-0}{1}: [apngr-nsgelem [7770]: (info): acda.569c.f560 AP
domain nane is not set in config status

2021/ 09/ 30 17:49: 24.890135 {wncd_x_R0-0}{1}: [apngr-nsgelem [7770]: (info): acda.569c.f560 AP
I Pv6 naneserver is not set in config status

[...]

2021/ 09/ 30 17:49: 24. 890818 {wncd_x_R0-0}{1}: [capwapac-sngr-srvr] [7770]: (info): Session-I|P:
172.16. 80. 10[ 5264] Mac: ac4a.569c.f560 config status request was processed and Config status
response was sent. AP in Configuration state.

2021/ 09/ 30 17:49: 24.892967 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
acda. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24.892993 {wncngrd_RO-0}{1}: [hl-core] [7353]: (debug): Radio change on AP
acda. 569c. f560 not connected to a L1 cache entry

2021/ 09/ 30 17:49: 24. 964085 {wncd_x_R0-0}{1}: [ewWc-infra-evq] [7770]: (debug): DTLS record type:
23, application data

[...]

2021/ 09/ 30 17:49: 24.964384 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Creating AP
ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964474 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Successfully
created AP ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964479 {wncd_x_R0O-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Setting
capability

2021/ 09/ 30 17:49: 24. 964479 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Updating AP
ac4a. 569c. f 560

2021/ 09/ 30 17:49: 24. 964483 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Successfully
updated AP ac4a. 569c. f 560

[...]

2021/ 09/ 30 17:49: 25. 000954 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info):

ac4da. 569c.f560 AP is in config ready state. Initial configuration will be pushed.

2021/ 09/ 30 17:49: 25. 000972 {wncd_x_RO0-0}{1}: [apngr-capwap-config] [7770]: (info):

ac4a. 569c. f 560 Sendi ng FI PS vendor payload config, FIPS status O

2021/ 09/ 30 17:49: 25. 000975 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info): Preparing
FIPS config, fips status O

2021/ 09/ 30 17:49: 25. 000978 {wncd_x_R0-0}{1}: [apngr-capwap-config] [7770]: (info): Preparing
WLANCC config, wl ancc status O

2021/ 09/ 30 17:49: 25. 001064 {wncd_x_RO0-0}{1}: [apngr-ap-global] [7770]: (info): acda.569c.f560 AP
is in Local node.

2021/ 09/ 30 17:49: 25. 001064 {wncd_x_R0-0}{1}: [apngr-ap-global] [7770]: (info): acda.569c.f560
Mode update on AP join : AP already in Local mode which matches site configuration

2021/ 09/ 30 17:49: 25.001081 {wncd_x_R0-0}{1}: [apnmgr-db] [7770]: (info): ac4a.569c.f560 Tag
process ap W an config mapping. W ans[0] associated to to AP

APHLocalE— RTHEWVWEERK, V7/—KRLTE—ROZEEZBEALET, XOL5BOTH
EWC-Switchd> Y —J)LICRRENE T,

*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE- 4- W.C_CONFI G_CHECKER WARNI NG Switch 1 RO/ 0: wncd:
config check: The node of AP ac4a.569c.f560 is changed from Fl exconnect to Local.

*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE- 3- W.C EXEC MSG Switch 1 RO/0: wncd: % Error: AP:
AP5CEL. 7629. 2B40 will go for a reboot due to Mode change from Flexconnect to Local
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