Catalyst 90002 1 ¥ FTONATD R E & R

2

BUbE

stiz
Bt

CEiLs
FEHYROAVR=—F b

ART 1Y IONATORESR
Y7 RNYIT OB
N=KYI7OhE

AL+ Y INATORER

IFD £

N=RYIF7OhE
A F 3V ONATA—/N—0O— R(PAT)D R
VASPEWA)): i3
N=RD 17 OHhE
NTY RLRILDFINY T
NATRT—=ADOKRZ TN A—F42Y
T RLADKDZEH(AOT

BE1E R

FL®IC

CORFIXDNTIE, Catalyst 900075 Y N7 A —ALTERY NDJD—UF RL AZH(NAT) Z 5%
ERLVRIAETEIHEICOVWTHALET,

B SR AT
B

ROERICETDHBAN BB N HRENET,

« IPF7RLYIVYT
s FOEAIA>MAO—IL VAR

CES L



NATOBE —BIET — 2R, 754 R—KPRY NT—VZMEIO—/NLIE -85 A > 8—
ZYRDN—F 1 Y UTRBT KLACERT D HATT.

NATZRTTB2TNA AR, AEFZRY D=2 (O—AL) LOA2EZ—T T4 AENBZY b
D=2 (J0—NL) LAV E—T I RAZFOVENHYN XTI,

NATT/NA A&, NATL—ILERELCEIVWTERABEAESH ZHI IR DI, EETNT
T4V ITDREZITVERT,

WA BERZE, TNAARA—NILOEEFTIPT RLAZITO—NILIC—ERIPFT RL AL
ZHL, NATERT—T L TEHLET,

NTYRAN=T A2 TAEBT RLATR2TLBE, FNAARBNATT =T LEFIVIL
T, BOBBRAERICADATVINES N ERBL KT,

TOHEE. L—2BERHFI/O-NILT RLAZENEATO—ALT RLACBEBRL, NTVY
Ne)l—FT12TL&EY,

FATAIR—FU BN

Cisco IOS® XE 16.12.1Tl&. Network AdvantageZ 4 2 ATNATZERATE D LSICBEYEL
o MBIODTANTOHOU ) —ATIE, DNA AdvantageZ 4 > ATHERTEE T,

Platform NATH#EEDE A

C9300 || Cisco IOS® XE /N\—= 3>/ 16.10.1
C9400 | Cisco IOS® XE /N\—> 3> 17.1.1
C9500 || Cisco IOS® XE/N—=r3>/16.5.1a
C9600 || Cisco IOS® XE /N\—=> 3> 16.11.1

CORFIXD N, Cisco lOS® XE/N—2 2216.12.4%Z & L /=Catalyst 930077 Y K7 # —
LIZETVTVET

CORFIXNOBERHRIF. BREOSARRICHZTNAARALCETVWTHEREhELEZ, COR
FAXRNTEATEZINTOTNARR, JUTB (F74IK ) RETHEXRZRBLTLE
T ZHEEBPORY ND—IOTR, EOXNVRIEEL>TRDAEMNI H2EEZE THOEIELT
<EZW,

A8

Zg;&” O—ALF KLAEYO—/ILT KL ATy EV T TEET,
HAF=Y y o o

o O—HL7 KLZESO—NLTF KLZADT— ey EV T LET.
N0 —BOL4R—REEATHE—0IO— /L7 KL ACO—HILT KL AZ Y E




— RNAT YIOLETY,
vl —_
AL MBI Y hD—5 OAA N CE ST SRR KL R,
REI/O—|| hik, AEBRYNT—IOHSRERIBRANDIPZ RLATT, chid, AFO
N — NN BEBRENDTRLAEERDCENTEERT,
AEBO—2H 3 N o e
M HBRY RD—Oh S BRIEATHKRKANDIPT RL A,
ABITO—| ABRY RD—VLORARNIE)HETSNTWBIPTRLA, BEAEDHE,
NI AHO—HALT RLAEATBIO—-NILT RLARREUTT,
EMAN.RP Feature Manager RPORE, —hik, 7’07532 JHEHEFMAN-FPIZE 9 Cisco
IOS®XEQ > NO—IL7L—>T9,
_ _ Wy S = -
EMAN.Fp || Feature Manager®FP, FMAN-FPIEFMAN-RPA SHE#HZREL . FEDICEL XY
Forwarding Engine Driver ( 7 # 0 —F 4> J T2 2 RZ4)/V) . FMAN-FPIE
FED FEDZFERAL T, > hO=IL7L—2h 5 0OE#H%Z Unified Access Data
Plane(UADP) D44 E &M (T EBERASIC)IC 7O 5325 L% T,

XY NI—OK

Host NAT-Device Server
' T Te/of1 Tel/o/2 :
|- oo [ e |-
192.168.1.100 10.20.30.40
inside local 172.16.10.10 outside local
inside global outside global
E—
AX AE
AR E B

192.168.1.100 ( REO—AJL ) £172.16.10.10 ( RBTO—/VIL ) CERTBRAZ T4V Y

NATERE :

<#froot>

NAT-Device#

show run interface tel/0/1

Building configuration...




Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

|

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside interface
end
ip nat inside source static 192.168.1.100 172.16.10. 10 <-- static NAT rule

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:4 192.168.1.100:4 10.20.30.40:4 10.20.30.40:4

<-- active NAT translation

--- 172.16.10.10 192.168.1.100 -—- ---

<-- static NAT translation added as a result of the configuration

192.168.1.0/24%Z172.16.10.1 ~ 172.16.10.30ICE# T B2 14 F 3 ¥ UNATERE :

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...



Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/2

no switchport
ip address 10.10.10.1 255.255.255.0

ip nat outside

<-- NAT outside interface

end
!

ip nat pool TAC-POOL 172.16.10.1 172.16.10.30 netnmask 255.255. 255. 224 <-- NAT pool configuration
ip nat inside source |list hosts pool TAC POCL

<-- NAT rul e configuration

ip access-list standard hosts <-- ACL to match hosts to be

10 permit 192.168.1.0 0.0.0.255

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:6  192.168.1.100:6 10.20.30.40:6 10.20.30.40:6
--- 172.16.10.10 192.168.1.100 --- ---

192.168.1.0/24%10.10.10.1 (ip nat outsidef Y X —7 T4 R ) ICEHBT DA 4+ Y INATH—
N—0O— R(PAT)DBRE :



<ffroot>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/1
no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

!

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

i p nat outside <-- NAT outside interface

end

!

ip nat inside source list hosts interface TenG gabitEthernet1l/0/2 overl oad <-- NAT configurati c
!

ip access-list standard hosts <-- ACL to nmtch hos

10 permit 192.168.1.0 0.0.0.255

ZHROLECIC, AMIO-NILT RLAOR—RAMMTIBEMTDZEITEELTSEZL,

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnp 10.10.10.1: 1024 192.168.1.100: 1 10. 20. 30. 40: 1 10. 20. 30. 40: 1024



<-- Notice layer 4 port increnents

i cnp 10. 10. 10. 1: 1025 192.168. 1. 100: 2 10. 20. 30. 40: 2 10. 20. 30. 40: 1025

<-- Notice layer 4 port increnents

icmp 10.10.10.1:1026  192.168.1.100:3  10.20.30.40:3 10.20.30.40:1026
icmp 10.10.10.1:1027 192.168.1.100:4  10.20.30.40:4 10.20.30.40:1027
icmp 10.10.10.1:1028 192.168.1.100:5 10.20.30.40:5 10.20.30.40:1028
icmp 10.10.10.1:1029  192.168.1.100:6  10.20.30.40:6 10.20.30.40:1029
icmp 10.10.10.1:1030 192.168.1.100:7 10.20.30.40:7 10.20.30.40:1030
icmp 10.10.10.1:1031  192.168.1.100:8 10.20.30.40:8 10.20.30.40:1031

10. 10. 10. 1: 1024 = insi de gl obal

192.168.1.100: 1 inside | oca

AZT 4 Y ONATDFERS
V7 MO I T OREE

BMENLETOTA770-BVEE, AZTAYIUNATILRBEROESHFRREND &
FFRENET, 7JODFTIT147BDE, FA4AFIVOBBHNAERENET

<ffroot>

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnp 172.16.10.10: 10 192. 168.1.100: 10 10.20. 30.40: 10 10. 20. 30. 40: 10
<-- dynamic transl ation
--- 172.16.10. 10 192. 168. 1. 100 --- ---

<-- static configuration from NAT rul e configuration

show ip nat translations verbose AN > RZFEATH &, 7A—NEREhERBEERIIN NS



FEZ#ETEXRT,

<{froot>
NAT-Device#

show i p nat translations verbose

Pro Inside global Inside Tocal Outside local Outside global
icmp 172.16.10.10:10 192.168.1.100:10 10.20.30.40:10 10.20.30.40:10

create 00:00: 13, use 00:00: 13, left 00:00: 46,

<-- NAT tiners

flags:

extended, use_count: 0, entry-id: 10, Tc_entries: 0
---172.16.10.10 192.168.1.100 --- ---

create 00:09:47, use 00:00:13,

flags:

static, use_count: 1, entry-id: 9, lc_entries: 0

NATHETERZF T Y ILET. NATEY hATRE., 7O-DNATIL—ILIC—HL., ERE
h3EBEMULET,

NATZ AN RE@E. RZ7 14V L= ILIC—HBLUTEEREERNTERVSEESICEBMLET

o

<tfroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 1 (
1 static,
0 dynamic; 0 extended)

<-- 1 static translation

Outside interfaces:

TenG gabit Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 0 Msses: 0O <-- NAT hit and m ss counters



CEF TransTlated packets: 0, CEF Punted packets: 0

Expired translations: 0

Dynamic mappings:

-- Inside Source

[Id: 1] access-Tist hosts interface TenGigabitEthernetl/0/1 refcount 0

ERATHONZ1HICE. NAT7O—DEFTEREOBEZERRENDBETT., 7
RIDZEEHEDHET.

<#root>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32

Known via "static", distance 1, metric O
Routing Descriptor Blocks:

* 10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form sof tware adj acency switch active fO

Adjacency 1id:

0x29(41)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 464, HW handle: (nil) (created)

Adjacency 1id:

0x24 (36)

"



<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- next hop to 10.20. 30. 40

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 452, HW handle: (nil) (created)

AAYFHARNTZ T4V 0%ZEL., A4V TFHANATVO—ZERTRILESH ZHFEITSH -0
NATFNY T2 A Z—TIICTEET

N ENATOHREEBICMPRS 74 Y Y BICY T R I TP TABENB LD, TS5V N7
FA—LDTFNYTIZRKICMPRZ 714 v o007 FRERERESNEEA,

<#froot>
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on
NAT-Device#
*Mar 8 23:48:25.672: NAT: Entry assigned id 11

<-- receive traffic and fl ow created

*Mar 8 23:48:25.672: NAT: 1i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [55]
*Mar 8 23:48:25.672: NAT:

s=192. 168. 1. 100->172. 16. 10. 10
, d=10.20.30.40 [55]INAT: dyn flow info download suppressed for flow 11

<-- source is translated

*Mar 8 23:48:25.673: NAT: o: icmp (10.20.30.40, 11) -> (172.16.10.10, 11) [55]
*Mar 8 23:48:25.674: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100

[55INAT: dyn flow info download suppressed for flow 11

<-- return source is translated



*Mar 8 23:48:25.675: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [56]

JO—NHRYNICED A, HIBgEehd &, FINYTICDELETEFZ 22 3a U FMRRENET,

<tfroot>

*Mar 31 17:58:31.344: FMANRP-NAT: Received flow data, action:

DELETE

<-- action is delete

*Mar 31 17:58:31.344: id 2, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 31783, src_global_port 31783,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type 0

N—RIJIT7ORE

NATIL—IHBEEND &, TNAAEINATEEBSOTCAMT DL —)ILE27O07ZLLET. I
—IATCAMICZ OV LENhTVWA ZEZRABLET,

HAORF16ERTHD 1=, IPTRLANOEBAZETT,

<{froot>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region NAT_1 (370) type 6 asic 3

Printing entries for region NAT_2 (371) type 6 asic 3

Printing entries for region NAT_3 (372) type 6 asic 3

Printing entries for region NAT_4 (373) type 6 asic 3

Printing entries for region NAT_5 (374) type 6 asic 3 <-- NAT Region 5



TAQ-2 Index-128 (A:1,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80164

inside local IP address 192.168.1.100 in hex (c0a80164)

AD 10087000:00000073

TAQ-2 Index-129 (A:1,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000

<-- inside global IP address 172.16.10.10 in hex (acl00a0a)

AD 10087000:00000073

B&IC. 70N 70747122, N—ROIT7OJZZI2 T, NATHEE1I TTCAMZ K
ALIBDETHRITERT,

<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT Region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06005ac9:00000000:00000017:00000000:00000000:

0al4le28: c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0



Maskl 0000f000: ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffrfffff
Keyl 00009000:06000017:00000000:00005ac9:00000000:00000000:

acl00a0a: 0al4l1e28

AD 10087000:000000b1

Starting at Index-32 Keyl from right to Teft:

c0a80164

= 192.168.1.100 (Inside Local)

0aldle28

= 10.20.30.40 (Outside Global)

00000017

= 23 (TCP destination port)
06005ac9

= 06 for TCP and 5ac9 1is 23241 which is source port from "show ip nat translations" of the inside host

Repeat the same for Index-33 which is the reverse translation:

Oaldle28

= 10.20.30.40 (Outside Global)

acl00a0a

= 172.16.10.10 (Inside Global)

00005ac9

= 23241 TCP Destination port
06000017

= 06 for TCP and 17 for TCP source port 23

A4 FZY IONATOESE

V7 NDJDIT O

REPIPT RLAZZERITD T RLAO T —IINBREENRTVWR I EZERELET,
CDERETIE. 192.168.1.024FY ND—0%F RL A172.16.10.1 ~ 172.16.10.254|_ T =&

ESX)

<#root>
NAT-Device#

show run | i ip nat



ip nat inside

<-- ip nat inside on inside interface

ip nat outside

<-- ip nat outside on outside interface

ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255. 255. 255.0 <-- Pool of addresses to translate

ip nat inside source list hosts pool MYPOOL <-- Enabl es hosts that match ACL "t

NAT-Device#

show i p access-list 10 <-- ACL to match hosts to be translated

Standard IP access 1list 10
10 permit 192.168.1.0, wildcard bits 0.0.0.255
NAT-Device#

FAFTIYVINATTR, REDHKICIDIVNJRBEREABZVWIEITERLTSEZL, &t
T—7NCF—REANTBRIC, TUOTA7 702K IT2HBENFHYVET,

<#root>
NAT-Device#

show i p nat translations

<...enmpty...>

NAT#HEERZF I Y ILET,. NATEY RADZIE, 7O0-FNATIL—=LIZ—HL. ERE
hdeEMLET,

NATZ AN DR, RS 7 4V I —ILIC—BLUTEEREERNTERVEESICEBMLET

o

<tfroot>

NAT-DEVICE#



show i p nat statistics

Total active translations: 3794 (1 static,

3793 dynami ¢
; 3793 extended)

<-- dynamc translations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 3793
Misses: O

<-- 3793 hits

CEF Translated packets: 0, CEF Punted packets: 0
Expired translations: 0O

Dynani ¢ mappi ngs: <-- rule for dynani c nmappi ngs

-- Inside Source
[Id: 1]
access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

EERTERAENBEBRIFETD L ZWELET,

<#root>
NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4

Adjacency 1id:

0x24( 36)

<-- adjacency ID



Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25 (37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 451, HW handle: (nil) (created)

BEZEENEEET R, NATORENAFEETZESRE. 7Y R 74+ —ALIICKELEZEVLNATO
FNYITDSHEHBDENTEET

<#root>
NAT-Device#

debug ip nat

IP NAT debugging is on
NAT-Device#

debug ip nat detailed



IP NAT detailed debugging is on

NAT-Device#

show | oggi ng

*May 13 01:00:41.136: NAT: Entry assigned id 6
*May 13 01:00:41.136: NAT: Entry assigned id 7
*May 13 01:00:41.136: NAT: 1i:

tcp (192.168.1.100, 48308)
-> (10.20.30.40, 23) [30067]

<-- first packet ingress w thout NAT

*May 13 01:00:41.136: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.136: NAT:

s=192.168.1.100->172. 16. 10. 10
, d=10.20.30.40 [30067]NAT: dyn flow info download suppressed for flow 7

<-- confirms source address translation

*May 13 01:00:41.136: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 13 01:00:41.139: NAT: o:

tep (10.20.30. 40, 23)
-> (172.16.10.10, 48308) [40691]

<-- return packet fromdestination to be transl ated

*May 13 01:00:41.139: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.139: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100
[40691INAT: dyn flow info download suppressed for flow 7

<-- return packet is translated

*May 13 01:00:41.140: NAT: i: tcp (192.168.1.100, 48308) -> (10.20.30.40, 23) [30068]

KRz, FMAN-RPONATENMEZTNY TTBEETERT,

<#root>
NAT-Device#

debug pl atform software nat all

NAT platform all events debugging is on



Log Buffer (100000 bytes):

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

ADD

<-- first packet in flow so we ADD an entry

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_l ocal _addr 192.168.1.100, src_global _addr 172.16.10.10, dst_local _addr 10. 20. 30. 40

<-- verify inside local/global and outside |ocal/global

dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,

dst | ocal port 23, dst_global port 23

<-- confirmports, in this case they are for Tel net

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

MODI FY <-- subsequent packets are MXDI FY

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
MODIFY id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
MODIFY id 9

BRI N X FEHIBREEDERATI—ILNEIBRE D E, DELETEZ 72 I FRRENET,

<#root>
*May 13 01:05:20.276: FMANRP-NAT: Received flow data, action:

DELETE <-- DELETE action



*May 13 01:05:20.276: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type 0

N—RIJITORE

TMENDRZ T4V VIC—HTANATIL—ILA . NATEEBSDO FTO/N—RIIFICIEL<EME
NTWAHESHZHFELET,

<{froot>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<<<< enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffff8:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffffoo = 255.255.255.0 in hex



c0a80100 = 192.168.1.0 in hex which matches our network in the NAT ACL

BEIC., TOT 47 BEHBANAT TCAMBEITELL 7O S ALAENTVR L AERTH 4
ENfHYET

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside Tocal Outside Tocal Outside global
tcp 172.16.10.10:54854 192.168.1.100:54854 10.20.30.40:23 10.20.30.40:23
--- 172.16.10.10 192.168.1.100 --- ---

NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1

(370) type 6 asic 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:0600d646:00000000:00000017:00000000:00000000:

0aldle28

c0a80164

AD 10087000:000000b0
TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 0000f000: ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffrfffff
Keyl 00009000:06000017:00000000:0000d646:00000000:00000000:

acl00a0a

0aldle28

AD 10087000:000000b1

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1




Printing entries for region NAT_5 (374) type 6 asic 1

Starting at Index-32 Key 1 from right to Teft:

c0a80164

- 192.168.1.100 (inside local)

0aldle28

- 10.20.30.40 (outside local/global)

00000017

- TCP port 23

0600d646

- 6 for TCP protocol and 54854 for TCP source port

Starting at Index-33 Key 1 from right to Teft

Oaldle28

- 10.20.30.40 destination address

acl00a0a

- 172.16.10.10 (inside global source IP address)

0000d646

- TCP source port

06000017

- TCP protocol 6 and 23 for the TCP destination port

A FZY INATH—/N\—0O— R(PAT) DR
V7 MO I T O&EE

PATZHRIT20O0770€AR. ¥4 FIYINATERLU T, ELWR—NEHBEEZIL., R
—KMAN—RIDITFTELL OIS LENTVWREAERITZIEFTT,

PATIE. NATIL—JLIZEBMME iz Toverloady F—D— RICK>TERENET,

<#root>
NAT-Device#

show run | i ip nat

ip nat inside



<-- ip nat inside on NAT inside interface

i p nat outside

<-- ip nat outside on NAT outside interface

ip nat pool MYPOOL 172.16.10.1 172.16.10. 254 net mask 255. 255.255.0

ip nat inside source |list hosts pool MYPOOL overl oad

EERERAENBEBRIFETD L ZWELET,

<#root>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32
Known via "static", distance 1, metric O
Routing Descriptor Blocks:

10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4
Adjacency 1id:
0x24

(36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type:

Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

<- -

MCP_LINK_IP

<-- Address pool to translate to

Li nks ACL hosts to address pool



Fixup_Flags_2: unknown
Nexthop addr:

10.10.10.2 <-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25

(37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100 <-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 451, HW handle: (nil) (created)

JO-KFFOTATREED, BRIBB|T—TIILICEMENDE2BABLET, PATTE.
LTIV INATORSICN=T IV NUFERE BV EICERLTSEZL,

RNEO—ALT RLAERFBIO—NILT RLADKR— R ESZEBIFLET,

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.10:1024 192.168.1.100:52448 10.20.30.40:23 10.20.30.40:23

NATHEE®RZEZF T Y ILET. NATEY hATRE, 7O-DNATIL—ILIC—HL., EXRE
hdEBMLET,

NATSAHTRE, RSTAVINIL—IIC—BLTCEEHEEZERTERVIESICEMLET

o



<ffroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,

3793 dynam ¢

; 3793 extended)

<-- dynam c transl ations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 3793

Misses: O

<-- 3793 hits

CEF Translated packets: 0, CEF Punted packets: 0O
Expired translations: 0O

Dynami ¢ mappi ngs

<-- rule for dynanic nappi ngs

-- Inside Source

[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

Platform Independent NATOF/NY Jl&, R—RMEBARELTVBEZRLTVET,

<#root>
NAT-Device#

debug i p nat detailed

IP NAT detailed debugging is on
NAT-Device#



debug ip nat

IP NAT debugging is on

NAT-device#

show | oggi ng

Log Buffer (100000 bytes):

*May 18 23:52:20.296: NAT: address not stolen for 192.168.1.100, proto 6 port 52448
*May 18 23:52:20.296: NAT: Created portlist for proto tcp globaladdr 172.16.10.10
*May 18 23:52:20.296: NAT: Allocated Port for 192.168.1.100 -> 172.16.10.10:

want ed 52448 got 1024<-- confirms PAT is used

*May 18 23:52:20.296: NAT: Entry assigned id 5

*May 18 23:52:20.296: NAT: 1i: tcp (192.168.1.100, 52448) -> (10.20.30.40, 23) [63338]
*May 18 23:52:20.296: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.296: NAT: TCP

$=52448->1024
, d=23

<-- confirms NAT overload with PAT

*May 18 23:52:20.296: NAT:
s=192.168. 1. 100->172. 16. 10. 10, d=10. 20. 30. 40
[63338]INAT: dyn flow info download suppressed for flow 5

<-- shows inside translation

*May 18 23:52:20.297: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 18 23:52:20.299: NAT: o: tcp (10.20.30.40, 23) -> (172.16.10.10, 1024) [55748]

*May 18 23:52:20.299: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.299: NAT: TCP s=23,

d=1024- >52448

<-- shows PAT on return traffic

*May 18 23:52:20.299: NAT: s=10.20.30.40, d=172.16.10.10->192.168.1.100 [55748]NAT: dyn flow info downl

<#root>
NAT-Device#

debug pl atform software nat all

NAT platform all events debugging is on
NAT-Device#



*May 18 23:52:20.301: FMANRP-NAT: Received flow data, action:

ADD <-- first packet in flow ADD operation

*May 18 23:52:20.301: id 5, flags 0x5, domain O

src_l ocal _addr 192.168.1.100, src_global addr 172.16.10. 10

, dst_local_addr 10.20.30.40,

<-- source translation

dst_global_addr 10.20.30.40,

src_l ocal port 52448, src_gl obal port 1024

<-- port translation

dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,
outside_mapping_id 0, inside_mapping_type 2,
outside_mapping_type 0

<snip>

N—RIJIT7ORE

NATIL—LA'NATEEBSO/N—RIVITFICELLKA VAR =)ILEZhTVR L ZH#FELET,

<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT_1 enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffffc:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000

begi n NAT_



AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffffoo 255.255.255.0 in hex for our subnet mask in NAT ACL

c0a80100 192.168.1.0 in hex for our network address in NAT ACL

B&IC, 7O0-NTFOT147%EEIZ, NAT_Region 1O TFMH/\— R T FTCAMICNAT 7 O—A"
TOUSLENDEZHRTEET

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
tcp 172.16.10.10:1024 192.168.1.100:20027 10.20.30.40:23 10.20.30.40:23

NAT-Device#

show platform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06004e3b
:00000000:
00000017

:00000000:00000000:



Oal4le28

c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06000017

:00000000:

00000400
:00000000:00000000:

Oal4le28

Oal4le28

AD 10087000:000000b1
Starting at Index-32 Keyl from right to Tleft:
c0a80164

- 192.168.1.100 (inside Tocal source address)

Oal4le28

- 10.20.30.40 (inside global address/outside Tocal address)

00000017

- 23 (TCP destination port)

06004e3b

- TCP source port 20027 (4e3b) and TCP protocol 6

Starting at Index-33 Keyl from right to Tleft:

0al4le28

- 10.20.30.40 (outside global address/outside local address)
acl00a0a

- 172.16.10.10 (inside global)
00000400

- TCP 1inside global source port 1024



06000017

- TCP protocol 6 and TCP source port 23

INTY RLRILOFINY T

N=RIDIFTONATIL=INIC—HIZ7O0-DORDDO/NTY ME, LEBZhDF/NA ADCPUIC
NRENBDBENHYERT, N MNALCEETZT/NY THOZRTITDICE. FED/N> b
NARL—=RZFNYTLRILICBEBILT, NTY RN RERTVREZBFELET,
CPUV Y —RZZBETFTAINATRZ 74V D, RZUIYRRTTA4YICPUFI—ICANE
EE

NZVZYRNRNZTAYIDCPUFI—T, NTY RHFTIOTATIZNRENRTVRAHES Y
ZHELET,

<tfroot>

NAT-DEVICE#

show pl atform software fed switch active punt cpuq clear <-- clear statistics

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18 <-- transit traffic queue

Punt CPU Q Statistics

CPU Q Id :

18

CPU Q Name :

CPU_Q TRANSI T_TRAFFI C

Packets received fromASIC: O <-- no punt traffic for NAT

Send to IOSd total attempts : O
Send to IOSd failed count : O

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : O
RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0
RX conversion failure dropped : 0
RX INTACK count : O

RX packets dq'd after intack : 0
Active RxQ event : O



RX spurious interrupt : O
RX phy_idb fetch failed: 0
RX table_id fetch failed: 0
RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish : 0
Number of replenish suspend : 0
Number of replenish un-suspend : 0

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18

Punt CPU Q Statistics

CPU Q Id : 18

CPU Q Name : CPU_Q_TRANSIT_TRAFFIC

Packets received fromASIC: 5

Send to IOSd total attempts : 5
Send to IOSd failed count : 0O

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : O
RX conversion failure dropped : 0
RX INTACK count : 5

RX packets dgq'd after intack : O
Active RxQ event : 5

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:
Number of replenish : 18

Number of replenish suspend : 0
Number of replenish un-suspend : 0

<-- after new translation

<-- confirns the UADP ASIC punts tc

NATAT—=IDORNZTIN21—F142Y

RORICRT RS, BED/N—RITITTHR-—BNENTWVWANAT TCAMI> hJ ODHAEK.

~ T IOTATRBNATEBRZ EIZ2DOTCAMI NUNBETT,

Platform TCAMI> N OFmAE




Catalyst 9300 5000
Catalyst 9400 14000
Catalyst 9500 14000
Catalyst 95000 /= M BE 15500
Catalyst 9600 15500

AT—=)IOEEFr EFONDEEEF. 7Y N7 —LDOFHRICES L THEETSTCP/UDP
NATZEHBR DR E TR TEET,

<#root>
NAT-Device#

show i p nat translations | count tcp

Number of Tines which match regexp =

621 <-- current nunber of TCP transl ations

NAT-Device#

show i p nat translations | count udp

Number of Tines which match regexp =

4894 <-- current nunber of UDP translations

NAT TCAMAR—RAZFVRELEEES. AMYF/N—RIITFTONATED 21—/l chsnZk
BEMBTEEFBA, COFT VAT, NATERORREBRD NS 714V D, WEBEhDT
NAADCPUICNN RENET,

ChIFBZEZS|ZRTAEELN B, NATNO KRS 714y 0%F750>0 8O- 7L—2R
JH—F1—TEMTZ ROV S ICK>THERETEET, NATRZ 71 Y I RNBCPUF 1 —
& "ThRSUZSYRNNTZ T4V 9, TS,

<tfroot>

NAT-Device#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
<snip>
14 13 Sw forwarding Yes 1000 1000 0 0

15 8 Topology Control Yes 13000 16000 0 0



16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0

18 13 Transit Traffic Yes 1000 1000 34387271 399507

<-- drops for NAT traffic headed towards the CPU

19 10 RPF Failed Yes 250 250 0 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

17x]— RTHEAARESNAT TCAMAR—AZEERELET, cOHARK, AR—ANFHZFKILEh
BEDIINATT VT L—=RDTOFTF4TIZB2TVB9300h5NDENTT,

<ffroot>
NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable

CAM Utilization for ASIC [0]

Table Subtype Dir Max Used %Used V4 V6 MPLS Other

Mac Address Table EM I 32768 22 0.07% 0 0 0 22
Mac Address Table TCAM I 1024 21 2.05% 0 0 0 21
L3 Multicast EM I 8192 0 0.00% 0 0 0 0
L3 Multicast TCAM I 512 9 1.76% 3 6 0 0
L2 Multicast EM I 8192 0 0.00% 0 0 0 0
L2 Multicast TCAM I 512 11 2.15% 3 8 0 0
IP Route Table EM I 24576 16 0.07% 15 0 1 0
IP Route Table TCAM I 8192 25 0.31% 12 10 2 1
Q0S ACL TCAM I0 1024 85 8.30% 28 38 0 19
Security ACL TCAM I0 5120 148 2.89% 27 76 0 45
Netflow ACL TCAM I 256 6 2.34% 2 2 0 2
PBR ACL TCAM | 5120 24 0.47% 18 6 0 0
Netflow ACL TCAM 0 768 6 0.78% 2 2 0 2
Flow SPAN ACL TCAM I0 1024 13 1.27% 3 6 0 4
Control Plane TCAM I 512 281 54.88% 130 106 0 45
Tunnel Termination TCAM I 512 18 3.52% 8 10 0 0
Lisp Inst Mapping TCAM I 512 1 0.20% 0 0 0 1
Security Association  TCAM I 256 4 1.56% 2 2 0 0
Security Association  TCAM 0 256 5 1.95% 0 0 0 5
CTS Cell Matrix/VPN

Label EM 0 8192 0 0.00% 0 0 0 0
CTS Cell Matrix/VPN

Label TCAM 0 512 1 0.20% 0 0 0 1
Client Table EM I 4096 0 0.00% 0 0 0 0
Client Table TCAM I 256 0 0.00% 0 0 0 0
Input Group LE TCAM I 1024 0 0.00% 0 0 0 0
Output Group LE TCAM 0 1024 0 0.00% 0 0 0 0
Macsec SPD TCAM I 256 2 0.78% 0 0 0 2



16.x1— RCHEATREZNAT TCAMAR—RAZBRELET. XOHADEFE, SDMTOERAT> 7L
—RNZFEALEIS0ASNDENT., NATTCAMI KR DFEHATEANRN—ANRRLEhB &

FEHNEEA,

<#root>

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table Max Values
Unicast MAC addresses 32768/1024
L3 Multicast entries 8192/512
L2 Multicast entries 8192/512
Directly or indirectly connected routes 24576/8192
QoS Access Control Entries 5120
Security Access Control Entries 5120
Ingress Netflow ACEs 256
Pol i cy Based Routing ACEs 1024
Egress Netflow ACEs 768
Flow SPAN ACEs 1024
Control Plane Entries 512
Tunnels 512
Lisp Instance Mapping Entries 2048
Input Security Associations 256
SGT_DGT 8192/512
CLIENT_LE 4096/256
INPUT_GROUP_LE 1024
OUTPUT_GROUP_LE 1024
Macsec SPD 256

Used Values

24 <-- NAT usage in PRB TCAM

13
255
17

0/1
0/0

NAT TCAMOERAIEER/N— R I T AR—AlE, NATZBETBLSICSDMT T L—h%2ZE
BIBRCETEBXTENTEET, chicky), TCAMI> N OBEABICHTSD/N\—RIT

THR—RIHAEN)HTESNET,

<{froot>

NAT-Device#conf t
Enter configuration commands, one per line. End with CNTL/Z.
NAT-Device(config)#

sdm prefer nat

NATTF 7 L—RMANDOZBBI EZREBEOSDME LB TS &, FAABEKRTCAMAR—AH QoS
Access Control Entries (ACE ; 77X ~cO—J)LI2 k1) ) &Policy Based
Routing (PBR ; RS —AR—ZAN—TFT 12T )ACEERBEENTVR L ZHRTEERT,



PBR TCAMTIENATA 7O T LAEnET,

<{froot>
NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the Access template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 5120

Pol i cy Based Routing ACEs: 1024 <- -

<...snip...>

NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the NAT template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 1024

Pol i cy Based Routing ACEs: 5120 <-- NAT

<snip>

7 RL AD & O EHR(AOT)



AOTIE, NATOEHA7O—DOL A4 V4R— RN TRELIPTRLAT7 A =)L REFZEBRTD L
THRIBERIFEATERIANZALTY, ChAEHZRIZLTVBRIES, AOTR/N—RIIT
TERB LT EECND TO—ORERBICERTZENTEXRT,

* AOTHBREMENBZDIE. NATJO—DRKBOAM1DREEDPBDELEEY MZTETSNT

WBBAETT,
« AOTREF 7 AN RNTEMICE>TVET, 1 X—7INICLER, REODNATERZIUTT
DRENHYET,

N EAOTIE. RBF 4 Y INATE LUPATESEAVA A F I Y INATTO R YR —hEh
=7,

DFV) ., AOTZH T TANATHRERRXDBENDAKATT,

#ip nat inside source static <source> <destination>
#ip nat inside source 1list <list> pool <pool name>

ROIAXY RTAOTZEBMICTEER T,

<#root>
NAT-Device(config)#

no ip nat create flowentries

AOTNATIL—IHFELLKZ7OTTLENTVBR L ZBIELET., COBIE, ARTIYD
NATE#EA SDEDTT,

<tfroot>
NAT-DEVICE#

show runni ng-config | include ip nat
ip nat outside
ip nat inside

no ip nat create flowentries <-- ACT enabl ed

ip nat inside source static 10.10.10.100 172.16.10. 10 <-- static NAT enabl ed

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT



Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

Printing entries for region NAT_3 (378) type 6 asic 1

Printing entries for region NAT_4 (379) type 6 asic 1

Printing entries for region NAT_5 (380) type 6 asic 1

TAQ-1 Index-864 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

0a0a0a64

AD 10087000:00000073

TAQ-1 Index-865 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000
AD 10087000:00000073

0a0a0a64
acl00a0a

10. 10. 10. 100 (i nside local)
172.16. 10. 10 (i nside gl obal)

JA—ATOTATIBA2LEEL, EEREBAEDIPT RLALEFAT7OTZLENTVSC
EEMEEL T, TCAMOAOTI > MY ZHBL £T,

<tfroot>

NAT-DEVICE#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

TAQ-1 Index-224 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

c0aB80164: 0a0ala64 <-- no L4 ports, only source and destination IP is progranmed

AD 10087000:000000b2

TAQ-1 Index-225 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a



:00000000
AD 10087000:000000b3

Oa0al0a64 = 10.10.10.100 in hex (inside local |P address)

c0a80164
acl00a0a

192.168. 1. 100 in hex (outside |ocal/outside global)
172.16. 10. 10 (i nside gl obal)

BYIE 5 ¥

Catalyst 9300 17.3xNATO>74F¥aL—>3a > HAR
« Catalyst 9400 17.3.xNATO> 74 F¥aL—>3a > HA R
 Catalyst 9500 17.3.xNATA> 74 F¥a1 L —> 3> HA R
+ Catalyst 9600 17.3.xNATOA> 74 F¥1L—>3 2 HAR
s TUO_HIN HYR—K&E RFI XK - Cisco Systems

S AO#A 1B

CSCvz46804 NAT TCAMUY — AN &L B4, FERENATINUZEEICTOT S A
TERWEEIZ, syslogZBINY 2 HEEHR,



https://www.cisco.com/c/ja_jp/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/ip/b_173_ip_9300_cg/configuring_network_address_translation.html
https://www.cisco.com/c/ja_jp/td/docs/switches/lan/catalyst9300/software/release/17-3/configuration_guide/ip/b_173_ip_9300_cg/configuring_network_address_translation.html
https://www.cisco.com/c/ja_jp/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/ip/b_173_ip_9400_cg/configuring_network_address_translation.html
https://www.cisco.com/c/ja_jp/td/docs/switches/lan/catalyst9400/software/release/17-3/configuration_guide/ip/b_173_ip_9400_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/ip/b_173_ip_9500_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-3/configuration_guide/ip/b_173_ip_9500_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-3/configuration_guide/ip/b_173_ip_9600_cg/configuring_network_address_translation.html
/content/en/us/td/docs/switches/lan/catalyst9600/software/release/17-3/configuration_guide/ip/b_173_ip_9600_cg/configuring_network_address_translation.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://cdetsng.cisco.com/summary/#/defect/CSCvz46804
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VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD
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