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Swi t ch(confi g) #interface VlanlO
Swi tch(config-if)#ip address 10.10.10.1 255.255.255.0
Swi tch(config-if)#exit

Swi t ch(confi g) #interface Vl1an20
Switch(config-if)#ip address 10.10.20.1 255.255.255.0
Swi tch(config-if)#exit

Swi t ch(confi g) #interface loopback 0
Switch(config-if)#ip address 10.10.1.1 255.255.255.255
Swi tch(config-if)#exit




Swi tch(confi g) #interface fastEthernet 3/1
Switch(config-if)#no switchport
Switch(config-if)#ip address 10.10.200.1 255.255.255.0
Swi tch(config-if)#exit
!--- This configuration shows that !--- the VLANs are
configured with IP addresses. ! Switch(config)#mls
netflow

!--- Enables NetFlow on the PFC. ! Switch(config)#mls
flow ip full

!--- Configures flow mask on the PFC. !--- In this
example, flow mask is configured as full. !

Swi t ch(confi g) #interface Vlanl0
Switch(config-if)#ip route-cache flow

Swi tch(config-if)#exit

Swi t ch(confi g) #interface Vl1an20
Switch(config-if)#ip route-cache flow
Swi tch(config-if)#exit

Swi tch(confi g) #interface fastEthernet 3/1
Switch(config-if)#ip route-cache flow
Swi tch(config-if)#exit

!--- Enables NetFlow on the MSFC. Switch(config)#ip flow
ingress layer2-switched vlan 10,20

!--- Enables NetFlow for Layer 2-switched traffic on the
PFC. !--- It also enables the NDE for Layer 2-switched
traffic on the PFC.
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Swi t ch(confi g) #mls nde sender version 5

!-—— Configures NDE in the PFC. This example configures
NDE version 5. !--- You need to configure the version
based on your NetFlow collector. !--- The mls nde sender
conmmand configures !--- the NDE with default version 7.
If your NetFlow collector supports !--- version 7 NDE
format, you need to issue the !--- mls nde sender
conmmand.
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Switch(confi g)#ip flow-export source loopback 0

Switch(confi g)#ip flow-export destination 10.10.100.2
9996

!--—- Configures NDE on the MSFC with the NetFlow
collector IP address !--- and the application port
number 9996. This port number varies !--- depending on
the NetFlow collector you use. SW tch(config)#ip flow
export layer2-switched vlan 10,20

!--- Enabling ip flow ingress as in the Enabl e NetFl ow
Section !--- automatically enables ip flow export. !---
If you disabled ip flow export earlier, you can enable
it as nentioned.

!--- Show run does not show the ip flow export conmmand.
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asnm - c6509- 01#show mls netflow aging
enabl e tineout packet threshold

normal agi ng true 300 N A
fast aging fal se 32 100
| ong agi ng true 1920 N A
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Swi t ch(confi g)#mls aging long 300

!--- Configures the switch to delete the active NetFlow
!-—- cache entries after 5 minutes. The default value 1is
32 minutes. ! Switch(config)#mls aging normal 120

!--- Configures the switch to delete the inactive

NetFlow !--- cache entries after 2 minutes. The default
value is 5 minutes. ! Switch(config)#mls sampling time-
based 64

!--- 1 out of 64 packets is sampled for the NetFlow
cache. By default, !--- sampling is disabled and every
packet 1is captured into the NetFlow cache. !

Swi t ch(confi g)#ip flow-aggregation cache protocol-port
Swi t ch(confi g-fl ow cache)#cache entries 1024

Swi t ch(confi g-fl ow cache) #cache timeout active 30

Swi t ch(confi g-fl ow cache) #cache timeout inactive 300
Swi t ch(confi g-fl ow cache) #export destination 10.10.100.2
9996

Swi t ch(confi g-fl ow cache) #enabled

Swi t ch(config-fl ow cache) #exit

!-—- Configures protocol and port aggregation scheme. !
Swi t ch(confi g)#mls nde flow exclude protocol tcp dest-
port 23

!--- Configures the NDE not to export the traffic with
destination port tcp 23. ! Switch(config)#ip flow-cache
entries 128000

!--- The change in number of entries take effect after
elither the next reboot or !--- when netflow is turned

off on all interfaces.
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Cat os(enabl e) set mls flow full

!--- Enables NetFlow and configures flow mask on the
supervisor module. !--- In this example, flow mask is
configured as full. ! MSFC(confi g)#interface Vl1anl0
MSFC(confi g-if)#ip route-cache flow

MBFC(confi g-if) #exit

MBFC(confi g) #interface V1an20
MSFC(confi g-if)#ip route-cache flow
MBFC(confi g-if) #exit

MSFC(confi g) #interface fastEthernet 3/1
MSFC(confi g-if)#ip route-cache flow
MBFC(confi g-if) #exit

! -—- Enables NetFlow on the MSFC.
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Cat os(enabl e) set mls nde enable

Cat os(enabl e) set mls nde version 7

Cat os(enabl €) set mls nde 10.10.100.2 9996

!--- Configures NDE in the supervisor. This example
configures NDE version 7. ! MSFC(config)#ip flow-export
version 5

MBFC( confi g) #ip flow-export source vlan 1

MBFC( confi g) #ip flow-export destination 10.10.100.2 9996
!--- Configures NDE on the MSFC with the NetFlow
collector IP address !--- and the application port
number 9996. This port number varies !--- depending on
the NetFlow collector you use.
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Cat os(enabl e) set mls agingtime long-duration 300

!--- Configures the switch to delete the active NetFlow
!--- cache entries after 5 minutes. The default value is
32 minutes. ! Switch(config)#set mls agingtime 120

!--- Configures the switch to delete the inactive
NetFlow !--- cache entries after 2 minutes. The default

value is 5 minutes.
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. show mis netflow ip XY > Rick V), A—N\—/NXA4H T 1—I)LTD NetFlow ¥ v v 1
IORNIUAFRRENET, RIZ, HHBlERLET,

Swi t ch#show mls netflow ip
Di spl aying Netflow entries in Supervisor Earl

Dstl P SrclP Prot: SrcPort:DstPort Src i/f :Adj Ptr
Pkt s Byt es Age Last Seen Attributes

10. 10. 10. 100 10.10.10.1 tcp :telnet :2960 -- : 0x0
26 1223 101 20:35:41 L2 - Dynanmic

10. 10. 20. 2 10.10.20.1 tcp :11837 :179 -- : 0x0

6 315 174  20:35:29 L2 - Dynanmic

10. 10. 200. 1 10. 10. 200. 2 tcp 121124 :179 -- : 0x0
0 0 176  20:35:28 L3 - Dynanmic

10.10.20.1 10. 10. 20. 2 tcp 179 111837 -- : 0x0

0 0 174 20: 35: 29 L3 - Dynanic

171. 68.222.140 10.10.10.100 udp :3046 : 1029 -- : 0x0
1 46 2 20: 35: 39 L3 - Dynanic

10. 10. 10. 100 64.101. 128.56 udp :dns : 2955 -- : 0x0
6 944 178  20:34:29 L3 - Dynanmic

10. 10. 200. 2 10. 10. 200. 1 tcp 1179 121124 -- : 0x0
5 269 133  20:35:28 L2 - Dynamic

0.0.0.0 0.0.0.0 0 :0 :0 -- : 0x0
87 10488 133  20:35:29 L3 - Dynanmic

171.68.222.136 10.10.10.100 udp :3047 : 1029 -- : 0x0
1 46 2 20: 35: 39 L3 - Dynanic

10. 10. 10. 100  171.70.144.201 icnp:0 :0 -- : 0x0
1 60 71 20: 34: 30 L3 - Dynanic

171. 68.222.140 10.10.10.100 udp :3045 : 1029 -- : 0x0

1 46 2 20: 35: 39 L3 - Dynanic
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10. 10. 10. 100 64.101. 128. 92

20 13256

102

10. 10. 10. 100 171. 68. 222. 140

1 368

2

171. 68.222. 140 10.10. 10. 100

1 176 2
10. 10. 10. 100 10. 16. 151. 97

1 366 2
10. 16. 151. 97 10. 10. 10. 100

1 46 2
171.68.222.136 10.10. 10. 100

2 152 2
171.68.222.136 10.10. 10. 100

1 46 2
64.101. 128. 56 10. 10. 10. 100

6 389 178
10. 10. 10. 100 171. 68. 222. 136
1 366 2
171.68.222. 136 10.10. 10. 100

1 46 2
10. 16. 151. 97 10. 10. 10. 100

1 46 2
10. 10. 10. 100 64.101.128. 92
15 4889 106
10. 10. 10. 100 10. 16. 151. 97

1 366 2
171. 68.222. 140 10.10. 10. 100

1 46 2
10. 16. 151. 97 10. 10. 10. 100

1 176 2
10. 10. 10. 100 64.101.128. 92
16 7019 106
10. 10. 10. 100 171. 68. 222. 136
1 366 2
10. 16. 151. 97 10. 10. 10. 100

1 46 2
10. 10. 10. 100 171. 68. 222. 140
1 368 2
10.10.10.1 10. 10. 10. 100

0 0 101

10. 10. 10. 100 171. 68. 222. 136

2 961

2

171.68.222.136 10.10. 10. 100

tcp

20
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20
i cnp:

20
: 1029

udp

20
: 3045

udp

20
: 3049

udp

20
: 3045

udp

20
: 2955

udp

20
: 1029

20
: 3050

udp

20
: 3048

udp

20
: 3128

tcp

20
: 1029

20
: 3051

udp

20
i cnp:

20
: 3128

tcp

20
tcp : 2960

20
udp :

20
udp :

13128

34: 00

35:39

771

35:39

35:39

35:39

35:39

35:39

34: 29

35:39

35:39

35:39

34: 00

35:39

35:39

771

35:39

:34:00
: 1029

: 35: 39
: 3052

: 35: 39
: 1029

35:39

35:41

1029

35:39
3053

12993

L3 -
: 3045

L3 -

L3 -

13048

L3 -
11029

L3 -
11029

L3 -

11029

. dns

L3 -
: 3045

L3 -
11029

L3 -
11029

L3 -
12991

L3 -
: 3045

L3 -
11029

L3 -

L3 -

12992

L3 -
13047

L3 -
11029

L3 -
: 3046

L3 -

i tel net

L3 -
: 3049

L3 -
11029

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

Dynami ¢

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

1 0x0

: 0x0

1 0x0

1 0x0



2 152 2 20: 35: 40 L3 - Dynanic

10. 10. 10. 100 171. 68.222.136 udp :1029 : 3050 -- : 0x0
1 366 2 20: 35: 39 L3 - Dynanic

10. 10. 10. 100 171. 68.222.136 udp :1029 : 3053 -- : 0x0
2 961 1 20: 35: 40 L3 - Dynanic

10. 10. 10. 100 171. 68.222. 140 wudp :1029 13051 -- : 0x0
1 368 2 20: 35: 39 L3 - Dynanic

10. 10. 10. 100 10. 16. 151. 97 udp :1029 : 3052 -- : 0x0
1 366 2 20: 35: 39 L3 - Dynanic

172.22.1.110 10. 10. 200.1 udp :52039 :9996 -- : 0x0
9 876 209 20:35:12 L2 - Dynanmic

10. 175. 52. 255 10. 10. 10. 100 udp : 137 1137 -- : 0x0
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LAY20ARAYFR 70—, Uy R 70—, 8LTIP 7O0—ORELZBFMELTSICIEF.
ip flow ingress layer2-switched vlan {num | vianlis§ 1<¥> R, LAY 2 DAAYF R 70—, 7
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NetFlow T FIE#Z BGP_NEXTHOP
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