EARL 8 o#¥NY%X—> ¥ : LOU, L40p &
Capmap & O B){EREER

&

=

B S5

Capmap T—Z7 )L E LOU LPREQOZ7O95329
T—ARAAZTF4A#1 :TCP 75U &AL = ACL
T—ARAAZTFA#2 : LOU L AZEAE 100%

T—AAZT 4 #3:1L40p ZFAL L QoS 07005220
J—ARAZTA#4 - FATIAZY JACLIC KV CAPMAPH 8T %

B=

@ RFI1 X NTIE, LOU(Logical Operation Unit) & Layer 4 Operations(L4Op)A capmap7—
TWCEDRSIZ7OTZLENBNICOVTHALET, BEZFUFE, Thosn>FUF
TE<RETDIIT—, BLY, TNSOIT—HSHEINEZELEIIODVTEHALET,

2

PENFR—T ¥ (CM)I&E, 7 %Ternary Content Addressable Memory(TCAM)&E . X)L, LOU,

capmapLI MU EDOBEED Y —RAEZEELET., CMY—E AlF. Feature Manager(FM)# &
U*QoS Manager(QM)IC & 2 T, Cisco IOSZEHR—KTBTCAMI> NUZTOATSLTHESD
FERAEThET POEAO2 MA—ILYJ A MACL)S & T Quality of Service(QoS)#EE

BRELEHA

LOU & L40p : LOU & Logical Operation Units ( RERE 1 _Y N ) DBETT, chlik, /\—K
JIT LIARTHY, ACLBRUVLANFT VA QM A=)l UAN (VACL) IKEEEEZh
7= TCP/UDP R— N EB %K ¥ {operator, operand} 2 7 ERETH O ICEREhET, 0
BTINDZE%R L4Op EERVET, EEXFRANXZRANY gt 1023 ICHEE 255,
27 )i {gt, 1023} IS4V £ T,

L4Op : Layer 4 Operations

Capmap 7—7 )L : ik ® L40p & LOU L AR ICTOY S L& h, Capmap T—7ILDOIY
RUASERENET, Capmap T—7 N1 D2ICD2EIT N (L40p ) Kk 10 AETE WS HIRR
FHYVET (FAOEDHIC1 DFHNENDZOT, EENAFHIRIEE IBICHEYET )., Capmap T
—TILDAVFY ORI, TCAMDIRILEDENDTT,

TCAMICEAEBD 22BN ET, ETCAMDOIRILIFE 8K TT, TCAMZ&IZ, 2KDOTI
YRNUZREG capmap T—7 N1 2HVET, FETCAMDOIRILIE 8K THD -, 41 TH
—N=ZYVTHRELET, DFVY, 4 DOFRIA 120 capmap T NJICHBLET, #
—N\N—Z Y 79 % DIF1=2049=4097=6145,

HAMWIC, hik, TCAM OSARIL 1, 2049, 4097, B KT 6145 N'REIL capmap 1 > FY I A
EERTRCEZERLET, COF—N—FYTHEHT, KD Cisco ® TCAM FX)LEV)
HTREFXNEEEZSIER L TVWET, Cisco Tlk, 2K ( IEREICIE 2048 ) BT TCAM O



FRIWEZE)HTTERLE, Chld, BV SHTH 1, 2049, 4097, 6145, 2, 2050, 4098,
6146 EVS LS BERICHLDEZERLET,

LiA"2T, 2O TCAM E|V) T TRHFEHMAHA S Capmap T—7T AN FA—N—Fv 7T &Il
BYET, ChZERTHIZRICRLUET (Cisco Bug ID CSCuo002666 A SEREBLELE ), al
a2 EVWS2DOO0ACLY®HY), LTICRTESIC, VLANT EVLAN2 DA >R —T T4 A
ERETh, BAEhTLWET,

Sup2T (config) #ip access-list extended al

(
Sup2T (config-ext-nacl)# permit ip host 1.1.1.1 any dscp 1
Sup2T (config-ext-nacl)# permit ip host 1.1.1.1 any dscp 2
Sup2T (config-ext-nacl)# permit ip host 1.1.1.1 any dscp 3
Sup2T (config-ext-nacl)# permit ip host 1.1.1.1 any dscp 4
Sup2T (config-ext-nacl)# permit ip host 1.1.1.1 any dscp 5
Sup2T (config-ext-nacl) #exit
Sup2T (config) #int vlan 1
Sup2T (config-if) #ip access-group al in
Sup2T (config-if) #exit
Sup2T (config) #ip access-list extended a2
Sup2T (config-ext-nacl)# permit ip host 1.1.1.2 any dscp 6
Sup2T (config-ext-nacl)# permit ip host 1.1.1.2 any dscp 7
Sup2T (config-ext-nacl)# permit ip host 1.1.1.2 any dscp csl
Sup2T (config-ext-nacl)# permit ip host 1.1.1.2 any dscp 9
( )

Sup2T (config-ext-nacl) #exit

Sup2T (config) #int vlan 2
Sup2T (config-if) #ip access-group a2 in
Sup2T (config-if) #end

ChESDAEZ—TIAAD TCAM FRXRDEHVYTT,

Sup2T#show platform hardware acl entry interface vlan 1 security in ip detail
mls_if_index:20000001 dir:0 feature:0 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin

MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match,
I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT
IP_DA DST PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs
RSLT CNT

fno:0

tcam:B, bank:0, prot:0 Aces

I V 16366 2049 O 0 0 1.1.1.1 - 0.0.0.0
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-0 0 0 - === dscp=5; 0x0000000000000038

0

I M 16366 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 16367 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 0 0 - === dscp=4; 0x0000000000000038
0

I M 16367 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I V 16368 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 0 0 - === dscp=3; 0x0000000000000038
0

I M 16368 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 16369 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 0 0 - === dscp=2; 0x0000000000000038
0

I M 16369 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 16370 2049 O 0 0 1.1.1.1 - 0.0.0.0
-0 0 0 - === dscp=1; 0x0000000000000038
0

I M 16370 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 16371 2049 O 0 0 0.0.0.0 - 0.0.0.0
-0 0 0 - === - 0x0000000040000038
0

I M 16371 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 0 0x0

Sup2T#show platform hardware acl entry interface vlan 2 security in ip detail

mls_if_ index:20000002 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin

MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT

IP_DA DST_PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT

fno:0

tcam:B, bank:1, prot:0 Aces

I VvV 32738 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 0 0 - ——=— dscp=9; 0x0000000000000038
0

I M 32738 0x1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 32739 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 0 0 - ——=— dscp=8; 0x0000000000000038



I M 32739 0x1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 32740 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 0 0 - === dscp=7; 0x0000000000000038
0

I M 32740 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 32741 4097 O 0 0 1.1.1.2 - 0.0.0.0
-0 0 0 - === dscp=6; 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255.255.255.255 - 0.0.0.0
-0 0 0x0

I VvV 32745 4097 O 0 0 0.0.0.0 - 0.0.0.0
-0 0 0 - === - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 0 0x0

AR —TIAAVLANTIZEIVY) BTSNz TCAM OFAXR)LIE 2049 T, VLAN2 ICE|V) H TS
Nz TCAM O FAR)IE 4097 TT, chld, MAEDAVEZ—TIA AN, L40p O7’OT =
9T, AU Capmap T—7 I ZFERALTIOU LS AR %ESBIBDEEZERLET,

Chid, COOYY RTHERETEET (ACLal DIk 5 DM ACE A% V). ACLa2 ICik 4 20
ACEN®H3dEWVWS ek, 2D capmap T—7 D W2 EVWTHBDEEZERLET ),

Sup2T#show platform hardware acl capmap tcam B label 4097
Hardware Capmap Table Entry For TCAM B. Free items are not shown

Index Loc[9] [8] [7]1 [e]l [5] [4]1 [31 [2] [1] [O]

1 212 10 9 8 7 6 5 4 3 2

Sup2T#show platform hardware acl capmap tcam B label 2049
Hardware Capmap Table Entry For TCAM B. Free items are not shown

Index Loc[9] [8] [7]1 [el [5] [41 [31 [2] [1] [O]

1 212 10 9 8 7 6 5 4 3 2
COERRET, IRAETEZVEIO L4Op R—AOT VA I ~O—-J)L I (ACE) %
chsDAVE—TIAARAICAVAR=ILESET B &, [Nofree capmap entry available]
EVSTIT—ZZTHYET,

Sup2T (config) #ip access-1list extended a2
Sup2T (config-ext-nacl) #permit ip host 1.1.1.2 any dscp 10
Sup2T (config-ext-nacl) #end

*Sep 16 14:57:55.983: %EARL_CM-5-NOCAPMAP: No free capmap entry available

*Sep 16 14:57:55.991: %FMCORE-4-RACL_REDUCED: Interface Vlan2 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface

XD, AVER—TIAREBEYTRNIIT TIVDFTRIEIBRYETN, R4VYF2YT
HELSBZY), CPUBARAB<BREV 2 AEZSIERI IR HYERT,

X COREEBERTB=HIC, Cisco Bug ID CSCuo02666 AREITENTVET, Zhic
KOTEATNERGROOD Y VZEIE, TCAM ORI OE|V) ¥ THETT, Cisco (&,
TCAM DSR)\NZ 2KBERTRBE<SELRET (2. 3, 4, 5EWVWDKDIC) 2048 FTEIV)
TB&BIBYELE, DFEY, capmap T—7 N HREET B ERFRBINSHYEBEL
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Ao

EON—RIIT VDY—-RAERFKRIC LOU ICKBRANBZ e Z2mnBzWTLEET W, EATEE
3 LOU D#%EE 104 T,

Sup2T#show platform software acl lou
LOUs Registers (shadow copies)

Index Type A_Op A _Val A _Cnt B_Op B_Val B_Cnt
OPKT_QOS_GI A is free. NEQ 0 1
1 DST_PORT LT 81 2 B is free.
2 B & A are free
3 B & A are free
4 B & A are free
5 B & A are free
6 B & A are free
7 B & A are free
8 B & A are free
9 B & A are free
10 B & A are free
11 B & A are free
12 B & A are free
13 B & A are free
14 B & A are free
15 B & A are free
*snip*
95 B & A are free
96 B & A are free
97 B & A are free
98 B & A are free
99 B & A are free
100 B & A are free
101 B & A are free
102 B & A are free
103 B & A are free

Capmap T—7JIE LOU LSAROTOATSIY

Capmap T—7 ) L4 BEZEZEBTHIHEN HDEEICOXMEAThET, T,
Differentiated Services Code Point ( DSCP; DiffServ 1—R ;R4 > KN ) IH—ERX V95 A

(CoS ) DIEDIYYFUTJELA0p ERBENDEICEFRLTLKEEZVD, CORFIXVRY
EXBEEC L R 3 B 8 75 5l (Cisco Bug ID CSCuo02666 DIEEESE I— RON— 3> %

I2)ZRICRLET,

Sup2T#show ip access-lists a3
Extended IP access list a3
10 permit ip host 192.168.1.1 host 192.168.1.2

I have this applied to interface VLAN 1.

Sup2T#show run int vlan 1
Building configuration...

Current configuration : 84 bytes
1
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interface Vlanl

ip address 192.168.1.1 255.255.255.0
ip access-group a3 in

end

ChiF TCAM ICELL 7O LENET,

Sup2T#show platform hardware acl entry interface vlan 1 security in ip
mls_if_index:20000001 dir:0 feature:0 proto:0

pass#0 features

fno:0

tcam:B, bank:1, prot:0 Aces

Permit ip host 192.168.1.1 host 192.168.1.2
L3_Deny ip any any

Sup2t-MAl.7#show platform hardware acl entry interface vlan 1 security in ip detail
mls_if_index:20000001 dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT

IP_DA DST PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT

fno:0

tcam:B, bank:1, prot:0 Aces

I V 32741 2 0 0 0 192.168.1.1 - 192.168.1.2

-0 0 0 e - 0x0000000000000038
0

I M 32741 Ox1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255

-0 0 0x0

I VvV 32745 2 0 0 0 0.0.0.0 - 0.0.0.0

-0 0 0 e - 0x0000000040000038
0

I M 32745 Ox1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0

-0 0 0x0

Capmap T—7)LIE. TCAM OTRILZFDEDZFEAL TSRBENET, TO TCAM SR/ %=
show platform software [hardware] acl capmap tcam <> label <> Y > RTCHEHATH & T, T
D TCAM SRILVERBEITDT—TIN (VI RNIIFTEEGN—KRIITF ) Z28RBTEET,



Sup2T#show platform hardware acl capmap tcam B label 2
Hardware Capmap Table Entry For TCAM B. Free items are not shown

Index  Loc[9] [8] [71 [e6] [51 [41 [31 [21 [11 [O]

1 212 0 0 0 0 0 0 0 0 0
CDOIRILD capmap T—7IILICKE, AEEYH TSN TVWEHA, E&EL K ACL I L40p &
HY)EBA, CDcapmap T—7NICIV NV BEALA D ARN=IILTIHERHYEE A,

COACEZUTOLSICEELET,

Sup2T#show ip access-lists a3
Extended IP access list a3
10 permit tcp host 192.168.1.1 host 192.168.1.2 eq www

£5—E, capmap T—7 I ESBLET,

Sup2T#show platform software acl capmap tcam B label 2
Shadow Capmap Table Entry For TCAM B

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown

Index CBF [9] [8] [7] [6]
[5] [4] [3] [2] [1]
[0]
1 9 Reserved Free Free Free
Free Free Free Free Free
Free

1 DOR—NBESEZEEEATEELEBEE., L4Op ELTHI REhFERA,

COERSICEELZET,

Sup2T#show ip access-lists a3
Extended IP access list a3
10 permit tcp host 192.168.1.1 host 192.168.1.2 gt www

£5—E., capmap T—7 L EBRELET,

Sup2T#show platform software acl capmap tcam B label 2
Shadow Capmap Table Entry For TCAM B

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown



[5] [4] [3] [2] [1]
[0]

2 8 212/0/1 Free Free Free
Free Free Free Free Free 3/1/1

SEWF capmap T—7IICI RN 1 D2HV) EF. ACEN capmapT—7 L DIN/MICE#BRE
Tl CNEFRST/INVICNTOFKXTT, << T, RSTIE, <D L40p N1V AKR=ILEehi
LOULZARZRL, CNTlE., EZDLOU OEFAHTIVRERLET ( NICDOVWTIFRE T
ICERBALET ). RSTEDA VTV IANEDKRSIZERENDONEBETDILEHIC, XROHASD
ZSRLTLEEZL,

Sup2T#show platform software acl capmap mapping
L4op_sel value Reference

0 o ————— LOUO B register
1 ———— LOUO A register
2 e LOUl B register
3 e LOUl A register

206 --——- LOU103 B register

207 --——- LOU103 A register

208 - —-- Global format match for global acl
209 ———-- Group id present

210 ---—- L4_hdr_vld

211 —===- Mpls_plus_ip_pkt

212 —-=—= ife/ofe for direction

(213-223) -———- Reserved

(224-239) -——— 16 TCP flags map

(240-255) -———- 16 IPv6 ext header map

L4op_sel fE O I LOUOB L AR ZEL., 1 [ LOUOALTZAZZIEL, 2IELOUIBLIAAR
ZEL, SR LOUTALDARZIET., EVSELSICB>TVBR L ZRFATEET, LVAX

ARBICRVICTOTZLENET, ChT, MM EVSHILN, KVEBRTEZEOLERYE
L.

COHENT, 3R L40p A" LOUNALZARRIZTOTZLENICEEZERLET, L4Op H'E
7077 LENTVWAAE, LOULZPAROHNBRZEERD CETERRETERT,

Sup2T#show platform software acl lou
LOUs Registers (shadow copies)

Index Type A_Op A Val A Cnt B_Op B_Val B_Cnt
OPKT_QOS_GI A is free. NEQ 0 1
1l DST PORT LT 81 1 B is free.

2 B & A are free
3 B & A are free
4 B & A are free

*snip*

Sup2T#show platform hardware acl lou
Dumping h/w lou values

Index lou_mux_sel A _Opcode A _Value B_Opcode B_Value



0 7 NEQ 0 NEQ 0
1 1 LT 81 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*snip*

CDESI, (gt X)RTLELOU LI ARIC (LT, X+1) ETOYSLENTLVET,

¥ L40p A LOU DL I RRICTOYSLENDOR, 1>F—7 I ACBEREhEE
12137 F. ACL DIERIC L4Op AERENTE, (ZTDALC FEBICEA > R—T7 T4
ZACHEATATOAGTAR ). ZYT5 L40p E LOU LI RRICTOYSLAEhEL A,

ACLEAVEZ—T7IAAVLANT ASHIBRLTHAS, LOUDLZ AL %ZES5 —EEFELET,

Sup2T (config)#int vlan 1
Sup2T (config-if)#no ip access-group a3 in

Sup2T#show platform software acl lou
LOUs Registers (shadow copies)

Index Type A_Op A_Val A_Cnt B _Op B_Val B_Cnt
OPKT_QOS_GI A is free. NEQ 0 1
1 B & A are free
2 B & A are free
3 B & A are free

4 B & A are free

*snip*

Sup2T#show platform hardware acl lou
Dumping h/w lou values

Index lou_mux_sel A_Opcode A_Value B_Opcode B_Value

0 7 NEQ 0 NEQ 0
1 1 NEQ 0 NEQ 0
2 0 NEQ 0 NEQ 0
3 0 NEQ 0 NEQ 0

*snip*

T—AARETF14#1:TCP 777 &2EML /= ACL

TCP 727&LT,. LOULZAZOKBEECEBEANICHRELDAZROEY RFEVWHTSIT
WET, TOEREIE, RICRT KSIC [show platform software acl capmap mapping] AN > R T
WRTEET,

Sup2T#show platform software acl capmap mapping
L4op_sel value Reference

0 @ e LOUO B register
1 LOUO A register
2 o _ LOUl B register
3 LOUl A register



206 @ --——- LOU103 B register

207 --==- LOU103 A register

208 --——-- Global format match for global acl
209 --——- Group id present

210  ----- L4_hdr_vld

211 —=--- Mpls_plus_ip_pkt

212 ---—- ife/ofe for direction

(213-223) —-———— Reserved

(224-239) —-——— 16 TCP flags map

(240-255) —-———— 16 IPv6 ext header map

L4op_sel 8 224~239 Z TCP 752 E L THEATEE T, D&FVY, 16 BOLCAXZFEATE
F9, XROBERELHEFERAL THBALET, COACLEATORSICEEEIATVET,

Sup2T (config) #ip access-list extended al3
Sup2T (config-ext-nacl) #permit tcp host 192.168.13.10 host 192.168.13.20 syn
Sup2T (config-ext-nacl) #exit

VIAN1IBA VB =T ITAALLUTOA NI REZERALEXT,

Sup2T (config)#int vlan 13
Sup2T (config-if) #ip access-group al3 in
Sup2T (config-if) #end

Sup2T#show platform hardware acl entry interface vlan 13 security in ip detail
mls_if_index:2000000D dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT

IP_DA DST_PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT

fno:0

tcam:B, bank:1, prot:0 Aces

I V 32545 13 0 0 0 192.168.13.10 - 192.168.13.20
-0 0 1 ANY:----s- ———-—--— - 0x0000000000000038
0

I M 32545 O0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
-0 0 0xF

I V 32546 13 0 0 0 192.168.13.10 - 192.168.13.20
-1 0 1 - === - 0x0000000000000038
0

I M 32546 O0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255

1 0 0xF



I V 32547 13 0 0 0 0.0.0.0 - 0.0.0.0
-0 0 0 - ——=— - 0x0000000040000038
0
I M 32547 0x1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 0 0x0
Sup2T#show platform software acl capmap tcam B label 13
Shadow Capmap Table Entry For TCAM B
Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;
CBF - number of free cap bits (one per entry);
Free items are not shown
Index CBF [9] [81] [7] [6]
[5] [4] [3] [2] [1]
[0]
13 8 212/0/1 Free Free Free
Free Free Free Free Free 224/0/1

cDBITIE, TCP7Z TN LIARZ224 (i, TCP 75T ELTRAICERATESDLIDAR
CRSLET ) CTOYSAEhELE, AFHYYRNE, CORLU TCP 755 %8T TCP 7
O— (SE&EMShi- ACE) ORICHYELET,

REDACL a13ICBIDACEZEML T, CHICEBIOTCP7 Z I HETT,

Sup2T (config) #ip access-list extended al3
Sup2T (config-ext-nacl) #permit tcp host 192.168.1.1 host 192.168.1.2 ack
Sup2T (config-ext-nacl) #exit

£5—E Capmap T—7 N ERDE, BIOTCP LOAANFERAEATLVRDNDHIVET,

Sup2T#show platform software acl capmap tcam b label 13
Shadow Capmap Table Entry For TCAM B

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown

Index CBF [9] [8] [7] [6]
[5] [4] [3] [2] [1]
[0]
13 7 212/0/1 Free Free Free
Free Free Free Free 225/0/1 224/0/1

chhas, 7O L7502 ThbndefbhrYET, 7572 &1, MILETCP
LO>AZHAERAENZOT, TOAIRZHEFELET, Chik, 75J2& 0 capmap I b
JE1 DERTRCEZETRLET, TSI, BOLEASEARF. ACLTIRRIDELWBNDTZ



JEFERATERY, DEVY, TCP7ZTJ D LR 16 [SETBHEIIC capmap D ERISELTLES
CEEEBERLET,

MANREDDEFARND DI, TCPLIZAZDOLERICETZDELSICTCP 757 #HRLET,
COBITIE, EBHO ACLZREL, SEETEBAEZ—TIAAVLANISHEAL T, LTILER
FTERIICTCP DL ARFERAE%E 100% (CLEL .

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries, QoSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Flags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Table,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Module Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl Véeext

1 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 100% 1% 0% 0% 0%
6 3% 7% 0% 1% 96% 100% 2% 0% 0% 0%

COEBRKET, BEDTCP 757 (FLEREEBICEDZERSICERD TCP 750 2 BAEa0HEEE
D) ZEBCHOACLZREL, 1 VF—T I/ RAIBRAISDCEERELEFEWE, TCPLY
ARICHLWTCP 750 (FEE 757 0&EahtE ) 27O T ALATIHLENHYET, LH
L. BRATED/N\N—RIIT LDAENHYNEBA., COLDIBRATR., IXTOAX—7
I(MARAET VYR EICBYET,

Sup2T (config)#ip access-list extended a29
Sup2T (config-ext-nacl) #permit tcp host 192.168.1.1 host 192.168.1.2 psh rst

Sup2T (config-if) #int vlan 29
Sup2T (config-if) #ip access-group a29 in

*Oct 6 13:57:47.612: %FMCORE-4-RACL_REDUCED: Interface Vlan29 routed traffic
will be software switched in ingress direction. L2 features may not be applied
at the interface
Sup2T#show platform hardware acl entry interface vlan 29 security in ip

mls_if_index:2000001D dir:0 feature:0 proto:0

pass#0 features

fno:0
tcam:B, bank:1, prot:0 Aces
Bridge ip any any

T—AAET 1 #2:LOU LOAREAR 100%

LOU A"BRABVY—ATHDZ2mhBVTLLEEW, 2&F, LOU ADAR—AREWVY]
DTLERSCENHBYWET, cOOXVRTLOU DERARREEZXTERY,

Sup2T#show platform hardware capacity acl
Classification Mgr Tcam Resources



Key: Ttlent - Total TCAM entries, QoSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Flags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Table,
ACTtbl - Accounting Table, V6ext - V6 Extn Hdr Table

Module Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl Vé6ext

1 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
3 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
4 2% 7% 0% 1% 1% 0% 1% 0% 0% 0%
6 2% 7% 0% 1% 1% 0% 2% 0% 0% 0%

CCT, &YZL<DLOUZFEATAHEISICACLZILELET, (ALEBD2DODLOULTRA
AOMENDBEICKED range AN REFERALT ) BHROACLZAS 2V AR=I)LER, DAl
Tk, LOU OEARN 6% ERRENTVET,

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries, QoSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Flags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Table,
ACTtbl - Accounting Table, Vé6ext - V6 Extn Hdr Table

Module Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl Véeext

1 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 96% 0% 1% 0% 0% 0%

3% 7% 0% 1% 96% 0% 2% 0% 0% 0%

6
LOU EARA 100% ZEAXD LS, BIO ACL ZERLTA 2 E2—T7 T4 AICHEHALET,

Sup2T (config) #ip access-list extended al2
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.1 host 192.168.14.

( )

( )

( )

( )

range 1401 1410
range 1411 1420
range 1421 1430
range 1431 1440
range 1441 1450
range 1451 1460
range 1461 1470
range 1471 1480
range 1481 1490
range 1491 1500

Sup2T (config-ext-nacl) #$68.14.1 host 192.168.14.
Sup2T (config-ext-nacl)#$68.14.
Sup2T (config-ext-nacl)#$68.14.
Sup2T (config-ext-nacl)#$68.14.

host 192.168.14.
host 192.168.14.
host 192.168.14.

e e
DNNDNDNDNDNNDNDN

Sup2T (config-ext-nacl) #exit
Sup2T (config) #int vlan 12
Sup2T (config-if) #ip access-group al2 in

COBITIE 100% O LOU EARIZELFLEE, LAL, IZ— XYy E—JHAHTVEWZ &I
ABELTLSEZL,

Sup2T#show platform hardware capacity acl

Classification Mgr Tcam Resources

Key: Ttlent - Total TCAM entries, QoSent - QoS TCAM entries, LOU - LOUs,
RBLent - RBACL TCAM entries, Lbl - Labels, TCP - TCP Flags,
Dstbl - Destinfo Table, Ethcam - Ethertype Cam Table,
ACTtbl - Accounting Table, Vé6ext - V6 Extn Hdr Table

Module Ttlent QoSent RBLent Lbl LOU TCP Dstbl Ethcam ACTtbl Véext
1 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
3 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
4 3% 7% 0% 1% 100% 0% 1% 0% 0% 0%
6 3% 7% 0% 1% 100% 0% 2% 0% 0% 0%



£E5—ETANLET, LOU EAERA 100% ICEELTVBOT, FEEICS T I L40p Z 1
VE=TIAACAZVARN=ILTHET, CDACL ZREL XY,

Sup2T#show ip access-lists al3
Extended IP access list al3
10 permit tcp host 192.168.14.1 host 192.168.14.2 range 1600 1650

CDAVINIREBEALBZ—TIAAVLANI3IZERALET,

Sup2T#show run int vlan 13
Building configuration...

Current configuration : 87 bytes

!

interface Vlanl3

ip address 192.168.13.1 255.255.255.0
ip access-group al3 in

end

CZT, 2O VLAN O TCAM Z#EFZEL & T,

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip
mls_if_index:2000000D dir:0 feature:0 proto:0

pass#0 features

fno:0

tcam:B, bank:0, prot:0 Aces

Permit tcp host 192.168.14.1 host 192.168.14.2 eqg 1650

Permit tcp host 192.168.14.1 host 192.168.14.2 range 1648 1649
Permit tcp host 192.168.14.1 host 192.168.14.2 range 1632 1647
Permit tcp host 192.168.14.1 host 192.168.14.2 range 1600 1631
Permit tcp host 192.168.14.1 host 192.168.14.2 fragments
L3_Deny ip any any

L4Op NHsRENTVET, <D TCAM SARILD capmap T—7 I E2SBTD L, EA AN
—lEhTVWEVWENfDHYFRT,

Sup2T#show platform hardware acl entry interface vlan 13 sec in ip detail
mls_if_index:2000000D dir:0 feature:0 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care
I INDEX LABEL FS ACOS AS IP_SA SRC_PORT
IP_DA DST_PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT



fno:0

tcam:B, bank:0, prot:0 Aces

I VvV 16136 14 O 0 0 192.168.14.1 - 192.168.14.2
1650 0 O 1 - === - 0x0000000000000038
0

I M 16136 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
OxFFFF 0 O OxF

I VvV 16137 14 O 0 0 192.168.14.1 - 192.168.14.2
1648 0 O 1 - ——=—- - 0x0000000000000038
0

I M 16137 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
OxXFFFE 0 O OxF

I VvV 16138 14 O 0 0 192.168.14.1 - 192.168.14.2
1632 0 O 1 - ——=—- - 0x0000000000000038
0

I M 16138 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
OxFFFO 0 O OxF

I VvV 16139 14 O 0 0 192.168.14.1 - 192.168.14.2
1600 0 O 1 - === - 0x0000000000000038
0

I M 16139 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255

OxF

I VvV 16140 14 O 0 0 192.168.14.1 - 192.168.14.2

-1 0 1 - - - 0x0000000000000038

0

Sup2T#show platform software acl capmap tcam B label 14
Shadow Capmap Table Entry For TCAM B

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown

Index CBF [9] [8] [7] [6]
[5] [4] [3] [2] [11]
[0]
14 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

ANRELDAZUTICHBELET, LOULZAENFITXRTHEREATVDOT, L L L40p
A AR=ILTEBLLRYELLE, capmap T—7 I TRTESBTEETF A, CORETE
£, L40p &HRL T L4Op & TCAM ICA 2V AR—=I)LL &S ELEL =, L4Op HHLRT AT BE
BEAIZE, VZIRNDITH, BEEhEAAICAVER—T I A2BZRAYFLET,

LEAREREN 100% THDERAZERLETH, (L40p OILRICKY) ) TCAM F <
WolEWICHERYWET, ILRFABESE LAOp Z4 VAR —ILLLSETRE, BEOEREKTR, 1
VER—TIAARREIIVTIRNIIT FIYDHFTDbhET,



BIRTE, HRATER LIOp ZEC DRSS BMRATAI UV AR—I LKL ELEBEICOHIS—
FERENETT, UTOHIE, VLAN13 A2 Z—TIAAICERENTWS ACL a13 &, ik
TAIRETS L4Op ZEEMUL TEELIZEDTT,

Sup2T (config) #ip access-list extended al3
Sup2T (config-ext-nacl) #permit tcp host 192.168.14.1 host 192.168.14.2 dscp 40

Oct 5 04:50:13.104: %FMCORE-4-RACL_REDUCED: Interface Vlanl3 routed traffic will
be software switched in ingress direction. L2 features may not be applied at the
interface

Oct 5 04:50:13.096: %EARL_CM-DFC3-5-NOLOU: No free LOU entry available on the EARL
Oct 5 04:50:13.096: %EARL_CM-DFC1-5-NOLOU: No free LOU entry available on the EARL
Oct 5 04:50:13.096: %EARL_CM-DFC4-5-NOLOU: No free LOU entry available on the EARL

Sup2T#show platform hardware acl entry interface vlan 13 security in ip
mls_if_index:2000000D dir:0 feature:0 proto:0

pass#0 features

fno:0
tcam:B, bank:0, prot:0 Aces
Bridge ip any any

T—AAZT 1 #3: L40p ZEAL = QoS 07O F x> T

QoS RV —I&, L40Op ZSRI B ENHYNET, cNS5D L40p I, D L40p DESICA

DAN=IILTBIRENFHYVET, CnlE. QSR —ICO2WTE, /1 UEX—TI(AZEIC,

capmap T—7 )X LOU A" REWICE > TVWIHROFEEZ TR LE2EBERLET, chER
FhEBHlEHITET,

Sup2T#show ip access-lists al
Extended IP access list al
10 permit tcp host 192.168.1.10 host 192.168.2.10 dscp ef

Sup2T#show class-map al-class
Class Map match-all al-class (id 37)
Match access-group name al

Sup2T#show policy-map al-policy
Policy Map al-policy
Class al-class
police cir 80000 bc 2500
conform-action transmit
exceed-action drop

COBIDRI) IV THARIETDITAIY T, FOEBAJVAN a1 ZHTEHLET, al &
. 192.168.1.10 1" 5 192.168.2.10 58 T M Expedited Forwarding ( EF; T£E%Ecix ) X —U &
NERT T4V DICHIBLET, DSCPEDON Y F U &, HLRFAEEL L4Op TT, < hld.
LOU QL2 RZIZ7OTZLEN, capmap T—7ILOI VNV EZFERALTSRBRENDBEN D
WVET. cORVI—I YT gig3l23 DA VNI RICAVAR=ILENTVET,

Sup2T#show run int gig3/23



Building configuration...

Current configuration : 176 bytes

1

interface GigabitEthernet3/23
switchport

switchport trunk allowed vlan 1-30
switchport mode trunk
service-policy input al-policy

end

A2V2—=—T7IARAICAVSNATWVS QS 7O7ZLZKRTRIBICKE. KONV RZFEALET

o

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip module 3
mls_if_index:8096000 dir:0 feature:1 proto:0

pass#0 features

fno:0

tcam:A, bank:0, prot:0 Aces

0x0000E0100000D00B tcp host 192.168.1.10 host 192.168.2.10 dscp eq 46
0x000000000080D00B ip any any

COOXY ROFHADL S, COAVE—TIAATERAEINTVSD TCAM ZRILADLY)ET,

Sup2T#show platform hardware acl entry interface gig3/23 qgos in ip detail module 3
mls_if_index:8096000 dir:0 feature:1 proto:0

pass#0 features
UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT

IP_DA DST_PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT

fno:0

tcam:A, bank:0, prot:0 Aces

I V 16238 2 0 0 0 192.168.1.10 - 192.168.2.10
-0 0 1 - === dscp=46; 0x0000E0100000D00OB
0

I M 16238 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
-0 0 0xF

I V 16239 2 0 0 0 0.0.0.0 - 0.0.0.0
-0 0 0 - === - 0x000000000080D00OB



I M 16239 O0x1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 0 0x0

FAENTVS TCAM IRIIEF 2 TT, Rk, capmap T—7 L &2HERLEF T,

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capmap Table Entry For TCAM A

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown

Index CBF [9] [8] [7] [6]
[5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/1

ZE:QSTCAMIZOWVWTR, EP1-IIBESZEEIILEN BV ET, ChEeEELE

We, HIBREIBSIhEEA,

Sup2T#show platform software acl capmap mapping
L4op_sel value Reference

0o LOUO B register
1 LOUO A register
2 o ___ LOUl B register
3 LOUl A register

*snip*

20LOUfEIFLOUT, LY ARBZEL KT, cOTOTJFIVTBROINT RTHE

o

Sup2T#show platform hardware acl lou
Dumping h/w lou values

Index lou_mux_sel A_Opcode A_Value B_Opcode B_Value

0 7 NEQ 0 NEQ 0
1 4 NEQ 0 NEQ 46
2 1 NEQ 0 NEQ 0
*snip*
REZIKRLET,

Sup2T#show ip access-lists al
Extended IP access list al
10 permit tcp host 192.168.
20 permit tcp host 192.168.
30 permit tcp host 192.168.
40 permit tcp host 192.168.

.10 host 192.168.2.10 dscp ef
.11 host 192.168.2.11 dscp ef
.11 host 192.168.3.11 dscp ef
.11 host 192.168.4.11 dscp ef

B W NP

o

RTEET



50 permit tcp host 192.168.
60 permit tcp host 192.168.
70 permit tcp host 192.168.
80 permit tcp host 192.168.

.11 host 192.168.
.11 host 192.168.
.11 host 192.168.
.11 host 192.168.

.11 dscp ef
.11 dscp ef
.11 dscp ef
.11 dscp ef

0 3 o »n
0 3 o »n

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capmap Table Entry For TCAM A

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown

Index CBF [9] [81] [7] [6]
[5] [4] [3] [2] [1]
[0]
2 8 212/0/1 Free Free Free
Free Free Free Free Free 2/1/8

CNEERITLTE, ChUEOIVNJBFFEAThEEA, KDYIC, EEE*)J@Iy'\')L:;("JLj%)
é%‘l‘??ﬁﬁ"?) NAEZXET, BBMNTT, Capmap T—7ILELOU LD AZOBEIASWS

EEREEREICEIZIZEBEITETT, CNIFHEIZ L40p BHREREFELET, IXNTO
ACE TRIU DSCPEICKTEIIYF I %2175k, TODSCPEICHTIIONUN12H
hiF+o7T9,

9 DM DSCPEZERATARSICEELET,

Sup2T#show ip access-lists al

Extended IP access list al
10 permit tcp host 192.168.
20 permit tcp host 192.168.
30 permit tcp host 192.168.
40 permit tcp host 192.168.
50 permit tcp host 192.168.
60 permit tcp host 192.168.
70 permit tcp host 192.168.7.11 host 192.168.7.11 dscp af3l
80 permit tcp host 192.168.8.11 host 192.168.8.11 dscp af32
90 permit tcp host 192.168.9.11 host 192.168.9.11 dscp af33

_CTcapmap T—7 N ERB L, ?Nfﬁﬁﬁlﬁ&‘fﬁ)% ENDAYET,

.10 host 192.168.
.11 host 192.168.
.11 host 192.168.
.11 host 192.168.
.11 host 192.168.
.11 host 192.168.

.10 dscp afll
.11 dscp afl2
.11 dscp afl3
.11 dscp af2l
.11 dscp af22
.11 dscp af23

0 J o Ul W DN
0 J o Ul W NN

Sup2T#show platform software acl capmap tcam A label 2 module 3
Shadow Capmap Table Entry For TCAM A

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown



2 0 212/0/1 10/1/1 9/1/1 8/1/1
7/1/1 6/1/1 5/1/1 4/1/1 3/1/1
2/1/1

B OILRAFBERS LAOp R—ADIVY KU ZA VAR LEDETRE, RDKSICBEUERT

o

Sup2T (config-ext-nacl) #permit tcp host 192.168.10.11 host 192.168.10.11 dscp 2
Sup2T (config-ext-nacl) #end

$QM-4-TCAM_ENTRY: Hardware TCAM entry programming failed for slot 3 intf Gi3/23
dir IN: <CONFIG_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
$QM-4-TCAM_ENTRY: Hardware TCAM entry programming failed for slot 3 intf Gi3/23
dir IN: <CONFIG_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
$QM-4-TCAM_ENTRY: Hardware TCAM entry programming failed for slot 3 intf Gi3/23
dir IN: <CONFIG_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
$QM-4-TCAM_ENTRY: Hardware TCAM entry programming failed for slot 3 intf Gi3/23
dir IN: <CONFIG_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
$QM-4-TCAM_ENTRY: Hardware TCAM entry programming failed for slot 3 intf Gi3/23
dir IN: <CONFIG_UPDATE_REQ> TCAM Req Error: FAIL (4): Low TCAM Entries (1)
$FMCORE-6-RACL_ENABLED: Interface GigabitEthernet3/23 routed traffic is hardware
switched in ingress direction

Oct 20 17:12:54.304: %EARL_CM-DFC3-5-NOCAPMAP: No free capmap entry available

RE, COA2EZ—TITAAD TCAM ZHEEL X7,

Sup2T#show platform hardware acl entry interface gig3/23 qgos in ip module 3
mls_if_index:8096000 dir:0 feature:1 proto:0

Couldnt find feature for mls_if_ index 0x8096000, dir 0

QoS #eElk, chBlE, ZOAMVER—TIAARADTCAMICAVAR—ILEhFRLEA,

N—F2 TN L40p 2 HEBELB W EITEBELTLKEEW, LIEN>T, L40pEZFEAL L
B ACLT, NYFUF%DSCPEZRETDEHE. LOUDLZAREEAEThKEA,
BLTA =BT,

Sup2T#show policy-map al-policy
Policy Map al-policy
Class al-class
set dscp ef

Sup2T#show class-map al-class
Class Map match-all al-class (id 37)
Match access-group name al

Sup2T#show ip access-lists al
Extended IP access list al
10 permit tcp host 192.168.1.1 host 192.168.2.1

A R—T I AAQig323 ICEAENET,

Sup2T#show run interface gig3/23
Building configuration...



Current configuration : 176 bytes

1

interface GigabitEthernet3/23
switchport

switchport trunk allowed vlan 1-30
switchport mode trunk
service-policy input al-policy
end

Sup2T#show platform hardware acl entry interface gig3/23 gos in ip detail module 3

mls_if_ index:8096000 dir:0 feature:1 proto:0

pass#0 features

UAPRSF: U-urg, A-ack, P-psh, R-rst, S-syn, F-fin
MLGFI: M-mpls_plus_ip_pkt, L-L4_hdr_vld, G-gpid_present,F-global_fmt_match, I-ife/ofe

's' means set; 'u' means unset; '-' means don't care

I INDEX LABEL FS ACOS AS IP_SA SRC_PORT

IP_DA DST_PORT F FF L4PROT TCP-F:UAPRSF MLGFI OtherL4OPs

RSLT CNT

fno:0

tcam:A, bank:0, prot:0 Aces

I VvV 16238 3 0 0 0 192.168.1.1 - 192.168.2.1
-0 0 1 - ——=— - 0x0000E010005D100B
0

I M 16238 0x1FFF 0 0x00 0x000 255.255.255.255 - 255.255.255.255
-0 O OxF

I VvV 16239 3 0 0 0 0.0.0.0 - 0.0.0.0
-0 0 0 - ——=— - 0x000000000080D00B
0

I M 16239 0x1FFF 0 0x00 0x000 0.0.0.0 - 0.0.0.0
-0 0 0x0

Sup2T#show platform software acl capmap tcam A label 3 module 3
Shadow Capmap Table Entry For TCAM A

Output in a RST/INV/CNT format: RST - result value; INV - inverted;
CNT - aggregated reference account;

CBF - number of free cap bits (one per entry);
Free items are not shown



3 9 212/0/1 Free Free Free
Free Free Free Free Free
Free

T—AAZTA4#4 : TFATFTINAZY JACLIC &) CAPMAPAH #4
BT

COBITH, (VA—TIAANRBLEEEICROTS—HRET BIPVALIPVE ACLOT S &
FRATRELSICREENLEAEZ—TIA AN BHYET,

$EARL,_CM-5-NOCAPMAP: No free capmap entry available
$FMCORE-4-RACL_REDUCED: Interface V1an500 routed traffic will be software switched in ingress
direction.

L2 features may not be applied at the interface

ZIEU, IPVAACLEFABIRE N, BLAVEZ—T7IAAACBO—REhDE, N—RDIT7
AOJZI2INERBICRTL, IZ7—RERETIABLBYNET,

COBITIE, SVIO FICRDACLAREENTVWERT,

Switch#sh ip access-lists INGRESS
Extended IP access list INGRESS

10 permit tcp host 1.1.1.1 host 1.1.1.2 range 1 10

20 permit tcp host 1.1.1.3 host 1.1.1.4 range 10 ftp-data
30 permit tcp host 2.1.1.3 host 2.1.1.4 range 30 40

40 permit tcp host 2.1.1.3 host 2.1.1.4 range 85 100

50 permit tcp host 2.1.1.3 host 10.1.1.1 range 222 333

60 permit tcp host 20.5.4.3 host 10.100.100.1 range www 443

70 permit tcp host 200.50.4.3 host 11.11.11.1 range 800 813

80 permit tcp host 200.50.40.30 host 12.12.11.1 range 50 60

90 permit tcp host 13.13.13.3 host 14.14.14.3 range gopher 90

100 permit tcp host 23.23.23.3 host 14.14.10.1 range 123 345

110 permit udp host 123.123.123.1 range 50 60 host 23.23.23.1 range 10 20
120 permit udp host 45.45.43.1 range 1000 1010 host 1.1.1.1 range 50 65
130 permit tcp host 78.78.78.1 range 89 95 host 2.3.4.5 range 1111 1200
140 permit tcp host 5.5.5.50 eg 65000 host 5.4.5.4

150 permit tcp host 5.15.5.150 range 1200 1250 host 1.7.8.4 range 45 65

Switch#show ipv6 access-list DENY-ALL-V6

IPv6 access list DENY-ALL-V6
permit udp FE80::/64 host FF02::66 eqg 2000 sequence 10
deny ipv6 any any sequence 20

HOBIZRTRSIC, IPvAACLICIEIDU ED —EDHRAAEZLAOpH BV E T, IPvAD & TR
EENEAVEZ—TIAATE, capmapT—7 L ZFEVRESHEVKRSIC, HEICISUTHERSE
nEX9,

FATILAZRY VRETICAM/\—ROUITFICChs 27O T3%45 a.:.\ A Y FlE&
FICIPVA ACLA SBIBLETo capmapT—7ILOZEELIY MU T+ DEBEFEE. A1 Y Fi&
capmapT—7 I EBATICIEHD-HIC. BRATELLIOpD—HBZEREALET, EREL T,
T—7ILAOEETNIOEAOCKYELE, Chik, RICIPV6 ACLZE7 OV S AT HEIC
DB, YRATRERL40pE 7 AT S ALATREOOI NINBEELBEVWCEEZEKRLET,

IPv4 ACLEE T ZHIBR T2 &, capmapT—7 I DZEZETIT NUBHAEML, IPv6 ACLA/\—R™



I7ICEYCTOTZ LS, FLLSBHRENizcapmapI NUD1OHFEAENET, IPv4
ACLAN MV B—T IAAFREICBEAEhD L, AUILRFIBUOITPhET, IPV6 ACLOBERE
LT, BMOIPVAIY NUFMDEFIRE N, TOFERcapmapDEAZIZBEYNET, IXTO
L4OpHA" C DACLTHLRAIEETH D -, 7OV T VT IERIILET,

IPv4 ACLZ FETHIBRL TIEEML, N—ROIFPTIVRNUZEN—ITEDELDICTDLEDH,
NDEIBIFVATICAMI—F NIV AL EZEET D O OIRBENEREEL £, 7
#llk, Cisco BugID CSCuq24924% 2B L TS IE&E LY,

COBBILROBER, Y7070 "TEES VU—RIZKK, TFATIARY JIPv4/ve ACLDOE
REEDA VAR ATLAOpH 7ATZ AT D HAEZXRETIREAREA TSI AFJO—
NILBRELCEENDRSICRYE L, ChIREEETT

Switch(config) #platform hardware acl tcam-exp-logic enable

A COBBIGROBRE L TEASHEEEICKY), HRAREZL4IOpFBEE L) EXRE
BL—RTHIRE N, HROBRE L TTCAMBERRA RIBEICENIT B AEMEL HY KT,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuq24924/
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