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Cat 3750#show port- securlty interface fastEthernet 1/0/2

Port Security : Disabled
Port Status . Secur e-down
Vi ol ati on Mode : Shut down
Agi ng Tine : 0 mns

Agi ng Type : Absolute
SecureStatic Address Aging : Disabled
Maxi mum MAC Addresses 1

Total MAC Addresses 0

Confi gured MAC Addresses . 0

Sticky MAC Addresses 0

Last Source Address: VI an : 0000. 0000. 0000: 0
Security Violation Count 0

!--- Default port security configuration on the switch.
Cat 3750#conf t

Enter configuration commands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #interface fastEthernet 1/0/2

Cat 3750( confi g-i f) #switchport port-security

Command rejected: FastEthernetl/0/2 is a dynam c port.
!--— Port security can only be configured on static
access ports or trunk ports. Cat3750(config-

i f)#switchport mode access

!--—- Sets the interface switchport mode as access.

Cat 3750( confi g-i f) #switchport port-security

!--—- Enables port security on the interface.

Cat 3750(confi g-i f)#switchport port-security mac-address
0011.858D.9AF9

!-—- Sets the secure MAC address for the interface.

Cat 3750(confi g-i f)#switchport port-security violation

shutdown

!--- Sets the violation mode to shutdown. This is the
default mode. Cat3750# !--- Connected a different PC (PC
4) to the FastEthernet 1/0/2 port !--- to verify the

port security feature. 00:22:51: %M 4- ERR DI SABLE
psecure-viol ation error detected on Fal/0/2, putting
Fal/0/2 in err-disable state 00:22:51: 9%ORT_SECURI TY- 2-
PSECURE_VI OLATI ON:  Security violation occurred, caused
by MAC address 0011. 8565.4B75 on port FastEthernet1/0/ 2.
00: 22: 52: %.1 NEPROTO- 5- UPDOWN:  Li ne protocol on
Interface FastEthernetl1l/0/2, changed state to down

00: 22: 53: %1 NK- 3- UPDOMN: I nterface FastEthernet1/0/2,
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changed state to down !--- Interface shuts down when a
security violation is detected. Cat 3750#show interfaces
fastEthernet 1/0/2

FastEthernet1/0/2 is down, line protocol is down (err-
di sabl ed)

! --- Output Suppressed. !--- The port is shown error-
disabled. This verifies the configuration. !--- Note:
When a secure port is in the error-disabled state, !---
you can bring it out of this state by entering !--- the
errdisable recovery cause psecure-violation gl oba
configuration command, !--- or you can manually re-
enable it by entering the !--- shutdown and no shutdown

interface configuration comands.

Cat 3750#show port- securlty interface fastEthernet 1/0/2

Port Security : Enabl ed

Port Status . Secur e-shut down
Vi ol ati on Mode : Shut down

Aging Time : 0 mins

Agi ng Type . Absol ute
SecureStatic Address Aging : Disabled

Maxi mum MAC Addr esses 1

Total MAC Addresses 1

Confi gured MAC Addresses 1

Sticky MAC Addresses 0]

Last Source Address: VI an : 0011. 8565.4B75: 1
Security Violation Count 1

E:BAUMACTRLAZ, A/ YFOEBZBIR—NOEFITELVTART A Y IMACT RL A
ELTRELBVTLSEEL,

IP Phone A" EEVLANAICEREENEAM Y FR—RENLULTARASM Y FICEREND &, EFH
2T LCDPINT Y RERTHEZHFECDPNT Y REREELET, LEN DT, IPEFED
MAC7 RL Ak, PVIDEVWIDOHEATEBENET, BYISEKROEFIT7F7 RLANKREE L
TVWEVWEEE., ROLKSBIZT— XY E—INFRRENET,

%PORT_SECURI TY- 2- PSECURE_VI OLATI ON: Security violation occurred,
caused by MAC address 001lb. 77ee. eeee on port G gabitEthernet1/0/18
PSECURE: Assert failure: psecure_sb->info.numaddrs <= psecure_sb->nmax_addrs

COBBZBRIDICE., R—RTHASNBDEREFITT RLAZ2 (IP Phone®HFE ) I
TOEAVIANTHAZT WD HEAREFIT7T7 RLARZMATRETDLEN HY KT,
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TEFXT, AMAVYTFHNEBETERVA 2 Z—TIALAALTNTY I\E’S"Eb\ TDAR—TI
A AN DHCP AX—EVINFEMZHZ>TWVWB VLAN ICETBHEE. AMYFREETMACT
RLAEDHCP 947N N—RIJITOTFRLAZEBLET, PRLAN—HTIEHE
(T7FIK), AAVYFRENTY RZEELET, PRLAN —BLABVES., R4 Y FE/N
TYRNERELET, AMYFHFDHCP/NTY RZRETDIDE. XROVTHADRREAREL
BAaTY,
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420 ZSRLTLEEY,

X : DHCPAX—EVINFELLKHEET S (X, IXTODHCPH—N\NEETED (1 32—7
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3 : Catalyst 3750 A/ Y F DALY FARY VT, DHCPAX—EV TR ARY UXAR—T
BEEINET, FILLAAMYTFHARRY VIZMATEIHE, TOAMYFRFRAZRY I XARAZ—NH
5 DHCP AX—EVIHREZZELET. XONDNARYIDNSEBTEIEES. TOAAYFE
BEMTSNTWERINTODHCP AX—EI NAFATEI—20T PONUET,
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DHCP AX—E> Y

Cat 3750#conf t

Enter configuration commands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

! --- Enables DHCP snooping on the switch.

Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- DHCP snooping 1s not active until DHCP snooping is
enabled on a VLAN. Cat 3750(confi g)#no ip dhcp snooping
information option

!--- Disable the insertion and removal of the option-82
field, if the !--- DHCP clients and the DHCP server
reside on the same IP network or subnet.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip dhcp snooping trust

!--—- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip dhcp snooping

Swi t ch DHCP snooping i s enabl ed

DHCP snooping is configured on foll owi ng VLANs:

1
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Insertion of option 82 is disabled
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabl ed

Interface Trust ed Rate limt
(pps)
Fast Et hernet 1/ 0/ 3 yes unlimted

!--- Displays the DHCP snooping configuration for the
switch. Cat 3750#show ip dhcp snooping binding

MacAddr ess | pAddr ess Lease(sec) Type
VLAN Interface

00: 11: 85: A5: 7B: F5 10.0.0.2 86391 dhcp-
shooping 1 Fast Et heret 1/ 0/ 1
00: 11: 85: 8D: 9A: F9 10.0.0.3 86313 dhcp-

shooping 1 Fast Et heret 1/ 0/ 2

Total nunber of bindings: 2

!--- Displays the DHCP snooping binding entries for the
switch. Cat3750# !--- DHCP server(s) connected to the
untrusted port will not be able !--- to assign IP
addresses to the clients.

AMICOVWTIEE, TDHCP #EENERTEL Z2ZRL TS EE L,

AALFZEYOI9ARPAARYSTAY

HBALFIVIARPAVARYIZIAVE, RYRT—TJHDOARP NT Y hERKRIATHDEFIUT
1HEETT. BUEIPLS MACANDT RLANADT 42722 ARP/NTY Mg, O
T, BFrVEELET, COBER., H2EOFBHERELASEXY NT—DVZRELET,

AAFZEVIARPAVARTID IAVIZEKY, BWE ARPERBRLVREOANF VL —End &L
SIKBYET, AAYVTFRXOEBEEZEEITLET,

CEETEBRVR—NEOTRTO ARP ERB LV REEHIRT S
O—A)NARP F¥ VY 1%2EHITHEI. TE/NTY NEBYIBEEICEETDENIC., HIE
éﬂt:ﬂso)%/\”f‘y KA, B IPAS MACADT RLANA T4 0% F>TW
6‘&EE=
btARPA7th%§?6
5(41'\‘17 ARP A VAR AVIE, EFETEDTF—IR—ADEY DHCP AX—EVYI N\
AVTFAT F—=EIR=AIEBRENTVDENZIPAS MACADOT RLANA T4 YT
CEIWT, ARPNNT Y NOEXMEZHBILE T, DHCP AX—EV TN VLAN B R A A ¥
FETHMICAE2>TVEBE, COTF—EXR—RAE DHCP AX—EVJICKBEENET, £
BHTEDAEA—TIAALETARPNT Y RAZEEChEBTE, AMVYFRFIVIZEITSC
EBLSEFONTY RN ZEELET, EBETEBVASA U EZ—T IS ALTR., R41YFRENTY K
NEMNTHZDHEEICOKNTY NEEIELET,

EDHCPIRETIWE, XM FTZIYVYIARPA VARSI IV, AZTAVIICEREENEIP TR
LAZEFHEIDRANDI—HEREARPACL ICEBSLEAEDETARP /NI Y NZREET D ENTE
£, arp access-list JO—/NILREIN RERKTISE, ARPACLZEEZTEET, ARP
ACL &, DHCP AX—EVI NAUF 12T F—ER—AADIVKNIKYEBEEIET,
AAYFN ACL ZFERAITHDIE. 11— ip arp inspection filter vian 7 O—/VLEREINX > R
ZRHITUTACLZRETDIHEENHATT, AMYFRET, ARP/NT Y h&EI—HERE ARP
ACLEBELET, ARPACL TARP NT Y RHNEBRE B E, DHCP AX—EVTICKY ASD
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ENBF—AR—ARICENENA VT A VI FETIHETH 2> TE, AM Y FRTONYT
Y NEEFLET,

HA+2YY ARP AV ARI S AV DREFEDHA KSAVIEOVTH, TALFIv Y
ARP £ Y ANRO Y AV BEDAL RTA >y #BRLTLEE W,

VLAN BN TRAFZIY I ARP AV ARD AV ERBIIZTBIZIE. ip arp inspection vian 'O
—NILEREINY RERITLUET, ROHFITIE, ip arp inspection trust IX > RZEFEAL T,
DHCP H—NICEHRENLET7—ARN—HBRYN A R—TITALA A 103 DHNERTEDE
NDELTRECNATVET, FAFIVIICEVETSNBIPTRLAZHEDARPNT Y K%
HOUTBICE, DHCP AX—EV T ZEMICTIHBENHV)ET, DHCP AX—E T DEREIC
BLTR, CORFIXRND "DHCP AX—ET , Ot o2a>vzEzsRBLTLEEV,

AALFZEYVYI9ARP A ARSI I

Cat 3750#conf t

Enter configuration conmands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip arp inspection vlan 1

!--- Enables dynamic ARP inspection on the VLAN.

Cat 3750( confi g) #interface fastEthernet 1/0/3

Cat 3750(config-if)#ip arp inspection trust

!--- Configures the interface connected to the DHCP
server as trusted. Cat 3750#show ip arp inspection vlan 1

Source Mac Vali dation . Di sabl ed
Destination Mac Validation : Disabled
| P Address Validation . Di sabl ed
VI an Confi guration Oper ati on ACL Mat ch
Static ACL
1 Enabl ed Active
VI an ACL Loggi ng DHCP Loggi ng
1 Deny Deny
!--- Verifies the dynamic ARP inspection configuration.
Cat 3750#

HMICOVWTE., TAA4FSY I ARPAVARI I IAVDRES ZSRBLTLSEETL,

IPYV—RX A—K

IPY—AH—RE, EL—TFTYRLAY2AER—TIAARALEDIP NS T4V O %GRTD I
. DHCP AX—EVI NAV T4 2T F—ER—=AE, FHTHREEChEIPY—ANAUTF
AT ICEDVWTINT 749 0T AIINRI T2 EF1)TA#ETT, IPY—AXF—R%E
FRTDE, RAMZAN—DOIP7RLAZEALEIDSELEELEZILRETEDRT 71V IK
BAEBLETEET, IPY—AH—REFIPIMAC AT —7 1> T0%BBIELET,

EBETERVARA—TIAALETDHCP AX—EVINFEMCHE>TVRES, IPY—AH
— REBWMICTZDCENTEET, DMV E—TIAALTIPY—RA H—RAFBMCE I
#%lE. DHCP AX—ETICKYEFREND DHCP /NI Y N Z2BRE, TOARX—TIAALT
SEENDIRNTOIP NS TAVIRGRAMYTFICLKY 7OV IENET, TODAEX—TIAR
ICEFR—NACLAEAENET, R—KNACLKEE. PY—ANATFA4T F—TILAICHS
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EETIPPRLAZFDIP RZ 74V IEFEFHAL, TOMINTORNZ 71V VEERL
£9,

IPY—ANAF142T F—7)ICIE, DHCP AX—E>JICL)EFBENENAT142Y

 FEREHTRECNENATFA VT (AZRTAVYIIPY—ANATAT)DFHYF

To COT—7ILOIRNIUICE, P7RLA, ThICEEMSFSAEMACT RLA, KT
FThICBEEMNFSNEVLANBENFEENET, AMYFHNIPY—ANAF4T FT=T)
EERATZIOR, IPY—AH—RIEMNTHZIHEEOHRTT,

IPY—AH—ROBRETKE., BEXTIPFZ7RLAZAILNEVVY, £LEERETIPHKLU MAC
FRLATZ7ANRD DT RERATEET, COAT7IAVEMFEALTIPY—A H—RHIFEMIC
BO2TWVWBE, IPRSZTAVIRRERIPTZRLAICEIVWTZAINLZITEhET, AA
YFHNIPRTSTAYVIREETDDEK., BETIP7RLAN, DHCP AX—E>T N4 F 4
O F=ER—=ARNOIV RN, FEEIPY—ANAFAT T=TILRONAF4 Y
IC—HTBEHEETT, CcOAT>Ia>aEFEALTIPY—RA H—RABMICHE>TVDE, IP S
STAYVIRFRETODIPTRLAEMAC T RLAICESIWVWTT7AINRITENET, AAY
FHARNTTAVIREETEDE, BETOIP 7 RLAE MACTRLAN, IPY—ANA>
FAT TF=TILAOIVRNIIC—HTIBHEENHKTT,

EIPY—RHA—REBE, FOELBAR—RNERNTVIR-—RZEELAV2ZR—RNTOHYR—KE
nEd9,

IPY—AH—ROBEFEDHA RZAVIZO2VTR, TIPY—RAH—RBFEQHA R4
1 ZBZRLTEEL,

ROBITEE, BETIP 74XV T%=FERLEIPY—X H— R, ip verify source Y > R
ZERALT, 77—AM—BRYRNINONAVE—TIAALTEREENTVET, RETIP
TANBRIVTRGERTSDIPY—AH—RAVLAN LTEMNTHBEE, 1V F—TIAARN
BTBT7U1AVLAN ETDHCP AX—EVJZBMIITRIREN BN ET, RA/YFLEDOIP
V—AH—RDOBREEEIE T SDICIE. show ip verify source X RZEFHRITLET,

IPY—RH—K

Cat 3750#conf t

Enter configuration commands, one per line. End with
CNTL/ Z.

Cat 3750( confi g) #ip dhcp snooping

Cat 3750( confi g) #ip dhcp snooping vlan 1

!--- See the DHCP Snooping section of this document for
! -—— DHCP snooping configuration information.

Cat 3750( confi g) #interface fastEthernet 1/0/1

Cat 3750(config-if)#ip verify source

!--- Enables IP source guard with source IP filtering.
Cat 3750#show ip verify source

Interface Filter-type Filter-node |P-address

Mac- addr ess VI an

Fal/0/1 ip active 10.0.0.2

1

!--—- For VLAN 1, IP source guard with IP address
filtering is configured !--- on the interface and a
binding exists on the interface. Cat 3750#

FHE., TIPY—RAA—RIEDVT, Z2ZRBLTLSEEV,
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