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PC 2 PC 1
IP Address IP Address
222224 1.1.1.3/24
FastEthernet 3
( bridge-group 1)
FastEthernet 0/3
(VLAN 2)

astEthemnet 0/1 FastEthernet 1 \I ,

Catalyst 2950 Switch

BUE

CORFIAXDVNTR, RERTHREZFEALTVLERT,

. Catalyst 2948G-L3
. Catalyst 2950

FastEthemet 0/2 FastEthernet 2 {I¢

Catalyst 2948G-L3 Switch

Catalyst 2948G-L3

2948G L3#show run

!--- The following configuration shows how to configure
Catalyst 2948G-L3 !--- for bridging and connect to a
Catalyst 2950 with 802.1Q trunking !--- over
EtherChannel. For configuring interVLAN-routing on
Catalyst !--- 2948G-L3, refer to Catalyst 2948G-L3
Sample Configurations. Building configuration... Current
configuration: ! | version 12.0 no service pad service
ti mestanps debug uptinme service tinmestanps |og datetine
no service password-encryption ! hostnanme 2948G L3 ! !

i p subnet-zero ! !--- Enable IRB when routing between
different !--- bridge groups is needed. bridge irb ! /--
- Configure a logical interface for the EtherChannel.
interface Port-channell no ip address no ip directed-

br oadcast hol d-queue 300 in ! !--- Create a subinterface
for each VLAN on the port channel. ! interface Port-
channel 1.1 /--- Specify the encapsulation and VLAN
number. encapsul ation dot1Q 1 no ip redirects no ip
direct ed- broadcast !--- Add the subinterface to the
appropriate bridge group. !--- All the interfaces (and
subinterfaces) that belong to the !--- same VLAN
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(network or subnet) should be configured to fall !--- in

the same bridge group. bridge-group 1 ! !--- Configure a
subinterface for the second VLAN. !--- This procedure
must be repeated for every VLAN. ! interface Port-
channel 1. 2 encapsul ation dot1Q 2 no ip redirects no ip
direct ed- broadcast bridge-group 2 ! !--- Configure a
subinterface for the native VLAN. ! interface Port-
channel 1. 99 encapsul ation dot1Q 99 native no ip
redirects no ip directed-broadcast !--- Note in this
case you do not put any bridge group !--- statements

under this subinterface. A dummy VLAN has been chosen !-
-- as the native VLAN on which you do not put any
traffic, !--- so there is no need to have this routed. !
interface FastEthernetl no ip address no ip directed-
broadcast !--- Configure the port to channel 1. channel -
group 1 ! interface FastEthernet2 no ip address no ip
di rect ed-broadcast !--- Configure the port to channel 1.
channel -group 1 ! interface FastEthernet3 no ip address
no i p directed-broadcast !--- The device connected on
this interface belongs !--- to the same subnet (VLAN 1)
as subinterface 1 on !--- the port channel, so this
interface has to be added to !--- bridge-group 1.
bridge-group 1! !--- If there are any other interfaces
that belong to !--- the same VLAN (subnet), they all
have to be added to !--- the respective bridge group. (
Qutput is suppressed) ! ! I a routed interface for
bridge-group 1 interface BVI1 ip address 1.1.1.1
255.255.255.0 no ip directed-broadcast no ip route-cache

cef I I arouted interface for bridge-group 2 interface
BVI2 ip address 2.2.2.1 255.255.255.0 no ip directed-
broadcast no ip route-cache cef ! ip classless ! |

bridge 1 protocol ieee comrand enabl es bridgi ng using
the | EEE 802. 1d spanni ng-tree bridge 1 protocol ieee !
The bridge 1 route ip comand specifies that IP will be
routed bridge 1 route ip ! bridge 2 protocol ieee
comand enabl es bridgi ng using the | EEE 802. 1d spanni ng-
tree bridge 2 protocol ieee ! bridge 2 route ip comand
specifies that IP will be routed bridge 2 route ip !
line con O transport input none line aux O line vty 0 4
login ! end

Catalyst 2950

5- 2950- 24##show run
Bui | di ng configuration..

Current configuration : 1986 bytes
!

version 12.1

no service single-slot-rel oad-enabl e
no service pad

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption

!

host nane 5-2950- 24#

!

!

!

!--- VLAN 2 is created for this lab set up, !--- and
VLAN 1 is created by default. vlan 2 ip subnet-zero !/---
For information on VTP, refer to !--- Understanding and

Configuring VLAN Trunk Protocol (VTP) vtp domain cisco
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vtp node transparent ! spanning-tree extend systemid
!--- A logical port-channel interface is automatically

created !--- when ports are grouped into a channel
group. ! interface Port-channell !--- The switchport
trunk native vlan 99 command is !--- issued on the Fast

Et hernet interface.

switchport trunk native vlan 99
!--- The switchport mode trunk command is !--- issued on
the Fast Ethernet interface.

swi tchport node trunk
!-- The switchport nonegotiate commmand is !--- issued on
the Fast Ethernet interface.

swi t chport nonegoti ate

no i p address

flowcontrol send off
!
interface FastEthernet0/1

!--- Configure the port to be in trunking mode.

switchport node trunk !--- Configure a dummy VLAN as the
native VLAN. !--- For this example, VLAN 99 is used.
switchport trunk native vlian 99 !--- Disable the DTP
negotiation on this interface !--- (the Catalyst 2948G-
L3 switch does not support these frames). SW tchport
nonegotiate no ip address !--- Configure the port to
channel without PAgP. channel -group 1 node on

interface FastEthernet0/2 !--- Configure the port to be
in trunking mode. SW tchport node trunk !--- Configure a
dummy VLAN as the native VLAN. !--- For this example,
VLAN 99 is used. switchport trunk native vlian 99 !/---
Disable the DTP negotiation on this interface !--- (the
Catalyst 2948G-L3 switch does not support these frames).
switchport nonegotiate no ip address !--- Configure the
port to channel without PAgP. channel -group 1 node on !
interface FastEthernet0/3 !--- The PC2 on this interface
belongs to VLAN 2. switchport access vlan 2 sw tchport
nmode access no ip address !--- On the userports, enable
portfast to increase !--- the STP convergence time.
spanning-tree portfast ! ( .... Qutput is suppressed) !
interface Vianl ip address 1.1.1.2 255.255.255.0 no ip
route-cache ! ip http server ! | line con O line vty 5
15 ! end

i3
cOtU2arTlk, RENELKBELTVAR L ZRAITILOORHRERHELTVET,
—HB®D show ANV RETF7IRTY RN AV BR=T VR V=)L I2THR—RENTVWET (F

B1—YEA ). COY—LEEMIHEIL LT, show IV KENOSTHERERRT
EES

Catalyst 2950 T® show ¥/ R

ROEDICRENTVBDEKSIZ, show INX > RT Catalyst 2950 A1 Y FOREZHEALET,

5- 2950- 24##show vlan
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VLAN Narme St at us Ports

1 defaul t active FaO/ 4, FaO/5, Fa0/6, FaO/7
Fa0O/ 8, Fa0/9, Fa0O/10, Fa0O/11
FaO/ 12, FaO/13, Fa0/14, Fa0/15
FaO/ 16, FaO/17, FaO/18, Fa0/19
FaO/ 20, FaO/21, Fa0/22, Fa0/23
Fa0O/ 24, G0/1, GO0/2

2 VLANO002 active Fa0/ 3

1002 fddi-default active

1003 token-ring-default active

1004 fddi net - def aul t active

1005 trnet-default active

VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgMde Transl Trans2
1 enet 100001 1500 - - - - - 0 0
2 enet 100002 1500 - - - - - 0 0
1002 fddi 101002 1500 - - - - - 0 0
1003 tr 101003 1500 - - - - - 0 0
1004 fdnet 101004 1500 - - - i eee - 0 0
1005 trnet 101005 1500 - - - ibm - 0 0
Renpot e SPAN VLANs

Primary Secondary Type Ports

5- 2950- 24##show interfaces port-channel 1 trunk

Por t Mode Encapsul ation Status Native vl an

Po1l on 802. 1q t runki ng 99

Por t VI ans al | owed on trunk

Pol 1- 4094

Por t VI ans al |l owed and active in nanagenment domain

Pol 1-2

Por t VIl ans in spanning tree forwardi ng state and not pruned

Pol 1-2

5- 2950- 24##show interface port-channel 1
Port-channel1 is up, line protocol is up
Hardware is EtherChannel, address is 0005.7428.0e02 (bia 0005.7428. 0e02)
MIU 1500 bytes, BW 200000 Kbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ARPA, | oopback not set
Ful | - dupl ex, 100Mb/s
input flowcontrol is off, output flowcontrol is off
Menmbers in this channel: FaO/1 Fa0/2
ARP type: ARPA, ARP Tineout 04:00:00
Last input 00:00: 01, output 00:00:00, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0/0 (sizel/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Qut put queue :0/40 (sizel/ max)
5 mnute input rate 25000 bits/sec, 39 packets/sec
5 mnute output rate 39000 bits/sec, 59 packets/sec



11609 packets input, 955786 bytes, 0 no buffer

Recei ved 11590 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored

0 wat chdog, 11583 mnulticast, 0 pause input

0 input packets with dribble condition detected

17396 packets output, 1442093 bytes, 0 underruns

0 output errors, O collisions, 1 interface resets

0 babbles, 0 late collision, O deferred

O lost carrier, 0 no carrier, O PAUSE out put

0 output buffer failures, 0 output buffers swapped out

5- 2950- 24##show interface port-channel 1 switchport
Name: Pol

Swi t chport: Enabl ed

Admi ni strative Mde: trunk

Oper ational Mde: trunk

Adm ni strative Trunki ng Encapsul ati on: dot1q

Oper ational Trunking Encapsul ation: dot1q

Negotiati on of Trunking: Of

Access Mbde VLAN: 1 (default)

Trunking Native Mode VLAN: 99 (Inactive)

Admi ni strative private-vlan host-associati on: none
Admi ni strative private-vlan mappi ng: none

Qper ational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Protected: false
Voi ce VLAN: none (Ilnactive)

Appliance trust: none

5- 2950- 24##show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S- Switch, H- Host, | - IGW, r - Repeater
Device ID Local Intrfce Hol dt me Capability Platform Port ID
5-2948G L3 Fas 0/1 144 RT Cat 2948G Port-channel
5-2948G L3 Fas 0/ 2 178 RT Cat 2948G Fas 2
5-2948G L3 Fas 0/1 178 RT Cat 2948G Fas 1

PC2#ping 1.1.1.3

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 1.1.1.3, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

Catalyst 2948G-L3 T® show OY > R

ROEBICRENTVBDEKSIZ, show X RT Catalyst 2948-L3 A Y FOREZRFELF
CB

5-2948G L3#show interfaces port-channel 1
Port-channel1 is up, line protocol is up
Hardware i s FEChannel, address is 0001.43ff. 1407 (bia 0000.0000. 0000)



MIU 1500 bytes, BW 200000 Kbit, DLY 100 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
Hal f - dupl ex, Unknown Speed, Media type unknown
ARP type: ARPA, ARP Tineout 04:00:00
No. of active nenbers in this channel: 2
Menmber O : FastEthernetl
Menmber 1 : FastEthernet2
Last input 00:00: 00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, 0 drops; input queue 0/300, O drops
5 mnute input rate 2000 bits/sec, 4 packets/sec
5 mnute output rate 1000 bits/sec, 1 packets/sec
27033 packets input, 2083710 bytes, 0 no buffer
Recei ved 6194 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, 0O abort
0 watchdog, O rmulticast
0 input packets with dribble condition detected
12808 packets output, 1945983 bytes, 0 underruns
0 output errors, 0 collisions, O interface resets
0 babbles, 0 late collision, O deferred
O lost carrier, O no carrier
0 output buffer failures, 0 output buffers swapped out

5-2948G L3#show vlan
Virtual LAN ID: 1 (IEEE 802.1Q Encapsul ati on)
VLAN Trunk Interfaces: G gabitEthernet49
G gabi t Et hernet50. 1
Port-channel 1.1
This is configured as native Vlan for the followi ng interface(s)

G gabi t Et her net 49
G gabi t Et her net 50

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:
IP 10.10.10.1 0 0
Bri dgi ng Bridge Goup 1 3418 5

Virtual LAN ID: 2 (IEEE 802.1Q Encapsul ati on)

VLAN Trunk Interfaces: G gabitEthernet50.2
Port-channel 1. 2

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:
IP 20.20.20.1 0 0
Bri dgi ng Bridge G oup 2 3952 9

Virtual LAN ID: 21 (I EEE 802.1Q Encapsul ati on)

VLAN Trunk Interface: G gabit Et hernet49.1

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:
Virtual LAN ID: 99 (IEEE 802.1Q Encapsul ati on)

VLAN Trunk Interface: Port - channel 1. 99

This is configured as native Vlian for the follow ng interface(s)
Port - channel 1

Prot ocol s Confi gured: Addr ess: Recei ved: Transm tted:



5-2948G L3#show spanning-tree

Bridge group 1 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge Identifier has priority 32768, address 0001. 43ff. 1409
Configured hello time 2, max age 20, forward delay 15
We are the root of the spanning tree
Topol ogy change flag not set, detected flag not set
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topology change O, notification O
bridge aging time 300

Port 6 (FastEthernet3) of Bridge group 1 is forwarding
Port path cost 19, Port priority 128
Desi gnated root has priority 32768, address 0001. 43ff. 1409
Desi gnated bridge has priority 32768, address 0001. 43ff. 1409
Desi gnated port is 6, path cost O
Ti mers: nessage age 0, forward delay 0, hold O
BPDU:. sent 4107, received 2

Port 58 (Port-channel 1.1 DOT1Q of Bridge group 1 is forwarding
Port path cost 12, Port priority 128
Desi gnated root has priority 32768, address 0001. 43ff. 1409
Desi gnated bridge has priority 32768, address 0001. 43ff. 1409
Desi gnated port is 58, path cost O
Ti mers: nessage age 0, forward delay 0, hold O
BPDU:. sent 5240, received 502

Bridge group 2 is executing the | EEE conpati bl e Spanning Tree protocol
Bridge ldentifier has priority 32768, address 0000. 0c00. dO8c
Configured hello time 2, max age 20, forward delay 15
Current root has priority 0, address 0010.0dbl. 804f
Root port is 59 (Port-channel 1.2), cost of root path is 50
Topol ogy change flag not set, detected flag not set
Times: hold 1, topol ogy change 35, notification 2

hello 2, max age 20, forward delay 15
Timers: hello 0, topol ogy change O, notification O
bridge aging time 300

Port 59 (Port-channel 1.2 DOT1Q of Bridge group 2 is forwarding
Port path cost 12, Port priority 128
Desi gnated root has priority 0, address 0010. 0dbl. 804f
Desi gnated bridge has priority 32770, address 0005. 7428. 0e00
Desi gnated port is 65, path cost 38
Ti mers: nessage age 3, forward delay 0, hold O
BPDU:. sent 1790, received 3964

PCl#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 2.2.2.2, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

hZ70231—b
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