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SOFF>[AVT7 AN IVFYOREIEBIRLET, (1 T7F7AZXOBR)|ZOVUYOLET

o

Infra Configuration

ATYT2: 42 Z—"InfraZREL ., Site-A. Inside Site-A%ZIZIRL ., pod-1ZBIRLET, KIC
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moquery -c fabricExtRoutablePodSubnet

moquery -c fabricExtRoutablePodSubnet -£

APIC1# moquery -c fabricExtRoutablePodSubnet

Total nbjects shown: 1

# fabric. Ext Rout abl ePodSubnet

pool
annotation
chi | dAction
descr

dn

ext vhgdBy

| cOmn

nmodTs

nane
naneAl i as
reser veAddr essCount
rn

state
status

uid

H4 kB

AT Y 71:Site-BONITEP T — )L &

: 192.168.200.0/24
: orchestrator:msc

| ocal
2021-07-19T14: 45: 22. 387+00: 00

0

: extrtpodsubnet-[192.168.200.0/24]

active

EED

'fabric.ExtRoutablePodSubnet .pool=="192.168.200.0/24""

: uni/controller/setuppol/setupp-1/extrtpodsubnet-[192.168.200.0/24]
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apicl# moquery -c fabricExtRoutablePodSubnet -£f
'fabric.ExtRoutablePodSubnet .pool=="192.168.100.0/24""
Total nbjects shown: 1

# fabric. Ext Rout abl ePodSubnet

pool : 192.168.100.0/24

annot ati on : orchestrator:msc <<< This neans, configuration pushed from MSO
chi | dAction :

descr :

dn : uni/controller/setuppol/setupp-1/extrtpodsubnet-[192.168.100.0/24]
ext vhgdBy :

| cOmn : loca

nmodTs : 2021-07-19T14: 34: 18. 838+00: 00

nane :

naneAl i as :

reserveAddressCount : O

rn : extrtpodsubnet-[192.168.100.0/24]

state : active

status :

uid 0
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Tenant:::TN_D
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ALL TENANTS | Add Tenant |

u This has been created froi

TN_D

C» Quick Start

. ﬁ TN_D

I Application Profiles

I MNetworking
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COOXRVREF, MSOAST Y2 1&dhicTF U R ERTL, RADLEHICEATELRT, CO
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APIC1# moquery -c fvTenant -f 'fv.Tenant.name=="TN_D"'
Total Objects shown: 1
# fv. Tenant

name : TN_D

annotation : orchestrator:msc

chil dAction

descr :

dn : uni/tn-TN.D

ext vhgdBy . nBC

| cOan : loca

nodTs : 2021-09-17T21: 42: 52. 218+00: 00
nmonPol Dn : uni/tn-comon/ nonepg- def aul t
naneAl i as

owner Key

owner Tag

rn © tn-TN.D

status :

ui d 0

apicl# moquery -c fvTenant -f 'fv.Tenant.name=="TN_D"'
Total Objects shown: 1
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name ¢t TN_D

annotation : orchestrator:msc

chi | dAction

descr :

dn ©uni/tn-TN_D

ext MhgdBy : mscC

| cOmn : local

nodTs © 2021-09-17T21: 43: 04. 195+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag :

rn : tn-TN_D

status :

uid 0
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General X

* Name
TN_D_Schema

Description

‘ Schema for Tenant TN_D

ATYT3: AF¥—< "TN_D _Schemai NERE i & ZBELET,

H4 MATTL—DMNOER
ATYT1: AF—NXRAICT7TL—hEEMLET,

1.77L—hEERTBICE. FRUEAF—YDOTO[Templates]Z2V )Y IV LET, [T
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2. [ACI Multi-cloud] ZiBRL &£ ¥,

3.[Add] 22 UY I LET,



Select a Template type

Ja o

ACI Multi-cloud Networking SR-MPLS

-prem ACI site to site On-prem DCNM site to site + On-prem ACI she local enly
+ On-prem ACH site to cloud site
Cloud to cloud site:

ATYVT2: To7L—MNOBEZADLET, CcOT>7TL—NESite-AICEBTHZ =0, T
7 L—KBW TSite-A Template; T3, T 7L—hEERLES, BEOTFNETVT
L—KNICTRYFTEET, COPFITIE, T~ TTN. DL HFEHEESNTVET,

@ TN_D_Schema

@ TN_D_Schema
TEMPLATES @
TEMPLATES @

S & Site-ATemplate

Scroll Down and Select Tenant o
. .
@ ©rise Domoins Example: “TN_D'
@ Finer
@ Eemas pos
© wous

Fo7L—bMORRE
TF7Ur—2a>7O774IIORE

ATFY T ERULERF—IH S, [Site-A Template] 2 BIRLET, "77Usr—>3>- 70O
774 OEM ZVVYILET,
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TN_D_Schema
TH_D_Schema

° Site-A Template ° App_Profile

ATY7T4BDEVRFEFERAL TEPGZEH TS IZIE. EPGOTICBDEVRFZEBINT 2 HENDH
V) E T, Site-A TemplateZBIRUE T, [RTA]|7 1 —)RIZ, EPGOBRIZASDL, FHLL
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LTHREhET7L—MEERL., Y14 NEEOT 7L — M DFEESite-A
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@ice Select a Template type X

== | Jdaf &

Networking SR-MPLS
+ On-prem DCNM site to site + On-prem AC site local only

AT Y 7°2:[Stretch Template] Zi##R L . VRF_Stretch& WS BRIOVRFZEHERLET, ( VRFIC
BEEOBRZALNTEET ),

< G A Notsecure | 10.2.36.144/mso/appManagement/schemasfedit/614528e390000d5782ce509/Template2 a % &

TN_D_Schema

o Stretched Template

<
. ..

BD(d Site-A Template TEPGZER L THEKENEL 1A, VRFFTRYFEhTVWEA 211
b, kT T L—RNTHERENEVRFETRY FIRIHBENHYET,

AT Y 7°3:[Site-A Template] > [BD_990]D Mg (Ci#IR L £ 3, [Virtual Routing & Forwarding] KA ¥



THI21)ANT, [VRF_Stretch] ZBIRLETF, (COEIZIVORATYT2THRLET 7
1),

=
A
@
E
g

@ ©

Tr7L—bhORMS

ROFIETE, YA AT TL—b2H A NAOKERICRMFSL., IRE T L—MZEM
FOHARNIHREFTIRBEN HVET,. EFAINCTFUTL—MNERHEATRICEK. AF—YAHOD
[Deploy to site]2 2 Uy VL& T,

AT Y 71 [TN_D_Schema] > [SITES|®O TO+iBH&EIUY UL T, TU7L—NIHA NZEM
LES, [T7L—RMCBIYYETIROYFAIIJARNT, ZHIBIHANOETTL—NE
ERLET,

Add Sites X

SiteB

Deploy To Sites X

Cresed Modified @ @ Del «

AT Y 7°2:Site-AICEPGEBDHERE hTWE T4, Site-BICEUEPG/BDHFEREhTVWAEALL



EHFDANET, chiF, ChSOREHFMSODSite-ALDABRAENSDIEHTT, 120,
VRFAARNLY FFUTL—RCEREh, BEOY A NMIERENRTVWDEAFDHYET,

G

ALL TENANTS | AddTenant |

ATYT73:ROOAXV REFALTREZRIELET,

APICl1# moquery -c fvAEPg -f 'fv.AEPg.name=="EPG_990"'
Total Objects shown: 1

# fv. AEPg

name : EPG 990

annotation : orchestrator:msc

chil dAction

confi gl ssues :

configSt . applied

descr :

dn : uni/tn-TN_DJ/ ap- App_Profil e/ epg- EPG 990
exceptionTag :

ext vhgdBy :

f | oodOnEncap : disabl ed

fwdCtrl :

hasMast Sour ce : no

i sAtt r BasedEPg : no

i sSharedSrvMsiteEPg : no

| cOmn . loca

mat chT . Atl east One

nodTs : 2021-09- 18T08: 26: 49. 906+00: 00
nmonPol Dn : uni/tn-comon/ nonepg- def aul t
naneAl i as

pcEnf Pr ef : unenforced

pcTag : 32770

pref G Menb : excl ude

prio : unspecified

rn : epg- EPG 990

scope : 2850817

shut down : no

stat us



triggerSt
txld
uid

triggerable
1152921504609182523
0

APICl1# moquery -c fvBD -f 'fv.BD.name=="BD_ 990"’

Total Objects shown:
# fv.BD

name

Opt i m zeWanBandwi dt h
annotation

ar pFl ood

bcast P

chil dAction
confi gl ssues

descr

dn

epd ear
epMoveDet ect Mode

ext MhgdBy

host BasedRout i ng

1

: BD_990
yes

¢ orchestrator:msc
yes
225.0.56. 224

uni / t n- TN_D/ BD- BD_990
no

no

intersiteBumlrafficAllow : yes

intersitelL2Stretch
i pLear ni ng

i pv6Mcast Al | ow
I cOwn
limtlpLearnToSubnets
|| Addr

nmac

ncast Al | ow
nodTs

nonPol Dn

mu

mul ti Dst Pkt Act
naneAl i as

owner Key

owner Tag

pcTag

rn

scope

seg

st atus

type

uid

uni cast Rout e
unkMacUcastAct
unkMcastAct
véunkMcastAct
vImac

yes
yes
no
| ocal
yes

00: 22: BD: F8: 19: FF

no
2021-09- 18T08: 26: 49. 906+00: 00
uni / t n- common/ nonepg- def aul t

i nherit

bd- f 1 ood

16387
BD-BD_990
2850817
16580488

regul ar

0

yes

Proxy

flood

flood

not - appl i cabl e

APICl1l# moquery -c fvCtx -f 'fv.Ctx.name=="VRF_Stretch"'

Total Objects shown:
# fv.Ctx

name

annotation
bdEnf or cedEnabl e

chi | dActi on

descr

dn

ext MhgdBy

i pDat aPl aneLear ni ng

1

VRF_Stretch
orchestrator:msc
no

uni /tn-TN_D/ ct x- VRF_Stretch

enabl ed



knwiMcast Act ©opermt

| cOmn : local

nodTs : 2021-09-18T08: 26: 58. 185+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag :

pcEnf Di r : ingress

pcEnf Di r Updat ed :yes

pcEnf Pr ef : enforced

pcTag : 16386

rn : ctx-VRF_Stretch

scope : 2850817

seg : 2850817

status :

uid 0

ABTFA4YIR—NL2 ROBE

ZNT, EPG TEPG_990) TARF A Y IR—KNA4>V REHEL., VRF HOST A ( EAHIC
FHOST A% S 2L—K ) TNIKERETEET, ACHHIDRZFT 1 v IR—KNNA RBE
FBIICETLED,

AT Y T1TEPG_ 90D TICYERX A ZEBMLET,

1. ER L = AF—TH 5. Site-A Template > EPG_990D JEICIBIRL £7,

2.[77L—hO7ANTAIRY VAD[RXAL > OEMZIVY ILET,

B [RXAOEMEFATOVRY VAT, ROAVYFAIVDI)ARDYSKROFATS a2 #iER
LEFT. RXMOBERTRAT -WEBRXA>2707 74 )L -TN_D_PhysDomE A 0O
BOBF 1 — BORFAZ R 0 B BF1E — BDB

4.[Savel 20UV UOLZET,

TN_D_Schema
= Templats Properties
@ si .
e ekl A
© v
Add Domain X
oe 4N sevocsiProperes
D_PhysDom
[r— N °
Q e
® ts | e
<= .
@ =~
—r—
o S
™

ATYT2: AZT 4 Y U7R— N (Site1_Leafl eth1/5)ZEB ML £,

1. ER L I AF— A S, [Site-A Template] > [EPG_990]%8IRL £,



2. [T7L—h07ANTAIRY VADOENA—NOEBMZEIVY VLET,
3. [Add Static EPG on PC, VPC or Interface]¥ 4 FOJRY U AT, [Node-101 eth1/5]% iR
L. VLAN 990% &Y ¥TET,

‘ TN_D_Schema

T s
SiteA g
©  Site-ATempiate EPG
Tenant: ThE o -
C .. e
@ * Bridge D
80_990
® = b
to8
P cresse Add Static EPG on PC, VPC or Interface X
o
" Une ced
Port
Contracts o
pod-1
Q = -
v
Site1_Leaf1 (Node-1101)
Site Loeal Properties ~
@ =
/s N
D_5%0 En L
"
Filte:
o ; DEPLI
imme: o
@ e EPG: . Node
T | °
® wo
@ Sevice arophs e
©

ATY T3 BHUR—NEYE RXAHFEPG 90ICEMENTVS L ZRALET,

i TN_D_Schema ‘

[
s
@ s5r0ge Domains. Site Local Propertics
: ©
@ re
©
@ Extemal EPOs
© o -
©
@ sevice o .
™.O_P

ROOAXY RZEALT, ARTAYINANAY REZHBEBLET,

APICl1# moquery -c fvStPathAtt -f 'fv.StPathAtt.pathName=="ethl/5"' | grep EPG_990 -A 10 -B 5

# fv. StPathAtt

pathName : ethl/5

chi |l dAction

descr :

dn : uni/epp/fv-[uni/tn-TN_D/ ap- App_Profi |l e/ epg-EPG_990] /node-1101/ st pat hatt-[ et hl/ 5]



| cOM . loca

nmodTs : 2021-09- 19T06: 16: 46. 226+00: 00
nmonPol Dn : uni/tn-conmon/ monepg- def aul t
name :

naneAl i as

owner Key

owner Tag

rn : stpathatt-[ethl/5]

status :

BDOE

ATY7T1IBDOFICHTRY NPEEMLET (HOST AR —R I A& LTBDIPEFERAL
9 ),

1. ER L = RAF—Y N5, [Site-A Template] > [BD_990] %8R L £,

2. [Y7Zxvy NOEMEIVYILET,

B.FHLWHTZY NOBMAAT7OTRY VAT, F—RNIJIADIPPRLAZEADL, 5
BHAST RNZARIZIARR BV IV ILET,

TD_Sene
© o
P Froparien
i—
& wearding R
VRF_Stretch
| s comnecied s |
Add New Subnet X treic
comen § =
| \ -
o]
0 = g
I -
® o
=
«a —
© - |
Sr g |

FIE2: 2OOAX REFEAL T, 7% Y RAAPICT Site-AlCBMENTVWBR L #EELET

o

APIC1# moquery -c fvSubnet -f 'fv.Subnet.ip=="90.0.0.254/24""
Total njects shown: 1

# fv. Subnet

ip : 90.0.0.254/24

annot ati on . orchestrator:nsc

chil dAction

ctrl : nd

descr :

dn : uni/tn-TN_D/BD-BD_990/subnet-[90.0.0.254/24]
ext MhgdBy

| cOwn . loca



nmodTs : 2021-09-19T06: 33: 19. 943+00: 00

nmonPol Dn : uni/tn-conmon/ monepg- def aul t
nane

naneAl i as :

preferred : no

rn : subnet-[90. 0. 0. 254/ 24]

scope : public

status :

uid 0

virtual © no

ATYTI3 A4 NATVTL—REEBALEY,

1. ER L EAF—H 5, [Site-A Template] 2 BIRL £7 .
2. VM MNCEE]ZOVYOILET,

e
—
-
KA RANNIK)DERE

VRF HOST_ AZEAL TNIKT/NA AZREL £T. NIKORENTT IS &, ACIU—T7BDI
“—FvYARTRLA (HOST ADT—KhT I A ) HFICMP(ping)iMA TEERBICAZ 2T en
HDHLYERT,



MSO Nodes 3.2(1f)

Sitel_Spine Site2_Spine
N9K-C9332C e ISN s N9K-C9332C
14.2(6h) 14.2(6h)

Eth1/4

£th1/49 Eth1/43//Eth1/50 Eth1/49\th1/50
Sitel_Leafl Sitel Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX NIK-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h) 14.2(6h)
Eth1/5 Eth1/53.290
EPG_990 (Encap vlan 990) 1P:92.2.2.1/30
BD:90.0.0.254/24 'VRF: TN_D:VRF_Stretch

VRF: TN_D:VRF_Stretch EXT_EPG_Site2

t per line. End with
Trunk 130ut

Eth1/5 Eth1/49.290

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L3out-OSPF-siteB
t 1P:92.2.2.2/30 Loopback: 999
t trunk all n Router ID: 92.92.92.92 1P:91.0.0.1/32

OSPF-2 AREAO

Nexus 9K
=

AClI®D[operational] 2 7 IC ik, 90.0.0.10 (HOST AIP7 RLA ) N EBENECENRRENET

o

ey APIC[EEA] i QD OL OO

© EPG - EPG_990 000

Stats Health Faults History

Client End-Points Configured Access Policies Contracts Controller End-Points Deployed Leaves Learned End-Points

@ Healthy 5 ¢ O

End Point « MAC P Learning Source  Hosting Server Reporting
Controller Name

Summary  Policy

Interface Multicast Encap
Address

EP-CO:14:FE

d 1101/ath1/5 (leamed)

Eth1/S

EPG_950 (Encap vlan 530)
BD: 50.0.0.254/24

VRF: T

Trunk

from

1P:90.0.0.10/24
ite: 0.0.0.0/0 90.0.0.;

Site-BT> 7L — N D¥ER

ATY 71 ERLEARAF—IH S, [TEMPLATES|ZEIRLET, +ic5% UYL, Site-B
TemplateE WS BEI DT 7L —MNEERLET.



TN_D_Schema
@ TN_D_Schema

: ° Site-B Template | o * o Site-B Template X

Site-B L3outD & E

L3outZ4ERK L. VRF_StretchZiE#HL £ 9. MSOAN SL3outFA 7TV MEERL., BYOD
L3outiREIXAPICA ST MEN BV ET (L3out/NTX—RIEMSOTRFEATEELA ), F
=, MSON SAEEPGEER L £T ( AHEPGRERENEWESH, YA BT 7L —KTO
H*)o

ATFYT1: ERLUIEAF—I NS, [Site-B Template] 2 BIR L E T, [RRRBR]7 1 —I)LRIC
L3out_OSPF_siteBEABLET, (REIIL—F 14T EEEIROYTAI)ARNT,
[VRF_Stretch]Z&IRL £ 7,

° Site-B Template

.....

e o o
o 2 p
H H 3

]

SHEEPG D EMR

ATFY 71 ERLIEAF—TH S, [Site-B Template] ZiBIR L £ ¥ . [Add External EPG]%&E T |
YyOLZET.



) Site-B Template Goplope sioy to sites @ Sirempie
°
©
ot Sottie
(-]
[}
(-
® e Aca Bty ore ‘
e Ser

ATY 72 AEBEPGTL3outZ ML £,

1. ER L EAF—H 5, [Site-B Template] i BIRL £,
2 [FRE]7 1 —I RIZEXT_EPG_Site2 AL E T,
3. [Classification Subnets] 7 4 —JL RIZ, AZHEPGOAIY T XY MC0.0.0.0/0E AALET

6Poicies [ Auose
) Site-B Template m @ 5568 snez Lol
] - [ rone:
[
| |
& |
© i
(-]
o®
’ Tyoe O
° S
Propertes
o OwPremises Propertes
@ Exernsieros L30u
R —
* Ext_epa_sie
‘ ‘ Y
= -
L30uts
[ coumd )

¥%') DL3outiRE k. APIC(Site-B)AS1TVE T,

FIEILIRX A ZEML, OSPFZ7ORJLZBHMICL, BEDIY FOTOSPFZREL KXY

o

1. APIC-1?Site-BT, [TN_D] > [Networking] > [L3out-OSPF-siteB] > [Policy] > [Main] Zi®iR L
7,

2.[L3 Domainl ROY 7’A 2> 1) ANT, [TN_D_L3Dom]%&i#IRLET,

3. [Enable BGP/EIGRP/OSPF]D[OSPF]|F T v U RY VRABEAVICLET,

4. [OSPF AreaD]7 1 —=J)LRIC, 0L AHLET,




5. [OSPF Area Type] . [Regular area]Z#ZRULE T,
6. [Submit) 20U Y OLET,

APIC]

X X-X-X-X-

Al
cisco

Admin 0 ns Apps Integrations

Summary f| Policy || Stats  Fauls  History
Node Profiles  External EPGs
CI R

Route Map

OSPF Area Types (( SS

OSPF Area Cost: 1

ATY74: /J—R7O7 74N EHERLET,

1. APIC-1MSite-BT. [TN_D] > [Networking] > [L30uts] > [L30ut-OSPF-siteB] > [Logical Node

Profiles]Zi#IRL £ 7,
2.[/—R7O7F7AILN2ER)EVVYILET,
theh APIC dsen APIC

Systemn Virtual Netwaorking L4-L7

ALLTENANTS | AddTenant | Tenant Search: QEIENSEsEE l

AT Y 75site-BO / — R & L Tswitch Site2_Leaf1 #i#IRL £ 9,

1. Site-BMAPIC-14' 5. [TN_D] > [Networking] > [L30uts] > [L30ut-OSPF-siteB] > [Logical
Node Profiles] > [Create Node Profile] Zi#RL £,



2. [R8EN7 14— RIC, Site2 LeaffE ABLET,
3.+i85 &2 IUYHILT, /—REEBNMLET,
4. )L—ZIDDOIPFP RL AZERA L Tpod-2 node-101Z2EBML £,

APIC

afuen]ie
cisco

n This has been created from Multi-Site. It is recommended to only m:. Create NOG Profile oe

Nodes: = Target DSCP

Noge ID Router ID Static Routes Loophack Adkiress

Iltano:af;‘,‘,'pou-i‘-\ 110.110.110.110 110.110.110.110 I

D =P
S U

AFVT6: AVA—TIAATO7 7 AL EEBML EF(IAEBVLANIEI20 ( SVIOER ) )o

1. Site-BMAPIC-14*S ., [TN_D] > [Networking] > [L30uts] > [L3out-OSPF-SiteB] > [Logical
Interface Profiles] ZiIRL £9,
2H87VYO0LT, AVE—TJIA4A7O77/4)&2EBMLET,
3B.UL—FTY RYTALUR—TIA A EBRLET,
4. IP7 RL A, MTU, B KRTVLAN-920Z:&EL £ T,
bl AP - @ O0C OO

o
@

ral Routed Sub-Interfaces Routed Interfaces vl Floating SVI

ATYTTOSPFRUS — (RAVKNY—RAVRNRY ND—7 ) ZERLE T,

1. APIC-10Site-BT. [TN_D] > [Networking] > [L30uts] > [L30ut-OSPF-siteB] > [Logical
Interface Profiles] iBRL £
2. 52 Y 2L T, [Create OSPF Interface Profile] &R L £ 7,



3. ROV—=223ay NIRENTVBRF 7 a2 &BRL, [EE1ZEIVYILET,
LSl [T

Credie USFT IMIENTace FUITY

Description: | Opt

Network Type: (

icast Unsg;
Create OSPF Interface Profile (7] priorty: [1 =
Authentication Type: | No authentication Cost of Interface: [unspeciied
Authes n Key: Interface Controls:
Confirm Key: [ Advertise subnet
OSPF Policy: [select s value u H(‘
default Dpas
common Hello Interval (sec): |10 o]
De ): [40 3
Create OSPF Interface Pol\c e = =

Transmit Delay (sec): |1

=D =B

Create OSPF Interface Profile [2]%]

Type: | No authentication

Authenticats

Authentication Key:

Confirm Key:

I OSPF Policy: OSPF_P2P_Policy i) l—'

AT ¥ 7°8:[TN_D] > [Networking] > [L3Outs] > [L30ut-OSPF-siteB] > [Logical Interface Profiles] >
(interface profile) > [OSPF Interface Profile]® FICHFAFE N TWAHOSPFA > 2—7 T4 A7'O7
FANLRDS—ZRABLET,

dsce APIC

Admin Operations Apps Integrations

common | TN_D | Tenant | infra mgmt

Interface Profile - OSPF Interface Profile

Name:

Description

Authentication Key:
Confirm Authentication Key:

Authentication Key ID: 1 [s

Authentication Type: | MD5 authentication Simple authentication ,
I Associated OSPF Interface Policy Name: OSPF_P2P_Policy @

AF Y79 : SAEEPG TEXT_EPG_Site2) AMSOIC &> THERENTVWA ZEEBALET,
APIC-1MSite-BT. [TN_D] > [L30uts] > [L30ut-OSPF-siteB] > [External EPGs] >
[EXT_EPG_Site2] £ BIRL £ 7.



Al apid
cisco A ‘L ‘

=X X-3X-X-

External EPG Instance Profile - EXT_EPG_Site2 Q0
Policy Operational Stats Health Faults History
Contracts Inherited Contracts
O b %t
me; X
g - |
+

« IP Aodress Scope Name Agorepate Route Control Profile Route Summarization Policy
Exd
SVEBNOK ( ¥ RB ) DERRE
MSO Nodes 3.2(1f)
Site1_Spine y Site2_Spine
Eth1/30 Eth1/30,
N9K-C9332C S ISN [ N9K-C9332C
14.2(6h) 14.2(6h)
7/‘\ Etn1/a ,«:""/ Ethl/4
/ N\
Ethlfl/;?/ Em/z\\ ghy1 /7 Ehif2
v N\
/s N\
\,
W
N\
\\
\\
N\

N\
Eth1/49 ;E;n 1/50 Em>\!\\ Eth1/50 Ethi/43,/Emi/s0 Eth1/48 \Eth1/50
Sitel_Leafl Site1_Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/20
VRF: TN_D:VRF_Stretch
EXT_EPG_Site2
Trunk 130ut

Eth1/43.290

VRF L3out-OSPF-siteB
Ethernet1/49.290
1P:92.2.2.2/30
Router ID: 92.92.92.92
OSPF-TN_D_OSPF AREA O

VRF L3out-OSPF-siteB
Loopback: 999
1P:91.0.0.1/32

Nexus 9K
=

NOKEE & (VRF L30out-OSPF-siteB)M#. NOKEACI—7 (H4 KB ) OB TOSPFRA/N—3 v
THARUIENTVWB I EN DAY ET,

OSPFRAN—2 Y AU E N, UP(Full State) THB  EZERLET,
APIC-1/A' 5. Site-BT[TN_D] > [Networking] > [L30uts] > [L30ut-OSPF-siteB] > [Logical Node

Profiles] > [Configured Nodes] > [topology/pod01/node-1101] > [OSPF for VRF-VRF-TN
DVRF_Switch > Neighbor ID state > Full,



AT« R | - X-X XX

System  JE Fabric Vinual Networking

LA-L7 Services Admin Operations Apps Integrations

ALL TENANTS anant o | common TN.D | Tenant infra mgmt

QSPF - TN_D:VRF_Stretch

Qe

General  Health  Faults  History
@ L
Domains Intettace Count: 2
Route 10 11 110 Activeareacn
Distance: 110 Active Areacnt: 0
Max ECMP: 8 Active Stub Areacnt: 0
Bandwidth Reference Active Ext Argacnt: 1
>
(Mbp: Extareacnt: 1
Operational State: Up Mot et
Stubareacnt: 0
Ageacnt 1
Ext Lsacnt: 0
Opagas Lsacnt: 0
Neighbors
~ Neighbor Id State Peer Ip Interface
92.92.92.92 Full 92.2.2.2 €th1/53.25
Page 1 OF1 Objects Per Poge: 15 = Bizsiaing ~eios s
site2_Leafl
Inter Protocol Route Leak Into OSPF N9K-C9364C-GX
« Name Redistribution Protocol Route Map Scope 14.2(6h)
TN_DIVRF_Stret 8GP 6 S0

1P:92.2.2.1/30

- VRF: TH_D-VRE Stretch
EXT_EPG_Site2
Intd
er o
. L30ut
Static Inter prot
Eth1/49.230

VRF L3out-OSPF-siteB I
Ethernet1/49.290 VRF L3out-OSPF-siteB

1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O

NOKTOSPFRAN—2 Y T RBERITDEETEXRT, £, ACIU—=TIP (A4 KB) I
PINgZERITTEET,

Site2_Leaf1
N9K-CI364C-GX
14.2(6h)
Eth1/53.290
182221,
VRF: TN_D:VRF Stretch

EXT_EFG_SiteZ

L30ut

Eth1/49.290

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA O

CDEELRT, site-ATODHost ASRE L, site-BTODL3outixRENTTLE T,



EPG is UP and running |

Eth1/43 /ETn1/50
Site1l_lLeafl
NIK-C93180YC-FX
14.2(6h)

Ethl/s
EPG_990 (Encap vian 950)
BD: 50.0.0.254/24
VRF: TN_D:VRF_Stretch

Trunk

Eth1/5

Site1l_Spine
N9K-C9332C
14.2(6h)

Eth1/4

MSO Nodes 3.2(1f)

Emlfagthlfﬂ ISN

Eth1/30.
E1h1/50

Eth1/49% Eth1/50
Sitel_Leaf2
N9K-C93180YC-FX
14.2(6h)

L3out is UP and running

Site2_Spine
N9K-C9332C
14.2(6h)

Eth1/4

Ethi/48,Eth1/50
Site2_Leafl
NIK-C9364C-GX

14.2(6h)

Eth1/53.290
1P:92.2.2.1/30

VRF: TN_D:VRF_Stretch

EXT_EPG_Site2

L30ut

Eth1/49.290

N

\W«h 1/50

Site2_Leaf2
N9K-C9364C-GX
14.2(6h)

Ne& 9K

VRF L3out-OSPF-siteB
Ethernet1/49.290

1P:92.2.2.2/30

Router ID: 92.92.92.92

OSPF-2 AREA O

VRF L3out-OSPF-siteB
Loopback: 999
1P:91.0.0.1/32

Site-B L3out% Site-A EPG(BD) (C $&#t

XIZ, MSO”A 5Site-B L3out%& Site-A BD-990IC## L E T, EAIOHICE20DEI2 3> hiH
WET, NDT7L—K, 2)F1 K,

A7V 712BBOEIY IV OMA KT, BY4 NOFIEATVETY L — NERBTE
£, L3outZ Site-A Template, ([CE#TDE, BEXRAMICE YA Mot I> 3 D NICBEICER
TNTVWBTUTL—Rh5EREhET,

EEL. FU7L—NEREIBHAR. [TV 7 L—K>[H M MAFYTL—NEITIVH
SEAL. ¥4 N RERMERRLET,

TN_D_Schema

SiteA
O Site-A Teml

© 80990

00:22BOFE:VGFE




Add L30ut

)
[s0u-0ssr-sen

ATYT72: &A0OE02232 "FUTL—b1 OXA2TTL—h TSite-AT>7TL—hi B
SEALZFET,

|_D_Schema
TEMPLATES Site-A Template
Applied to 1 sites
Tenant: TN_D
-
@ stetched Template FILTERS.
@ Sit=-B Template
sssss
£ @ opiication Profie App_Profie - 3
. = Tenant Settings
Stretched Te.. $:‘:‘DW -
eB (ACI) 4.2(8 ~ [ecss -
Stratchod .. tone
uuuuuuuu
Site-8 Tempiare L
© conracs
Q =
@ srioge omains
0_990
@ Fiters

ZWnREE

B4 RBOAZBEPGE Y 4 NADOKHEPEPG 990N BN WA BETT, TN, £FMSOH S
ZEERL, WA DEPGICEEN TR ZEANTEERT,

Cisco Application Centric Infrastructure - Cisco ACIZZ#H A RiF, BHOEBMRICKIEET., B
E. REPEPGRE7’ONA A —ELTEREEN, AZBEPGIE A1 —RELTEREENET,



/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.html#Howcontractswork

-

Tenant:::TN_D

VRF:::TN_D:VRF_Stretch

L3out-OSPF-siteB
Routed sub interface

EXT_EPG_Site2

L30ut

Intersite-L3out-Contract

VRF L3out-OSPF-siteB

Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router ID: 92.92.92.92 1P:91.0.0.1/32

OSPF-2 AREA O

ZHOER

AT Y 71:TN_D_Schema#* 5. [Stretted Template] > [Contracts]ZiBIRULET. VU Y U ZHD
B0

TN_D_Schema

o Stretched Template

SiteA

55555

ATYVT2: IXNTORNZ T4V O ZHATR 71 RZBMLET,

1. TN_D_Schema#* 5. [Stretted Template] > [Contracts] & BIR U £ T,
2. RDABTENZEMLET,

. &~ :Intersite-L3out-Contract
- Scope : VRF



commacy
5 Stretched Template Cast Ovpioyec: Sop 18, 2021 04:36 s @ T Lsoutcontract 2
O oz o S
Tenant: TN_ .

Si ]
PR oty smer @owmosssr |
@ Site-B Tempiste . [oweriame
sssss @ . T Intersite-L3out-Contract
— z Aopcaen S ——————
e = ) Seom
VRF
s 5
peeepgreeres
= P
e @ Fiter Chain
= =
= o = b
=
Contract Allow-all-traffe @
Qoo
@ e - Service Graph
VRF_Streteh
y &
© On-Premises Properties.
. . QoS Level
Unspecred
— °
ATYV7 3.

1. TN_D_Schema#* 5. [Stretted Template] > [Filters] ZiBIR UL £ 7.

2. [Display Name]7 4 —JL KRI(C Allow-all-trafficc AL E T,

B [IMNVDEMZEIVYILET, [T MNJUDEMALI Entry)] X4 7OTRY AN KRR
Th&EY,

4. [BH17 14 =)L RICAny_Traficc ADULET,

5. [Ether Type] RO Y Z7A> 1) A NT, [unspecified]ZiZIRL T, IXNTOKRS T 1 v U %
ALET,

6.[Savel 20 )Y ULET,

Add Entry

ATY 74 ABEPGIC TO>21—X4 (YARBTFY7L—h) ELTEEZEBMLET (Y
1 RZ8BA),

1. TN_D_Schema#' 5. Site-B Template > EXT_EPG_Site2DJEICiBIRUL £ T,
2. [ZHnEmEI)Y O LET, [Add Contract]Z A4 FOJRY VAN RRENET,



3. [22#9]17 1 =)L RIZ. Intersite-L3out-ContractE AW UE T,
4. [ZA7IRAYZTHIVARNT, [AV21—X]E2BRULET,

AT Y75 AEEPG "EPG_990. = "77ANAF—1 (YA NATYTL—bR) ELTEY
ZEMLET (A NCER ).

1. TN_D_Schema#' 5. Site-A Template > EPG_990%i#iRL £7,
2. [ZHDEMESVY IV ULET, [Add Contract] X4 FOATRY VAN RRENET,

3. [Contract] 7 4 —JL R, Intersite-L3out-Contracte A WL E T,
4. [RA7IRAYTHIVARNT, [TANAH1ZBRUET,

Add Contract

N EMEND E, Y4 NAT TShadow L3out / External EPGy HFERKE hE T,




LY -5 WA FE i = I |
Virtual Networking

ALL TENANTS | AddTenant | Tenant Search:

(C» Quick Start
B ™ D
b Application Profiles

B Networking
I Eridge Domains

B VRFS

i External Bridged Networks

"

ite map for import and export route contro

B Contracts

F /=, TShadow EPG_990&BD_990, #'Site-BTHERENT VWD L EWATEET,




el APIC[EEE]

System Tenants Fabric Virtual Networking La-LY

ALL TENAMNTS | Add Temant | Tenant Search: RENMEESE=CE=

n This has been created from Multi-Site. It is recommended to o

TN_D

(C» Quick Start
Y E@ TN D
- [l Application Profiles
8 I,E""F'I'-u:l Sop Profiha

- [l Apclication EPGS

I Networking

- [l Bridge Domains

B Extemnal Bridged M
B L300z
B Cot10 Tunnels

I Folicies

ATY76:ROOAXY REAHNL T, Site-BAPICEZRERL X7,

apicl# moquery -c fvAEPg -f 'fv.AEPg.name=="EPG_990"'
Total Objects shown: 1

# fv. AEPg

name : EPG 990

annot ati on . orchestrator:nsc
chil dAction

confi gl ssues :

configSt : applied

descr :

dn : uni/tn-TN_D/ap-App_ Profile/epg-EPG_990
exceptionTag

ext vhgdBy :

f | oodOnEncap : disabl ed

fwdCtrl



hasMcast Sour ce
i SAttrBasedEPg
i sShar edSrvMsi t eEPg
| cOmn

mat chT

nodTs

nonPol Dn
nameAl i as
pcEnf Pr ef
pcTag

pref G Menb
prio

rn

scope

shut down
status
triggerSt

txld

uid

apicl# moquery -c fvBD
Total bjects shown: 1

# fv.BD

name

Opt i m zeWanBandwi dt h
annot ati on

ar pFl ood

bcast P

chil dAction
confi gl ssues
descr

dn

epd ear
epMoveDet ect Mode
ext MhgdBy

host BasedRout i ng

no
no

no

| ocal

At | east One

2021- 09- 19T18: 47: 53. 374+00: 00
uni / t n- common/ nonepg- def aul t

unenf orced
49153

excl ude
unspeci fi ed
epg- EPG 990
2686978

no

triggerable

1152921504609244629
0
-f 'fv.BD.name==\"BD_990\"'
: BD_990
yes
orchestrator: nsc
yes

225.0.181.192

: uni/tn-TN_D/BD-BD_990

no

no

intersiteBumlrafficAllow : yes

intersitelL2Stretch
i pLear ni ng

i pv6Mcast Al | ow

| cOan

limtlpLearnToSubnets

|| Addr

nmac
ncast Al | ow
nodTs
nonPol Dn

mu

mul ti Dst Pkt Act
naneAl i as
owner Key

owner Tag
pcTag

rn

scope

seg

st atus

type

uid

uni cast Rout e
unkMacUcastAct
unkMcastAct

yes
yes
no
| ocal
yes

00: 22: BD: F8: 19: FF

no

<<< Not e that

pcTag is different for shadow EPG

2021- 09- 19T18: 47: 53. 374+00: 00
uni / t n- common/ nonepg- def aul t

i nherit
bd- f 1 ood

32771

BD- BD_990
2686978
15957972

regul ar
0

yes
Proxy
flood



véunkMcastAct : flood
vmac : not-applicable

ATYTT : HRETINA ADNIKEREZEFEL T,

LU

MSO Nodes 3.2(1f)

APIC-1 Sitel_Spine Site2_Spine APIC-1
Eth1/30
Site-A N9K-C9332C smme{ ISN |Emlsuﬂmﬁo N9K-C9332C Site-B
4.2(6h) Lesdfehy 4.2(6h)
W\ Eth1/4
Eth1/1 Eth1/2%y,
4 N
Ethy/3 N
N
N\
AN
\
£th1/a9 /Etn1/s0 Eth1/49//Eth1/50 Eth1/49\Eth1/50
Sitel_Leafl Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C9364C-GX NOK-C9364C-GX
14.2(eh) 14.2(6h) 14.2(6h)
Eth1/5 Eth1/53.290
EPG_990 (Encglp vlan 990 1P:92.2.2.1/30
BD:90.0.0.254/24 VRF: TN_D:VRF_Stretch
VRF: TN_D:\RF_Stretch EXT_EPG_Site2
Trupik L30ut
Eth1/5 Eth1/49.290
VRF L3out-OSPF-siteB
Ethernet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router 1D: 92.92.92.92 1P:91.0.0.1/32

OSPF-2 AREAO

Nexus 9K

CCTl, RENEEICHELTVIAESHERIBLET,
IVRRA NES
Site-AL> RIRA > "H'Site1 LeafI TLIY RIRA NELTEES N ECEZBIELET,

Sitel_Leafl# show endpoint interface ethernet 1/5

Legend:
s - arp H- vtep V - vpc-attached p - peer-aged
R - peer-attached-rl B - bounce S - static M - span
D - bounce-to-proxy O - peer-attached a - | ocal -aged m - svc-ngr
L - |ocal E - shared-service
R TP e LT R e
-+
VLAN Encap MAC Addr ess MAC | nf o/
Interface
Domai n VLAN | P Address IP Info
R TP e LT R e
-+
18 vlan-990 c014.fe5e.1407 L
ethl/5
TN D: VRF_Stretch vlan-990 90.0.0.10 L ethl/5

ETEP/RTEP D #&5E



Site_ Al)—7

Sitel_Leafl# show ip interface brief vrf overlay-1

IP Interface Status for VRF "overlay-1"(4)

Interface Addr ess Interface Status

et hl/ 49 unassi gned prot ocol -up/ | i nk-up/adm n-up

ethl/49.7 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

et h1l/ 50 unassi gned prot ocol -up/ | i nk-up/ adm n-up

et hl/50. 8 unnunber ed prot ocol -up/ | i nk-up/ adm n-up
(100)

ethl/51 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 52 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 53 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 54 unassi gned prot ocol -down/ | i nk- down/ admi n- up

vl an9 10. 0. 0. 30/ 27 prot ocol -up/ i nk-up/adm n-up

1 00 10. 0. 80. 64/ 32 prot ocol -up/ i nk-up/adm n-up

l ol 10.0.8.67/32 prot ocol -up/ i nk-up/adm n-up

lo8 192.168.200.225/32 protocol-up/link-up/admin-up <<<<< IP from ETEP site-

A

1 01023 10.0.0.32/32 prot ocol -up/ i nk-up/adm n-up

Site2_Leafl# show ip interface brief vrf overlay-1
IP Interface Status for VRF "overlay-1"(4)

Interface Addr ess Interface Status

et hl/ 49 unassi gned prot ocol -up/ | i nk-up/adm n-up

ethl/49. 16 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

et h1l/ 50 unassi gned prot ocol -up/ | i nk-up/adm n-up

et h1l/50. 17 unnunber ed prot ocol -up/ | i nk-up/adm n-up
(100)

ethl/51 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 52 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 54 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 55 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 56 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 57 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 58 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/59 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 60 unassi gned prot ocol -down/ | i nk- down/ admi n- up

ethl/ 61 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 62 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 63 unassi gned prot ocol -down/ | i nk- down/ admi n- up

et hl/ 64 unassi gned prot ocol -down/ | i nk- down/ admi n- up

vl anl18 10. 0. 0. 30/ 27 prot ocol -up/ | i nk-up/adm n-up

1 00 10. 0. 72. 64/ 32 prot ocol -up/ | i nk-up/adm n-up

l ol 10. 0. 80.67/ 32 prot ocol -up/ | i nk-up/adm n-up

lo6 192.168.100.225/32 protocol-up/link-up/admin-up <<<<< IP from ETEP site-B

1 01023 10.0.0.32/32 prot ocol -up/ i nk-up/adm n-up

ICMPRZE W gEH

HOST_AD S ABT/INA ADOWAN IP7 RL AlZping2RITLE T,



APIC-1
Site-A
4.2(6h)

Eth,

NOK-C

Eth1/5

Sitel_Spine
N9K-C9332C

W\ Eth1/a
Eth1/1 Eth1/2

7 Ethi/z

/43 /Eth1/50

Sitel Leafl

93180YC-FX

14.2(6h)

Eth1/5
EPG_990 {Encap vlan 990)
BD: 90.0.0.254/24
VRF: TN_D:VRF_St

1P:90
Route: 0.0.

.0.10/24
0.0/090.0.0.2

MSO Nodes 3.2(1f)

AEFINAADIL—T/)NY VT RL A%ZpingL £

APIC-1
Site-A
4.2(6h)

Sitel_Spine
N9K-C9332C

R\ Eth1/a

Eth1/1 Eth1/2 )

Eth1/3

Eth1/49 E/!hllsﬂ
Sitel Leafl

NOSK-C93180YC-FX

14.2(6h)

Eth1/5
EPG_990 (Encap vlan 990)
BD: 90.0.0.254/24
VRF: TN_D:VRF_St

Eth1/5

VRF HOST_A

Eth1/49, "’mu/su
Site2_leafl

Eth1/49%, Eth1/50

Sitel_Leaf2
N9K-C93180YC-FX NSK-C9364C-GX
14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/30

VRF: TN_D:VRF_Stretch
EXT_EPG_Site2

L30ut

Eth1/49.290

VRF L3out-OSPF-siteB

Loopback: 999
P:91.0.0.1/32

Ethernet1/49.29

1P:92.2.2.2/30

Router ID: 92.92.92.92
OSPF-2 AREA O

Nexus 9K

Site2_Spine APIC-1
£th1/43] ISN musgmm NSK-C9332C Site-B
14.2(6h) 4.2(6h)
\ Eth1/4
N\
ICMP Echo request/reply 1/1 £ Em"z\‘\‘
From Host_A to L3out Next Hope etha N
AN
N
N
N
Etha/ad\, Ethl/s0 Eth1/29/Eth1/50 Eth1/49\eth1 /50
Sitel Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h) 14.2(6h)
Eth1/53.290
1P:92.2.2.1/30
VRF: TN_D:VRF_Stretch
EXT_EPG_Site2
L30ut
£th1/49.290
VRF|L30ut-OSPF-siteB
rnet1/49.290 VRF L3out-OSPF-siteB
1P:92.2.2.2/30 Loopback: 999
Router 1D: 92.92.92.92 1P:91.0.0.1/32
OSPF-2 AREA 0
Nexus 9K
MSO Nodes 3.2(1f)
Site2_Spine APIC-1
gm/agi |SN nm/snﬂmﬁu N9K-C9332C Site-B
14.2(6h) 4.2(6h)
N Eth1/a
ICMP Echo request/reply e E"‘M\\
From Host_A to loopback at site-2 . Jems AN
(simulating external endpoint} Y \\
N / N\
N
\ N\
X
AN
N\

Eth1/49\£th1/50
Site2_Leaf2
NOK-C9364C-GX
14.2(6h)

I — NREE

AZBFINA AOWAN IPT RLAKEGIL—TNY IOHTZY NL—KNFN—FT1 2 TF7—=TI)IC

FETDCEEZEIELET,
IHE, IU—7 TSite2-Leaf1 s OHNIZFTEP IPIC7RV) £ T,

FSite1_Leafly THAIBT/INA AT TRY ROXTARNKY T %R



@O0

MSO Nodes 3.2(1f)

APIC-1 Sitel_Spine Site2_Spine APIC-1
Eth1/30 [ Eth1/30.
site-A N9K-C9332C | ISN — N9K-C9332C Site-B
4.2(6h) 14.2(6h) 14.2(6h) 4.2(6h)
Eth1/4
Ethi/1 Eth1g Eth1/1 Eth1/2
Etn1/s Ethi/3
Eth1/49 /ZEth1/50 Eth1/49% Eth1/50 Eth1/48 /Fth1/50 Eth1/49°\Fth1/50
Sitel_Leafl Sitel_Leaf2 Site2_Leafl Site2_Leaf2
N9K-C93180YC-FX N9K-C93180YC-FX N9K-C9364C-GX N9K-C9364C-GX
14.2(6h) 14.2(6h)

Eth1/5
EPG_990 (Encap

1P:92.2.2.

Eth1/53.290
1/30

14.2(6h)

BD: 90.0.0.254/2
VRF: TN_D:VRF |

Trunk

Eth1/5

RF L3out-OSPF-siteB
Ethernet1/49.290
1P:92.2.2.2/30
Router ID: 92.92.92.92
OSPF-2 AREA O

VRF L30ut-OSPF-siteB
Loopback: 999
1|P:91.O.0.1/32

VRF HOST_A

Nexus 9K

Sitel_Leafl# show ip route 92.2.2.2 vrf TN _D:VRF_Stretch

I P Route Table for VRF "TN_D: VRF_Stretch"

"*' denotes best ucast next-hop

denot es best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

92.2.2.0/30, ubest/nbest: 1/0

*via 192.168.100.225%verl ay-1, [200/0], 5d23h, bgp-65001, internal

that next hope is External TEP pool (ETEP) ip address of Site-B.
recursive next hop: 192.168. 100. 225/ 32%ver| ay-1

Sitel_Leafl# show ip route 91.0.0.1 vrf TN _D:VRF_Stretch

I P Route Table for VRF "TN_D: VRF_Stretch"

"*' denotes best ucast next-hop

denot es best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

91.0.0.1/32, ubest/nbest: 1/0

*via 192.168.100.225%verl ay-1, [200/2], 5d23h, bgp-65001, internal

that next hope is External TEP pool (ETEP) ip address of Site-B.

recursive next hop: 192.168. 100. 225/ 32%ver | ay-1

ok ok

tag 65001 <<<< Note

ok ok

tag 65001 <<<< Note

NZ7LZa—hk
CCTR. BEORS TNV I-—FA VI LEATERBRERLET.
Site2_Leaf1

TN_D:VRF_stretch& Overlay-1BMOBGP7 RL A7 7 XU )—RNA VR—NI T AKR—K,

Site2_Leafl# show system internal epm vrf TN _D:VRF_Stretch



VRF Type VRF vnid Context |D Status Endpoint
Count

TN_D: VRF_Stretch Tenant 2686978 46 Up 1

Site2_Leafl# show vrf TN_D:VRF_Stretch detail
VRF- Narme: TN _D: VRF_Stretch, VRF-ID: 46, State: Up
VPNI D:  unknown
RD: 1101:2686978
Max Routes: O Md-Threshold: O
Tabl e-1 D: 0x8000002e, AF: |Pv6, Fwd-I1D: 0x8000002e, State:
Tabl e-1 D: 0x0000002e, AF: |Pv4, Fwd-1D: 0x0000002e, State:

s&

Ethifan// Eth1/s0
Site2 Leafl
NIK-C9364C-GX

14.2(6h)
Eth1/53.290
IP-92.2.2.1/30
VRF: TN _D:VRF Stretch
EXT_EPG_Sita2

L30ut

Eth1/49.290

Site2_Leafl# vsh
Site2_Leafl# show bgp vpnv4 unicast 91.0.0.1 vrf TN D:VRF_Stretch
BGP routing table information for VRF overlay-1, address fanmily VPNv4 Uni cast
Route Distinguisher: 1101:2686978 (VRF TN_D: VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 12 dest ptr Oxae6da350
Paths: (1 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported
vpn: version 346, (0x100002) on xmt-1list
Mul ti path: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (metric 0) from 0.0.0.0 (10.0.72.64)
Oigin inconplete, MED 2, |ocal pref 100, weight 32768
Ext comuni ty:
RT:65001:2686978
VNID:2686978
COST: pre- best pat h: 162: 110
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise infornation:
Path-id 1 advertised to peers:
10.0.72.65 <<



Site2_Spine FD0243207JH

10.0.72.65/32 spine active 0 102 1 Site2_ Leaf2 FD0O24260FCH 10.0.72.66/32 leaf active 0 1101
1 Site2_Leafl FDO24260ECW 10.0.72.64/32 leaf active 0

Site2 Spine
a N9K-C9332C
14.2(6h)

Site2_Spine

Site2_Spine# vsh

Site2_Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

Route Distinguisher: 1101:2686978 <<<<<2686978 <--
Binary--> 00001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 717 dest ptr 0Oxae643d0c
Paths: (1 available, best #1)
Flags: (0x000002 00000000) on xmit-list, is not in urib, is not in HW
Multipath: eBGP iBGP
Advertised path-id 1
Path type: internal 0x40000018 0x800040 ref 0 adv path ref 1, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
10.0.72.64 (metric 2) from 10.0.72.64 (10.0.72.64) <<< Site2_leafl IP
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Received path-id 1
Extcommunity:
RT:65001:2686978
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Path-id 1 advertised to peers:
192.168.10.13 <<<< Sitel_Spine mscp-etep IP.
Sitel Spine# show ip interface vrf overlay-1
<snip...>
lol2, Interface status: protocol-up/link-up/admin-up, iod: 89, mode: mscp-etep
IP address: 192.168.10.13, IP subnet: 192.168.10.13/32 <<



Sitel Spine
NOK-CS332C
14.2(6h)

Site1_Spine

Sitel_sSpine# vsh

Sitel Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

Route Distinguisher: 1101:36241410
<<<<<36241410<--binary-->10001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 533 dest ptr Oxae643dd4
Paths: (1 available, best #1)
Flags: (0x000002 00000000) on xmit-list, is not in urib, is not in HW
Multipath: eBGP iBGP
Advertised path-id 1
Path type: internal 0x40000018 0x880000 ref 0 adv path ref 1, path is valid, is best path,
remote site path
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 20) from 192.168.11.13 (192.168.11.13) <<< Site2_Leafl ETEP IP
learn via Site2_Spine mcsp-etep address.
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Originator: 10.0.72.64 Cluster list: 192.168.11.13 <<< Originator Site2_Leafl and
Site2_Spine ips are listed here...
Path-id 1 advertised to peers:
10.0.80.64 <<<< Sitel_Leafl ip

Site2_Spine# show ip interface vrf overlay-1
<snip..>
lol3, Interface status: protocol-up/link-up/admin-up, iod: 92, mode: mscp-etep IP address:
192.168.11.13, IP subnet: 192.168.11.13/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

<snip..>
Site-B apicl# acidiag fnvread
ID Pod ID Name Serial Number IP Address Role State

LastUpdMsgId

101 1 Site2_Spine FDO243207JH 10.0.72.65/32 spine
active 0

102 1 Site2_Leaf2 FDO24260FCH 10.0.72.66/32 leaf
active 0

1101 1 Site2_Leafl FDO24260ECW 10.0.72.64/32 leaf

active 0

B NET7 ST 2HRBLET,

Sitel Spine# moquery -c bgpPeer -f 'bgp.Peer.addr*"192.168.11.13"'



Total Objects shown: 1

# bgp.Peer

addr : 192.168.11.13/32

activePfxPeers : 0

adminst : enabled

asn : 65001

bgpCfgFailedBmp

bgpCfgFailedTs : 00:00:00:00.000

bgpCfgState : 0

childAction

ctrl

curPfxPeers : 0

dn : sys/bgp/inst/dom-overlay-1l/peer-[192.168.11.13/32]

lcOwn : local

maxCurPeers : 0

maxPfxPeers : 0

modTs : 2021-09-13T11:58:26.395+00:00

monPolDn

name

passwdSet : disabled

password

peerRole : msite-speaker

privateASctrl

rn : peer-[192.168.11.13/32] <<
<<

IL—BPRBRFIMILCOVWTHS NEATSIFBEEATVZHBE, O—HILHSAIROR
NAVENL—RE2—=4Yy hOoO—HIL YA NDEBEY RASEBRETEET, Sitelld. RTTC
DEY NFBREE h=BGPNAEZMBITDE., ChFUE—NY A MNATHDCEETBLE
T,

Site2_leafl# vsh
Site2_leafl# show bgp vpnv4d unicast 91.0.0.1 vrf TN D:VRF Stretch
BGP routing table information for VRF overlay-1l, address family VPNv4 Unicast

Route Distinguisher: 1101:2686978 (VRF TN_D:VRF_ Stretch) <<<<<2686978
<=--Binary--> 00001010010000000000000010
BGP routing table entry for 91.0.0.1/32, version 12 dest ptr Oxae6da350

Sitel Spine# vsh
Sitel Spine# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1
Route Distinguisher: 1101:36241410

<<<<<36241410<--binary-->10001010010000000000000010

AA---26th bit set to 1 and with 25th bit value it become 10.

Site1ORT/SA F U {ER:, 26BEHOE Y MFMCREEhTVIRERE, FoE<EUTHSC
EICEBLTLSEEY, 10EROE (WTI—2 ) FHYET. 1101:36241410F, Site1 THRR
ENBDENDT, Site1ODRFPU—T7Z A R—NTHIRENHDENDTT,



Sitel_Leafl
N9K-C93180YC-FX
14.2(6h)

Sitel leafl# show vrf TN D:VRF_Stretch detail

VRF-Name: TN D:VRF_Stretch, VRF-ID: 46, State: Up

VPNID: unknown

RD: 1101:2850817

Max Routes: 0 Mid-Threshold: 0

Table-ID: 0x8000002e, AF: IPv6, Fwd-ID: 0x8000002e, State:
Table-ID: 0x0000002e, AF: IPv4, Fwd-ID: 0x0000002e, State:

Site1_Leaf1

Up
Up

Sitel_leafl# show bgp vpnv4 unicast 91.0.0.1 vrf overlay-1
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 1101:2850817 (VRF TN _D:VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 17 dest ptr Oxadeda550
Paths: (1 available, best #1)
Flags: (0x0800l1a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 357, (0x100002) on xmit-list
Multipath: eBGP iBGP
Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x80040 ref 56506 adv path ref 2, path is valid, is best path,
remote site path
Imported from 1101:36241410:91.0.0.1/32
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 64) from 10.0.80.65 (192.168.10.13)
Origin incomplete, MED 2, localpref 100, weight 0
Received label 0
Received path-id 1
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Originator: 10.0.72.64 Cluster list: 192.168.10.13192.168.11.13 <<<<
'10.0.72.64'="'Site2_Leafl' , '192.168.10.13'='Sitel_Spine' , '192.168.11.13'='Site2_Spine’
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise information:
Path-id 1 not advertised to any peer
<snip..>
Sitel_lLeafl# show bgp vpnv4 unicast 91.0.0.1 vrf TN D:VRF_ Stretch
BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 1101:2850817 (VRF TN _D:VRF_Stretch)
BGP routing table entry for 91.0.0.1/32, version 17 dest ptr Oxadeda550
Paths: (1 available, best #1)
Flags: (0x0800l1a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 357, (0x100002) on xmit-listMultipath: eBGP iBGP
Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x80040 ref 56506 adv path ref 2, path is valid, is best path,
remote site path
Imported from 1101:36241410:91.0.0.1/32
AS-Path: NONE, path sourced internal to AS
192.168.100.225 (metric 64) from 10.0.80.65 (192.168.10.13)
Origin incomplete, MED 2, localpref 100, weight 0



Received label 0
Received path-id 1
Extcommunity:
RT:65001:36241410
S00:65001:50331631
COST:pre-bestpath:166:2684354560
COST:pre-bestpath:168:3221225472
VNID:2686978
COST:pre-bestpath:162:110
Ooriginator: 10.0.72.64 Cluster list: 192.168.10.13 192.168.11.13
VRF advertise information:
Path-id 1 not advertised to any peer
VPN AF advertise information:
Path-id 1 not advertised to any peer

LEN>T, TSitel_Leafly ICIk, FVANKY T I'Site2_Leafls ETEP7Z RL A
192.168.100.225M Y7 % ¥ ~91.0.0.1/320)—RI> NUKFBH VY ET,

Sitel leafl# show ip route 91.0.0.1 vrf TN_D:VRF_Stretch
IP Route Table for VRF "TN_D:VRF_Stretch"
%1 denotes best ucast next-hop
1*%! denotes best mcast next-hop
'[x/y]' denotes [preference/metric]
%' in via output denotes VRF
91.0.0.1/32, ubest/mbest: 1/0
*via 192.168.100.225%overlay-1, [200/2], 5d423h, bgp-65001, internal, tag 65001 <<<< Note
that next hope is External TEP pool (ETEP) ip address of Site-B.
recursive next hop: 192.168.100.225/32%overlay-1

Site-A Spinelk, "Site2_Spines mcsp-ETEPMOBGPX A /S—IPF7 RLAlCI—bhIX Yy 7 &#EML
£, NF74y070-KC2\WTEARD L, Site-ALY RRAY NFAFBIPF RLALEEY
8BE. N7Y NREEtE Site1_Leafls TEPZ RLAELTH7EILL, TEZE T
Site2_Leaf; IP7 RL AX192.168.100.225METEPP7 RLAICT D CENTEET,

ELAM(Site1_Spine) DTS

Sitel Spine# vsh_lc
module-1# debug platform internal roc elam asic 0
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 14 out-select 1
module-1(DBG-elam-inselld)# set inner ipv4 src_ip 90.0.0.10 dst_ip 91.0.0.1 next-protocol 1
module-1(DBG-elam-inselld)# start
module-1(DBG-elam-inselld)# status

ELAM STATUS

Asic 0 Slice 0 Status Armed
Asic 0 Slice 1 Status Armed
Asic 0 Slice 2 Status Armed
Asic 0 Slice 3 Status Armed

pod2-n9k# ping 91.0.0.1 vrf HOST A source 90.0.0.10

PING 91.0.0.1 (91.0.0.1) from 90.0.0.10: 56 data bytes

64 bytes from 91.0.0.1: icmp_seqg=0 ttl=252 time=1.015 ms

64 bytes from 91.0.0.1: icmp_seqg=1l ttl=252 time=0.852 ms

64 bytes from 91.0.0.1: icmp_seqg=2 ttl=252 time=0.859 ms

64 bytes from 91.0.0.1: icmp_seqg=3 ttl=252 time=0.818 ms

64 bytes from 91.0.0.1: icmp_seqg=4 ttl=252 time=0.778 ms

-=-=- 91.0.0.1 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.778/0.864/1.015 ms

Site1_Spine ELAMA M) H—& hE T, Ereportik, Site-Al)J—7TEP IP7 RLADOTEPF7 KL A
&, Site2_Leaft ETEPZ RLAANDBETINT Y MFATEILEATVD CEERBLET,

module-1(DBG-elam-inselld)# status



ELAM STATUS

Asic 0 Slice 0 Status Armed

Asic 0 Slice 1 sStatus Armed

Asic 0 Slice 2 Status Triggered

Asic 0 Slice 3 sStatus Armed

module-1(DBG-elam-insell4)# ereport

Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

L3 Type : IPv4d

DSCP : 0

Don't Fragment Bit : 0x0

TTL s 32

IP Protocol Number : UDP

Destination IP : 192.168.100.225 <<<'Site2_Leafl' ETEP address
Source IP : 10.0.80.64 <<<'Sitel_lLeafl' TEP address

L3 Type : IPv4d
DSCP : 0

Don't Fragment Bit : 0x0

TTL : 254

IP Protocol Number : ICMP
Destination IP : 91.0.0.1
Source IP : 90.0.0.10

Site1_Spine)L— kX ¥ 7 DREESite-AR /S A Y H/NTv NESBETHE. coopPll— I
NV EBRTZIRDVYIC TSite2_Leaflys DETEPF RLALCUAALIBMTEET, (YA b
BicH 4 NEL3outhi 28BS, 14 BAR/NAL > F Tinfra-intersite-13outy EFENDI)L—KIT Y
TEERLT, N57 1Y U %Site2 LeaMl MDETEPICUA AL YKL, L3outh5HET ).

Sitel Spine# show bgp vpnv4 unicast neighbors 192.168.11.13 vrf overlay-1
BGP neighbor is 192.168.11.13, remote AS 65001, ibgp link, Peer index 4

BGP version 4, remote router ID 192.168.11.13

BGP state = Established, up for 10w4d

Using loopbackl2 as update source for this peer

Last read 00:00:03, hold time = 180, keepalive interval is 60 seconds

Last written 00:00:03, keepalive timer expiry due 00:00:56

Received 109631 messages, 0 notifications, 0 bytes in gueue

Sent 109278 messages, 0 notifications, 0 bytes in qgueue

Connections established 1, dropped 0

Last reset by us never, due to No error

Last reset by peer never, due to No error

Neighbor capabilities:

Dynamic capability: advertised (mp, refresh, gr) received (mp, refresh, gr)

Dynamic capability (old): advertised received

Route refresh capability (new): advertised received

Route refresh capability (old): advertised received

4-Byte AS capability: advertised received

Address family VPNv4 Unicast: advertised received

Address family VPNv6é Unicast: advertised received

Address family L2VPN EVPN: advertised received

Graceful Restart capability: advertised (GR helper) received (GR helper)



Graceful Restart Parameters:
Address families advertised to peer:
Address families received from peer:
Forwarding state preserved by peer for:
Restart time advertised by peer: 0 seconds
Additional Paths capability: advertised received
Additional Paths Capability Parameters:
Send capability advertised to Peer for AF:
L2VPN EVPN
Receive capability advertised to Peer for AF:
L2VPN EVPN
Send capability received from Peer for AF:
L2VPN EVPN
Receive capability received from Peer for AF:
L2VPN EVPN
Additional Paths Capability Parameters for next session:
[E] - Enable [D] - Disable
Send Capability state for AF:
VPNv4 Unicast[E] VPNv6é Unicast[E]
Receive Capability state for AF:
VPNv4 Unicast[E] VPNv6é Unicast[E]
Extended Next Hop Encoding Capability: advertised received
Receive IPv6 next hop encoding Capability for AF:
IPv4 Unicast
Message statistics:

Sent Revd
opens: 1 1
Notifications: 0 0
Updates: 1960 2317
Keepalives: 107108 107088
Route Refresh: 105 123
Capability: 104 102
Total: 109278 109631
Total bytes: 2230365 2260031
Bytes in queue: 0 0

For address family: VPNv4 Unicast
BGP table version 533, neighbor version 533
3 accepted paths consume 360 bytes of memory
3 sent paths
0 denied paths
Community attribute sent to this neighbor
Extended community attribute sent to this neighbor
Third-party Nexthop will not be computed.
Outbound route-map configured is infra-intersite-1l3out, handle obtained <<<< route-map to
redirect traffic from Site-A to Site-B 'Site2_leafl' L3out
For address family: VPNv6é Unicast
BGP table version 241, neighbor version 241
0 accepted paths consume 0 bytes of memory
0 sent paths
0 denied paths
Community attribute sent to this neighbor
Extended community attribute sent to this neighbor
Third-party Nexthop will not be computed.
Outbound route-map configured is infra-intersite-1l3out, handle obtained
<snip...> Sitel_Spine# show route-map infra-intersite-1l3out
route-map infra-intersite-l1l3out, permit, sequence 1
Match clauses:
ip next-hop prefix-lists: IPv4-Node-entry-102
ipv6é next-hop prefix-lists: IPv6-Node-entry-102
Set clauses:
ip next-hop 192.168.200.226
route-map infra-intersite-l3out, permit, sequence 2 <<<< This route-map match if destination
IP of packet 'Sitel_Spine' TEP address then send to 'Site2_ Leafl' ETEP address.
Match clauses:



ip next-hop prefix-lists: IPv4-Node-entry-1101
ipv6é next-hop prefix-lists: IPv6-Node-entry-1101
Set clauses:
ip next-hop 192.168.200.225
route-map infra-intersite-l1l3out, deny, sequence 999
Match clauses:
ip next-hop prefix-lists: infra_ prefix local_pteps_inexact
Set clauses:
route-map infra-intersite-l1l3out, permit, sequence 1000
Match clauses:
Set clauses:
ip next-hop unchanged

Sitel_Spine# show ip prefix-list IPv4-Node-entry-1101
ip prefix-list IPv4-Node-entry-1101l: 1 entries
seq 1 permit 10.0.80.64/32 <<



	ACIマルチサイトファブリックによるサイト間L3outの設定
	内容
	概要
	前提条件
	要件
	使用するコンポーネント

	背景説明
	サイト間L3out設定でサポートされるスキーマ

	設定
	ネットワーク図
	物理トポロジ
	論理トポロジ

	設定
	Schema-config1の設定
	ファブリックポリシーの設定
	RTEP/ETEPの設定
	ストレッチテナントの設定
	スキーマの設定
	スキーマの作成
	サイトAテンプレートの作成
	テンプレートの設定
	ストレッチテンプレートの作成
	テンプレートの添付
	スタティックポートバインドの設定
	BDの設定
	ホストA(N9K)の設定
	Site-Bテンプレートの作成

	Site-B L3outの設定
	外部EPGの作成
	外部N9K（サイトB）の設定

	Site-B L3outをSite-A EPG(BD)に接続
	契約の設定
	契約の作成


	確認
	エンドポイント学習
	ETEP/RTEPの検証

	ICMP到達可能性
	ルート検証

	トラブルシュート
	Site2_Leaf1
	Site2_Spine
	Site1_Spine
	ルート識別子エントリについて
	Site1_Leaf1

	ELAM(Site1_Spine)の確認
	Site1_Spineルートマップの確認



