AAYFTOLEF17T7> T)L(SSH)I—HERELER
EDFE

=R

TFITIITISSHIE, BEOXRY ND—=IOFNAANOEF 175 E—NEHRZIRH
IH7O0RINTT, COELIFE,. BSILENTVDRZRE, TelnetiZiIC =B AER IR
HLET, SSHEFEATRE, EBERFEINRTFA A RX—T T4 ACL)ZEANLTY
—RN—=FARTOTSLATAA Y FERETEE T,

CLIE—RTSSHZERATR L, LV EBEBREZREBEKLTRITTERT, SSHERE
RYRND—OBEENMPENCRY RO A MIVEVWEEIC, VE—RTERYRD
—IODRNZTND1—FT4VTTIBRICRIEET., RMVTFEEATRIE. EEBER

SSHZNMLTRY hD—JICEEIZDI—H2Z2REABLVPERTERT, wakld. I—H7
BEDRY NI)—IUADSSHERZBILITILOICEATEDILNHAF—ENLTITOIET

o

SSHYZA 7> hHEERE., SSH7ORIIL ETETFTENB TSV Tr—23> T, FINA R
DFFLEBSLZRBLET. iKY, FNAARESSHY—NZRTITD RO T/NA A
LU TERETRESILENCEGZEHRUTEXRT, RACESLEERID L, SSHITA
T hEEE2THEVTelnetEZ i Z ML 1t R B BREZTREICLET,

CDREEBETR, EBERNRASYFTIZA TN I—YRAZRETDHAECODVWTHAL
£

BAAEZT/INA A

« Sx200>J—X
« Sx300>J—X
« Sx350 ¥ 1)—X
« SG350X 1) —X
« Sx500 1) —X
« Sx550X > 1J—X

[Software Version]



¢ 1.4.5.02 - Sx200= 1) — X, Sx300>1)—X., Sx500>')—X
« 2.2.0.66 - Sx350> 1) — X, SG350X>1)—X, Sx550X>1)—X

SSHY Z 47> NI1—HBRREDKE

SSHY—EADOERMIL

EIBHAROTTAILNRETT IRNATRY VAFNA R (FNAR ) DBEBREE
YR—BNFTBEOIC, SSHY NIRRT 7 A I M TERDICBE>TVERT,

ATY 71 : WebR—ADI1—F 14T 4IZAO%Y 4> L, Security > TCP/UDP Services®
JEWZEIRLET



TCPUDP Services

ATY 7 2:8SSHServiceF IV IRYIAREFAIZLT, SSHENLEAAYFIAN R
OV ROT O ERZBMCLET,




TCP/UDP Services

. HTTP Service: |« Enable
HTTPS Service: « Enable
SNMP Service: Enable
Telnet Service: Enable

"—prply—i [ Cancel ]

ATY 7 3: ApplyE o )Y UL T, SSHY—ERZB#MICLET,

SSHI —H3RELERE D EE

COR—DZFERALT, SSHI—H—fRAFZEZEBRLET, NAT—RAXNBIRENIT
WBEBEE. FNLAICI—HRENRAT—REZRETEXRT, LBF—FAREFLEREF
—HRZEIRL B A, Ron Rivest, Adi Shamir and Leonard Adleman(RSA)F—% = Ik
FORNBETINIVXADSAF—2ERTDEETEET,



RSAB RUDSADT T I RF—RT &, FNAADBEBFICERENET, chs5OF
—012F, SSHY—/N\ASHXVVO—RENBDTF—XOBSILICEAETNET, RSAF—
BTF72)LRNTHEAENET, I—HFHFhsOF—0O—FF-EHRAZHKRTDE. F—
FBEERENET,

ATY T 1: WebR—ADI1—FT 4 )F 4105 14> L. Security > SSH Client > SSH
User Authentication D JEIZEIRL £ 9,

SSH User Authentication

X : Sx350, SG300X, FFSx500XZHF/FENHFEE. [RRE—RIROYTHIUR
NA S[EFM]ZZBRL TRHEMAIE— RICYBRTIEEZ WL,




AT Y 7 2 : Global Configuration @, B ®SSH User Authentication MethodZ 2 ') ¥ o L
£9,

SoH User Authentication

Global Configuration

S55H User Authentication Method} e« By Password

By RSA Public Key
By DSA Public Ke

ETNAA(SSHIZA TN ) HSSHY—/NANDSSHEY > a2 ZBIUL&LS5ET S
&, SSHY—NBIZA TV RBIALROVThADFEEZFERALET,

« ByPassword : COF 723> Tk, I—YREAONAT—RERETEET, ChiFTF
7F#IRERET, F7AFILNDO/NAT—RikanonymousTF, COAT> 3> %iERTS
BEF. I—YBENRAT—ROVLFUI v IINSSHY —/NTHEIULETNhTWVD Z & &R
LET,

- ByRSAPublicKey : COA7>a>aEATHE, I—HYRAICRSALHAFT—2FATE
£9, RSAF—(F, RELBBRORABIHBICEI<KBEESHF—TT, COF—IE, SSHI
—HRIAICEAENIRE—RNEZAITOF—TT,

- ByDSAPublicKey : COA7>a> % ERATHE, 1—FBIAICDSALNEF—&HEATE
F¥9., DSAF—(F. ElGamal@#H 7L IV XALICEI<KBESHLF—TT, cOF—WRET
OtARICEEAADADH, SSHI—HREATRE—HRPICEAThITFLEA,

£ COHITIE, By Password ' IBIRENTVET,

AT Y7 3: Credentialsf8iHT. Username7 1 —J)L RICI—HEZAHLET,



Credentials

l “ Username: ciscosbuseri I 0/70 characters used

Z Password: » Encrypted AUy3Nnel4DHjTuVuzd1A

Flaintext

[—Anpiyy—] [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Flaintext

i ZOBITIE, ciscosbuser! AMfEAENTVET,

ATV T4 (A7232 ) ATV 72T "NAD—REAL 2BRU LGSR, AXEOV
Y2 L., Encrypted”7 1 —JL RE L EPlaintext7 1 —)L RIZC/NAD—RZAHDLET,

£t Password: Encrypted

RDAT>IAaVHHET,

Encrypted : cOF 723> Tk, NATD—ROBESHKN—23 0 ZANTEERT,
r7L—2FF ARy —-20F7>a>Tclk, 7L—TFANONATD—READTEE
ER

FZOBITRE, TL—TFARMEBREh, 7L—2TFANONAT—RFASDESH
£9,

ATYT5: ApplyE oY OLT, REAREEZRELET,

AT Y 76: ( A7> a2 ) Restore Default CredentialszZ 2 )Y Y LTF7 ) b 1—
BENAD—REERTL, OKZEOVDY VL THEITLET,

E o A—HRBENAT—RET7 # )L MEDanonymous/anonymousiC R V) £,



The Username and Password will be restored to the default
H values (anonymousfanonymous). Do you want to continue?

) e |

ATYJT: (A7 3> ) Display Sensitive Data as PlaintextZ 7)Y 2 LT, R—J O
BT—RETL—TFAMERATERRL, OKEIUY ILTHEITLET,

Sensitive data for the current page will be displayed as
u plaintext. Your HTTP web session is insecure. Do you want to
continue?

|| Dont show me this again

e

SSHI1—H'*—7T—7 )L ORE

ATYVT 8. BEEIRF—DFIVIRYIREFVIZLET,

S55H User Key Table

| | | Key Type kKey Source | Fingerprint
L DSA Auto Generated 1ch4:fe:25:98 h.d2:1a:45:47.ch:a8:00:be:eh
| Generate | | Edit. || Delete || Details

A ZOPITE, RSANFBRENATVET,

ATY T (AT>3>2 )Generate® V)Y LT, ILLWF—ZERLET, FILLF—
FFIvoeshlt*x—ZLFEEL, OKZVUYILTHEITLET,



Generating a new key will overwrite the existing key. Do you
want to continue?

o) conee

ATYT10: (A7 32 )Edit22 Y OLT, BEOF—ZHRELET,

e Fngerpn

User Defined 60:aa273c3T52:c2:abTodl4aa5:0492:4774

[:l DSA Auto Generated 1c:54:7e:25:98:hd2:1a:45:15:47.ch:a8:00:beeb
| Generate | | Delete | [ Details |

Key Type:
& Public Key:

X COBITE, RSAFBIRENTLVET,

ATYT12: (A7> 32 )PublicKey7 1 =)L RICHTLVWABEF—&EALLET,



When a ey is entered, it should contain the "BEGINT and "EMD™ markers.

Key Type: RS54 : |

& Public Key: — BEGIN 55H2 PUBLIC KEY —

[Comment: RS54 Public Key
BAAARINzaC1ycEZEAAAADADABAAAAQDDABDOF UL I ebpLhpET IsT2p Wyl FEgdx
v+ TESBg 2 pys50 7 PwoxK TLIPVWECFdRw2805 2wl oLnHD TecsCl3gzhFuCEvBPh KL
{akyEuyBxEfFskwd L1481 LN by kd psI QD2 ud UTAHVRHE Te pinex S0 M==

— EMD 55HZ PUBLIC KEY —

% Private Key: @ Encypted

() Plaintext

|#pply|| Close || Display Sensitive Dats as Plaintext |

ATY 13 (A7 32 ) Private Key7 1 — )L RIZFTIL VWHBEF—ZAHNLET,

x O MEBEF—EZREL MBS 2I7VY 03B, BEOMEBEF—HNBESHEhELTFA
RELTRRENET, [TL—2TFANZIVYITRE, BEOBMEF—HTL—2
THEFARNTRRENFTT,

AT Y 714: ( #7232 ) Display Sensitive Data as PlaintextZ 7 J Y 2 LT, R—J ORE
SEhkT—227L—2FTFARMEATRRL, OKEVUY UL THEITLET,

: Sensitive data for the current page will be displayed as
H plaintext. Your HTTF web session is insecure. Do you want to
continue?

Don't show me this again

e




ATV 15 Applyz V)Y VL TEEZHREL., ClosezZV Y I LET,

ATYT16: (A7 32 )DeleteZ2 V)Y OLT, FIYIULLEF—ZHIBRLET,

User Defined 60aa27 3c3Th2.c2a5 7 7odld4aab 04924774
. DsA Auto Generated 1c:54:fe:25:98:fh:d2:1a:45:15:47:ch:ad:00:beeb

ATYTAT(AT7T232 ) RERTHEBEXY E—IHFRREhZS5, OKEVUY UL TH
—ZHIRLE T,

The selected user defined key will be deleted and replaced
by an auto generated key. Do you want to continue?

ST

AFYT18: (A7 3> )DetailsBEIUYILT, FIVILEF—OFMERTLET

o




SSH User Key Details

S5H Server Key Type: RSA

Fublic Key: — BEGIN S5SH2 PUBLIC KEY —
Comment: RSA Public Key
AAAABINZAaCTycZEAAAADADABAAAAYCODARDOFUEYKIUIehpLhpETIST 9pV
Row+0TA6Bq2 pys5 07 FwoxKTLIXFWYWRCFAREwW26QS2wilolLnHOTecsCl3gzl
TLY hakyEuyG=6iFskwdLdSiUIbyXkdpsIDAD2u0UT7 AHVYEHA TeX pinexS0N
— EMD S5H2 PUBLIC KEY —

Frivate Key (Encrypted). — BEGIN S5H2 ENCRYFTED PRIVATE KEY -—-
Comment: BSA Private Key
UMaPOag2 xEmC4xXxM1VhmxMicAdj+mIT5Zspriy h/FlkuAYm40EH k4 1Y Q0
+zh87iJBUpwHPId1ivhgjBJuF9sRETIU3IDEUg 110rkcMa0JapMOyDpD 7 M+4
gBd08ShbtMOWZdFyThjGrSTCOOYPEpVhkYIBwyed4 QdjCaCGojEFIKUMHEZ
dEVPHEwiIZExhENgDG0yCT pFex+oaah/ugmYgiBmOnMNbrvixCrHIiUS ALz
RUDaVMTWV2us7 +yw+yMNJ+EvREYkhsQZR OMNEcOidilHVIMImJoR GrdiuRi/CjE
XIZO0hmBBo6iyCaiZMPIhy08yiPN4YgrHhDcpxeWeY 1ZRIGOvZ4 )42 3xY L
rdcinoll4EWSk+sj1vzrGid KHCRzQkkMgL p+E5z19npJcite+64tKgAD 3 CVaHIk:
VRS Xrle2vHdik2aZA03)ZsotTO0dMSASZPdN4C CERFLAERACIC QOKE
MgHATSYFoG+h X 2MitxVaxXsWillale/dHIBNeljYrzKRFGy9V3TRPFBizSLAIEZ:
G2u0QPBRglLusILdjd|CiNa4PauVkR48mw3lgsWeszEXgHmS=/ok7 TudgPon-
37 cOvN2wDadMEIA ZELEKBOJt ey DsWalvcl K AvoSmLuZ B20hUMZ2uor
AGEnaylgcTavYLmGpDL2k2PzUgFulvbaOFzlri1clczgyjy+JChPicl T TADe GAT
LICY3DrAaod8y5 015 CogUIZJddWLrqunDGpygscAaor050vGIHATCEYREMh2F
BEOUHWS+OHHgnJnmarQICjivDISeRnHErgjuT1sBuwpFDd+wTOL/KzZREM 1L
A0wOY Clkdgm7 GgOI2eOnyY vy DIRYIcMmT1JFATREWPCSOWhyPrZgecCQs
OFLgLEZNZ1 XN JkdgDBEmbECiywvKe GPTGEH+ECQ==
— END S5HZ PEIVATE KEY —

[ Back ] [ Display Sensitive Data as Flaintext ]

ATY T (AT a> )R=DEHDSave RZ &2 V)Y OLT, AZ—KNF7Y 7Y
7AF¥F1L—2a T 7AINOEEERELET,



1 Save cisco Language:

urt_Gigabit PoE Stackable Managed Switch

SSH User Authentication

Success. To permanently save the configuration, go to the File Operations page or ¢

Global Configuration

55H User Authentication Method: e By Password

. By BESA Public Key
. By DSA Public Key

Credentials
& Username: ciscosbuseri (0/70 characters used)
* Password: '« Encrypted ZxAQOKH/+qcTMT174xYgn

- Plaintext | (Default Passwaon
M [ Cancel ] [ Festore Default Credentials ] [ Display Sensitive Data as Plaintext

5SH User Key Table
[ | KeyType Key Source | Fingerprint
. R3A User Defined 60aa27:3c3752:c2:a57cd0:4a:a5:04:92:47:74
| DsA Auto Generated 1chdie 2598 hd2 1845547 ch:ad: 00 beeh

Generate Edit... Delete Details

SNT, BENRAYFTITATY NI OREREFRT LEL L,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



