Sx200, Sx300, FIESX500 A1 Yy FTH>
J4F¥F1L—>3>T7 74O O0—RFE
FENYoOFTY TS

B

AAYFONYOTYTAT74F1L =230 774 )0NELEOT&. N7 1—F
120%, FNAANB>TIEY RENEBEICRIEET, chillE, DATLAD ¥
YRADUICHTEREPHBENDEHEREOA D TF U AILERAETIhZ 7 74I)LOFHIE
—NEENET, EEAE, TT—8BK., AZ—KNT7y7aA714Fa2L—>3>,
RITA74F2L =23 aNVIOTYTI77AINICIE—LTRETEXRT, DT 7
AIINEFERALT, AMYVFEEFRFTLIFHRERRBICRIZENTEET,

NYOFY7A74F21L—232774)0&. NUETIL77A4)0&E7O3)L
(TFTP)YY—/, EF217IE—(SCP)H—/N, FLBIAVEI-RIIRFETEXRT, DL
BETR. ROWTIhADHFETIATLAREI 7TANEZIVO—RKERNYITYTT
BHAEICODVTHBALET,

« ViaTFTP : A2 74 F 2L —23a2> 77 AN ETFTPEBATE OO—RINY OT Y
TI3BBIC, TFTIPARXNMBIRENET, TFTPREREICLANKROIE1—Z2DORE)IC
RN, 7740 O0—RICEHLTVET,

« HTTP/HTTPSEM:HTTP/HTTPSEHR T 74 F¥1L—>32 77/ ) 2R o0
—RINYOTF Y 7FB7=8HIZ, Hyper Text Transfer Protocol(HTTP) % 7= Ik Hyper Text
Transfer Protocol Secure(HTTPS) ERABIRENE T, COFERFLZEMFrGVLY
ZT7ALOE T O—RICKLSFEAETNET,

- Via SCP (Over SSH):SCP (Over SSH)ARl¢, £+ 17> T)L(SSHEBTI> 7 1
FAL—23a2 774N EA O O0—RINVOTYTITBEHIEIRENET, CD
A2 74F21L =237 7400 O—-RINYOTY TR, EF1T7B8ZRY N
=072 LTITHIhET,

BEAAREET/INA A

« Sx200> 1) —X
« Sx300> 1) —X
« Sx500 ) —X



[Software Version]

e 14.7.6
A7 4F21L—>3> 7740030 O0—RELEGFE/NY D
TYyT

ATYT1: AAYFOWebR—ADI—FT A4 UF 42O A4 > LET, F7FINMDOI—
H—BE/NAT—RIE, ciscolcisco T,

E I ITIENAD—REZZEELED. HLLWTHIY R EERLTVWREEE, KbV ICH
LWOLFSYI)IZ2ABLET,

dlealne Switch
cisco Usamame:

pasowor:

N ngisn +
" Login | secur Browsing (TPS):

ATYT 2 ROEDO—RFEEELGNY IOTYTHAEODVWThA ZBIRLET,

- TETP#ZH
+ HTTP/HTTPS# g

- SCP#EH ( SSH#EH )

TFTPIZ KD ATALARE7 7AINDOAOO—RELEEINYOT VS

FERAARBXAZ1—FT723a R, FNAADETFINICL>TERYET, COHITR
. SG300-28 A1 Y FHNEAENTVWET,

AT Y 7 1 : Administration > File Management > Download/Backup Configuration/Log® JI§
ICEBRLET,



.,

Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?H Configuration
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



AT Y 7 2 : Transfer Method$818 T, via TFTPA > 3a > REx>&OUYIOLET,

Download/Backup Configuration/Log

Transfer Method: @via TFTP

via HTTPHTTPS
viag SCP (Over S5H)

AT Y 7 3: Save Action®Download ¥ 7= l&BackupA 7> 3> RE#IUY LT, RE
T77ANMNFELEEOTEZDOO—RTBID, NVIOTYVTIT2LEBELET, COHITE
. BackupA"EREhTVWET,

Save Action:

Download
@eoonr . IS —>

AT Y 7 4 : TFTP Server Definitont8 O A 7> a2 RR> &2V Y IOLET, KOF TS
AUNBHYIET,

« By IP address:TFTPH—/NOIP7 RLAZAALET, cOHITRE, cOFT> 3>
FBRENTVET,

« By name:TFTPH—NDRARBOANZEBIRLET, cOF T avHFBIRENT
WBEBEEIE., AT Y TBICHATIEEL,

TFTP Server Definition: @B‘f IP address By name

ATYVT5 (AT7232 ) IPTRLAZEET S ZEIRL 3F S, IP VersionfBE A S
Version 4(IPv4) & 1z [ Version 6(IPv6) ZBIRL £F, /N—2 3 V6% BIRL HESEE. IPv6
Address TypefBiE T, IPv6A" U OO—HAIT RLAATO—NILT RLADZIEELE
T UUO—HILT RLADEF A, Link Local Interface ROAY 77X I VARNDS ALY
B—T7IAARAEBIRLET, N—2 a3 4FBIRENTVBBEEEFE. ATV T6ICHEARETT

o



TFTP Server Definition: ) By IP address By name
IP Version: Version Ersin-n =

A COBITER, IPN—2 348 BRENTVWET,

ATYT6: (A7>3>2 ) AT Y 74T "By names ZBIRL HEE. "TFTPServer IP
Address/Names 7 41 —J)L RIZTFTPH—/NXOFRARBZADLET., ThUADBFEE.
IP7RLAZAADLET,

TFTP Server Definition: ) By IP address By name
IP Version: Version 6 ) Version 4

TFTP Server IP Address/Name: | 192.168,100.147]

E:COfITR, Y7 4F¥1L—232 77 A LRIPT KL A192.168.100.147 TTFTPY
—NICFRFEENET,

FIE7 . [V—AR77AIINOBEEEHT, N\VITYTIRT77AINOBEOAT 3R
BV IOLET, AAVFICE., RO T74F21L—232T77AINHHYERT,

e IOV 74F¥aL -3y BFEOOA7a4F1L—arvEgta 7 4F1L
—232774). REOUT7 - NURICEEEY IV ICERAETNEZEEEEEN
x99,

« ABR—KNT7Y7OAV74F1L—>32 75V 1 XFIICREFEENZ A T4 F
AL—>3>774).

c NYOTYTEE - NVIOTYTOENTAAY FICLREENDEBNOERET 7ML

« ST—BA VBLKEELUBB[EEEATVEVES, 2T 714F21L—>3 >
T7A4INEBEEBNICSS—BRT7AMILEZATIZREENET,

« FlashLog: 72 VY21 XEVIZRFEhZOJINJZEEOT 774 ),



source File Type: @unning configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

ECOBITR, ROV T74F1L—232T77AIUHFBREATVET, COFT 3
CEERTDE, BEORTIAV 74 F1L—2a>REANNYITITENET,

ATV 8 [MBETF—REHT, NVITYTTIFAINIHEEBET—22EHDHEEER
LET. ROFT>3a2vHHY)ET,

« Exclude : NV OT YT ILBBF—REEHEEA,
EEl BT — R EREELENEERTNAYIOTYTIZEDET,
s J7L—2FTFAN BEBF—RETL—2TFARMNKTNYOT YT IZEDET,

=ensitive Data: Exclude

Encrypted
laintext

E2o0BITERE, TL—FFAMBREATVET, ChiZkl), IXNTOF—E2HFT
L—FFANERTNYOTYTENET,

AT Y 7 9 : Destination File Name7 1 —)LRICNY OTF YT 774N EEADLET, C
DOFITIE. SG300-28.xtHAEAHENTVET,

Destination File Name: SG300-28.txt (12160 characters used)

ATY 710 : ApplyRZUYOLT, NvOFTYTnBERKRLET,



Download/Backup Configuration/Log

Transfer Method: 0 via TFTP
via HTTR/HTTPS
via SCP (Over 35H)
Save Action: Download
O Backuy NN —
TFTP Server Definition: 0 By IP addrass By name

IP Version: Version & ) Version 4

TFTP Server IP Address/Name: | 192.168.100.147]

Source File Type: ) Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

Sensitive Data: Exclude
Encrypled
D Plaintext
Avvanls

Destination File Name: SG300-28 txt (12160 characters used)
Ern ) e

ATY T 1MBEN KT LIS, DonelRE>Z#VUYILET,

Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished
Error Message:

o]

ible sensitive data oplions are delerminad by the curment users S50 rulas

CNT, TFTIPEEARNE®EALTAMYFOOAT74F1L -3 2T 7AI)NZERLCH



DoO—REEINYIOTYTTEEL

B rootfs88xx.11-0-1MPP-477.sbn Jun 27 2017, 11:03 AM B2.1 ME
B rootfs288%x.11-0-1MPP-477.sbn Jum 27 2017, 11:04 AM 2.7 ME

B =b288xx.BE-01-0203P.sbn Jun 27, 2017, 11:03 AM 432 KB
: Jun 27, 2017, 11:04 AM 757 KB

Today, 1:41 PM
PP-477.loads Jun 27, 2017, 11:04 AM 2KB

B s5b288xx.BE-01-005.5bn Jun 27, 2017, 11:04 AM 130 KB

[NY ZICRE3]

HTTPHTTPSIC KRB AT ALARE7 7ANORA I O—REEENYIOT YT

AT Y 7" 1 : Administration > File Management > Download/Backup Configuration/Log® JI§
ICBRLET,



Ceme

Console Settings

» Management Interface
Liser Accounis
Idle Session Timeout

Eﬂp}r.fsﬂ?ﬂ Eﬂnﬁgum’nnn
DHCP Auto Configurationfimage Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



AT Y 7 2 : Transfer Method$818, . via HTTP/HTTPSA 7’3 RA> & HOUYH LET

o

Download/Backup Configuration/Log

Transfer Method: via TFTP
@via HTTR/HTTES
via SCP (Over S5H)

AT Y 7 3 : Save Action®Download X 7= l&BackupA 7> 3> RE># )Y LT, RE
T77AMNFELEFOTEZDOO—RTBID, NVIOTVTITRNEBELET, COHITE
. BackupA"BIREhTWET,

Save Action: Download

o I — L)

ATYVT 4 [V—ARTT7AIINOBEEET. NVITYTIRTT7AINOEENDAT S 3
DIRREDDVYILET, AAYTFICRE, ROA274F21L—>32T77A4IUFHYE
ER

s ETOV74F2L -3  BFOAVTa4F1L—arvEEEIVT74F¥1L
—23> 774, BEOU7—RNURIILEELY AV ICEBAThEZEEE TN
£9,

« AZ—KNTPY A 74F2L—>32 7TV AXFEVILREEND I 714 F
AL—>3>774 )

s WY OTYTRE - NVYITYTOENTAAY FICREETNDEBNORET 7ML

« ST—BH  PBLKEE2UBEEEECATVWVEWVNES, 2T 714F21L—>3>
774V GEBNICIS—BRTI7ANERATICREESNIET,

* FlashlLog: 72 v 2 a1 XEVICRFEEAZO7I NV ZECOT 7714 ),



source File Type: @unning configuration file
Startup configuration file

Backup configuration file
Mirror configuration file
Flash Log

E o COBTR, REAV 74 F1L -3 T 7FAUNEBRENATVET, COFT>3
VEEBERTBE, BEORITIAV7AFIL—2a0RENFNYITITENET,

ATV 5 [MEBEF—REEHT, N\VIOTYTI7AINIHET 220D K EZER
LET. ROFTa>HFHY)ET,

e« Exclude : NV OT YT ILMBT—REEDEEA,

EE{l  MET— R EEBLENEERTNAYIOTYTICEDET,
« T7L—"FFAN BBF—R22L—2FTFFANERATNYIOTYTICEDET,

=ensitive Data: Exclude
Encrypted
laintext

FCOBITE, TL—TFARMMBREATVET, iKY, IXNTOF—RHT
L=2FTFARNERTNY OT Y TENET,

FIE6 : [APPLY] 20U Y OLET,



Download/Backup Configuration/Log

Tranzfer Method: via TFTP
© via HTTPIHTTPS
via SCP (Over SSH)
Save Action: Diownload

0 ecnr . T — L)

Source File Type: @ Running configuration file
Startup configuration file
Backup configuration file
Mirror configuration file

Flash Log

Sensitive Data: Exclude

Encrypted
) Plaintext

B | vy . F. . -
Avallabla sensitive gata options are determined by the current users ool rules

= o |

FIE7 : BEHNZETLES, DoneRZ> 27V ILET,

Download/Backup Configuration/Log

Bytes Transferred: 10422
Status: Copy finished

Error Message:

=

CAhT, HTTPHTTPSEEAR ZHEAL T, A4y FOI74F2L—>32T774)
ZERBICADO-RELBINYIOTYTTEELL,



© 2010-2014 Cisco Systems, Inc. All Rights Reserved.

running-config (1).txt

[MNY 7 ICR?]

SCPEBALEATARE7 7AILOE IO O—RELEINYIOT YT
( SSH#ZH )

BEE: SCPAHRZHEATSHEIC, SSHY —NFEAABRICBE>THY, METIREN B
RENTWR e ZBRBL TS EEV, AM Y FTSSHRAREZREIT D HEIC OV TR
eIV IOLTLKEZWL,

AT Y 7 1 : Administration > File Management > Download/Backup Configuration/Log® JI§
ICBRLET,


https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb4006-configure-secure-shell-ssh-server-authentication-settings-on.html

-k

Console Settings

» Management Interface
LUser Accounts
Idle Session Timeout

EG-P}I'J'EE?E Eﬂnﬁgum’nnn
DHCP Auto Configuration/image Update
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery - LLDP
» Discovery - COP
Ping
Traceroute



AT Y 7 2 : Transfer Method$Bi% T, viaSCP (Over SSHYA 7’3 REZ VUV OLE
9. SCPHARIE., EF 2172 ITIIESSH)ZNLTAY 74F 2L —>32 774XV
O—REXLEINYIOTYTIRLEHICBBRENET, OO T74F¥F21L—23a>T774)
NDEADVO—RINYOTY TR, EF1T7BIXYRNIT—0ZNLTITDIET,

Download/Backup Configuration/Log

Transfer Method: via TFTP
via HTTPMHTTPS

@uia SCP (Over SSH)

AFYT 3: JUE—RNSSHY — /RN Enabled - SREET N TVWBR L E#BIELET. D
BEEIESSHY —/NEZFREIL . BEETNBDSSHY—NANAELVWCEEZHERLET, 72/

RTTFAE—TNICBE2>TVD, BMICLTE, COKER T 7 (4 IIREDSSHESICHE
LEBA. BXIZHE>TVDHEWE., Edit2 Uy L THEEZBMICLET,

SSH Settings For SCP:

Remote SSH Server Authentication: Enabled § Edit

AT Y 7 4 : SSH Client Authenticationf8E 0O F 7> a > RAVEBIRL T, VE—KKRA
RADERRICEATESSHILF UYL ZIEBELET. A Y FICHEME N TVS K
WASSHYLF 2 v )L Z2ERAT5EEE. Use SSH Client System Credentials Zi#31R L
FT (chsnULF>> v )Lk, SSH User Authentication’R —= % B < System
CredentialsZ 7)Y VUL THRFEATZILEHICKRETEEXT ), " BHUBILTFIvILE
FHT3H Ak, Use SSH Client One-Time Credentials #i&R L £ 7

E I ODVRALVLTFOOYIILOA—HYEENAD—REI74F21L—->32T774)
ICRTFEIhTEA,



SSH Settings For SCP:

Remote SSH Server Authentication: Enabled Edit

S5H Client Authentication: Use SSH Client System Credentials
E) Use SSH Client One-Time Credentials:

Username Cisco ({ | he usamame Is

Password unnunul ( | he password IS

3 ZOHITIE. Use SSH Client One-Time Credentials " #BIR& hTH Y., Fh(ZHSLUTL
—HRBENAT—ROFMANIADETATVET,

AT Y 7 5: Save Action®DownloadE 7= l&BackupA 7> a > REZ>#Z OV Y O LT, BE
T7ALMNFELEEOTEZDOO—RTBID, NVIOTYVTIT2LEEELET, COHITRE
. BackupH"EREhTVWET,

Save Action:

Download
@ IR —

F )& 6 : SCP Server Definitionf8BO A 7> 3> KRR &IV YOLET, AOAT> 3>
NFHYET,

« By IP address:SCPH—/NDIP7 RLAZANLET, cOfITR, cOFTZarN
BRENTVET,

« Byname:SCPH—/NNDFRARBZAALET, CcOFTZIaUHFBEREIATVZES
F. ATV TBICHATLSEZL,

SCP Server Definition: @y IP address By name
IP Version: Version 6 ) Version 4

ATYVTT(A723a2 ) IPPRLAZERTSZBIRL HSE. IP Versionf8iFgH 5



Version 4(IPv4)& 7= l& Version 6(IPv6) & BIRL £, N—2 3 V6&BIRL B EEF. IPv6
Address TypefBiH T, IPv6A" U OO—AIT RLAATO—NILT RLADZEELE
T, Vo0O0—AILT RLADEZEW, Link Local Interface ROY 7ROV UARDS A
B—TIARAEZBRLET,. N—D 3 AN BRENATVBRBEER., ATV T8ICHEAET

o

SCP Server Definition: ) By IP address By name

IP Version: Varsion arsion 4

E D COBITE., IPN=2 3248 RENATVERT,

ATYT8(AT7232 ) ATYTJ6T "EHiziEE) 2B R 25EE. "SCPServer IP
Address/Name, 7 4 —J)L RIZTFTPH—NXDODHRKARBZADLET., ThUUADBERE.
IP7 RLAZABDLET,

SCP Server Definition: ) By IP address By name
IP Version: Version & ) Version 4

SCP Server IP Addresa/Name: 192.168.100.148

A COBITER, A>74F2L—232T774ILEIPT RL X192.168.100.148 DSCP Y
—NICERFENET,

ATYT 9 [V—RT77AIINOBEEBT, NVITYTIRTT7AINOBENDAT S 3
DRREDDVYILET, AAYTFICRE, ROAT74F1L—>32T77A4IUFHYE
ER

s BTV 7a4F1L =23y RgFOATJa4F¥1L—avEgtdT714¥1L
—23 774 4). BEOUT—RUBRICEERY S aVICERAEhEEEEEEN
x99,

« AZ—KNTYFA74F2L—>32 7Y AXFEVICREEND D714 F
AL—>3>774 ).



s WY OTYTRE - NVYITYTOENTAAY FICREENDEBNORET 7ML

s ST—HBH B EE2UBBEEENATVEVEES, T2 74F21L—>3 >
T77ALGEBNICIS— BRI 7AILRATICREENET,
« FlashLog: 72 VY21 XEVIZRFEhZOJINJZEEOT 774 ),

source File Type: @unning configuration file
Startup configuration file
Backup configuration file
Mirror configuration file
Flash Log

ECOHBITIE, RTA74F1L =237 74D BIRENATVET, CcOFATS =
VEBIRTZDE, BEORTIAV 74F21L -3 0RENNNYITYTENET,

ATV 10 [BBRF—REET, N\VITYTI7ANCEBRTF—2%EHDHEEER
LET, ROAT2IUHFHIET,

e Exclude : NV OT YT ILHBBRTF—22EHEEA,
EE  MRTF— 2B EhEERATNYIOTYTICEDET,
e J7L—2FTFAN MBBF—RE2TL—2FTFARNERTNYIOTYTICEDET,

=ensitive Data: Exclude

Encrypted
laintext

E2o0BITRE, TL—FFAMEBREATVET, ChiZkl), IXNTOF—2HFT
L—FFANERTNYOTYTENET,

AT Y 7" 11Destination File Name7 1 =)L RICNY OTF YT T 7A4INBEANLET,

OFITE. NvOFY7A2714F21L—232 77 4)LIFSG300-28.txt7 7 A4 )LICRIFE
hEJ,

Destination File Name: SG300-28 . xt (121160 characters used)



ATY 7T 12ApplyE 2 Uy OLT, NVIOTYTRBZEREBLET,

Download/Backup Configuration/Log

Transfer Mathod:

SSH Settings For SCP:

Remote S5H Server Authantication:

SSH Client Authentication:

Usarmame

Password

ink Local Intarface

2 SCP Server IP Addresa/Mame:

Source Fila Type:

Sensitiva Data:

o Destination File Name:

Crw ) coen

via TFTP
via HTTRHTTPS
D via SCP (Owver 55H)

Enabled Edit

Lz S5H Client System Cradentials
D Usa SSH Client One-Time Credentials:

ciscn (The usemame is not saved in the configuration file)
wessEmssrmTs {Tha password is not saved in the configuration fila)
cockup . T
e
© Backup

0 ByIPaddress By name
Version 6 @ Version 4

182.168.100.148

D Running configuration file
Stanup configuration file
Backup configuration file
Mirror configuration fila

Flash Log

Exclude
© Encrypled
Plaintext

Available sensiive data oplons are deferrmingd by the coment users 330 rules

SG300-28. et

(121160 characters used)

ATY T 1REN KT LIS, Done?lRER> %2V UV OLET,



Download/Backup Configuration/Log
Bytes Transferred: 10422

Status: Copy finished

Error Message:

==

CNT, SCPEEEFREZMFALT, AAYFOOA74F2L—>3 774N EEEILS
DO—REFELEINYOTYTTEELE,

[hY 7ICRP]



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



