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Cisco Small Business A Y FIClE, RAAYTFOREEHEZRETDIRESRIVOCERET 7ML
FOKIAEENTVET, chsDT77AMI)LIE. R4 Y FOWebR—AI1—F 1 1JT 1 DOFile
OperationsR—T TRIETEE T, COR—I TR, I 74F21L—232T77A4ILONY D
T, PYTIL—R, FEEOAE—ZTSIENTEET, 7714, #EHEEnZUSBT
NAA, RAAYFORE7Z Y > 1, £z Trivial File Transfer Protocol ( TFTP ; RUETIL 7
7AINEE7 ORI ) H—/\%Secure Copy (SCP ; X1 71— ) H—/N\ETBETE X
T cnSOT7 7ML EEROGHRICRETDE, TNARZLUFEOREICO—ILNY VT35
X, FNARACEENfr RELEBEICKRIEET, COXETR., XKOWTFIhADFETIA
TLABRET7T7TANETYTF—RNTBDAHEICODVWTHBALET,

c USBEERAHIS Y1 NETISYIIXEUELRALS Y FLOEEE h-USBTF
NAARSY—RTFAILEBRLET,

« TFTP.TFTPH—NAS ALY FICY—RT77AINEFTY 7O—KRLET,

. SCP (SSHIEH®D 7 7 A L& ) SCPH—/NAS A YFILY—RTF7AINETY 7O—
KLUET,

ERATAEER T /N1 A | [Software Version]

- Sx350 ¥ 1J—X|2.3.0.130
- SG350X ') —X12.3.0.130

BT 7 AL DOEH

ATV : AA4YFAYV=ILcOQTFA4LES, T7FII MO —RBENAD—RIE,
cisco/cisco TTo FILWI—H—BFLENADT—REZRZELTVWSREHEEE. ®bYiICEF0OY
A1 BEREADLET,

SSHE =k TelnetZEH L TSMBARAA Y FOCLICT VAT DHEICODVWTIR., ZC#2IUY
J0LTLEETL,

ARV RE, FNAADEFIINICK>TEBZHGEN HDYVET, <OBITIE, SG350X-48MPA
1Y FICTelnetTF7 IVEALET,

ATYVT2: A0 74F1L =237 7ANEREORREICNYITYTIBICE. ADLS


https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

CABDLET,

CBS350X#copy [src-url] [running-config | startup-config]

INTFX=ZF, ROEBYTT,

running-config : BENRENEENTWR A 74 F1L—23>T774). &REOVT
— R NARICEBEY 3 VICEBAENEEEFEEENTVET,

o startup-config : 77V AXEVICRBEETAD A 74F2L—>232T774),
e src-url : AE—2 BV —AT77ANEEETFALIMNJDURL, ERIERZRE NIZURLI A

VTV AZRETEET,
o thtp:// : XDV AO—RITOTFTPERY KT—0H9—=/NEDT 7 4 )L DY —AURL(tftp://ip-
address/filename),
« scp//'SSHOZA T hEFERALTHAVO—RTBSCPH—NLEOT77AILDY—
7\URL(scp.//[username.password@]host/fllename) SCPARICEDBIC, SSHHY—
AN BB 2>THEY, W ITIRENREZFATHDI e 2BIELTLLEEY
° CLI’EEFH LTAAY FICSSHRAREZRET A HEICODVWTRF, 22Uy
JLTLKEZL,
« usb://:usb://directory/filename DX Z AL T, USBT/NA ADMEXNT 7 4 JLINAH
S5OE—-L&ET,
e flash:// : 7TV 2AXE) LOWEMT 7 AILINAA S, flash://directory/filename ®
XEeFEALTIE—-LET,

e exclude : JE—T 37 7 M I)LICHHET— '}"Liaihitt/u
* include-encrypted : 77 A )LIZE, BEF—RXFBESILENEEXTEEATVET, £+

AT AT 3 Hs EéﬂTL\KLWEA\ CcOEFIT7ATAVETFT7AIIRNTHEHAE A
7,
include-plaintext : B F—2Z2 7L —>2TFAMNERTTI7AILICEDLFET,

HARZA2

« copy src-url running-config X > RZFEAL T, TFTPXRSCPEREDRY NI —UH—/NIC

REENTVR T 7PAAASKREQCA 74 F1L—232T7T7AINEEFHLET,

« copy src-url startup-config AN > RZFEAL T, XY RD—IOH—NIZREENATVWD T 7

AINASAR—RNTY7AV74F21L 2327 7ML EEFHLET,

TFTP



SG35@X#copy :ftp://192.168.100.139/running-350.txt running-config
26-0ct-2017 wo:iir:19 MUFI-L1-FiILELFT; FLLES LUPY - SUUrCE UKL TTTpP://1vc.168.100.139/
running-350.txt destination URL running-config

26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:

nfiguration on
192.168.100.1

26-0ct-2017 @5:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 @5:

nfiguration on
192.168.100.1

17:
17:
17:
17:

il

17:
17:
17:
17:
17:
17:
17:

17

17:

19 ¥LINK-I-Up:
19 ¥LINK-I-Up:
19 %LINK-I-Up:
19 %LINK-I-Up: Vlan 50

:19 %LINK-I-Up: Vlan 6@

19 %LINK-W-Down: Vlan 10

19 ¥LINK-W-Down: Vlan 20

19 ¥LINK-W-Down: Vlan 50

19 %LINK-W-Down: Vlan 60

19 ¥LINK-I-Up: Vlan 10

19 ¥LINK-I-Up: Vlan 20

19 ¥LINK-I-Up: Vlan 50

:19 %LINK-I-Up: Vlan 6@

19 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been

Vlian 10
Vlan 20
Vlian 40

renewed the co

interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server

17
17
17
17
17
17
17

120 ¥LINK-W-Down:
120 %LINK-W-Down:
120 ¥LINK-W-Down:
120 %LINK-W-Down:

Vlan 10
Vlan 20
Vlan 50
Vlan 60

:21 %COPY-N-TRAP: The copy operation was completed successfully

:21 ¥LINK-W-Down: Vlan 40
:21 ¥BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been

renewed the co

interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server

11504 bytes copied in 00:00:01 [hh:mm:ss]

SG350X#

COBITIR, BT 74F1L—>32T7 74, IP7 RLAA192.168.100.139DTFTPH
—NIHDA274F1L—>32T7 74N ZEALTEHFEINET,

SCP :



SG350) #$scp://cisco:ciscol2345@192.168.10@.139/running-350.txt running-config

26-0ct-2017 0Z:23:25 BLUPY-1-FILECPY: Flles Lopy - source UKL SCp://ClSCO:CLSC0LZ345@

192.168.100.139/running-350.txt destination URL running-config

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 10

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 20

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 40

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 50

26-0ct-2017 02:23:29 ¥LINK-I-Up: Vlan 6@

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 10

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 20

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 50

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 60

26-0ct-2017 02:23:30 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the co

nfiguration on interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server
192.168.100.1

26-0ct-2017 02:23:30 %COPY-N-TRAP: The copy operation was completed successfully

11504 bytes copied in 00:00:05 [hh:mm:ss]

SG350X#26-0ct-2017 02:23:30 %LINK-W-Down: Vlan 40

26-0ct-2017 02:23:30 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the co

nfiguration on interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.@, DHCP server
192.168.100.1

SG350X#

COPlTE, £TAT714F21L—>3h, SCPH—/NIZIP7 RL A192.168.100.139 THRIFEE
N 74F21L—232 774 )NICBEZEBASATVES, CcOY—/N\TE., I—HEH L
OCNATD—RELTENEFNILFT>S ¥ )lciscod & cisco12345A ERAENTVWET,

USBXZLZWKE7Z7v>1:



SGSS@K#CDP}F ....-I.-ul-.f.!.-....-..-.-: .-.: DEM dred e s .-.: .-..-“-.J:-::

26-0ct-2017 05:29:08 ¥COPY-I-FILECPY: Files Copv - sourtie URL usb://running-350.txt
destination URL running-config

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 10

26-0ct-2017 05:29:08 %LINK-I-Up: Vlan 20

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 40

26-0ct-2017 05:29:08 %¥LINK-I-Up: Vlan 50

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 60

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 10

26-0ct-2017 @05:29:08 ¥LINK-W-Down: Vlan 20

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 50

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 60

26-0ct-2017 05:29:09 ¥BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the

configuration on interface Vlian 1 , IP 192.168.100.112, mask 255.255.255.@0, DHCP se
rver 192.168.100.1

26-0ct-2017 05:29:09 ¥COPY-N-TRAP: The copy operation was completed successfully

11504 bytes copied in 00:00:01 [hh:mm:ss]

SG350X#26-0ct-2017 05:29:09 ¥LINK-W-Down: Vlan 40

26-0ct-2017 05:29:09 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the
configuration on interface Vlian 1 , IP 192.168.100.112, mask 255.255.255.8, DHCP se
rver 192.168.100.1

SG350X#
COPITR, RIFTAVT74F21L—232H A4 Y FOUSBR—NIZEHRENLTWAHUSBT/N
AACRFENATVWROA 74F1L—2320T77AI)ICEEBRMASATVET,

ATYT3I(AT7232 ) RFTAV74F1L—232T7F7ANEARR— TPV 7OV 7 14F1
L—=>3>774)0ICAE—F2ICE, ROKSICADLET,

[SG350X#copy runnina-confia startub-confia
Overwrite fle [startup-configl.... (Y/N)IN] ? |

CBS350X#copy running-config startup-config

ATV 4: (FE)[77A) [startup-config] ® EEZ ... ( Overwrite file [startup-config]... ) ]
OV RFERENES, TRV, OBARF—K—KOY]. TOWOX, OB N] £
LET, COBITE. YZBLET,

SG635@0X#copy runninag-confia startup-confia

Overw'ite file [startup-config].... (Y/N)[N] ?Y

26-0ct-2vls ©¥5:48:1¢ HLUPY-1-FILELPY: F1les Lopy - source URL running-config destin
ation URL flash://system/configuration/startup-config

26-0ct-2017 05:48:20 %¥COPY-N-TRAP: The copy operation was completed successfully

SG350X#

=

et

T, RYRNDT—=IOF—N\DSRTFENLET7TAINEERALT, CLENLTRAYFOOAY T
AFIAIL—32TF7AIINNERICEFREIAKRL L,
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