CiscoEDZAARAAMYFTCOVLANNYYE>TD
EE
B

—MDFEETIE, CiscoBusinessAA Y FTREO—HILIVTZRY NTJ—F(VLAN)Y Y E> T
EABRETDHEICODVTHBLET,

BATBITNAA|VINIITFN=23>

. CBS250 ( F*—&<—h ) |3.0.0
. CBS350_( F—&<—h ) [3.0.0
. CBS350-2X(F—% < — 1K) [3.0.0
. CBS350-4X(F—2 < — 1K) ]3.0.0

B=

H—EAZ7ONAZ—0RBO—AIILITVTEZRY RTO—D(S-VLAN)ZREI T I_IE, BEOXRY
RO—JICEHENTWVWA RS IR—RNTVLANY Y E T E - IEVLAN IDEH AR ETEET
o CNIZKY, BBEOVLANN Y —ERZTONAA—ICIVYETENET, R—NZADNT
Y NE, R—RBEFENTY NOTTOHARXI—VLAN-ID(C-VLAN)ICE T VW TS-VLANIZY Y E
VIENhET,

—BN X NOBETE., VLANYXYE TR, BEOXY RD—JICHITAI1—HYXRY KD —

D42 3—T ITAAUNNKRERIERRY ND—D 42 2—T7 T4 AENNTITOIhET, £EEL
ERYRND=D /) —=RAEBE=TIAANN)TOVLANY Y E T OBRERHITFShER A,

RORE, BEANY—EATONAE—FRYNT—VDEBZROERDY (4 N TRILUVLANZ
ERHTZIZRY RT—UDHZRLTVERT,


/content/en/us/products/collateral/wireless/business-100-series-access-points/smb-01-bus-140ac-ap-ds-cte-en.html
/content/en/us/products/collateral/switches/small-business-smart-switches/data_sheet_c78-610061.html
/content/en/us/products/collateral/switches/small-business-smart-switches/data_sheet_c78-610061.html
/content/en/us/products/collateral/switches/small-business-smart-switches/data_sheet_c78-610061.html
/content/en/us/products/collateral/switches/small-business-smart-switches/data_sheet_c78-610061.html

Customer A

VLANs 1 to 100 Customer A

VLAN=s1 to 100

P
— Tunnel Port Tunnel Port
VLAN 30 VLAN 30
Tunnel Port : 4 -
Trunlk
VLAN 30 ] Lo —
Tunnel Port Tunnel Port
VLAN 40 Service VLAN 40
Provider
- Customer B Customer B
VLANs 1 to 200 VLANs 1 to 200
Trunk

Asymmetric Link

H—ERAZ7ONA A —ONY VR—22BBTS/N7Y NAIZ, C-VLAN IDZS-VLAN IDIZY ¥
B> T&%Ed, C-VLANIDIX, Y—ERZ7ONAE—ONY VR—2ORFEITEREE N, it
DEEYA NTHERAENAET, Y—ERA7ONAZFT—ZFY ND—TJ0OHEAIICH D HARN —#E#HK
R—KRT, EUCVLANYYE>TDtEY NZ2RETEET,

VLANR> ZU T

VLANR>ZU>JE, QnQ. FARENEVLAN, EEEHARXI—F— ROVLANEEE D LR
HEETT, Y —ERAZ7ONAE—F., 12OVLANZFEAL TEHOVLANZZE >BEHEE Y R—
NLUBEAS, BEEEDOVLANIDZ#EFEL, NRFTA1VIERBREBDIHARXI—VLANICOHHTERT
o COBEREFIZERAFXFIJTEERFQNQEFENET, ik, C-VLANEEHENDBEED
802 1QRTICIAT, AAYTFHARYRND—D LTRSS T4V I REGEETHILEHIC2EENDIDR
JREMTRDEHTT, DAZIIY—XY ND—=IF7T7OANA A =T Y AA Y FILEHEE ATV
BAVE—TIAATHDIVIA U Z—T I A AT, C-VLANA'S-VLANIZY Y E>T&Eh,
JTOCVLANZ I N RAO—RO—FELTREFENET, 2IBLI7L—ARROYTENE
9,

TJL—LNEIVSRINRFEA U R—TIAATEEFEENDE, TOC-VLAN- DN I YE>VTE
NB3SVLANZTDRIOL AV THTEItEhET, LEN 22T, EIVISA U EZ—TIA A
TL—ATEEENZNYTY M. AAZS-VLANZ T E REC-VLANR I —ERTFTEnE
9o SVLANR Tk, Y—ERATONAZ—DORY ND—IOA VT SARNSIVF ¥ RBLUTRS
T4V IONEEENDBERBFENET, HAFNAATR, 7L—LHFIVSAE2—T1I4
ATEEEIhDE, SVLANZINHIBRENE T, 2TBLT7L—ARRROYTENET,

VLANR > ZU D THEER., TOQNQEEIFFRANENEVLIANEEEFERD IV REY N E
FAL., TOEREICMAITROMEEZEBMLET,



CIVDOABR—TIA AR EICERBRDCVLANZ BRI OS-VLANICEBIYE I TEEXT,
IVIAUE—TIAATEZELESEDCVLANICE T2 ROV I T IS I ORELEHT
LET,

- S-VLAN ( B#ENS-VLANIC ROY 7EEREIY Y 7 ) ICARNICIYE Y TEhTWAERC-
VLANOT V23 EBRETEET,

- JO—=NILERES KUS-VLANZ Y OEthertype THBNNI ( /NY VR—2KR—K ) Bz 5T
LET, LBIOQNQERETIE, S-VLANZYICKL THR— K& TLVS0NIEEthertype
0x81007 (3 T 9,

S-VLANZ A > Z—7 T A4 AIZS-VLANE L TERET B HIIC. T/V14 ATS-VLANZ#ER L TEE
ITRIVENHYET, COVLANFEELBVEES, OV REEBMLUET,

IPVAE - EIPV6 7 # D —F 1« T EVLANN D Z D G HBEBEICHMN T, DFY, IPVAFELE
(FIPVEERIEN BMICBE 2> TWVWREHE, 1V RX—T I A AZVLANKN R JE—RICERETE
FtA. T, WTFNADAR—T I A ANVLANR D R JE—RICERET ATV 5HE
. FTDOFNAATIPVAEIPVEOT A DEEEEMICTR LG TELXEE A,

IRDOHEEF. VLANR D R 2 T FHEEBERTY,

- BBIEFVLAN
- Auto Smartport
- HF VLAN

IPVAB L TIPVEA 2 B—TIA A, TYVDA U E—TIAAZBEVLANTRERTEREA

ROLAV2#eERE, TVPA2R2—T I A AZBEVLANTRYR—hEhELA,

- Internet Group Management Protocol(IGMP) & 7z l& Multicast Listener Discovery(MLD) A X —
7

- Dynamic Host Configuration Protocol(DHCP)AX—E > &

CIPV67 7 —ARNKY TEFIUT 4

ROBEEF, TVZAE—TIAAXREZEUNITRERYR—RENATVWEREA,

- DE—RMREEZ A VILA > 1—HH—E A(RADIUS)VLANE( V) H T

. 802.1x VLAN

. ALY FR—RNTFF 51 H(SPAN)E 1= id U E— hSPAN(RSPAN):network¥ — 7 — K &35
BHRAR—K, EhlknetworkF—D—REFLRFEVILIZR—KNEZFEODUTLIVRR—MNDERE
FR—bo

TOQNQEE (HAZN—F—REENIY R ) . VLANR RV T OHLVWREEEE
ICBIEHEFELET, HAZY—R—FME—RBEVLANYYEZVTD R RILR—KE—RD
BHRBET—ATHY, TCAMUY —ADEV) HTREFETT,

VLAN 131Xy E> T

VLANKR > Z DA T, A4 Y FIEVLAN One-to-One MappingZ %7 R— KLU £ ¥, VLAN
One-to-One MappingTlk, TYZ2 AR —7 T4 AT, C-VLANAS-VLANICYXYE>T&Eh,
TLDC-VLANR I N EBEENESVLANICEERAShE T, 2JELT7L—ARROYTEhE
ED



JL—LATYDUNADRTIHEA 2V R—TIAATEEENDE, E—OVLANZRY (EEE
NIZSVLAND R ) TEFEENET, SVLANZTE, RS T714 Vv I —ERAZTONAMEZ—D
AVT7ZARNZOFF+RYND—VZBALTEEENDIBILRBEAET, HOITFNMATE
IL=LFTYVIAU BT I ALEFEND E, SVLANZ T A C-VLANR T ICEEHRA S
nEXY,

VLANY Y EZT1ISME—RTR, 1 2F—T I AR, COAVE—TILADIYEZTH
HARTNEA DV R—TIAAELTERENTVDIXNTOSVLANILELE T, 122 —7
I 4 AR—KNDVLAN ID(PVID)IF4095ICREENE T,

ALY FTOVLANIYYE> T DEREDRIRSEZH ;

A AVE—TIAALVLANN XD T ZEBRTDICE, L—XOTCAMIL—I)LZER T % 4%
ENFHVERT, NYEDITZELZ4DOTCAMIV NUNFBETT, L—XDODTCAMIU Y —ADOE
A+oTrWEE, O REXBLET,

1.VLANZER LT, AM Y FOVLANREDHRESEICOVWTR, CCZ2IUYILTLES
Wo

2AAYTFOIPIN—FT AT 2EMLET AAMYFOIPL—TFTAVTOREFELCOVTE
o' YOLTLEE,

3.2 4 ¥ F TTernary Content Addressable Memory(TCAM)EIV) HTZERELFET, VLANN O X
DIBRTIYEV T ZBWELEIL—RTCAMUY —RE|WHTORERZEICOVTR,
cZEVI)YOLTLEEV,

A AVE—TIAALVLANN XD T ZERTDICE, L—2OTCAMIL—I)LZER T % 4%
ENFHVERT, XYEDITZELZ4DOTCAMI NUNFBETT, L—XDTCAMIU Y —ADOE
A+oTrWEE, O REKXBLET,

ABRETDAVE—TIAATANZIY)=7ORILSTP)ZEMLET, R4/YTFT
STPAVER—TIA AZRETDHELCODVTRE, S22y ILTLEEV,

5AVE—TIAARZRNFVIR—PNELTHRELET, FIRLOVWTRZZZIVYILTL
ZE W,

6.1 > 22— 7 I 4 ATGeneric Attribute Registration Protocol(GARP)VLAN Registration
Protocol(GVRP) E BRI L £ T RS Y FOGVRPEENZESEICOVWTR, CC&IYY Y
LTLEEW,

VLANY Y E> T DRRE
MZRILIYETORRE
A4 Y FIEVLANN Y ZARYES Y ERETHE, ROF IS 3V FRAENET,

. VLANU Z KA S A EBVLAN IDICVLANE R Y E S 3 =007 2RI RO—ILU A K
(ACL)ZHER L £,

- VLANU Z R A SVLANZ £ 212D JL— )L EACLISEML £,

- COACLO R RILBIEBRPA U A—T ITAATTINDOERZFHLET, TTHC T4z
EEFHABRVEES, OV REEBLET,

X : ACLIE, % TOne-to-One VLAN MappingDFEEICRI 2 TA UV RA—T I A AICNAI 2V RTESE
£


https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-200-series-smart-switches/smb5097-configure-a-vlan-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5719-configure-vlan-interface-ipv4-address-on-an-sx350-or-CBS350x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-350-series-managed-switches/smb5729-configure-routing-resources-on-the-switch.html
/content/en/us/support/docs/smb/switches/cisco-350x-series-stackable-managed-switches/smb5102-configuring-stp-interface-settings-on-the-CBS350xg-and-sg550x.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-250-series-smart-switches/smb5306-assign-an-interface-vlan-as-an-access-or-trunk-port-on-a-swi.html
https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-250-series-smart-switches/smb2754-configure-gvrp-settings-on-a-switch.html

- SAEBVLAN DTHEETNEVLANICI VDS A2 —T7 I/ AZEBMLET,
ACLICIRVHIIL—IAEENTVET, VRIIEEE N ZC-VLANOEKTT,

AAYTFOREDAVER—TIAALLRNRILNVEDTZRETRICE., XAOFIEZRTLE
EE

ATYT1: ALY FOWebR—ANDI1—FT 14 JF 4O 14> L., [VLAN Management] > [
VLAN Translation] > [VLAN Mapping]Zi#iRL £ 9,

EHEATERXZ1—FA723a2@, FNAADEFIICI>TEBYET,

v (VLAN Management

VLAN Settings

Interface Settings

Port to VLAN

Port VLAN Membership

v VLAN Translation

VLAN Mapping

ATYT2(AT232 ) AAYFTERRESCNIERN RNV EVTZRRTDICE. [WY
EIRA7IROYTHE I )ARND SR RILIVYED T ZBIRLET,



VLAN Mapping Table

+ W

Filter: Mapping Type  equals to One to One ~

Interface Source VLAN Translated‘ One o One. |
e
0 results found. ‘ Tunnel Mapping .

ATY7T3[Gol &V )Y ULT, BRIREENEVLANR RN YETI RO ANE
RRLET, COHITR, BRRESNEN D RINVYEZTIVNIERHY REA

VLAN Mapping Table

+

Filter: Mapping Type  equals to Tunnel Mapping ~

Interface Source VLAN Translated vLAN

0 results found.

ATYZ4AAIZIIY IL, FILLIVNUZEMLERT,

VLAN Mapping Table

Filter: Mapping Type  equals to Tunnel Mapping v

Interface Source VLAN Translated viLAN

0 results found.

ATYT7ELAGIROAY TR IV VARES, R—hEERVIENITIL—T(LAG)H S A&
—7IAAZBRLET,

Interface: ® Port GE4 ~ O LAG 1 ~

E:COBITR, R—RGEANFBRENTVET, LAV E—TIA AT, W<24D
VLANR R YEV VREZRETET T,

[Interface VLAN Mode] LU 7 (ZlE, K— K DBREDVLANE— RARRENET,

AT Y 7°6:[Tunnel Mapping] #7232 REVES UYL T, NURIVLANIYED TRESE
BRELET.



Mapping Type: () Oneto One
(®) Tunnel Mapping

AT Y 77:[Customer VLAN]#EIE T, [Default]Z2 ') Y U L THICEEE TV LVC-VLANIZ &%
BATOIIIAVETETSHA. VLANLsHEZ U Y S LT, [VLANLst]7 1 —JL RIZUX K& h
EVIANR ZINDEIEZEZLE T,

FBAULAEA—TIAAICLBOAAY FR—RREZERTEDNDIE. VLAN ListsIB(C &
DOVLAN IDAEENRTVEWVWEEEFTT,

Tunnel Mapping
Customer VLAN: () Default

(® VLAN List 30, 40 (VLAN Range; Example: 1,3,5-10)

AT Y 78 [Tunneling]f8i#F T[Drop] A 7’2 a>REZ# OV OLTERIBEL7L—AZ ROV
¥37H, [Outer VLAN ID]Z 2 )Y U L T[Outer VLAN ID] 7 « —)L KIZHEZBVLAN ID % EFFEIC E 2%
LET,

Tunneling: O Drop

(®) Quter VLANID 10 (1 - 4094)

X ZOFITE. C-VLAN IDAB0B RTV40DKNZ 7 1Y UA'S-VLAN IDF10D N R ZFERT
LS50, GEAR—KFTERON RV VT ZRETDHEERLET,

ATY79Apply]l 20 VY ILET,

Add VLAN Mapping X
Inzerface: @ Port GE4 v O LAG
Interface VLAN Mode: Access
Mapping Type: (> Oneto One

(® Tunnel Mapping

One to One Translation
(1 - 4094)

(1 - 4092)

Tunnel Mapping

Customer VLAN: O Default

(@ VLAN List 30, 40 (VLAN Range; Example: 1,3,5-10)
Tunneling: O Drop

(@ Outer VLANID 10 (1-4094)

Apply Close

ATY TN (AT232 ) ATYT5 ~ 9ZEVIRLT, R—hORNVRIIYEDITREZE
myah, tOR—KEZBEELET,



Add VLAN Mapping

Interface: @ Port GE4 v~ O LAG ~
Interface VLAN Mode: Trunk
Mapping Type: (O One to One

@® Tunnel Mapping

One to One Translation

(1 - 4094)
(1 - 4094)
Tunnel Mapping
Customer VLAN: O Default
® VLAN List 50 (VLAN Range; Example: 1,3,5-10)
Tunneling: @®) Drop

(1 - 4094)

X Z0HITE. VLANSOAN SIR—KGE4ICAD RZ 74 v VR ROYTENET,
ATY 71U ]1ZO0VYOILET,
Add VLAN Mapping X

Interface: ® Port GE4 v O LAG v

Interface VLAN Made: Trunk
Mapping Type: () One to Cne
(® Tunnel Mapping

One to One Translation

1 - 4092)
(1 - 4004)
Tunnel Mapping
Customer VLAN () Default
® VLAN List 50 (VLAN Range; Example: 1,3,5-10)
# Tunneling ®) Drop

(1 - 4094)

Apply Close

AFYT12: (A7 )[Savele VUYL, AR—KNFY 7OV 74¥1L—3a>774
LWCREZREFELE T,

CRSS0-8P-E-16 - .. Q (8 Figis v

VLAN Mapping

T, AMYTFORENDR—RNTVLANR D RIILIYEV IRENF ERICRES QLR T TT



o

1%51DOVLANNY Y E> T DERE

151 VLANN Y E> I Tk, BEXYRNT—IODS ALY FICABDC-VLANIDE, RAA4 Y FD4
EDR—RNICEIV) HTSNES-VLANIDZRRETEE T, VLANY Y E> 9 One-to-OneE—RT
&, 13— TIA A, COAER—TIAALEOIVYEINFHARIREA U R—T I A
AELTEZRENTVWBRINXNTOS-VLANICBELET, 13X —7 I A APVIDIF4095IZEREE 1
x£9,

VLANY YEZ 11 E—RTR, 1 2X—T I LA ABR1DDABACLE1DDHDACLZERL
£F9. M VLANYYEZ Tk, ChSOACLICIL—IILZEMLET. chSDOACLIE, RDB
WTEAEhET,

. ABACL(TTI):
— #§E L =C-VLAN-ID%S-VLAN-DI- BZ 2 £ 7,
— REEDCVLAN-IDEE D7 L—L%Z ROYZLET,
_RYBULAATL—LZEROYZLET,
. HHACL ( TCAMMA ) :
- S-VLAN-IDZC-VLAN-DIC BE Rz %7,

VLAN One-to-OneX Y E> Tk, TS DACLIC/IL—ILZEML., TOTE— RAVLAN Mapping
One-to-OneNFEICDHA VR —TIAALETNAY RENET, ABDACLICIKEV+HIIL—=ILIE
Fh, HAACLICKVI—INEENET, VIFEEENEC-VLANOEK T,

AAYTFOREDA L R—TIAACIFMIOVLANY Y E T ZRETDICE. XOFIEZETT
LET,

ATYT1: ALY FOWebR—ADI1—FT 14 )F«4COY 1> L. [VLAN Management] > [
VLAN Translation] > [VLAN Mapping]Zi#iR L £ 7,

E HEATERXZ1—FA7232@, FNAADEFIICI>TEBYET,

*( VLAN Management .

VLAN Settings

Interface Settings

Port to VLAN

Port VLAN Membership
* VILAN Translation
VLAN Mapping

AFVT2 (AT ) A4V FEBHNBES A TRIOTYEV T ERRTH IR, [RYE
> 7 B4 7 (Mapping Type)] ROY 77X 1) A KNH S[1%1(One to One)]Z#IRL £9,




VLAN Mapping

VLAN Mapping cannot be activated with IPv4 or IPv6 routing. IPv4 routing is currently enabled and IPv6 routing is currently disabled.
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