RVO0163€€@RV0423€©@RV042Gi€93€53,”a9°
RV082 VPN af«af%a, ;a4 Sa€8 VPN

3, afo4a,nd,carfaf ¢’ a@®afafcafnas”

8,63, a,»4a,’

afaffaf@af«iva™a, afoa,nd, cafaf a€<a,%oa,’
>®CS,

éG?ggr?B(’@oév; gii?g@?&g@g\?,péf%éf%oéf’éf%éﬁé,Eé0®VPNé,“éf@év,né,Céf%féﬂ/zéf-éfé, 13,83,Ca4

Trackerd,'al¢" a@—a€ | 3€EQ@RV0163€QRV0425€QRV042GI€ Q3@ S, a€>RV082 _
VPN&f«aflad,;a Sa@®a, afOa,na,cafaf a€pd,%od, afhasf a, | a,83,0a€,a@®afafcafnas a ca, a,»a,'%

o, €@
VPN&@ 3€@aFAfCAfHaT af| a3, 15@@Aftaf @4, 03, 5, AF af-afaffa, af @affaf af afa, cUEC"+E¢
€023+ a@™a,<aftafea,na,’

* RVO016
* RV042
* RV042G
* RV082

[Software Version]

. v4.22.08
VPNaf af3af @af«a@®e " a®s
& 18f Taf faf— LivAWeb& ADZAf Afv.af T3 £AFEf 15, £4€ «af3,°8, naf’ 5@ —a€@[VPN] > [Client to

Gateway] a@®¢ T3 @« @ 2xS7a@—a@3a@™aE [Client to Gateway]
afsafvia, a@Eé-« Q@A@Y ™AE,



Client To Gateway
Add a Hew Tunnel
® Tunnel () Group VPN
Tunnel Mao. 1
Tunnel Mame :
Interface : WWARA W
Enable : o
Local Group Setup
Local Security Gateway Type : IP Only W
IP Address : 0.0.0.0
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 2552552550
Remote Client Setup
Remaote Security Gateway Type : IP Cnly W
IP Address W
IPSec Setup

e°a9—a@,af affaf@af«ae®e;as

8,41 14 {3 —

1TV & 58S 59™3 AF 3P @af«3 QB P25 «3; 0039 30 | IEQE OO0 15923,°5f—35, 385 0ed, i 2
. Bf AfAfQAF«NSAFAFCAfAF S, 858, °af«af 35145, 93 Q®AF 3 Af@Ef«E, 8] 3O —FQUIQ™MIE,
. 8 °Af«AfYAf—VPNiVEAf 518 8@ ®AFAFCAT LA 3, af«af haf—3 Q@A 3 af@af«a, 8| 49— Q¥



Fagsess [

[&f"&faf @af«¢+2a@-(Tunnel )
Number)|a€@ a€@af af’af@af«a@®c-23€-3,'e| ¢nPa@P™a,21°d«¢"Yae @af+a, £af1haf«af%oa @83 Q™



Client To Gateway
Add a New Tunnel
® Tunnel () Group VPN
= I
Tunnel Ma. 1
Tunnel Mame : tunnel_1
Interface : VAN W
Enable : o
\ J
Local Group Setup
Local Security Gateway Type : [P Cnly W
IP Address : 0.0.0.0
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255.255.255.0
Remote Client Setup
Remaote Security Gateway Type : IP Only Y]
IP Address W
IPSec Setup

a1aftaf faf— 21§ Tunnel .
Name]af-a,£af1/4af«af%oa0«af“éf3af0af«aQ®a00a%oo 3. ¥393Q—39AIOG™3IE,

a'aftaf faf—
3iv Interface] af %oAf af FAf—Af €A, 1Af28f5, 18f a6 <3, %03€ @VPNEF 35 @ 3f«a@«dVai (" 5O™A 6 QO 12

8, 'af Taf faf—4:1v4 & %8f—3a, -8f 88f31Y%oV PNE,’ s09608S 5@ « 3@ ™3, 3 @ «3 @ a€@[Enable]af-a,£3514af«af%
Afafyvaa, «af «3, °af«afv.af—ae®e” a®s
&, 1af taf faf— Liva§Loca Security Gateway]

af %oaf af faf—arf€a, |af3afag, 1af ae<a, %oa€0VPNafA§f3af0af«a g¢°g«<a®”"a EOYI, QIOREOOI T3
VPN]3,'é©, 25739 —3O9Y3 3O 3O €HIOV"3O®, aftaffaf—3a,3,"3,affaf—3@—3@UIOMAE,



Client To Gateway

Add a New Tunnel

Tunnel Mo.

Tunnel Mame :

Interface :

Enable :

Local Group Setup

Local Security Gateway Type :

IF Address :

Local Security Group Type :

IP Address :

Subnet Mask :

Remote Client Setup

Remaote Security Gateway Type :

IP Address W

IPSec Setup

Keying Mode :

® Tunnel () Group VPM
1

tunnel_1

WAN1 W

L

IP Only

:,u-:‘h-.l‘i"? ol et S FL i e D

' IF + Domain Mame(FQOMN) Authentication
IP + Email Address(USER FQDM) Authentication
Dynamic IF + Diomain Name({FQDMN) Authentication
Dynamic IF + Email Address(USER FQDMN) Authentication

el L Ll

IF Cnly W

|IKE with Preshared key w

. IPaQ®aQ¢|%§é 3

,afta, £affa, _WAN

IP3, Caf%oaf—-a 3,8%i¢" a@—a@ | af affaf@af«a€«a,ca, a»a, a@§a0@a0%a0“"a€ AQ"3QC
IPaQGEaO ERE aé a@«a@@a@@@ aeSza0§a00a0%a0“"a€ 3,0afta,£affa, WAN
IP3, Caf%oaf—'a 3@ Eet?ac ¢S, 3@ «e (a3, Ea@HIQ™MEE,

. IP

+af%oaf.a,aaﬁa@@(FQDN)eaQe 1Au%se@“"c;s,,IPa ¢af%o0af-3,'3@ ¢M»éE’®, 3@ ;3 QB®IREA...
IP3,¢af%03f-3,'3€@ 3€@et2dc¢' Y @393, EIQYifa £af%af«af%oa0§a0“"a€

. IP

+e>»a0a.f,a.f%a.f«a Caf%oaf-a,"% " af | af1aa ﬂFQDNl%%oeaQe Yii%4Sé @™ ¢S, 1P3,Caf%0af-3,'3@ " é
IP3,¢af%0af-3,'a@ a€0eiaa<-g”Yae Qaé 3, E3@Yafa £3543f«af%03 @8I Q™IE,

&f€5,08f SAfYaf 3, 1P

+8f%oaf | paf2€ @(FQDN)e*@e " %ilhSaf€q, ndfSafyaffa, P&, caf%oaf-3a,'a€ " CM»éE e, 39 afY
af€a nafSafyaffa 1P

+&»a@afiaf1haf«a,caf%oaf-a, "% af | af1aa, IFQDN%%oe @& " 1i4SafES, n3fSafyYasfa, P&, ¢ af%od

a'af taf faf— 2iv.55,'af taf faf—14@8[IP + Domain Name (FQDN) Authentication]
Q%aQYaQ [Dynamlc IP + Domain Name (FQDN) Authentication]
eQaeSzaO AQYa 3@ 3@ FE@[Domain
Name]af 3,£3f1af«af%03 @ «C™M»EéE’ R, 3@ dQ®AREA... " 8; ®E£343f%0af;8,23f3(FQDN)G @ ®IQ €3a%

8'af taf faf— 31458, 'af taf faf—1a@8[IP + E-mail Address(USER FQDN) Authentication]
4@a€@Ya€ [Dynamic IP + E-mail Address(USER FQDN) Authentication]



4 6@ 25739 —39Y3 49 3@ FEQ[Email 5
Address]afea,£af14af«a3f%o0d @ «é>»a@af;af1haf«a,¢af%o0af-3,"3,a.. ¥aS 3 @ —3 @43 @ ™aE,

& 1af taf faf— 4iva§ Loca Security Group] B

Af%oaf af faf—af €3, \af3af %5, 18f "a€p<3, %03€ @ VPNAf afaf@af«a@«a,¢c3, 4,»3,'a9839@ 93,90 13O

o IPIVC%1 RSP ® 15 @i @B®LANASTaf@5,n3,'3@ d@'3@EAf afaf@af«a€«3,ca, 3,»3,'3€83€
Address]af+a,£afhaf«af%od @«LANAStaf 3,13, d@®IPS,Caf%0af-3,'a,'a...¥aSH>a @—3 @ %3 @™

» 3 ff-af @affaf %asc%o' a®33@®3, paf-af @affaf a SaQPRIQP™i@'a@Q | GOB®LANAfIAf@E,03,"'3€
Address]afa,£afaf«af%od€ "[Subnet
Mask]af+a,£af4af«af%oa @ «a.. ¥aS a@—a@a@™a€, aftaf-3,0af«af"afz3,'a, 5 255.255.255

o IP¢,&2YSLANGf1af€@4,03,'a@®¢ ,a° 3@ Eaf afaf@af«a@«a,ca, 3,»3,'3Q983Q @i PNIG™aE
IP1af3,£af%4af«af%053€ “[End
IP]afa,£af1haf«af %03 @« @ @3, EIQZ3,EE-<A8APA,Caf%0af-3,'3€ "¢, a°TIPE, Caf%oaf-a,'a,’a....
%7 192.168.1.2545 €83 @™aE€,

Client To Gateway

Add a Mew Tunnel

® Tunnel ) Group VPN
Tunnel Ma. 1
Tunnel Mame : tunnel_1
Interface : WWANT v
Enable : o
Local Group Setup
Local Security Gateway Type : IP Only ]

IP Address :

Local Security Group Type :

IP Address :

Subnet Mask :

Remote Client Setup

Remaote Security Gateway Type : IP Cnly W
IP Address Wi

IPSec Setup

Keying Mode : IKE with Preshared key W

5,181 taf faf— Siva{Save] 45 BfGff4 A9 —30 GEQ@L ARA A 9L IO —FOUIO™IE,
AfeafCAfYAf 3, AfOA, od, CAf A O ®e " A®F

8,187 Taf faf— 1ivgTunnel]s 6@ 25759 —3€ Y3 8@ 36 3€€@[Remote Security Gateway Type]



&f %oaf af faf—Aaf €3, |af3af %, 15f "a€p<3,%03€Q@VPNASf afaf@af«3, '¢Coc«a ™3, Y3, 0a0®e0©éAia0
Only)|a@83@™a€, 3€Eaea@—0 €, 0f G Of@af«G@P®E; 156S 3@a,»3, 4, 5f833@®3, aftaffaf—1a

Client To Gateway

Add a New Tunnel

Tunnel Mo.

Tunnel Mame :

Interface :
Enable :
Local Group Setup

Local Security Gateway Type :
IP Address :

Local Security Group Type :

IP Address :

Subnet Mask :

Remote Client Setup

IP Address [N

IP5Sec Setup

Keying Mode :

Remate Security Gateway Type :

® Tunnel ) Group VPN
;

tunnel_1

WANT v

e

IP Cnly
0.0.00

Subnet W

192.168.1.0

IP Only

P Only

IF + Domain Mame(FQDOM) Authentication

IP + Email Address(USER FQDMN) Authentication
Dynamic IF + Diomain NammFQDN Authentication
Dynamic IF + Email Address(USER FQDN) Authentication

IKE with Preshared key W

. |IPA@®3@;1433, af©3,13 Caf3af“a0®a a.cafta,£asfa, _WAN

IPa@®a@;a, a»<a0—a0 a
IP3,CYY¥3Q£3€ ' 53€,3,4;..0 QIO F39,3, Sa@%a@“"a€
IP

dfPaf@af«a@«a,ca, 4,»3,' 4983 QP QI QNIG™IE,3Q"IQ®S,2af—

+51f%051f 8, 0af32€ @ (FQDN)e*@¢e " %4i%sa, 4f043,03,Cafaf a@®é@™cS,IPa, Caf%0af-3,"a€ " ¢™»é(
+e>»a0af.af%af«a Caf%0af-3,"1%"af | 4143, FQDN%4%0e2 @& " 14i%433, 4f04,108,Cafaf a@®E @™

- af€anafSafyaffa 1P

+af%oaf |4, aaﬁa@@(FQDN)eaQe Y83, 3f03,03,CafPaf 3@ ®AFES, nafSafYaffa, IP3,Caf%0af -3,

o af€30afSAfYAffa 1P

+&»8@afiafhaf«a,Caf%oaf-a, 1" af | 4143, FQDN%4%0e2 @& " 141133, 4f©4&,03,¢Cafaf d@®AfES -

a,'af taf faf— 2iv.58,*af taf faf —1a@8[IP Only]a€€@[IP + Domain Name
(FQDN)]a€0a0%a0YaQ [IP + E-mail Address (User FQDN) Authentication]

a e@aeSzaQ—aQYa ECRCH a=€0[IP Address]

af 3, £af1/4af«af%oa0«a.faafca.f%a.f 3, af©3,03,¢afPaf a@®IPA, ¢af%oaf-3,"'a,'a

a‘aftaffaf—

|1/4§if%oafaf faf—af€a, \af3afa, 1af a€p<3,%0é @08 1323,253f—3,-3f855°3,'6 € 2573

$3O—39%HIG™IE

Q@ —3€QIP3,Caf%o0a:



E)nlya@%a@}?aé_l P + Domain Name (FQDN) Authenticationd€%3€Y3€ |P + E-mail Address
USER FQDN
Authenticationd,’ é€, *xS5759—3¢ | 3€,3,<3 3@ 3€ DNSE,paf1haf€a€<3,%0IP3,¢af%0af-3,'a, e8fe+3

e IP3 ¢af%oaf—|a, 1Y SAf%Ef CAf VAf "8, af ©F, ud, Caf3Ef A€ ®E@™(S,IPE, Caf%0af-3,'3, 6] aQ@—3 @A™
* IPbyD
R&eolvedﬂ/@f%ﬂaf%af&‘éf@a, o3, Caf35f 2@ ®EQ™(S,IPA,Caf%0af-3," 3¢ ES, @A <3, %03 939,

a'af taf faf— 41v.55,'af taf faf—1a@8[IP + Domain Name (FQDN) Authentication]
a@%a@Ya@ [Dynamlc IP + Domain Name (FQDN) Authentication]

a e@aeSzaQ—a@Ya A9 3O a€®[Doma|n .
name]a.foa £35%4af«35%0a @ «IP3,Caf%03f-3," 3@ ®af%0afid, 23 3@ €3,3.. ¥YaSH 3@ —3 @I @™MaE,

a,'af taf faf— 5iv.sa,1af taf faf—1a€p8[IP + E-mail Address(USER FQDN) Authentication]
a@%aQYaQ [Dynamlc IP + E-mail Address(USER FQDN) Authentication]
a e@aeSzaQ AQYa 3@ 3@ FEQ@[Email .
Address]af 3,£3f143F«35 %03 @ «é>»3 @ afiaf1haf«3,Caf%035-3,"3,'3.. ¥aS>a @ —3 @ %3 @™3E,

o€ T 61, Group] §, e@aeSzaQ 3OYa 36 3@ 3€Q[Remote Cllent]
af %odfAf fAf—A&f €3 |Af28f%8, 18f 5€p <3, Yoo b @O 13 @A af CafhAF 3, af©35,08,Cafaf 5,:8,0af—3,'6 @ S

o &f%oafia, caﬁa@@(FQDN)|%S<;TM»eCEZae "G af%0afi3,0af3, a» Q@ —3@ | 3 f3a.f0af«a0«a ¢a,
Name]afea £a;f%af«af%oaQ«QTM»eCEZae "a€@;af%oafia, naf3a0®a00a%oéa 3..¥3559— a@%a
e E-mall Addr(USER
FQDN)ll/&%f©aaa Caf3Ef a@®EAS;af14af«a,¢af%0af-a,"3, a1/z " 3QP—a€ | af afPaf@af«a@«a,c
Address]afa,£af%af«af%oa @«é>»a@afiafaf«a, Caf%oaf—-a a, a ¥aS>a0—a0%a0“"a€
» Microsoft XP/2000 VPN Client: MlcrosoftXPaQ%aQYaO Mlcrosoft 2000
Windowsa,%2afaf"a, | a,8a,¢3, a1/z¢c; AQ—3@ Af afaf@af«a@«d,ca, 43,9983 QQPIONUIO™
VPN3, af©3,n3,¢afaf a, Yoafeaf: a,1a,83,¢ca, a1/z¢<;” ae@™a, Afafcafuar aflafd 93¢ a€@a,%af



Client To Gateway
Add a Hew Group VPN

) Tunnel ® Group VPN
Group Ma. 1
Tunnel Mame : Tunnel_2
Interface : WWARZ W
Enable : o
Local Group Setup
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255255 2550
Remote Client Setup

-

Femote Client : Microsoft XPr2000 VPN Client W

Domain Mame(FQDM)

Email A -jjresstQER FGDN
IP5ec Setup ' : e o

v,

Keying Mode : |KE with Preshared key
Fhase 1 DH Group : Group 1-768 bit W

o6 T TV Save] 4,3 Bff 5 3O —3© | 3€QL 305, 5, 93" 5O —3QUIO™IE,

| PSecéi@®e " a®s

Internet Protocol _
Securityivs | PSeciV» 3, vaf3a, (Af Vaf @affaf af—afasf a,2af«a,»a,af¥af2afta,£i%%03€ a€@ar»x, @3Q®E

& TVAVPNAQP B4 jc< 2P 8IEQIPSeci P FE2OYefLiQP™i, IO Y3, Q19 «3@ I€QIQOTIH e5—3€ 8
Forward
Secrecyila PFSiv»3a®ES... e»CE€QC8 8 1ith%oa,af i@ EI Qi@ 3€83€,5,<43;..8 Q3P E3€,3,55¢

a1af taf faf— Liva Keying Mode]
&f %odf Af faf —Aaf €3, \Af3af %, 18f 8@ <3, %03€@3,»3,af¥af3F15,£3,CC°5; QIO ™S, 3@ V3, @IQ B3, 3fVUC®{C€
with Preshared keya€p 83 €@ ™a<€,

« ManuaiVSefd ta@8e-"a@—a€,a,»3,af¥afrasrta, £a,afla, '¢"Yae© QiO—3€Qa,afi@ JQPR®If@
VPN3,'é@, *S7539—39Ya 3€” a€0a0”a@®a aaf—a, af§af3a0 ,,.aSbQ«a@aa S3@%IO™AE,
o &%«%o@a...t20e%08,d5%4,'aY2i¢" " a@—a @ YIKEI1AS3, aaf:“ ,(_af%afoaffaf a,af1a°ve@>(IKE)af—3a



Subnet Mask : 2552552550

Remote Client Setup

Remote Security Gateway Type : IP Cnly ("]
IP Address W 192.168.1.2

IPSec Setup

Keying Mode - W

Phase 1 OH Group :

Phase 1 Encryption : DES Y]

Phase 1 Authentication : MDE W

Phase 1 SA Life Time : 28800 seconds

Perfect Forward Secrecy :

Phase 2 DH Group : Group 1- 768 bit v

FPhase 2 Encryption : DES W

Phase 2 Authentication : MD5 v

Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter e

oociicod, Af VAL CAf YA %oB P B " ABF

&, 1af taf faf— Liva§ Incoming SPI] B

&f +8, £af VAf «Af %oap« €@ €A, [a,»3,af¥afaf 13, £afafOafiafua, ¢ 3, naf*aftaffa, a,"(SP)a@®a €x, ¢
Security Payload

Protocol(ESP)af affaf€afa @83%@c€@a@ 3, Ea€@a @ 3, (E3,%03€ 3@ 3, @ «cO€3;jaf'a,taffasf
Y2z

fffffAaQ@®C ,325€83.. Y453 Q83Q Q39 %IO™AE, 5faf 143, «af«af«af143,; 3@ BCOES;SPIZQ FEQAF

a,1af taf faf— 2iva§ Outgoing SPI] 3

&f 8, £AfVAf «Af %oap«AEQC™ 4, (3,73, af¥afaf 13, £afaf©afiafa, ¢ a,naf*aftaffa,” a, (SP1)a@®a €, @3-
Security Payload

Protocol(ESP)af"affaf€aftd @83 @c€@a @ 3, E3€Qa@"3,(ES,%00€@ 3@ 3, d@«c™4sjafd,raffaf a
[}Y4

ffffAaQ@®C ,325€83.. Y453 Q83Q QIO %IO™AE A AfCAf1LAF aF«af 143, 3@ BC™E;iSPIG@ FEQAS:



Remote Client Setup

Remaote Security Gateway Type : IP Cnly W
IP Address wi: 192.168.1.2

IPSec Setup

Keying Mode : Manual ¥

[ . :

Incoming SPI : 1004

L?mgnmg SRl 1BCD

Encryption : DES ]

Authentication : MDa ]

Encryption Key :

Authentication Key :

&, 'af taf faf— 3iva§ Encryption] )
8f%oaf af faf—af €3, |af3af %4, 1af "a€p<3, %03 € @af1af1hd,; 3 @« Q@OIQP—I@PYRrS—3@ aE-2-'3%@ 35,6 Q &

» DES:Data Encryption

Standardis DESIY»af 1af V8, (os5—a@-¢ | @& 1%i1%%0d @83 €@aftafa,;es—a@ aE-3€«563f"
» 3DES:Triple Data Encryption

Standard(3DES)3€) €€ 1683f'affaf d@®a, affaf—af«a@°e5—a@-aE-2-'a1%QP @339 ™a€,3D

IPSec Setup

Keying Maode : Manual W
Incoming SPI : 1004

Qutgoing SPI : 1BCD

Encryption : DE= W
Authentication "3DES

Encryption Key :

Authentication Key

a,1af taf faf— 4iv.§ Authentication] .
Af%oaf af faf—af €3, \Af3af %5, 18f "5€p<3, %003 € @ aftaf1hd,; 3@« @O 13 Q@& ae-'a% @38, ¢ @ 25739 —

» MD5:Message Digest Algorithm-

5(MD5)5@ a€@af€a8affa, a,pafe "(®—a@«d, dQLi@ e, ’®, @IQPRIY, A, @x"»x'faed,%0a
» SHA1:Secure Hash Algorithm version .

1(SHAL)a@ 160af"affaf a@®af@affa, af¥é-Cae-"a@83€@MD53," 4,53, a®%0d..." I P8I Q™a



IP5Sec Setup

keying Mode :
Incoming SPI :
Cutgoing SPI :
Encryption :

Authentication :

Encryption Key :

Manual

1004

1BCD

DES W

MDS W

MD5

SHA1

Authentication Key :

a,1af taf faf— 51§ Encryption Key] . )
8f 8, £AfV.af «Af %o AP «IE@af1af1hd,; 8, 25— AE-3€S3,"39°33%403 @ AE-3Q™3 3OV, Q3O ®E,afY

%o T 615 Authentication Key]

&f o3, EAfY.Af «Bf %o «FEQAF BFOFF5,£55F5,”8,0°@8 hIO™I A OVE, @ FOB®E°E%0@ ...+ 202%03, 3F VA

kAuthenticatiun key

IPSec Setup

keying Mode : Manual W

Incoming SPI : 1004

Outgoing SPI ; 1BCD

Encryption : DE= L

Authentication : MD5 W

rIgncrg.rptiun Key ABCA1Z2675BCOACD
ACETBCDO0A123TECE

a%océ T TV Save] &4 B[ f4 A0 —3@ | 3€HL AREE, 3; 03 IO —IOUIO™AE,

8%8%.@a...+te0e%o0d,af%hafCaf%af%od @8a 9 PIKEaQB®e " a®s

& 18f T4f faf— 1iv& Phase 1 DH Group]
B %oAf&f fAf—Af€5 \Af%8r%5 18 56 <3, %05€ @ E @ O3 15 95f+3,55F143,°1 ~

DH3,°8f«af1%af—3,'¢ @ 2S5 @—3@%IQ™IE, 5f3,555%3,°13@ F€QIF 3F3fO3f«3O®I jc 3QBE-"
Hellman(DH)3€ 3€@3f5,535%43,°1 5@ ®¢-"5€«3,3f%3O®3%-3°' 3, 2+°3RLIO ™5, 3OS, © 3@ «dVsic

o Groupl-768af“affaf” &€

SEDEER, , 85/ 5€p, 8 Y4+ 3° | A Q@ ®E,af K3 @ BAEQPR€F, A®%04... AP JI Q39,07 @8 13, °af«af1haf—a€

e Group?2-

10248f“ &f fAf 1V LEQ O« 59,3, 3/ hIQFFEDH, 3,58®%0d..." 592078 " 13, °af«afhaf—a8§:

e Group5-

1536af* &f fAf TV &oe0eeh,, &/, 0B R« 59, 3,35 145 €S, A®%0d..." 392 @& " Vil *af«afhaf—3



IPSec Setup

Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Grnup1 768 bit W
Phase 1 Encryption : Grnup 1IZIE|t

Group 5 - 1536 bit
Fhase 1 Authentication : HEE
Fhase 1 SA Life Time : 28500 seconds
Perfect Forward Secrecy []
Phase Z DH Group : Group 1- 768 bit W
Fhase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
FPhase 2 SA Life Time : 2600 seconds

Freshared Key :

Minimum Preshared Key Complexity Enable

FPreshared Key Strength Meter ;

Advanced +

4, 'af taf faf— 2ivaS [Phase 1 Encryption]
af%oafaffaf—af€a Iaf35fa, 14f "a€p<3, %03€ @ 3,35 143, 25— AE-3O™3,<3Q Y3, 9 IQOBREHOI 13 [Phe

Encryptlon] ,eo,aeSEéQ 39%IQ™IEIDESIQO 20e€]d,,a®%0a... 3@ 2x5—a@ AE-2-3%QI83€

DES:Data Encryption

StandardiVs DESIV»af 1af Vi, cos—a@p-€ | @ %i%h%ea @83 € a€@aftaflsa,iaesS—a@ aE-a@«56af"
3DES:Triple Data Encryption

Standard(3DES)a€@ €€ 1683f'affaf a@®a, affaf—af«i @ es—a@ aE-2-'3%@Pi@83@™a€E,3D
AES-128:Advanced Encryption

Standard(AES)a€ €€ 103,u8,03, af«3@®¢'°3, Sed"é@—aé«a "a@La3@ | af—af-afafafta,a,'a
AES-192:Advanced Encryption

Standard(AES)a€ a=€Q12a VER-EN af«a®®g1°a S&;"3@9—a€«3, 3L | af—af-afafrasrtaa,’'a
19253€ AES-1283,73,53,, a®%04...  3@83@™3E€,

AES-256:Advanced Encryption

Standard(AES)&€ a€0af—af—-af%a.f3aﬁé 3,'af"3, ’14a ,ua,ma, af«c'eg, Se;"a€p— 3@ | eS—a@-afts
2563€ €@ >re€3,a®%0d... 3@ r5—3@ aE-2-'3%@3083Q™AE,



IPSec Setup

Keying Mode :

Phase 1 DH Group :
Phase 1 Encryption :
Fhase 1 Authentication :
Fhase 1 SA Life Time :
Perfect Forward Secrecy :
Phase 2 DH Group :
Phase 2 Encryption :
Phase 2 Authentication :

Phase 2 SA Life Time :

Preshared Key :

Minimum Preshared Key Complexity

Preshared Key Strength Meter :

Advanced +

IKE with Preshared key W
Group 1- 768 it W
DES W
| 3DES

AES-128

AES-192
AES-236 :
L_|

Group 1- 768 bit w
DE= W
MD&a W
3600 seconds
Enable
== EE

a,1af taf faf— 3ivay Phase 1 Authentication]

8 %03f Af fAf—Af €3, 1328, 181 5«3, %03€ @ QO3 1593F3,53%43,°18°@ e Yie-"3% 3,6 @ 25759 —:

* MD5:Message Digest Algorithm-

5(MD5)a@ 3€@af€asaffd, a,pafe "(B—a@«d, aQLfi@ | x 2, Q@IO®IQ 3 x"»x a3, %0d

» SHA1:Secure Hash Algorithm version

1(SHA1)a@ 160af"affaf 3@ ®af@affa, af¥é—Cae "3 83€QMD53,° 5,55, 8®%08..." 3@8I Q™3




IPSec Setup

Keying Mode :

FPhase 1 DH Group :
FPhase 1 Encryption :
Fhase 1 Authentication :
Phase 1 SA Life Time :
Perfect Forward Secrecy .
Fhase 2 DH Group :
Fhase 2 Encryption :
Phase 2 Authentication :

Phase 2 SA Life Time :

Freshared Key :

Freshared Key Strength Meter :

Advanced +

Minimum Preshared Key Complexity

IKE with Preshared key W
Group 1 - 763 bit W
DES W
MDa w
Mps
SHA1 '
[ ]
Group 1-768 bit W
DES LY
MDa LY
3600 saconds
Enable
e e |

8,'af taf faf— 4ivSPhase

18, 8 V&€ Eee%0dS' 3@ 83€QVPNAF 3 5f @af«39EA, €A, a5, £af-3@PIPYUIQONIPIQ,5 ™ é-
1 SA Life Time] &f «& £afY.af «&8f %od€p «a.. Y339 —3OQ%UIO™MIE,

a,af taf faf— 5i1v454, af1/4a0®a(_0é 3,/a% AE-3@™a, 3«3 a€@[Perfect Forward Secrecy]
af@a 8affa, afcedffa, a,'3,'a, 2affa@«a@—a@%i@O™a€ 3@ "aQ®A,2af—a,-af8aF33,'a%¢¢"” aQ“"a QY



IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : MD3 v
Phase 2 SA Life Time : 3600 seconds

Preshared Key :
Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter :

Advanced +

&o<é T 6145 [Phase 2 DH Group]
8f%oaf 8f faf—af €3, |af3afa 1af a€p<3, %03 € @PE QO 13 @af+3,8a5%4a,°2
DH3a,°af«aflhaf—a,'é @ eSza@—a@ha@™a€,afa,3af%a,°23@83€@ a€@a,»a,af¥asfrasta a, calea, a,

e Group 5

1Y/ 7688f“ f faf 1Yo 1Y/ Soe0eES, , 822 5€p,,aVa-3° | @ ®E,af U3 @ 2 e€4, a®%0d... AP 83 @ 3@, 0°@e %a,°
o Group 2-1024af"“af faf” &

A LaQP®E«"3€,a,af143Q  A®%0a...  x€8AQBECIQ, 2@ Wa, af«aflhaf—a,'e| A @P—aAPNAYP™IE,
e Group5-

1536af“ &f faf "1V/Soa0eEd,, &/ L@ RE«" 3@, 8,af K3 @ "2 0e€d, d®%od...  d@ e’ @e  1d,°af«aflhaf—a,'e;" a:



IPSec Setup

Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Fhase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 DH Group :

Phase 2 Encryption Grjup ,; 1|:|.»_»4 nit

Phase 2 Authentication : fEr= =

Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter :

Group 5- 1536 bit

Advanced +

o T 718 Phase 2 Encryption]
af%oafaffaf—af€a, 13357, 14f"a€p<3, %03€ @ 3,35 143, 25— AE-3O™3,3Q Y3, 9IOREQOI" 139 [Phe

Encryptlonla e@ ®S75O—39%IQ™IE,20e€d, A®%0a... 5P 25— AE-2- a%0a0§a0a<AES-
2563@ExZ"a¥" a@-a E3@3u3@™a€,VPNaSF” aPaf@af«aQ.ﬁsaQ d€EQac« IQBIQPEIQ rS—a9-3C

DES:Data Encryption

StandardiVs DESIY»af tafV.a, ;os5—a€p-€ | @& Yi%%0a @83 a€@aftafud,aes—ae aE-3@«56af"
3DES:Triple Data Encryption

Standard(3DES)3€@p €€ 1683f affaf a@®3, 3 af—af«i @ e3—a@ aE-2-'3%@3€@830@™a€,3D
AES-128:Advanced Encryption

Standard(AES)a€ €€ 103,8,138,” af«3@®¢'°4,58;"39 —3€«3, 3@ £3@ | af—af-afkifafts,a,a.
AES-192:Advanced Encryption

Standard(AES)a€ a€Q12a pa,na, af«a®®g1°a Se/"a—3@«a, "a@La@ | af—af-afafafta,a,'a
1925€ AES-1283,73,53, a®%0d... 3@ 83€@™aE,

AES-256:Advanced Encryption

Standard(AES)&€ a€0a.f—af—-af%aﬁaﬁa 13f°a, ’14a ,ua,md, af«c'°g, Se;"a@p— 3@ | eS—a@-afts
2563€@ €@ r0e€5,,a®%0d...  3@eS— a@ AE-2-'3%QIQ8IQO™AEE,



IPSec Setup
Keying Mode ; IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
Phase 2 OH Group : Group 1- 763 bit W
rr ™
Phase 2 Encryption : DES v
MIUILL
Phase 2 Authentication : DES |
3DES
Fhase 2 54 Life Time : AES-128
AES-182
Preshared Key : M-AES'EEE 4
Minimum Preshared Key Complexity : Enable
Preshared Key Strength Meter : S
Wdvanced +

a,1af taf faf— 8iva§ Phase 2 Authentication] 5
Af%odf af faf—af €3, |af33f %, 18f 5@ <3, %06 QO3 13 @0’ @ & Vae-'3% @3, 6 @ 2573 Q—3@%43Q9™AEE, VPN:

» MD5:Message Digest Algorithm-

5(MD5)a€p d€@af€ad,8affa, a,paf e""(®—a@«d, dQLi@ 22, QPIQPRIY,a " »2'fa@<d,%0d
» SHA1:Secure Hash Algorithm version .

1(SHAL1)a¢ 160af"affaf" a@®af@asfa, ar¥é-Ce-°a@83€@MD53,"4,54,,a®%0a...” 3 @33 Q™G
o Nullivdei@e Yae-'3%@a@ a%ic" €3, EaQ%IHS,"aE,



IP5Sec Setup

keying Mode : IKE with Preshared key W

Phase 1 OH Group ; Group 2 - 1024 bit W

Phase 1 Encryptian : DES W

Fhase 1 Authentication : SHAT W

Fhase 1 SA Life Time : 27600 seconds

Perfect Forward Secrecy

Phase 2 OH Group ; Group 1- 768 bit W

Phase 2 Encryption : DES W

Fhase 2 Authentication : MD5 W
MULL

Phase 2 SA Life Time : )
SHA1

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter : SRS

Advanced +

a,%af taf faf — 9ivsSPhase 3
23, 8f /5@ Ee0e%odS' 3@ 83€QVPNASf af af@af«a@E5,C3, aftd Laf-3Q@RIQPAUIOPNUIP 3,4 ™ é-
2 SA Life Timeaf <8, £af Vaaf «8f %od€p«a...¥aS>a @ —a @Ha @ ™aE,

& 'af taf faf— 10ivSPreshared )

Keyaf <3, £af Vaf «af %od€p «a€@af'a,¢a,/'e*@e hi@™a «a@Ya, @@ «IKEASf'3,Cé-"3€88»¥a%0 @A @«a...x:
B TYVAVPNE@ ES,»a,af¥afaf13,£3@83; @6 3€+3,(Ea,3," 3@ TaQ«IEQIKEAS'S, Cé-"a€83%a%0@a...+
a 1éf1-éfféfo_ o o o X o o -

1180<8%0 @ a... 22 0e%0d,3f 143 @®aY-3° | afjaf1hd, af1Ad,' 20e%0dS'ad@«3Q9™35,<3 4@ 3@ a€Q[Minimum
Preshared Key Complexity]

af€a,8affa, afcedffa, 3,'3,3,°af 3@ «3Q@—a3@%AQ™AE,3,«afOAfUAf@af1ha, €35 Q@—a @ | 3° %0 a.

8 1YZ5% %0 @ 4... £ 202 %00, Af 4G ® A Y4-G° | Gfi0f140,¢ A 5«3 € €@ Ee%0°a» dQP@PIPRIFPafAa, E€355



IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MDs W
Ilr;hase 2 SA Life Time : 24005 seconds )
Preshared Key : ABC34530BCAD

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter ; e I 1
Advanced +

518 Taf faf— 12[Save] 4’4 Ef%5f 3 20 —3@ 562 3035, 4; 9 IO—3QUIO™IE,
50 B%o @ ... 2202 %08, 3FVhEFC 3FVaa Y008, 82" GO —AOYE« 3 GOIKEGH B " d®F

& 18 t4f faf— LivaAdvanced] )
58 Af5ff8 AO—3€9  F€Q Q%0 3...£R0%0d, 3, '8Vsi " A9 —FOVIKEFO®O

duanced—

Advanced

[ ] Aggressive Mode

Compress (Support IP Payload Compression Protocol{lPComp))
Keep-4live

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

MAT Traversal

H B E E B E

Dead Peer Detection Interval seconds




a‘aftaf faf— 2|1/4§§f0affa “af aflaa, e€Ya°'a0CEa1/zZaQ,,a ‘AQ 3@ 3€@[Aggressive Mode]
af@a 83ffa, afceadffa, a,"a,a, a;f3a0«a0 a@%a@""a€ "3, Ea@«a, a Sa€QSAan¥g1]sa i%4"afa,83

o T4, 08, °Af~Af 4, -Af-Af CAfVAf %o FE@F,°Af«AF1hEF—3, 3FOF, 13, C a2 AF 53, %03, 255 %aF 3, 5,85

a ‘aftaffaf— _

38 Paf $afvad, (A °af©Oaf a@®a,ua,ra,’a,'dce8¢, ®iQ™a«a @ 3@ a€@[Compress (Support IP
Payload Compression | Protocol (IPComp))] 3

af€3,8affa, afcedffa, a,'3,'a, affa@«3aQ@—a @i ™a€ IPCompi@ €@IPaftafaa,;a,°afoaf 3@ ®a,

aaftaf faf— B 3
4|1/4§VPNaf“afBanaf«a®®an¥g1] 3,3, 3€«3,0a, afta £af-a@PIQPNIQPNIQP«AQP™I A AP 3@ F€Q
Alive] .
af€@a,8affa, afcedffa, 4,'3,3,°af 3 @«3@—a@3%haQ™3a€,3,af1haf—3,Caf04,paf-3€@ F€QRLYYSIOC

Advanced -

Advanced

[«

Aggressive Mode

[«

Compress (Support IP Payload Compression Protocol{IPComp))

[«

Keep-alive

AH Hash Algorithm | MDS | w
MetBIOS Broadcast

MAT Traversal

H H B B

Dead Peer Detection Interval seconds

8 18 tAf fAf— SivS A AF AFFAFEAFAAH)E, 2e%03S 3«3 Q™3 56 36 FEQ[AH Hash
Algorlthm]
af€a,8affa, afcedffa, a,'3,'a, 2 affa@«3Q@—aQ%HIQ™AEAHIQ FEQC™4,(a.. . faftaf1hd,;a@«a K™

» MD5:Message Digest Algorlthm-

5(MD5)a€¢ a€@af€a B affa, a JHaf €7 (®—3@«d, " dQLIQ xR, PIOB®IQ,3, X" »2'FaQd,%0d
» SHA1:Secure Hash Algorithm version .

1(SHA1)3€ 160af'affaf a@®af@affa, af¥é-Coe-°a@83€@MD53,"3,53,,a®%0a...  3@P83@ ™I



Advanced -

Advanced

[ 1 Agagressive Mode

Compress (Support IP Payload Compression Protocol{IPComp))

H Bm

Keep-alive

<]

AH Hash Algorithm | MD5

NetBIOS Broadcast] apaq

MAT Traversal

H E B

Dead Peer Detection Interval seconds

o<é T

618V PNaf afaf @af«a, '6E36QLAQ™E,Af«afhaftE £3F3,°4 QIO efha@af afoaf-a £affa, a,'e" +a4
Broadcast]

&' 8, %8« 9—3QNIO™IE af+af3,0af«3f 3@ 3,°3f3P8aHO™3€ NetBIOSI@ 3€Q4 €Ef 3H®S,Y
Nelghborhooda@aa0©a0®W|ndowsae@Yerza '6€33Q 3@ | € Qaf@affafaf afua, ~&t.. LAQRIfF—2

35%)0<é T

TiYSAf* Af-Afoaf f8, 1PA, Caf %oaf 4,18, &A@ —a€ | 3f—afO3,naf™afuaf LANA <3, %08, 0af3,; af1haf @ af
Traversal]

af€a,8affa, afcedffa, 3,'3,3,°af 3@ «3@—a3 @343 Q@™3€ VPNaf«afhd, 3@ ENATE,af%af 3, 5,583,013 €

aaftaf faf— 8i/8Dead Peer Detection )
Interval '3f €3,83ff3, 3@—a3€ | 3€QHellodP%IQYI@ ACKS, 'd»3@—3€@YVPNISF 3Faf@af«3@®4

a®"1v.8Dead Peer Detection . _
Interval&@ a€@4a, afOa,nd, Caf>af a€<a, %0d,2af1%af 3, | 4,834,033 QPG 4 €4QB®VPNRZY NS5 «3

Advanced -

Advanced

[ ] Aggressive Mode

[] Compress (Support IP Payload Compression Protocal(IPComp))
[ Keep-Alive
AH Hash Algorithm | MDS | w

MetBIOS Broadcast

AT Traversal

Dead Peer Detection Interval 250 seconds

81af taf faf— 9V Save] &' 8, af%ffa 2@ —a€ | a€@e a®33,'4; @3 aQ@—3 @AY ™E,



59 "3Q"39%IQ53Q IEQRVO163€QRV0425€QRV042GIEH IS, 3€°RV082 3
VPNaf«afd,;a,5a€83, afoa,na,caffaf a€<a,%0d,2af%af 4, | 3,83,03@ d@®afafCafkuaf g ca, a,»3,"V
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