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nlllnlllu Small Business s UL English v Log Out About Help

CISCO RvV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: | Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status [ ] | VLANID | Description Inter VLAN Routing = Device Management | LAN1 LAN2 LAN3 LAN4 LAN5 LANG
Traffic Statistics

(VLAN Membership),
Q0S:CoS/DSCP Setting O 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

g 1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

DSCP Marking [ 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged
802.1X Configuration

» Firewall

» Certificate Management

Add Edit Delete

User Management
Wizard

© 2013 Cisco Systems, Inc. All Rights Reserved
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Getting Started

System Summary

VLAN Membership

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management = LAN1 LAN2 LAN3 LAN4 LAN5 LANG
Traffic Statistics

VLAN Membership
Q0S:CoS/DSCP Setting LJ 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged Untagged

DSCP Marking Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged Tagged
802.1X Configuration

» Firewall

——

Edit Delete

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.

ATY 7 3:VLANTabletzY> 3> TAddZ 27Uy oL, iLLVWLANIDZERLE T,

-Ill-lll- Small Business - Lol English v Log Out  About

CISCO RvV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1 LAN2 LAN3 LAN4 LANS5
Traffic Statistics

VLAN Membership
Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

1 Default Disabled Enabled Untagged Untagged Untagged Untagged Untagged

DSCP Marking 100 Voice Disabled Disabled Tagged Tagged Tagged Tagged Tagged
802.1X Configuration
» Firewall
» VPN Add Edit Delete

Disabled v Enabled v Tagged Tagged v Tagged v Tagged v Tagged

» Certificate Management

» Log

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

» System Management
Port Setup
Port Status

Traffic Statistics

VLAN Membership

QoS:CoS/DSCP Setting
DSCP Marking
802.1X Configuration

» Firewall

» VPN

VLAN Membership

VLAN: ¥/ Enable
Create VLANs and assign the Outgoing Frame Type.
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

VLAN Table

VLAN ID
1 Default

LAN1 LAN2 LAN3

Untagged

Description Inter VLAN Routing | Device Management LAN4 LANS

Disabled Enabled Untagged Untagged Untagged Untagged

25 Guest Disabled Disabled Tagged Tagged Tagged Tagged Tagged

100 Voice Disabled

[ Yeome W r—

Disabled Tagged Tagged Tagged Tagged Tagged

Enabled v Tagged v Tagged v Tagged v Tagged v Tagged v

Edit

Delete

» Certificate Management

» Log

Save Cancel

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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-Ill-lll- Small Business

CISCO RvV325 Gigabit Dual WAN VPN Router

Getting Started
System Summary

VLAN Membership

» Setup
» DHCP

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)
v

Port Setup
Port Status
Traffic Statistics

VLAN Membership
QoS:CoS/DSCP Setting

DSCP Marking
802.1X Configuration
» Firewall
» VPN

VLAN Table

[ ] | VLAN ID

Description Inter VLAN Routing | Device Management = LAN1

Disabled Disabled

Add Delete

» Certificate

» Log
» SSL VPN
User Management

Wizard

<

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.
» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table
Port Status
Traffic Statistics

- 1 Default ‘ Enabled v i Enabled

Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled

DSCP Marking 100 Voice Enabled ¥ Disabled v
802.1X Configurati
onfiguration 200 Data Enabled v Enabled v

Add Delete

VLAN ID Description Inter VLAN Routing | Device Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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CISCO RV325 Gigabit Dual WAN VPN Router

Getting Started

System Summary

VLAN Membership

VLAN: ¥/ Enable

Create VLANs and assign the Outgoing Frame Type.

» System Management .
Up to fourteen new VLANSs can be created. VLAN IDs must be in the range (4...4094)

Port Setup VLAN Table

Port Status VLAN ID | Description Inter VLAN Routing | Device Management | LAN1
Traffic Statistics

1 Default Enabled v Enabled Untagged V¥

Q0S:CoS/DSCP Setting 25 Guest Disabled Disabled Tagged
DSCP Marking 100 Voice Enabled ¥ Disabled ¥ [ Tagged

802.1X Configuration
» Firewall

200 Data Enabled v Enabled v

Add Delete

Tagged

» Certificate Management

User Management

© 2013 Cisco Systems, Inc. All Rights Reserved.
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1 WAMConnection Type
DHCF

—urrent P
192 163 .1 115

Login basic | advanced

Attendant Console Status

System Information
Connection Type: DHCP Current IP:  192.168.1.138
Host Name:  SipuraSPA Domain:  routerf72530.com
Current Netmask: ~ 255.255.255.0 Current Gateway:  192.168.1.1
Primary DNS:  192.168.1.1
Secondary DNS:

Product Information
Product Name:  SPA502G Serial Number:  CBT133400JK
Software Version:  7.1.3 Hardware Version:  1.0.0(0001)
MAC Address:  0018B9FFD9I7A Client Certificate: Installed
Customization: Open Licenses: None

Phone Status
Current Time:  12/18/2017 06:52:56 Elapsed Time:  00:00:07
Broadcast Pkts Sent: 9 Broadcast Bytes Sent: 2014
Broadcast Pkis Recv: 6 Broadcast Bytes Recv: 360

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

ATY 7 2:Voice>Ext1DEICIBIRT D &, HLRR—IHAHAEET,

User Login basic | advanced

Attendant Console Status

I R I R O S S e

General
Line Enable: | yes v |

Share Line Appearance

Share Ext: ‘ private ¥ Shared User ID:

Subscription Expires: ‘ 3600

NAT Settings
NAT Mapping Enable: | no v NAT Keep Alive Enable: | no v

NAT Keep Alive Msg: | SNOTIFY NAT Keep Alive Dest: | SPROXY

Network Settings

SIP TOS/DiffServ Value: ‘ 0x68 SIP CoS Value: 3 v

RTP TOS/DiffServ Value: ‘ 0xb8 RTP CoS Value: 6 v
Network Jitter Level: high v Jitter Buffer Adjustment up and down v

SIP Settinas

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone




AT Y7 3 : Proxy and Registrationtz2 >3 > T, Proxy7 4 —JLRIC7OF>H—/N& A
HLUET. COBITHE. Raspberry Pi(192.168.3.10)0 7 KL AX 7O+ 9 —/N& LTHE
AENFET, VLAN 100(£192.168.3xDH T XY NEIZH W ET,

7 : Raspberry PiQIP7 RL Ak, CORREORBETHRELET, &FMICOVTRK, ZHT
5t0> 3> "Raspberry PIDF7 RLAZFIOHTZY NCEEFTS, ICURALIKEN
V20720 )YoOLTLKEEL,

ol I () | h Small Business Pro . User Login basic | advanced

cisco SPA502G C
Personal Directory Attendant Console Status

Provisioning Regional Attendant Console

CFWD Notifier:

Proxy and Registration

Proxy: ( 192.168.3.10 Use Outbound Proxy:

Outbound Proxy: Use OB Proxy In Dialog:

Register: Make Call Without Reg:

Register Expires: | 3600 Ans Call Without Reg:

UseDNSSRV: [ no v| DNS SRV Auto Prefix:

Proxy Fallback Intvl: | 3600 Proxy Redundancy Method:

Subscriber Information
Display Name: User ID:

Password: Use Auth ID:

Auth ID:

Mini Certificate:

SRTP Private Key:

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

AT Y 7 4 : Subscriber Information® T T, XRRBEHRERNROI—HID ( ARES ) ZA
ALET, COBITRE. AREFT1003Z2FEALET,

5 : W#R10031E 9 TIZRaspberry PiL THERB LRUBREET N TVET,

I
ol l () I h Small Business ' = User Login basic | advanced
cisco SPAS02 r

Personal Directory Attendant Console Status

SiP Provisioning Regional Attendant Console

REUISIEl CADIES. | 500U AIlS Call WitloutRey. | 10 v

Use DNS SRV: DNS SRV Auto Prefix: [ no ¥
3600 Proxy Redundancy Method: Normal v

Proxy Fallback Intvl

Subscriber Information

Display Name: (1003 User ID: (1003 )

Password: Use Auth ID: no v

Auth ID:

Mini Certificate: |
SRTP Private Key: |

Audio Configuration

Preferred Codec: | G711u v Use Pref Codec Only: | no v
Second Preferred Codec: | Unspecified ¥ Third Preferred Codec: | Unspecified ¥

G729a Enable: yes ¥ G722 Enable: yes ¥

G726-16 Enable: yes Vv G726-24 Enable: yes v

G726-32 Enable: yes Vv G726-40 Enable: yes v

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved SPA502G IP Phone
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A NAT—R123453PlE L TOHRBERENATVET, JUEMB/NAT—RZEATS
CEEBBHLET,

Small Business Pro - in basic | advanced

lll Ill
cisco SPA502

T Voice Call History Personal Directory Attendant Console Status

System

REyISIEl CADIES. AlS Uil Williout ney, 1o

Use DNS SRV: DNS SRV Auto Prefix: no v

Proxy Fallback Intvl: Proxy Redundancy Method: Normal v
Display Name: User ID: 1003

Password: Use Auth ID:

Subscriber Information

Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec: Use Pref Codec Only: no v

Second Preferred Codec: Unspecified ¥ Third Preferred Codec: Unspecified ¥

G729a Enable: yes ¥ G722 Enable: yes ¥

G726-16 Enable: yes Vv G726-24 Enable: yes Vv

G726-32 Enable: yes Vv G726-40 Enable: yes Vv

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

FIEG6: Use Auth I DROYZFAIVARNDSEHNOAT>a> & BRUET, 7723
~idYesENOTT, EETRRICERENTVIHAESHZEHBITEDLSICSIPAY =2
|\ E R T Z % Session Initiation Protocol(SIP)REEZBXIC TS ICIE. AuthIDROY 7’H™
VUARNDSYesEBIRLET, COBITIE, YesZBIRLTVET,

vjuene, Small BusinessiBig gin basic | advanced

cisco SPA502 gurationU Iity

Call History Personal Directory Attendant Console Status

System isionil Regional

REUISIEl CADIES. | 500U AIlS Call WIlIout Rey.

Use DNS SRV: DNS SRV Auto Prefix:

Proxy Fallback Intvl: Proxy Redundancy Method:

Subscriber Information
Display Name: User ID:

Password: Use Auth ID:
Auth ID:

Mini Certificate:
SRTP Private Key:

Audio Configuration

Preferred Codec: G71u v Use Pref Codec Only: no v
Second Preferred Codec: Unspecified ¥ Third Preferred Codec: Unspecified ¥

G729a Enable: yes v G722 Enable: yes ¥

G726-16 Enable: | yes v G726-24 Enable: yes v

G726-32 Enable: yes Vv G726-40 Enable: yes v

Undo All Changes Submit All Changes

© 2009 Cisco Systems, Inc. All Rights Reserved. SPA502G IP Phone

FIE7 : AuthID7 1 —J)LRIC, COEFHRICEELRISELTVWAABRBESZADLET
o ﬁlb\g ID‘*SIP%’S\:IE%—C“?O



" | 1 | 1, Small Business Pro

cisco SPAS02G Co

Call History

System

iguration Utility

Personal Directory

Provisioning Regional

Attendant Console Status

Attendant Console

User Login basic | advanced

e
Register Expires:
Use DNS SRV:

Proxy Fallback Intvl:

Subscriber Information
Display Name:
Password:
Auth ID:
Mini Certificate:
SRTP Private Key:

Audio Configuration
Preferred Codec:

Second Preferred Codec:
G729 Enable:
G726-16 Enable:

© 2009 Cisco Systems, Inc. All Rights Reserved

yes v
3600

3600

Ans Call Without Reg:
DNS SRV Auto Prefix:

Proxy Redundancy Method:

User ID:
Use Auth ID:

G711u v

Unspecified v

yes Vv

yes ¥

‘ Undo All Changes

Use Pref Codec Only:
Third Preferred Codec:
G722 Enable:
G726-24 Enable:

Submit All Changes

AT Y7 8 : RIZ [Submit All Change]l 22U Y Y LET,

pE

FRETBHSPAIMPPERE#NMBICEHDHEEE.

Ut ey

no v

no v

Normal v

no v
Unspecified ¥

yes v

yes Vv

SPA502G IP Phone

TSPAIMPPEZE#NRE, V>3 >

DATYTIURYET,

A4 Y FTOVLANDELE
ATY T 1: WebR—ANDI—F 14 )F 4O 4> L., VLAN Management > Create
VLAN®D JEIZEIRL £T,

A CRERTFNAARICK>TELRDZZENHYET, COHITEE., SF220-24PEFERAL T
VLANZERELTVWET,

Small Business
alraln

~ Save cisco Language: Logout About Help
e —
cisco SF220-24P 24-Port 10/100 PoE Smart Switch ’

Getting Started

Status and Statistics

Create VLAN

Administration

Port Management

VLAN Table

| | VLANID | VLAN Name | Type

1 default Default

Default VLAN Settings
(Create VLAN).
Interface Settings
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN

Add... Edit Delete

Spanning Tree
MAC Address Tables

Multicast

Security
Access Control

Quality of Service
SNMP

»
>
>
» IP Configuration
»
>
>
»

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.
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'l' I|I Small Business — cisco  Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started
» Status and Statistics

Create VLAN

» Administration VLAN Table

» Port Management [ ] | VLANID | VLAN Name Type

1 default Default

Default VLAN Settings ( e )
Interface Settings
Port to VLAN

Edit Delete

Port VLAN Membership
GVRP Settings
» Voice VLAN
» Spanning Tree
» MAC Address Tables

» Multicast

» IP Configuration
» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

ATV 3: BE—OVLANZERTZIZIE, VLANA >3V RE%ERLE T, VLAN
IDEVLAN NameZ A DL ET, RIC, ApplyZ 2 )Y UL TVLANZRELET, COHIT
&. FFEAICVLAN 1002, F—XAICVLAN 200Z#ERL£T,

x —EOVLANIE ARSI AT ATHEATIEDICATALAICKHER S, BBVIDZE AL
LTHRTVIDEAALTEERTEELA (MKODVIDZEL ). Rangeie =2 FHT 215
&, —EBlCERTZBVLANOREAEIF100TT,

[ Add VLAN - Google Chrome — (I X

A Not secure  https://192.168.1.100/html/vlan_createAdd.html

0w
% VLAN ID: Qoo ) (Range: 2 - 4094)
VLAN Name: (Voice ) (5/32 Characters Used)
Range
% VLAN Range: | - (Range: 2 - 4094)

@
(~Apply—)| Close |

I BDIDOVLANZER T2 HEN HDEEE. ATYT2%EVIERLET,

AAY FTOEFEVLANDERE



ATV 1: WebsEICOY 1> L., VLAN Management > Voice VLAN > Properties ) JIg (Z
BRLET,

- BBESFEVLIANEZRETD L, SEVLANOQOSEEN BEMNICERAEh, 5N
1Y OIBREIBNNAFTESNET,

Small Business < Save cisco Language: Logout About Help
el SF220-24P 24-Port 10/100 PoE Smart Switch E—

Getting Started
» Status and Statistics

Properties

» Administration C0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings
Create VLAN
Interface Settings
Port to VLAN
Port VLAN Membership CoS/802.1p: 5 v | (Default: 5) CoS/802.1p: 5
GVRP Settings
» Voice VLAN
Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface
» Spanning Tree
» MAC Address Tables

Administrative Status: Operational Status:

“ Voice VLAN ID: 1 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 Vv | (Default: 46) DSCP: 46

Dynamic Voice VLAN ® Enable Auto Voice VLAN
Enable Telephony OUI
Disable

» Multicast

» IP Configuration | Apply ]
!

» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

AT Y 7 2 : Administrative Status® T T. Voice VLANID7 4 — )L RIZCEZEFEVLANIZT S
VLANZ AHDLZET, CcOBITIE, VLAN100ZZEVLANEL TAHALET,

E  HEFVLANID, #—E R Y FA(CoS)/802.1p, Differentiated Service Code
Point(DSCP)DZEEIZ & V), F/NA AGBESEVLANE AR T 1 ¥ I EEVLANE LTT K
NE2AAXLET, #7723 > Auto Voice VLAN activation triggered by external voice
VLANA'BRRENTVBEHE, F7AINNEZHRBTIXEN HVET, COHITE,
CoS/802.1plEF 7 A I MDEOXRFKRIZAY), DSCPRET 7 F N NDA6DOXRKRIZEVY) X,

"' . | ' Small Business - Language: [[ZSTIE IR st Help
alial, e —— ST
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started -
» Status and Statistics Propemes
» Administration C0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings

Create VLAN

Interface Settings

Port to VLAN

Port VLAN Membership C0S/802.1p: 5 v | (Default: 5) Co0S/802.1p: 5

GVRP Settings
v Voice VLAN

Administrative Status: Operational Status:

# Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 v | (Default: 46) DSCP: 46

Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

Dynamic Voice VLAN: @ Enable Auto Voice VLAN
Enable Telephony OUI
Disable

» Spanning Tree
» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

ATV 7 3:ApplyE VU Y UL THREEZRELET,



'l' I|I Small Business - Save cisco Language: Logout About Help
' . ' . /
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started Properties
» Status and Statistics P

» Administration Co0S/802.1p and DSCP values are used only for LLDP MED Network Policy and Auto Voice VLAN.

» Port Management

Voice VLAN Settings:

Default VLAN Settings
Create VLAN Administrative Status: Operational Status:
Interface Settings
Port to VLAN
Port VLAN Membership C0S/802.1p: 5 v | (Default: 5) Cos/802.1p: 5
GVRP Settings
v Voice VLAN

“ Voice VLAN ID: 100 (Range: 1 - 4094, Default: 1) Voice VLAN ID: 1

DSCP: 46 v | (Default: 46) DSCP: 46

Telephony OUI Dynamic Voice VLAN Settings:
Telephony OUI Interface

» Spanning Tree Dynamic Voice VLAN: e Enable Auto Voice VLAN
Enable Telephony OUI
» MAC Address Tables Disable

» Multicast

» IP Configuration € ) Cancel

» Security —
Access Control

» Quality of Service
» SNMP

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

AAYFDAR—=T T4 ARE

AAYTFOYBR—KTHBIAE—TIA AR, ROVWThADOREICE)HTH &N
TEEXT,

. —f%: R— IEEE 802. 1 TEBE N TVR IXNTOMEEHR—KNTEE
T, 12 %— 7I4Zu‘1outmvuwwadﬁéi#uaﬁkaX/ALﬁé
CENTEERT,

c FUORBR AR —TIARAICHKETEBVLANR1DE T T, EETEBVLANKE1D
EHTY,

« RS2 EBEOVIANO RS 74 0&1DODUITEEL, XY NJD—U24IC
VLANZILFRTE X T,

« Dot1p-Tunnel : 1 X —T7 I A AZQNQE—RICLET, chiZky), 1—HR@F7O
NAZ—%Y ND—02 4K THBEOVLANEEBPVID)ZFEATEET, 128LED
dotlph > RILKR—KHFHBBEE. A4 Y FRQNQE—RIZBEYET,

ATY 71 : Webi&EICOY 1> L. VLAN Management > Interface SettingsD JEICEE L
£7,



||| I|| Small Business " cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch .

Getting Started
» Status and Statistics
» Administration Settings Table Showing 1-26 0f 26 All ¥  per page
» Port Management

+ VLAN Managen

Interface Settings

Filter: Interface Type equals to Port v

Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Default VLAN Settings
Create VLAN @) 1 FE1 Trunk 1 Admit All Enabled Disabled

(Interface Settings),

FE2 Trunk Admit All Enabled Disabled
FE3 Trunk Admit All Enabled Disabled
FE4 Trunk Admit All Enabled Disabled

Port to VLAN
Port VLAN Membership

GVRP Settings
v Voice VLAN FE5 Trunk Admit All Enabled Disabled

2
3
4
5
Properties ) 6 FE6 Trunk Admit Al Enabled Disabled

Telephony OUI 7 FE7 Trunk Admit All Enabled Disabled

Telephony OUI Interface 8 FE8 Trunk Admit All Enabled Disabled
> Spanning Tree 9 FE9 Trunk Admit All Enabled Disabled
RmlVAC,AddressaTables, 10 Trunk Admit All Enabled Disabled
bmbulticast 1 Trunk Admit All Enabled Disabled

» IP Configuration

12 Trunk Admit All Enabled Disabled
13 Trunk Admit All Enabled Disabled
14 Trunk Admit All Enabled Disabled

» Security

» Access Control

» Quality of Service
» SNMP

15 Trunk Admit All Enabled Disabled
16 Trunk Admit All Enabled Disabled
17 Trunk Admit All Enabled Disabled

18 Trunk Admit All Enabled Disabled
© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

ATY T 2:VLANODA 2V BZ—T IAAE—RZERLET., COBITRE, Raspberry
Pi(R—K :FE3)ZF7 UV tEAR—RNELTRELET,

lll III Small Business cisco Language: m Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started
» Status and Statistics
» Administration gs Table Showing 1-26 of 26 All ¥  per page
» Port Management

Interface Settings

Filter: Interface Type equalsto Port v

Default VLAN Settings Entry No. | Interface = Interface VLAN Mode = Administrative PVID = Frame Type | Ingress Filtering Uplink

Create VLAN J FE1 Trunk Admit All Enabled Disabled
O FE2 Trunk Admit All Enabled Disabled
Port to VLAN
Port VLAN Membership
GVRP Settings
» Voice VLAN
» Spanning Tree ) Admit All Enabled Disabled

Admit All Enabled Disabled
Admit All Enabled Disabled

» MAC Address Tables ) Admit All Enabled Disabled

» Multicast J Admit All Enabled Disabled

» IP Configuration @) Admit All Enabled Disabled
» Security ) Admit All Enabled Disabled
» Access Control ) Admit All Enabled Disabled
» Quality of Service O Admit All Enabled Disabled

> SNMP ) Admit All Enabled Disabled
Admit Al Enabled Disabled
Admit All Enabled Disabled

Admit All Enabled Disabled

ATY 7 IRIC, Edit.. BV Y I LTAVR—TIA A EmMELET,



||| I|| Small Business — cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch 2

Setting,Started, O Trunk Admit All Enabled Disabled
» Status and Statistics

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Administration

» Port Management

VLAN Managemen

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

Default VLAN Settings

Create VLAN 8
Interface Settings' @) Trunk Admit All Enabled Disabled
Port to VLAN ) Trunk Admit All Enabled Disabled

Port VLAN Membership D) Trunk Admit All Enabled Disabled

(SRR Trunk Admit All Enabled Disabled
» Voice VLAN

» Spanning Tree
» MAC Address Tables

Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled
Trunk Admit All Enabled Disabled

» Multicast

» IP Configuration Trunk Admit All Enabled Disabled

» Security D) Trunk Admit All Enabled Disabled

» Access Control ) Trunk Admit All Enabled Disabled

» Quality of Service ) Trunk Admit All Enabled Disabled
» SNMP ) Trunk Admit All Enabled Disabled
GE1 Trunk Admit All Enabled Disabled
GE2 Trunk Admit All Enabled Disabled

Copy Settings... ( Edit... )

©2014-2017 Cisco Systems, Inc. All Rights Reserved.

AT Y7 4 : Interface VLAN Mode 7 41 —)L R T, AccessZEIRL T, 1 F—T I A%
B—VLANOZRITBLAVNELTERELE T,

[ Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdit.htm|?port=FE3

Interface: @ Port () LAG

Interface VLAN Mode:

General

Access

Trunk
Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg

£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)

Frame Type: e Admit All
Admit Tagged Only
Admit Untagged Only

Ingress Filtering: «| Enable
Uplink: Enable

M [ Close ]

ATYT5: ApplyE I )Y UL TEREEZRELE T,



[M Edit Interface Settings - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_intfEdit.html?port=FE3

Interface: @ Port FE3 Y ( LAG
Interface VLAN Mode: | ) General
(® Access
() Trunk
. Dot1g-Tunnel (The switch will be in Q-in-Q mode when it has one or more Dot1g-Tunnel pg
£ Administrative PVID: |1 (Range: 1 - 4094, Default: 1)
Frame Type: Admit All

Admit Tagged Only
Admit Untagged Only

Ingress Filtering: ¢/ Enable

Uplink: Enable

M[ Close ]

ALY FTOHR—RNVLANX O N—2 Y TOERTE
VLANZER L 125, EHRETDR—NICVLANZE|) HTHDHENHYET,

ATY 7 1: Webi&EICOY 1> L. VLAN Management > Port VLAN Membership® JELZ
EBRUET,

all B e ave ISCO Jiiebe English v
0 0-24P 24-Po 0/100 Po a
Getting Started a -
» Status and Statistics Port VLAN MemberShlp
» Administration F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN
»_Port Management Port VLAN Membership Table Showing 1-26 of 26 All ¥ per page
Default VLAN Settings Filter: Interface Type equals to Port v
Create VLAN Interface | Mode Administrative VLANs | Operational VLANs | LAG
Interface Settings FE1 Trunk 1UP 1UP, 100T
" FE2 Trunk 1P 1UP, 100T
FE3 Access 1UP 1UP
» Voice VLAN FE4 Trunk 1UP 1UP
» Spanning Tree FE5 Trunk 1UP 1UP
» MAC Address Tables FE6 Trunk 1UP 1UP
» Multicast FE7 Trunk 1UP 1UP
» IP Configuration FE8 Trunk 1UP 1UP
» Security FE9 Trunk 1UP 1UP
» Access Control FE10 Trunk 1UP 1UP
» Quality of Service FEM Trunk 1UP 1UP
S NG FE12 Trunk 1uP 1UP
FE13 Trunk 1UP 1UP
FE14 Trunk 1UP 1UP
FE15 Trunk 1UP 1UP
-

ATY T 2: R=—KNVLANXN=29 T TF—=T )T, VLANXON—=2 9 T BBET DA
R—TIAAZBRLET, COHITIE. Raspberry Pi (7R— K : FE3 ) ZVLAN 100lZ§%



ELET,

E IR TOZTEFNAARERE., "AAYFTOEEVLANDSEE, 023> TERLES
BVLANIC T TICEREETNTVET,

|l|lnl|l| Small Business . cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started 0
» Status and Statistics Port VLAN Membershlp

» Administration F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

hmioihyidanagament Port VLAN Membership Table Showing 1-26 0f 26 All ¥ per page

" Filter: Interface Type equalsto Port v
Default VLAN Settings

Create VLAN Interface | Mode Administrative VLANs | Operational VLANs | LAG
Interface Settings ) FE1 Trunk 1UP 1UP, 100T
LOTOVEAN FE2 Trunk 1UP 1UP, 100T

GVRP Settings
» Voice VLAN
» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration
» Security

» Access Control

» Quality of Service
» SNMP

ATY 7 3:JoinVLAN..ZU UYL T, VLANZERETDR—hZZEELET,

I|I-I|I- Small Business cisco Language: Logout About Help
cisco SF220-24P 24-Port 10/100 PoE Smart Switch

Getting Started Trink
» Status and Statistics
» Administration

Trunk
Trunk
Trunk

» Port Management

Trunk

Default VLAN Settings
Trunk

Create VLAN
Interface Settings Trunk
Port to VLAN ) Trunk
Trunk
GVRP Settings
» Voice VLAN
» Spanning Tree
» MAC Address Tables

Trunk
Trunk
Trunk
Trunk

» Multicast

» IP Configuration Trunk

» Security ) Trunk
» Access Control ( Trunk

» Quality of Service ) Trunk
» SNMP . GE1 Trunk
GE2 Trunk

‘ Join VLAN... ' Details....

F - Forbidden member T - Tagged member U - Untagged member P -PVID G - Guest VLAN

© 2014-2017 Cisco Systems, Inc. All Rights Reserved.

ATY T 4:1UPEEIRL, <2 Y UL T, Select VLANEY23>NDAVE2—T7IAA
ASVLAN 1ZHIBRLE T, PIEAR—KNDA U EZ—T I/ ALK, ZTFEHERTVE
WVLANZ 1D (TEMTEEXT,



[ Join VLAN - Google Chrome

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

100 a (1up )

200

©

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

ATY7 5:100Z8RL, >20UY UL T, BTBZLOVLANZA > Z—T7 T4 AICIEM
LEXY,



[ Join VLAN - Google Chrome

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port ) LAG
Mode: Access
Select VLAN:

200
i ®

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

< PVID

lApply| | Close

FIEG: ApplyZ O U Y VL TREZREFELE T,



[ Join VLAN - Google Chrome — O X

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Interface: ® Port () LAG
Mode: Access

Select VLAN:

200 a 100UP -

1

A 4 v

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded
Tagged
(® Untagged

# PVID

(npply—)| Close

FIE 7 : Interface7 1 =)L RT, IL—RICEHEENTVWEDAM 2 EZ2—T I 4 AR—NZERL
£F9, COPHITIE, R—FNGEINFBIREIhTVET,



[ Join VLAN - Google Chrome — O

A Not secure | https://192.168.1.100/html/vlan_portMembershipEdit.html|?port=FE3

Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save

icon.
Interface: (e Port GE1 v ) LAG
Mode: Trunk
Select VLAN:
100 a 1UP a
200

F - Forbidden member, T - Tagged member, U - Untagged member, P - PVID, G - Guest VLAN

Tagging: () Forbidden
Excluded

(®) Tagged
() Untagged

PVID

lApply—| |  Close

ATYT 8 BRUIEAVEZ—TIARAIZEMTBVLANEZERL, >20UY oL T,
Select VLANE 23V ICEMLET, COFITREE, VLAN 100&£200%#IRLE T,



[ Join VLAN - Google Chrome — O X

A Not secure | hittps://192.168.1.100/html/vlan_portMembershipEdit.html?port=FE3

Qﬁ Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save
icon.

Interface: e Port GE1 v LAG
Mode: Trunk
Select VLAN:

1UP

200

Tagging: Forbidden
e Tagged
Untagged
}—Apply—‘ Close

ATFYT9: ApplyZ V)Y UL TREEZRELET,

I IPFPRLAZELVWHTZY NCEETZ1E8HIC, IPPhone® ) 7 — KA REICE D5
ENfHYET,

Raspberry PIQIP7 RLAZBIOHTZY NCEET S

ATY 71 2F¥1TF> 1)L(SSH)TRaspberry PilCiZ#: 9 % A, Raspberry PiZ 1 E 1
—REZRICEHLET, cOBITE., SSHZFERA L TRaspberry PiZEREL £,

F o OVEI—-RFREREFYTRNYTORALY FEDOR—NIE, Raspberry PIEELU
VLANLIZHY, 1V B—T I/ ABREZRETDIRICTIVEAR—MELTEEENATY
BDRENHYVET, CORED "AAYVTFTOAVE—TIARAFZE R "ALYFT

DR—BVIANX O N=2Y TORE) Z#SRUTLKEEV, SSHTEKETSICE, IP7R
L AA'Raspberry PiERIURY RD—J LICHD e ZRFBEL TS EEL, 5“'/\'47\75‘"
Raspberry PIEEUZRY RDO—0 LIZBVWEEE., BHNIP7 RLAZFEALTIPT RLAZ
BAUXRY ND—OJLIZFETEETS A, ONX > RO 7 N Tipconfig /release X > R
Eipconfigirenew AN READLTHLWIPF RLAZWMBLET, SSHIZA T MNE
 ARL—TFAVIDATALAILK>TEBRBEEN HYET, COHITE. Raspberry PiN
OSSHICPUTTYAEAE N TVE T, SSHOFEMIZOVWTR, ccZIUYILTLKESE
(A



https://www.cisco.com/c/ja_jp/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

Category:

=/Session Basic options for your PuTTY session
[=iTerminal

-Keyboard Host Name (or IP address) Port
- Bell 22

~Features :
[~'Window Connection type:

" Appearance (ORaw () Telnet () Rlogin ® ssH () Serial

- Behaviour

- Translation )
- Selection Saved Sessions

Specify the destination you want to connect to

Load, save or delete a stored session

- Colours
[-}Connection
- Proxy

- Telnet Save
[ﬂgls(ﬁ n Delete
Serial

Default Settings Load

Close window on exit:
O Always O Never @ Only on clean exit

About Open Cancel
|

AT Y7 2:Host Name ( £/=I&IP address ) 7 1 — )L RICRaspberry PiQIP7 KL A& A
ALET, CcOBITIE, 192.168.1.10E AHLE T,

¥ )L—XDODHCPF—7 )L %ML T, Raspberry PiD7 RLAEZRBRETEELET., COR
FIAXVRTR, RAZTAYIIPTRLAZFEOLSIC. ZDRaspberry PiAERIICERES
hTWET,



% PuTTY Configuration

Category:

[-ISession
Logging
[=ITerminal
~Keyboard
- Bell
-Features
[=IWindow
-Appearance
- Behaviour
- Translation
- Selection
-Colours
[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
@92.168.1.10 )22

Connection type:

(ORaw () Telnet () Rlogin ® ssH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
O Always O Never @ Only on clean exit

Open Cancel

ATY 7 3:Port7 41 —)LRICAKR—KRBFESELT2ZANLET, R—bI22E@FSSHZ’O K]

IOBER—NTT,




% PuTTY Configuration

Category:

[-ISession
Logging
[=ITerminal
~Keyboard
- Bell
-Features
[=IWindow
-Appearance
- Behaviour
- Translation
- Selection
-Colours
[=IConnection
Data
- Proxy
~-Telnet
~Rlogin
+/SSH

- Serial

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
192.168.1.10 (22

Connection type:

(ORaw () Telnet () Rlogin ® ssH () Serial

Load, save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
O Always O Never @ Only on clean exit

Open Cancel

AT Y7 4: Connectiontype:29 > 3> TSSHA 7> a> KRR Z IOV IOL, R4V F
EDEHFEELUTSSHEBIRLET, RICOpenz UYL THEYZ I EBBALET

o




2% PUTTY Configuration X
Category:
=/Session Basic options for your PuTTY session
Logging Specify the destinati tt ctt
=i Terminal pecify the destination you want to connect to
-Keyboard Host Name (or IP address) Port
- Bell 192.168.1.10 22
~Features c ction type:
='Window onnection type: _ _
- Appearance ORaw () Telnet O Rlogin O serial
Beha\no_ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
~Colours
[=IConnection -
Data Default Settings Load
- Proxy
~Telnet Save
~Rlogin
+/SSH Delete
- Serial
Close window on exit:
O Always O Never @ Only on clean exit
About ( Open ) Cancel

AT Y7 5 login as& &k U'password7 1 —J)L RIZ, RasPBXD1—HEE/NAT—RZA
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Linux raspbx 4.9.59-v7+ #1047 SMP Sun Oct 29 12:19:23 GMT 2017 armv7l

Welcome to RasPBX - Asterisk for Raspberry Pi

RasPBX is based on Debian. The programs included with the Debian GNU/Linux
system are free software; the exact distribution terms for each program are
described in the individual files in /usr/share/doc/*/copyright.

RasPBX comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

List of RasPBX specific commands:

raspbx-upgrade Keep your system up to date with the latest add-ons and
security fixes

configure-timezone Set timezone for both system and PHP

install-fax Install HylaFAX

add-fax-extension Add additional fax extension for use with HylaFAX

install-failZ2ban Install Fail2Ban for additional security

install-dongle Install GSM/3G calling capability with chan dongle

raspbx-backup Backup your complete system to an image file

Last login: Mon Dec 18 19:56:37 2017 from 192.168.1.151
root@raspbx:~#(ifconfig eth0 192.168.3.10 netmask 255.255.255.00
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